Appendix A. Optimal Feature Vectorization Algorithm (OFVA)
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“Algorithm 1: Optimal Feature Vectorization Algorithm (OFVA)

Toput: URL list
Output: Feature vector for each URL

foreach URL in URL list do

Initialize feature vector;

Extract domain,path, query.fragment from URL;
Caleulate FO: Type of URL (0=Legitimate,1=Phishing);
Calculate F1: Length of URL;

Calculate F2: Number of dots in URL;

Calculate F3: Repeated digits in URL;

Calculate F4: Number of digits in URL;

Calculate F5: Number of special characters in URL;
Caleulate F6: Number of hyphens in URL;
Calculate F7: Number of underscores in URL;
Calculate F8: Number of slashes in URL;
Calculate F9: Number of question marks in URL;
Calculate F10: Number of equal signs in URL;
Calculate F11: Number of at symbols in URL;
Calculate F12: Number of dollar signs in URL;
Calculate F13: Number of exclamation marks in Ul
Calculate F14: Number of hashtag symbols in URL;
Calculate F15: Number of percent symbols in URL;
Calculate F16: Length of domain;

Calculate F17: Number of dots in domain;

Calculate F18: Number of hyphens in domain;

Calculate F19: Special characters in domain;

Calculate F20: Number of special characters in domain;
Calculate F21: Digits in domain;

Calculate F22: Number of digits in domain;

Calculate F23: Repeated digits in domain;

Calculate F24: Number of subdomains;

Calculate F25: Dot in subdomain;

Caleulate F26: Hyphen in subdomain;

Calculate F27: Average subdomain length;

Calculate F28: Average number of dots in subdomain;
Calculate F29: Average number of hyphens in subdomain;
Calculate F30: Special characters in subdomain;

Calculate F31: Number of special characters in subdomain;
Calculate F32: Digits in subdomain;

Calculate F33: Number of digits in subdomain;

Calculate F34: Repeated digits in subdomain;

Calculate F35: Presence of path;

Calculate F36: Length of path;

Calculate F37: Presence of query;

Calculate F38: Presence of fragment;

Calculate F39: Presence of anchor;

Calculate F40: Entropy of URL:
Calculate F41: Entropy of domai
Store the feature vector for the current URL;
end





