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Supplementary Material

This collection of additional material contains the documentation of the systematic literature review in
section [3] Regarding the extensive data extracted from the publications, we present the vulnerabilities
organized in a consolidated taxonomy in section [I]and overviews of tools in section 2]
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1 VULNERABILITIES IN THE CONSOLIDATED TAXONOMY

In this section, we detail the 54 vulnerabilities we extracted. The presentation follows our consolidated

taxonomy that is structured into ten major classes.

Code Vulnerability Code Vulnerability
1 Malicious Environment, Transactions 6 Authentication & Access Control
or Input Vulnerabilities
Reentrancy 6A| Authorization via transaction origin
Call to the unknown 6B| Unauthorized accessibility due to wrong
Exact balance dependency function or state variable visibility
Improper data validation 6C| Unprotected self-destruction
Vulnerable DELEGATECALL 6D| Unauthorized Ether withdrawal
2 Blockchain/Environment Dependency 6E| Signature based vulnerabilities
2A[ Timestamp dependency 7 Arithmetic Bugs
2B| Transaction-ordering dependency (TOD) 7A| Integer over- or underflow
2C| Bad random number generation 7B| Integer division
2D| Leakage of confidential information 7C| Integer bugs or arithmetic issues
2E| Unpredictable state (dynamic libraries) Bad Coding and Language Specifics
2F Blockhash dependency T ¢
ype cas
3 Exception & Error Handling Disorders Coding error
3A| Unchecked low level call/send return Bad coding pattern
values Deprecated source language features
3B Unexpected throw or revert Write to arbitrary storage location
3C| Mishandled out-of-gas exception Use of assembly
3D Assert, require or revert violation Incorrect inheritance order
4 Denial of Service Va.riable. shadowing
4Al  Frozen Ether Misleading source code
Bl Ether lost in transfer Missing logic, logical err‘ors or dead code
C| DoS with block gas limit reached Insecure contr?lct upgrading )
4D DoS by exception inside loop Inadequate f)r incorrect logging or
4E| Insufficient gas griefing documentation
5 Resource Consumption & Gas Issues 9 Environment Configuration Issues
SAl Gas costly loops OA| Short address . '
5B| Gas costly pattern 9B Outd?ted compiler version
5SC| High gas consumption of variable data OC|  Floating or nf) P r?gma
type or declaration 9D| Token API VlOlatl.OIl o
SD| High gas consumption function type OF| Ethereum 9pdate incompatibility
SE| Under-priced opcodes PF| Configuration error
10 Eliminated/Deprecated Vulnerabilities
10A| Callstack depth limit
10B| Uninitialized storage pointer
10C| Erroneous constructor name
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1.1 Malicious Environment, Transactions or Input (Class 1)

1A Reentrancy

Alternate names: Cross function race condition, race to empty, recursive call vulnerability

Description: The callee calls the caller back, before the initial call has completed and relevant checks and
state changes have been performed. The classical example is an Ether transfer to a contract, whose fallback
function is specifically crafted to call back the function emitting the original call.

Discussed in 19 references: NCC Group, 2018; SWC Registry, [2018; |Atze1 et al., [2017; |Chen et al.,
2020bla; Demir et al., 2019; [d1 Angelo and Salzer, [2019b}; Dika and Nowostawski, 2018; Dingman et al.,
2019b; \Groce et al., 2020; Gupta et al., [2020a; Khan and Namin, 2020; Mense and Flatscher, 2018; Moona
and Mathew, 2021 Praitheeshan et al., |2020b; [Samreen and Alalfi, [2020b; Staderini et al., 2020; [Tantikul
and Ngamsuriyaroj, 2020; Zhang et al., 2020a

1B Call to the unknown
Alternate names: Unexpected fallback function

Description: An unrestricted CALL to an unknown address may lead to the execution of malicious code,
e.g. the fallback function of the called contract. This vulnerability is a generalization of /A Reentrancy,
where the callee executes a call back to the caller.

Discussed in 10 references: Atzei et al.,[2017; Demir et al., 2019} |Dika and Nowostawski, 2018; Dingman
et al., 2019b; |Gupta et al., 2020a; Mense and Flatscher, 2018; Moona and Mathew, 2021}, Praitheeshan
et al., |2020b; [Samreen and Alalfi, 2020b; Staderini et al., 2020

1C Exact balance dependency
Alternate names: Forcing Ether to contracts, unexpected Ether, manipulated balance, pre-sent Ether

Description: If the logic of a contract depends on maintaining the exact balance in storage (instead of
querying the environment for the current balance), attackers can manipulate the contract by increasing its
balance without triggering its code. This can be achieved by using the contract’s address as the beneficiary
of a SELFDESTRUCT operation or as the receiver of a mining reward, or by predicting the contract’s address
and sending Ether before the contract gets deployed.

Discussed in 7 references: SWC Registry, |2018; Chen et al., 2020blja; |[Dingman et al., 2019b; Gupta et al.,
2020a; [Tantikul and Ngamsuriyaroj, 20205 [Zhang et al., 2020a

1D Improper data validation
Alternate names: untrustworthy data feeds, malicious libraries

Description: Failure to check data obtained from untrusted sources, such as external libraries or contracts,
before using it.

Discussed in 7 references: |Dika and Nowostawski, 2018} \Groce et al., 2020; |Gupta et al., 2020a; Mense
and Flatscher, [2018; |Praitheeshan et al., 2020b; Staderini et al., [2020; [Tantikul and Ngamsuriyaroj, {2020
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1E Vulnerable DELEGATECALL

Description: Performing a DELEGATECALL or CALLCODE instruction to an untrusted address. Code
invoked via these types of calls is run in the caller’s context. A malicious callee can manipulate the caller’s
state variables and has full control over the balance.

Discussed in 6 references: SWC Registry, 2018; Chen et al.,|2020a; |Dingman et al., 2019b; Gupta et al.,
2020a; [Staderini et al., | 2020; Zhang et al., [2020a

1.2 Blockchain/Environment Dependency (Class 2)
2A Timestamp dependency
Alternate names: Time constraints, time manipulation

Description: The timestamp or the number of the block should not be used for precise calculations or
critical time dependencies in the contract logic. Miners have control over these values and can manipulate
them to a certain extent, or the values may be subject to changes for other reasons.

Discussed in 17 references: NCC Group, [2018; [SWC Registry, 2018; |Atzei et al., 2017; Chen et al., 2020a;
Demir et al.,[2019; |di Angelo and Salzer, 2019b; Dika and Nowostawski, 2018}; Dingman et al., 2019b;
Groce et al., 2020; |Gupta et al., 2020aj; Khan and Namin, 2020; Mense and Flatscher, 2018; Moona and
Mathew, 2021}, Praitheeshan et al., 2020bj Staderini et al., |2020; [Tantikul and Ngamsuriyaroj, |2020; |[Zhang
et al., 2020a

2B Transaction-ordering dependency (TOD)
Alternate names: Event-ordering bugs, front running, race condition

Description: The logic of a contract should not depend on the order, in which the transactions of a block
are executed, as miners can compose the block in any order, and may do so deliberately for malicious
reasons. Moreover, the state of a contract may change between the time a transaction is submitted to the
network and the time it is included into a block, as other transactions, even when submitted later, may be
prioritized by miners.

Discussed in 16 references: NCC Group, 2018; SWC Registry, 2018 |Chen et al., 2020a; Demir et al.,
2019; d1 Angelo and Salzer, 2019b; Dika and Nowostawski, 2018; |[Dingman et al., | 2019b; |Groce et al.,
2020; Gupta et al., 2020a; Khan and Namin, 2020; Mense and Flatscher, [2018; Moona and Mathew, 2021;
Praitheeshan et al., 2020b; [Staderini et al., [2020; Tantikul and Ngamsuriyaroj, |2020; Zhang et al., 2020a

2C Bad random number generation
Alternate names: Generating randomness, block number dependency, bad randomness

Description: Truly random numbers are important for applications like lotteries and games, but are difficult
to generate. Using global blockchain variables, such as timestamps, as seed is open to manipulation by
malicious miners who can influence global variables. Moreover, other transactions in the same block, or
other contracts invoked in the same transaction have access to the same global variables and may guess the
random number.
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Discussed in 13 references: NCC Group, 2018; SWC Registry, [2018; |Atzer et al., [2017; |Chen et al.,
2020bla; Demir et al., 2019; [d1 Angelo and Salzer, [2019b}; [Dika and Nowostawski, 2018; Dingman et al.,
2019b; Groce et al., 2020; \Gupta et al., 2020a; Mense and Flatscher, 2018; Staderini et al., 2020

2D Leakage of confidential information

Alternate names: Lack of transaction privacy, unencrypted private data on-chain, private information
leakage, nothing is secret, confidentiality failure, keeping secrets, data exposure, secrecy failure

Description: All transactions as well as the state of all contracts are visible to all miners and the world
out side of the blockchain, even if the visibility of variables is set to private or internal in the source code.
Therefore it is important to use encryption and commitment schemes to protect secret information.

Discussed in 12 references: SWC Registry, 2018; |Atze1 et al., 2017} |Chen et al., 2020a; [Dika and
Nowostawski, 2018}; (Groce et al., 2020; Gupta et al., 2020a; Mense and Flatscher, |2018; Moona and
Mathew, [2021}; Samreen and Alalfi, 2020b; [Staderini et al., 2020; Tantikul and Ngamsuriyaroj, 2020; | Zhang
et al., 20204

2E Unpredictable state (dynamic libraries)

Description: Calling contracts or libraries that can self-destruct or can be updated at a later stage will lead
to unpredictable effects.

Discussed in 5 references: |Atzei et al., 2017;|d1 Angelo and Salzer, 2019b; Dingman et al., 2019b; |Gupta
et al., [2020a; Mense and Flatscher, 2018

2F Blockhash dependency

Alternate names: Block number dependency

Description: Using the blockhash bears similar risks as using other block information like the timestamp or
number and should not be used in critical operations, as miners can manipulate also the blockhash.

Discussed in 4 references: di Angelo and Salzer, 2019b; |Dika and Nowostawski, | 2018; Mense and Flatscher,
2018 Staderini et al., 2020

1.3 Exception & Error Handling Disorders (Class 3)
3A Unchecked low level call/send return values

Alternate names: Unchecked/unsafe send, unchecked CALL return values, return value bypassing, send
instead of transfer, unhandled exception

Description: Low level calls do not raise an exception on failure but return a Boolean status. Failing to
check the return status and to handle errors adequately may lead to critical vulnerabilities.

Discussed in 18 references: INCC Group, 2018; SWC Registry, [2018; |Atze1 et al., [2017; |Chen et al.,
2020b,a; Demir et al., 2019; di Angelo and Salzer, 2019bj; Dika and Nowostawski, 2018; Dingman et al.,
2019b; |Groce et al., [2020; |Gupta et al., 2020a; Khan and Namin, [2020; Mense and Flatscher, [2018; [Moona
and Mathew, 2021} Praitheeshan et al., 2020b; Staderini et al., 2020; Tantikul and Ngamsuriyaroj, [2020;
/hang et al.,|[2020a
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3B Unexpected throw or revert

Alternate names: DoS by external contract, unexpected-throw-DoS, DoS with failed call, DoS with
unexpected revert/throw

Description: Calls to other contracts may fail and throw exceptions or revert the transaction. Not handling
these situations adequately can lead to critical issues, such as DoS or lost funds.

Discussed in 13 references: NCC Group, [2018; [SWC Registry, 2018; |Atzei et al., 2017; Chen et al., 2020a;
Demir et al., 2019; |Dika and Nowostawski, 2018} \Gupta et al., 2020a; Khan and Namin, 2020; Moona
and Mathew, [2021; Samreen and Alalfi, |2020b; Staderini et al., 2020; [Tantikul and Ngamsuriyaroj, 2020
/hang et al., 2020a

3C Mishandled out-of-gas exception
Alternate names: Gasless send (subcategory of 3B)

Description: Calling another contract with too little gas will cause an out-of-gas exception, possibly
resulting in a vulnerability if handled inadequately. A typical situation is the transfer of funds with Solidity’s
send method: The amount of 2300 gas supplied with the call will lead to an out-of-gas exception if the
callee executes more than a few simple instructions.

Discussed in 11 references: Atzei et al.,|2017;d1 Angelo and Salzer, [2019b; Dika and Nowostawski, 2018;
Dingman et al., 2019b; Gupta et al., |2020a; Khan and Namin, 2020; Mense and Flatscher, 2018; Moona
and Mathew, [2021; Samreen and Alalfi,|2020b; Staderini et al., 2020; [Zhang et al., [2020a

3D Assert, require or revert violation

Description: Solidity’s error handling via assert, require and revert (or its bytecode counterparts)
needs to be used correctly to avoid abnormal function behavior.

Discussed in 4 references: SWC Registry, [2018}; \Gupta et al., 2020a; |Staderini et al., 2020; Zhang et al.,
2020a

1.4 Denial of Service (Class 4)
4A Frozen Ether

Alternate names: Greedy contract, locked Ether

Description: If a contract uses library code to provide access to its assets, then accidental or malicious
self-destruction of the library contract may render the assets inaccessible.

Discussed in 7 references: Chen et al., 2020a; Dingman et al., 2019b; Khan and Namin, 2020; Praitheeshan
et al., 2020b; Staderini et al., [2020; [Tantikul and Ngamsuriyaroj, [2020; [Zhang et al., |2020a

4B Ether lost in transfer

Alternate names: Transfer to orphan address

Description: Ether sent to an unused address becomes inaccessible as there is no matching private key.




Supplementary Material

Discussed in 7 references: |Atzei et al.,[2017; |Chen et al., 2020a; di Angelo and Salzer, 2019b; Dingman
et al., 2019b; Mense and Flatscher, 2018; [Praitheeshan et al., 2020b; Staderini et al., 2020

4C DoS with block gas limit reached
Alternate names: Block gas limit exceeded, DoS with unbounded operations, DoS by gaslimit

Description: The total gas spent by the transactions of a block is bounded by the block gas limit.
Transactions exceeding this limit will not get processed.

Discussed in 7 references: NCC Group, 2018; SWC Registry,, [2018}; |Chen et al., 2020a; Demir et al., 2019;
Dingman et al., 2019b; Gupta et al., 2020a; Zhang et al., [2020a

4D DoS by exception inside loop
Alternate names: DoS under external influence, wallet griefing causing out of gas exception

Description: Operations inside loops that may throw exceptions and depend on external transactions to
succeed are open to DoS attacks by malicious users.

Discussed in 2 references: Chen et al.,[2020b; Khan and Namin, 2020

4E Insufficient gas griefing

Description: A contract relaying input from the caller to another contract can be manipulated by the caller,
by providing just sufficient gas for the initial transaction but not for the sub-call.

Discussed in 1 reference: [SWC Registry, 2018

1.5 Resource Consumption & Gas Related Issues (Class 5)
5A Gas costly loops
Alternate names: Invariants in loops

Description: Unbounded and costly operations in loops should be avoided, to avoid inefficiency and
potential DoS.

Discussed in 6 references: |Chen et al., 2020b; Dingman et al., 2019bj; Khan and Namin, [2020; |Staderini
et al., 2020; Tantikul and Ngamsuriyaroj, 2020; Zhang et al., [2020a

5B Gas costly pattern

Description: Smart contract code should generally avoid inefficient operations and gas costly patterns that
consume more gas than necessary. Several gas costly patterns are identified in |Chen et al. (2017).

Discussed in 4 references: d1 Angelo and Salzer, 2019b; [Khan and Namin, 2020; [Mense and Flatscher,
2018 |[Praitheeshan et al., 2020b
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5C High gas consumption of variable data type or declaration

Alternate names: Byte array, invariant state variables not declared constant

Description: In Solidity, the data type byte [ ] consumes more gas than a byte array, due to padding rules.
Invariants not declared constant consume more gas than necessary.

Discussed in 3 references: Chen et al., 2020b; Tantikul and Ngamsuriyaroj, 2020; Zhang et al., [2020a

5D High gas consumption function type

Alternate names: Function declaration public instead of external

Description: In Solidity, functions not used in the contract but declared public instead of external
require more gas on deployment than necessary.

Discussed in 2 references: Chen et al., 2020b; Zhang et al., [2020a

5E Under-priced opcodes

Description: Contracts executing numerous under-prized opcodes may consume large amounts of com-
puting resources, as the resource consumption is not reflected in the gas cost, which may lead to DoS
attacks.

Discussed in 2 references: Chen et al., 2020a} |Staderini et al., 2020

1.6 Authentication & Access Control Vulnerabilities (Class 6)
6A Authorization via transaction origin

Alternate names: Authentication through tx.origin

Description: If a contract uses the external address initiating the transaction, t x . origin, for authentica-
tion purposes instead of the address of the immediate caller, contracts situated in the call chain between
tx.origin and the vulnerable contract, gain access to the assets of the contract.

Discussed in 15 references: SWC Registryl 2018 |Chen et al., 2020b,a}; |d1 Angelo and Salzer, 2019b; Dika
and Nowostawski, 2018; Dingman et al., 2019b; \Groce et al.,|2020; Gupta et al.,|2020a; Khan and Namin,
2020; Mense and Flatscher, 2018; Moona and Mathew, 202 1; [Praitheeshan et al., 2020b; Staderini et al.,
2020; Tantikul and Ngamsuriyaroj, 2020; Zhang et al., 2020a

6B Unauthorized accessibility due to wrong function or state variable visibility

Alternate names: No restricted write, implicit visibility level, non-public variables accessed by
public/external functions, visibility of exposed functions, default/unintended/erroneous visibility

Description: In Solidity, functions inadvertently declared public/external will expose an entry point that
may lead to unauthorized access by malicious users.

Discussed in 9 references: SWC Registry, [2018; Chen et al., 2020a; di Angelo and Salzer, 2019bj |Dingman
et al., 2019b;; Groce et al., [2020; Gupta et al., 2020a; |Praitheeshan et al., |2020b; Staderini et al., [2020;
/hang et al., 2020a
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6C Unprotected self-destruction

Alternate names: unexpected kill, destroyable contract

Description: Insufficient access control to a SELFDESTRUCT instruction may lead to the accidental or
malicious destruction of a contract.

Discussed in 9 references: NCC Group, 2018; SWC Registry, 2018} (Chen et al., |2020a; d1 Angelo and
Salzer, 2019b; Gupta et al., [2020a; |[Khan and Namin, [2020; Praitheeshan et al., 2020b; |Staderini et al.,
2020; |[Zhang et al., 2020a

6D Unauthorized Ether withdrawal

Description: Insufficient access control to the withdrawal functionality of a contract can lead to the theft of
assets.

Discussed in 8 references: [SWC Registry, 2018; Chen et al., 2020a; Gupta et al.,[2020a; Khan and Namin,
2020; |Praitheeshan et al., 2020b; Staderini et al., 2020; Tantikul and Ngamsuriyarojl, 2020; Zhang et al.,
2020a

6E Signature based vulnerabilities

Alternate names: Insufficient signature information

Description: Includes issues like a missing protection against signature replay attacks, lack of proper
signature verification, hash collisions with multiple variable length arguments, signature malleability, and
signatures with a wrong parameter.

Discussed in 5 references: SWC Registry, 2018};|Chen et al.,|2020a}; Gupta et al.,|2020a; |Staderini et al.,
2020; |[Zhang et al., 2020a

1.7 Arithmetic Bugs (Class 7)
7A Integer over- or underflow

Description: Integer over- and underflows occur when arithmetic operations exceed the maximum or
minimum of integer types. Unless this exception is caught, a wrap-around occurs.

Discussed in 10 references: SWC Registry, 2018; Chen et al., [2020a; |Dingman et al., 2019b; Gupta et al.,
2020a; |Khan and Namin, 2020; Praitheeshan et al., 2020b; Samreen and Alalfi, 2020bj Staderini et al.,
2020; [Tantikul and Ngamsuriyaroj, 2020; |[Zhang et al., 2020a

7B Integer division

Alternate names: Floating point & precision

Description: Handling floating point numbers, represented as integers, incorrectly may lead to inaccuracies,
errors and vulnerabilities. The same holds for the result of integer divisions, which are rounded down in
Solidity.

Discussed in 5 references: Dingman et al., 2019b; Groce et al., 2020; \Gupta et al.,|2020a; Tantikul and
Ngamsuriyaroj, 2020; Zhang et al., [2020a

Frontiers 9



Supplementary Material

7C Integer bugs or arithmetic issues

Alternate names: Unchecked math, integer sign, integer truncation, wrong operator

Description: The conversion between signed and unsigned integers or between integers of different length
may lead to incorrect results, as can the incorrect usage of arithmetic operators.

Discussed in 5 references: NCC Group, 2018};|d1 Angelo and Salzer, [2019b; Khan and Namin, 2020; Mense
and Flatscher, 2018; |Zhang et al., 2020a

1.8 Bad Coding Quality and Programming Language Specifics (Class 8)
8A Type cast

Alternate names: Unsafe type inference

Description: To interact with another contract, the programmer specifies its interface and uses it to
typecast addresses. This allows the Solidity compiler to construct appropriate low level calls. However, the
compiler does not (cannot) check whether the interface actually matches the other contract, even though
the programmer might have the false impression that the contract is correctly typed. Calling a contract with
a wrong interface specification may result in the invocation of unintended entry points, with arguments
interpreted differently than expected.

Discussed in 8 references: Atzei et al., 2017} Chen et al., 2020bla; Dingman et al., 2019b; |Gupta et al.,
2020a; Mense and Flatscher| 2018 Samreen and Alalfi, [2020b; [Staderini et al., [2020

8B Coding error
Alternate names: Immutable bugs, typographical error, coding bug

Description: Coding errors, including typos and other developer errors.

Discussed in 8 references: SWC Registry, [2018; |Atzei et al., 2017; |Dika and Nowostawski, |2018}; |Dingman
et al., 2019b; Groce et al., 2020; |Gupta et al., 2020a; Mense and Flatscher, 2018; Zhang et al., [2020a

8C Bad coding pattern

Alternate names: Dynamic array elements, continue-statements in do-while-statements, nonstandard
naming conventions

Description: Use of various coding patterns that are regarded bad style.

Discussed in 5 references: di Angelo and Salzer, 2019bj |Dika and Nowostawski, 2018; |Groce et al., 2020;
Mense and Flatscher, [2018}; Zhang et al., 2020a

8D Deprecated source language features

Description: The use of deprecated language features is discouraged, as it may lead to known errors and
vulnerabilities that were the cause for deprecation.

Discussed in 4 references: SWC Registry, 2018 |d1 Angelo and Salzer, 2019b; |Gupta et al., [2020a; Zhang
et al.l [2020a
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8E Write to arbitrary storage location

Description: Due to quirks of the programming language (most notably Solidity) and programming
mistakes, an attacker is able to modify arbitrary storage locations, like an owner variable used for access
control. As an example, Solidity allocates complex data types like structs, mappings and arrays statically
in storage, even when declaring a local variable of such a type in a function. Using the variable before
initializing it will give access to the first storage cell.

Discussed in 4 references: SWC Registry, 2018 |(Chen et al., 2020b; |Gupta et al., 2020aj; Zhang et al., 2020a

8F Use of assembly

Alternate names: Arbitrary jump with function type variable, specify function variable as any type, returning
results using assembly code in constructor

Description: The use of assembly instructions in high level code is discouraged, as it can lead to various
critical vulnerabilities.

Discussed in 3 references: SWC Registry, [2018; |Gupta et al.,|2020a}; Zhang et al., 2020a

8G Incorrect inheritance order

Description: Solidity supports multiple inheritance, which can lead to an ambiguity called Diamond
Problem, if two or more base contracts define the same function. This is resolved using C3 Linearization,
which leads to a deterministic method resolution order. Programmers not aware of this aspect may base
their code on wrong assumptions, leading to unexpected behavior and vulnerabilities.

Discussed in 3 references: SWC Registry, 2018; Gupta et al., 2020a; Zhang et al., 2020a

8H Variable shadowing

Alternate names: Hidden state variables

Description: Solidity allows for ambiguous naming of variables when inheritance is used, which can lead
to errors and vulnerablities that are difficult to identify in complex contract systems.

Discussed in 3 references: SWC Registry, 2018; Gupta et al., 2020a; Zhang et al., 2020a

8| Misleading source code

Alternate names: Right-to-left-override control character (U+202E), API inconsistency, hidden built-in
symbols

Description: Malicious actors may apply various strategies to confuse or hide malicious contract code
behavior and trick users.

Discussed in 3 references: SWC Registry, 2018; Groce et al., 2020; Zhang et al., 2020a

8J Missing logic, logical errors or dead code

Alternate names: Irrelevant code, code with no effects, undefined behavior, presence of unused variables
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Description: Missing logic or logical errors or dead code can confuse or lead to unwanted behavior and
vulnerabilities

Discussed in 2 references: SWC Registry, 2018; Groce et al., 2020

8K Insecure contract upgrading

Alternate names: Upgradable contract, patching

Description: Even though making contracts upgradable, allows for fixing existing vulnerabilities, it counters
the goal of completely decentralized smart contracts. If a contract developer becomes malicious or is
compromized, the updated contract can become malicious. The updating methods themselves are also hard
to implement correctly and without flaws.

Discussed in 2 references: Chen et al., 2020a} |Groce et al., 2020

8L Inadequate or incorrect logging or documentation

Description: Inadequate logging and documentation can confuse, lead to logical errors or unexpected
behavior and hampers auditing or testing the code for vulnerabilities.

Discussed in 1 reference: Groce et al., 2020

1.9 Environment Configuration Issues (Class 9)
9A Short address

Description: The EVM pads with zeroes if the provided address is shorter than the required length. Certain
addresses with trailing zeroes are vulnerable to attackers, if client sanitation checks are inadequate.

Discussed in 5 references: NCC Group) 2018; Chen et al., 2020a}; |(Gupta et al., 2020a; Staderini et al., 2020;
Zhang et al., |[2020a

9B Outdated compiler version

Description: Using outdated compiler versions is strongly discouraged, as old compiler bugs or updates
can lead to vulnerabilities in compiled smart contract code.

Discussed in 5 references: SWC Registry, 2018;; Chen et al.,|2020a; |Dingman et al., 2019b; Gupta et al.,
2020a; [Tantikul and Ngamsuriyaroj, 2020
9C Floating or no pragma

Description: The same compiler version and flags, that were originally used for tests should be used when
deploying the smart contract. Therefore the pragma should be locked to the correct compiler version.

Discussed in 3 references: SWC Registry, [2018; |Gupta et al., [2020a; Zhang et al., 2020a

9D Token API violation

Description: Token contracts should meet applicable token standards such as ERC20 or ERC721 to avoid
vulnerabilities and problems interacting with other contracts.
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Discussed in 2 references: [Tantikul and Ngamsuriyaroj, 2020; Zhang et al., 2020a

9E Ethereum update incompatibility
Alternate names: Message call with hardcoded gas amount

Description: Gas cost for opcodes might change significantly in future Ethereum hard forks and might
break already deployed contract systems with fixed gas cost assumptions.

Discussed in 2 references: SWC Registry, 2018; Gupta et al., 2020a

9F Configuration error

Description: Bad configuration of the smart contract application tool chain can lead to errors and
vulnerabilities, even if the smart contract itself is correct.

Discussed in 1 reference: |Groce et al., 2020

1.10 Eliminated/Deprecated Vulnerabilities (Class 10)
10A Callstack depth limit

Alternate names: Stack size limit

Description: Eliminated by Ethereum upgrade (Oct 18, 2016)

Discussed in 9 references: Atzei et al., 2017} (Chen et al., 2020a; |d1 Angelo and Salzer, 2019b; Dika and
Nowostawski, 2018; |Dingman et al., 2019bj; Gupta et al.,|2020a; Khan and Namin, 2020; Praitheeshan
et al., 2020b}; Tantikul and Ngamsuriyaroj, 2020

10B Uninitialized storage pointer
Alternate names: Uninitialized local/state variables
Description: Eliminated by Solidity compiler, starting version 0.5.0

Discussed in 5 references: SWC Registry, 2018}; Chen et al.,|2020a; |Dingman et al.,[2019b; Gupta et al.,
2020a}; |[Zhang et al., 2020a
10C Erroneous constructor name

Description: Eliminated in Solidity version 0.4.22 by introducing the new keyword constructor

Discussed in 3 references: SWC Registry, 2018; Chen et al.,[2020a; Zhang et al., 2020a

2 TOOLS FOR THE ANALYSIS OF SMART CONTRACTS

In section 2.1} we present the 140 tools we identified by providing name, date, description, and references.
Additional information for open-source tools can be found in section [2.2] Finally, in section [2.3] we indicate
for all tools the respective properties and methods used to analyze smart contracts.
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2.1 Description of Tools
ABBE (2019-11)

Behavior based analysis for vulnerability detection in Solidity smart contracts, based on AST generation
and transaction analysis

Primary study introducing the tool: Nguyen et al., 2019

ADF-GA (2020-06)

All-uses Data Flow criterion based test case generation using Genetic Algorithm (ADF-GA) framework
for Solidity smart contracts, based on CFG construction and analysis, data flow analysis and program
instrumentation

Primary study introducing the tool: Zhang et al., 2020b

AGIS (2020-08, open source)

Dynamic analysis to detect and protect smart contracts against attacks at runtime

Primary study introducing the tool: Ferreira Torres et al.,|2019, 2020

Annotary (2019-09)

Concolic execution framework for vulnerability detection in EVM bytecode with Solidity source code
annotations

Primary study introducing the tool: Weiss and Schiittel, 2019
Discussed in 2 surveys: Kim and Ryu, 2020; Tolmach et al., 2020

CESC (2019-05)

Automatic detection of specific smart contract vulnerabilities, that are open to concurrency exploitation
from malicious mining attacks

Primary study introducing the tool: Li, 2019

Clairvoyance (2020-06)

Reentrancy vulnerability detection in Solidity smart contracts, based on cross-function and cross-contract
static analysis, including cross-contract call graph and CFG (XCFG) generation, light-weight symbolic
execution and static taint analysis

Primary study introducing the tool: Xue et al., 2020; Ye et al., 2020

Comparable vector encoding and matching (2021-01)

Static smart contract bytecode analysis, based on graph embedding for quantitatively comparable vector
encoding and vulnerability detection by measuring and matching similarities to known vulnerable vectors

Primary study introducing the tool: Huang et al., 2021
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ConCert (2020-01, open source)
Smart contract verification framework in Coq for functional smart contract languages
Primary study introducing the tool: Annenkov et al., 2020

Discussed in 1 survey: Tolmach et al., 2020

Conkas (2021-03, open source)

Modular static analysis tool for EVM bytecode or Solidity symbolic execution based on Z3 as the SMT
Solver and Rattle as intermediate representation

Discussed in 1 survey: |Ferreira et al.,[2020a

(Dr. Y’s Ethereum) Contract Analyzer (2016-09, open source)

Early proof of concept for static EVM bytecode analysis based on symbolic execution

Discussed in 2 surveys: di Angelo and Salzer, 2019b; Miller et al., 2018

ContractFuzzer (2018-08, open source)

EVM smart contract fuzzer for vulnerability detection, based on EVM instrumentation and runtime behavior
analysis

Primary study introducing the tool: Jiang et al., 2018; Mei et al., 2019

Discussed in 9 surveys: Hu et al., 2021a; Kim and Ryu, 2020; Vacca et al.,|2020; |Almakhour et al., [2020bj;
Chen et al., [2020a; Khan and Namin, 2020; Perez and Livshits, 2019; [Samreen and Alalfi, 2020b}; Xu et al.,
2020

ContractGuard (GuardStrike) (2018-06)

Solidity smart contract vulnerability detection based on fuzz testing, symbolic execution, CFG generation
and analysis and SMT solving.
Live deployment: https://contract.guardstrike.com/#/scan

Primary study introducing the tool: ContractGuard, 2018

ContractGuard (IDS) (2019-10)

Embedded intrusion detection system (IDS) to defend Ethereum smart contracts against attacks, based on
the detection of abnormal control flows.
Experiments: https://github.com/contractguard/experiments

Primary study introducing the tool: Wang et al., [2019c

ContractLarva (2019-08, open source)

Solidity runtime verification based on dynamic event automata specification

Primary study introducing the tool: Ellul and Pace, 2018
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Discussed in 10 surveys: Kim and Ryu, 2020; Singh et al., 2020; Tolmach et al., 2020; |Vacca et al.,
2020; Almakhour et al.| 2020bla; (Chen et al., [2020a} |di Angelo and Salzer, [2019b; Durieux et al., [2020;
Lopez Vivar et al., 2020

ContractMut (2020-03, open source)
Solidity contract mutation generation and gas consumption evaluation
Primary study introducing the tool: Hartel and Schumi, 2020

Discussed in 1 survey: Kim and Ryu, 2020

ContractVis (2019-07)

Replay script generator and execution engine for analysis of historic transactions of smart contracts
Primary study introducing the tool: Hartel and van Staalduinen, 2019

Discussed in 1 survey: Kim and Ryul 2020

ContractWard (2020-01)

Smart contract vulnerability detection based on machine learning techniques, namely the supervised
ensemble classification algorithm XGBoost trained on balanced training sets with the sampling method
SMOTETomek

Primary study introducing the tool: Wang et al.,|2020b

ContraMaster/Vultron (2019-05, open source)

Solidity smart contract fuzzing framework for vulnerability detection and exploit generation
Primary study introducing the tool: Wang et al., 2019a, 2020a

Discussed in 2 surveys: Kim and Ryu, [2020; Khan and Namin, 2020

Convolutional neural network (2018-07)

Smart contract analysis by machine learning based on RGB color code representation and Ethereum
compiler bug detection

Primary study introducing the tool: Huang, 2018
Discussed in I survey: Kim and Ryu, 2020

DappGuard (2017-05)

Student project. The report describes a system for monitoring and protecting smart contracts on the
Ethereum blockchain. Has not been implemented, the repository contains just a few scripts for checking the
feasibility of the idea. Nevertheless reviewed in several papers as if it really existed, based on the report.

Primary study introducing the tool: Cook et al., 2017
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Discussed in 5 surveys: [Kim and Ryu, |2020; |Chen et al., 2020a; di Angelo and Salzer, 2019b; Huang et al.,
2019 [Khan and Namin, [2020

Deductive verification with Why3 (2019-10)
Deductive verification on smart contracts, based on Why3 and WhyML intermediate representation

Primary study introducing the tool: Nehai and Bobot, 2019
Discussed in 2 surveys: Hu et al., 2021a; [Tolmach et al., 2020

DefectChecker (2021-01, open source)

Symbolic execution-based tool for contract defect detection on EVM bytecode

Primary study introducing the tool: Chen et al., 2021

Deviant (2019-07)

Mutation generator and testing tool for Solidity smart contracts

Primary study introducing the tool: Chapman et al.,|2019

E-evm (2018-01, open source)

EVM Emulator

Primary study introducing the tool: Norvill et al., 2018

Discussed in 2 surveys: d1 Angelo and Salzer, 2019b; Durieux et al., 2020

EAsyFLOW (2018-05, open source)
Arithmetic overflow detector for EVM bytecode based on taint analysis

Primary study introducing the tool: Gao et al., | 2019b
Discussed in 2 surveys: Kim and Ryu, |[2020; Khan and Namin, 2020

ECFChecker (2017-10, open source)

Dynamic monitor for effectively callback free (ECF) Ethereum smart contract verification
Primary study introducing the tool: Grossman et al., 2017

Discussed in 6 surveys: |Hu et al., 2021a; Kim and Ryu, 2020; Tolmach et al., 2020; |(Chen et al., 2020a}
Huang et al., 2019; Miller et al., 2018

Echidna (2020-01, open source)
Extendable Ethereum smart contract fuzzer and tester for violations in assertions and custom properties

Primary study introducing the tool: Grieco et al., 2020
Discussed in 4 surveys: Hu et al.| 2021a}; Durieux et al., 2020; |Sayeed et al.,[2020; Ye et al., [2019a
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Echidna-Parade (2021-07, open source)

Multicore fuzzing implementation of Echidna fuzzer including configuration diversification to improve
performance and effectiveness

Primary study introducing the tool: |Groce and Grieco, 2021

Erays (2018-10, open source)

Ethereum smart contract reverse engineering tool producing high level pseudocode to support manual
analysis

Primary study introducing the tool: Zhou et al., 2018b

Discussed in 5 surveys: Chen et al., 2020a; di Angelo and Salzer, 2019b; Durieux et al., 2020; Huang et al.,
2019; Lopez Vivar et al., {2020

Ethainter (2020-04, open source)

Dynamic blockchain smart contract transaction analyzer allowing for composite attack detection and
automated exploit generation based on data flow and taint analysis

Primary study introducing the tool: Brent et al., 2020

Discussed in 1 survey: Tolmach et al., 2020

ETHBMC (2020-04, open source)

Bounded model checker for EVM bytecode analysis and automatic vulnerability scanning based on
symbolic execution

Primary study introducing the tool: Frank et al., 2020

Discussed in 1 survey: Tolmach et al., 2020

Ether* (S-GRAM) (2018-09)

Prototype based on S-gram, a combination of N- gram language modeling and static semantic metadata
generation for statistical analysis and auditing of Ethereum smart contracts

Primary study introducing the tool: Liu et al., 2018b
Discussed in 3 surveys: Kim and Ryu, [2020; di Angelo and Salzer, [2019bj; Durieux et al., 2020

Etherolic (2020-03)

Dynamic Ethereum smart contract security analysis approach for vulnerability identification, exploitation
and protection method recognition, based on taint tracking and concolic testing

Primary study introducing the tool: Ashouri, 2020
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Ethersplay (2018-05, open source)

Disassembler, graphical control flow graph generation and related analysis tools to support manual analysis
of Ethereum smart contracts in bytecode

Discussed in 1 survey: Durieux et al., 2020

EtherTrust (2018-05, open source)

Static analyzer and verifier for EVM bytecode with soundness guarantee for certain security properties,
such as single entrancy and independence of the transaction environment

Primary study introducing the tool: Grishchenko et al., 2018bla

Discussed in 8 surveys: |Hu et al., 2021a; Kim and Ryu, |2020; | Almakhour et al., 2020b; Chen et al., [2020a;
di Angelo and Salzer, 2019b; Durieux et al., 2020; | Khan and Namin, 2020; Lopez Vivar et al., 2020

EthIR (2020-05, open source)

Framework for Ethereum bytecode analysis based on extension of Oyente and control flow graphs (CFG)
to generate rule-based representation (RBR)

Primary study introducing the tool: Albert et al., 2018

Discussed in 8 surveys: |Hu et al., [2021a; Almakhour et al., 2020b; Chen et al., 2020a;|d1 Angelo and Salzer,
2019b; Durieux et al.,[2020; Lopez Vivar et al., [2020; Praitheeshan et al., 2020b; Samreen and Alalfi, 2020b

eThor (2020-10, open source)

Sound static analysis and verification for Ethereum smart contracts based on HoRSt, a modular, high-level
analysis specification language framework allowing for abstract semantics in the form of Horn clauses

Primary study introducing the tool: Schneidewind et al., 2020a,b

Discussed in 2 surveys: Hu et al., 2021a; [Tolmach et al., 2020

ETHPLOIT (2020-02)

Ethereum smart contract fuzzer for automatic vulnerability detection and exploit generation
Primary study introducing the tool: Zhang et al.,[2020c

Discussed in 1 survey: Samreen and Alalfi, [2020b

ETHRACER (2018-08, open source)

Automatic Ethereum bytecode analysis tool for the identification of event-ordering bugs based on a
combination of randomized fuzzing of event sequences and dynamic symbolic execution optimisation

Primary study introducing the tool: |Kolluri et al., 2019
Discussed in 2 surveys: Hu et al., 2021a; Kim and Ryu, 2020
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EthScope (2020-10)

Scalable Ethereum attack detection framework, allowing for large-scale analysis of Ethereum smart contract
transactions, based on three components, namely data aggregation of blockchain information, a transaction
replay engine and a code instrumentation framework
https://hub.docker.com/r/swaywu/ethscope

Primary study introducing the tool: Wu et al., 2020

EVM “Memory” Modeling (2020-09, open source)

Precise modeling of EVM memory, recovering high-level structures, such as arrays, buffers, call arguments
via deep modeling of the flow of values enabling vulnerability detection and gas cost computation

Primary study introducing the tool: Lagouvardos et al., 2020

EVM* (2019-02)

EVM instrumentation for monitoring and prevention of smart contract exploitation
Primary study introducing the tool: Ma et al., 2019

Discussed in 2 surveys: Singh et al., 2020; [Tolmach et al., 2020

(Grishchenko et al.'s) F* EVM small-step semantic (2018-04, open source)

Small-step semantics of EVM bytecode, formalized in the F* proof assistant, a functional programming
language aimed at program verification

Primary study introducing the tool: Grishchenko et al., 2018c

Discussed in 5 surveys: Hu et al., 2021a; Tolmach et al., 2020; |(Chen et al., 2020a; Huang et al., 2019;
Miller et al.| 2018

(Bhargavan et al.'s)F* Verification (2016-10)
Framework for security analysis and verification of Ethereum smart contracts by translation to F*

Primary study introducing the tool: Bhargavan et al., 2016

Discussed in 11 surveys: Hu et al., 2021a; Kim and Ryu, [2020; Tolmach et al., 2020; Almakhour et al.,
2020bla; Dika and Nowostawski, |2018; \Garfatta et al.,|2021; Huang et al.,|2019; Khan and Namin, 2020
Moona and Mathew, [2021}; [Praitheeshan et al., [2020b

FAIRCON (2020-05, open source)

Semi-automated verification of smart contract fairness properties including truthfulness, efficiency, optima-
lity, and collusion-freeness, based on code instrumentation, intermediate modeling language translation,
symbolic execution and SMT solving

Primary study introducing the tool: Liu et al., 2020b
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FSFC (2020-03)

Unified input Filter-based Secure Framework for Ethereum smart contracts, based on dynamic identification
and prevention of bad input processing by deployment of input filters for live contracts

Primary study introducing the tool: \Wang et al., 2020d

FSMC (2019-05, open source)

FSM synthesis for automatic correct-by-construction Solidity smart contract generation
Primary study introducing the tool: Suvorov and Ulyantsev, 2019

Discussed in 1 survey: Kim and Ryu, 2020

FSolidM/VeriSolid Framework (2017-10, open source)

Framework with a graphical user interface to specify and design smart contracts as finite state machines
(FSMs)and automatically generate the corresponding Solidity code, including the support for a set of
security and functionality plugins

Primary study introducing the tool: Mavridou and Laszkal 2018alb; Mavridou et al., 2019; Nelaturu et al.,
2020

Discussed in 12 surveys: Hu et al.,[2021a; Kim and Ryu, 2020; Singh et al., | 2020; [Tolmach et al., [2020;
Vacca et al., [2020; Almakhour et al., 2020bj; Chen et al., 2020a; |d1 Angelo and Salzer, 2019bj; Durieux
et al., 2020; Garfatta et al.,|2021}; |Huang et al., 2019; |Khan and Namin, 2020

FspvmMm-E/FEther (2018-07)

Hybrid formal security verification system implemented in Coq for Ethereum-based Solidity smart contracts,
combining symbolic execution and higher-order logic theorem proving. The execution engine FEther
supports static, concolic, and selective symbolic execution simultaneously

Primary study introducing the tool: Yang and Lei, 2018alb, 2019ba}; | Yang et al.,[2020b

Discussed in 6 surveys: Hu et al., 2021a; Kim and Ryu, 2020; Tolmach et al., 2020; |Almakhour et al.,
2020b,a; [Praitheeshan et al., 2020b

GasChecker (2020-03)

Identification of ten gas-inefficient smart contract bytecode patterns on a scalable platform by parallelizing
symbolic execution with MapReduce and load balancing strategies

Primary study introducing the tool: Chen et al.,[2020d
Discussed in 2 surveys: |Hu et al., [2021a;|Vacca et al., 2020

GAsoL (2020-02, open source)

Enhancement of GASTAP’s smart contract gas analysis, based on cost models of EVM or Solidity instructi-
ons to infer upper gas bounds, identify under-optimized storage patterns and provide automatic function
optimization
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Primary study introducing the tool: Albert et al.,|[2020a

Discussed in 1 survey:|Hu et al.,[2021a

Gasper (2017-02)

Detection of gas-costly patterns, such as dead code, opaque predicates and expensive loop operations in
smart contract bytecode, based on symbolic execution

Primary study introducing the tool: Chen et al., 2017

Discussed in 11 surveys: Hu et al.,[2021a; Kim and Ryul, 2020; Vacca et al., 2020; Almakhour et al., |2020b;
di Angelo and Salzer, [2019b; |Dika and Nowostawski, 2018}, Durieux et al., 2020; |Garfatta et al., [2021;
Khan and Namin| [2020; Moona and Mathew, 2021}, |Praitheeshan et al., 2020b

GasReducer (2018-05)

Enhancement of Gasper to identify 24 gas-costly patterns in an emulation-based framework for smart
contract bytecode

Primary study introducing the tool: Chen et al.,|[2018a
Discussed in 2 surveys: Hu et al., 2021a; |Kim and Ryu, 2020

GASTAP (2019-10)

Gas Analysis for smart contract bytecode or Solidity to infer upper gas bounds for all public functions to
identify potential out-of-gas exceptions.
Live deployment: https://costa.fdi.ucm.es/gastap

Primary study introducing the tool: |Albert et al.,2019b
Discussed in 2 surveys: Hu et al., 2021a; Kim and Ryu, 2020

Gazfuzzer (2020-05)

Gas consumption driven fuzzing for security vulnerability detection of smart contracts, based on gas
allowance manipulation and mutation to expose gas-oriented exception security vulnerabilities

Primary study introducing the tool: |Ashraf et al., {2020

Gigahorse (2019-01, open source)

Toolchain containing smart contract bytecode decompiler to higher-level function-based 3-address code
representation, similar to LLVM IR, for data- and control-flow analysis.
Live deployment: https://contract-library.com/

Primary study introducing the tool: Grech et al., 2019

Discussed in 1 survey: Hu et al., 2021a
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GNNSCVulDetector (2020-06, open source)

Solidity smart contract vulnerability detection (reentrancy, timestamp dependence, and infinite loop),
based on a degree-free graph convolutional neural network (DR-GCN) and temporal message propagation
network (TMP) to learn from the normalized graphs

Primary study introducing the tool: Zhuang et al., 2020

HARVEY/BRAN (2018-08)

Industrial greybox fuzzer extension based on input prediction and on-demand transaction sequence fuzzing
for vulnerability detection and path discovery. HARVEY has been subsequently integrated with BRAN, an
open source static abstract-interpretation framework

Primary study introducing the tool: |Wiistholz and Christakis, 2020a,b
Discussed in 1 survey: Kim and Ryul 2020

HONEYBADGER (2019-02, open source)
Honeypot detection based on classified honeypot techniques and symbolic execution

Primary study introducing the tool: Torres et al., 2019

Discussed in 4 surveys: | Kim and Ryu, 2020; [Tolmach et al., 2020; |[Ferreira et al., 2020a; Durieux et al.,
2020

Hydra (2017-11, open source)

Automated bug bounty incentive framework based on a variant of classical N-version (redundant)
programming for modeling and detection of security-critical Solidity smart contract vulnerabilities

Primary study introducing the tool: Breidenbach et al., 2018, 2019
Discussed in 3 surveys: Kim and Ryu, 2020; Singh et al., 2020; Huang et al., 2019

ILF (2019-11, open source)

Imitation Learning based Fuzzer (ILF) for smart contracts, with the aim to provide effective and fast
coverage-based fuzzing based on neural network machine learning with symbolic execution integration

Primary study introducing the tool: He et al.,|2019

Discussed in 1 survey: Hu et al., 2021a

Isabelle/HOL based framework (2017-03, open source)

Frameworks using the interactive theorem prover Isabelle/HOL by formally defining the EVM in a
compatible language, such as Lem, to enable smart contract verification

Primary study introducing the tool: Hirai, 2017;|Amani et al., 2018
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Discussed in 11 surveys: |Hu et al., 2021a; [Kim and Ryu, [2020; Tolmach et al., 2020; Almakhour et al.,
2020bja; |Chen et al., 2020a; Garfatta et al., [2021}; |Huang et al., 2019; |Khan and Namin, 2020; Miller et al.,
2018; [Praitheeshan et al., 2020b

JAVADITY (2018-07, open source)

Verifying smart contracts by translating Solidity into Java and using the deductive Java verification tool
KeY

Primary study introducing the tool: Ahrendt et al., 2019

Discussed in 1 survey: Tolmach et al., 2020

KEVM (2019-07, open source)

Formal semantic specification model of the EVM using the K Framework to support further formal analysis
and verification including backends for symbolic execution

Primary study introducing the tool: Hildenbrandt et al., 2018

Discussed in 9 surveys: |Hu et al.| 2021a; Vacca et al., 2020; Chen et al., 2020a; d1 Angelo and Salzer,
2019b; Durieux et al., [2020; Huang et al., 2019} |Khan and Namin, 2020; Miller et al., 2018 |Praitheeshan
et al., 2020b

KEVM Verifier (2018-10, open source)

Smart contract bytecode verification tool based on KEVM

Primary study introducing the tool: Chen et al.,|2018b; |Park et al., 2018

Discussed in 4 surveys: Kim and Ryu, [2020; Singh et al., |2020; Tolmach et al., 2020; Chen et al., [2020a

KSolidity (2019-07, open source)

Executable operational semantics of Solidity in the K Framework providing a formal specification of smart
contracts to allow for the definition of semantic-level security properties for formal verification of Solidity
smart contracts

Primary study introducing the tool: Jiao et al., 2020

Discussed in 1 survey: Tolmach et al., 2020

LSTM Machine learning (2018-11, open source)

Sequential learning of smart contract issues and large scale analysis using the machine learning approach
long-short term memory (LSTM)

Primary study introducing the tool: Tann et al., 2018

Discussed in 2 surveys: Kim and Ryu, [2020; Chen et al., 2020a
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MadMax (2018-09, open source)

Gas-focused static vulnerability analysis in Ethereum smart contract bytecode, based on the Gigahorse
toolchain, applying decompilation and declarative approaches for higher-level analysis

Primary study introducing the tool: Grech et al., 2018

Discussed in 10 surveys: Hu et al.l 2021a; |Kim and Ryu, 2020; Tolmach et al., 2020; [Vacca et al., [2020;
Almakhour et al., 2020b; |(Chen et al., [2020a; Durieux et al., 2020; Khan and Namin, [2020; Lopez Vivar
et al., |2020; |[Perez and Livshits, 2019

MAIAN (2018-03, open source)

Bytecode analysis for identification of three types of vulnerable smart contracts, i.e. prodigal, suicidal and
greedy, based on reasoning about transaction trace properties, employing symbolic analysis

Primary study introducing the tool: Nikoli€ et al.| 2018

Discussed in 21 surveys: Hu et al.,[2021a; Kim and Ryu, 2020; Singh et al., 2020; [Tolmach et al., [2020;
Vacca et al., 2020; |[Ferreira et al., 2020a; Almakhour et al., 2020b; Chen et al., 2020a; |d1 Angelo and Salzer,
2019b; |Durieux et al., 2020; Garfatta et al., 2021; |Huang et al., 2019; Khan and Namin, [2020; |Lopez Vivar
et al., 2020; Miller et al., 2018 [Moona and Mathewl, 2021 [Perez and Livshits| [2019; [Praitheeshan et al.,
2020b; Samreen and Alalfi, 2020b; Xu et al., 2020; Zhang et al., 2020a

Manticore (2017-02, open source)
Dynamic symbolic execution framework for smart contract bytecode analysis
Primary study introducing the tool: Mossberg et al., 2019

Discussed in 12 surveys: |Hu et al., 2021a; |Kim and Ryu, [2020; Tolmach et al., 2020; Ferreira et al., 2020a;
di Angelo and Salzer, 2019b; Durieux et al., 2020; |Huang et al., 2019} Lopez Vivar et al., 2020; Miller
et al.,[2018; Sayeed et al., 2020; | Xu et al., 2020; |Ye et al., 2019a

ModCon (2020-11)

Model-based Solidity smart contract test generation and analysis, based on user-specified models and
test-oracles.
https://sites.google.com/view/modcon (Souce code not available)

Primary study introducing the tool: Liu et al., 2020a

(NuSMV) Model checking (2018-07)

Solidity smart contract model-checking approach, based on NuSMV model language translation and
temporal logic proposition specification

Primary study introducing the tool: Nehai et al., 2018
Discussed in 4 surveys: Hu et al., 2021a; Tolmach et al., 2020; Almakhour et al.,[2020b.a
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(PROMELA and SPIN) Model checking (2020-02)

Smart contract model-checking, based on Solidity syntax and semantics formalization for translation to
PROMELA models and subsequent application of the SPIN model checker

Primary study introducing the tool: Osterland and Rosel 2020

Discussed in 1 survey: Tolmach et al., 2020

MoPrs (2019-10)

Performance optimizing expansion of Mythril, identifying critical paths with potential vulnerabilities based
on a multi-objective oriented path search (MOPS) strategy, guiding dynamic symbolic execution to improve
efficiency. Additional security rules and vulnerability detection logics are introduced

Primary study introducing the tool: Fu et al., 2019

MPro (2019-10)

Solidity smart contract analysis for deepth-n vulnerability detection, based on combining symbolic
execution and data dependency analysis, built on Mythril and Slither

Primary study introducing the tool: Zhang et al.,|2019b

MSgram analysis (2020-07)

Data driven smart contract analysis for vulnerability detection, based on Multi-Semantic gram (MSgram),
a variant of S-gram, by analyzing smart contract sequences of multiple semantics, covering AST
representation and text information

Primary study introducing the tool: Yang et al.,2020a

MuSC (2020-03, open source)

Solidity smart contract mutation testing demo for vulnerability detection supporting fast mutant generation,
test net creation as well as test deployment and execution

Primary study introducing the tool: L1 et al., 2019
Discussed in 1 survey: Kim and Ryu, 2020

Mythril (2017-10, open source)

Smart contract vulnerability detection, based on a combination of various analysis methods such as
symbolic execution, SMT solving and taint analysis

Primary study introducing the tool: Mueller, 2018

Discussed in 18 surveys: Hu et al.,|2021a; Kim and Ryu, 2020; |Singh et al., [2020; Tolmach et al., 2020;
Ferreira et al., 2020a; Almakhour et al., 2020b; |Chen et al., 2020a; di Angelo and Salzer, |2019b; |Dika and
Nowostawski, 2018; Durieux et al., 2020; [Huang et al., 2019; |Lopez Vivar et al., 2020; Miller et al., 2018;
Samreen and Alalfi, 2020b; Sayeed et al., 2020; [ Xu et al.,|2020; Ye et al.,[2019a; Zhang et al., 2020a
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Mythril extension for ‘gasless send’ issue detection (2019-06)

Upgrade of Mythril analysis engine to allow for gas usage modeling
Primary study introducing the tool: Prechtel et al., 2019

Discussed in 1 survey: Tolmach et al., 2020

MythX (2018)

Mythril extension and implementation as proprietary cloud based smart contract security analysis API
SaaS, supporting purpose-built security tool integration.
https://mythx.io/,https://github.com/b-mueller/awesome-mythx—smart—contract—:

Discussed in 2 surveys: Sayeed et al., 2020; Ye et al., 2019a

NeuCheck (2019-01, open source)

Syntax analysis, based on source code to intermediate representation transformation for security
vulnerability detection

Primary study introducing the tool: Lu et al., 2019

Discussed in 1 survey: Hu et al., 2021a

NPCHECKER (2019-10)

‘Nondeterministic Payment Checker’ using static analysis to detect payment vulnerabilities, based on
intermediate representation translation and instrumentation, information flow analysis and taint tracking
techniques

Primary study introducing the tool: Wang et al., | 2019b

Discussed in 1 survey: Tolmach et al., 2020

Octopus (2018-10, open source)

Smart contract security analysis framework for various blockchain platforms, including Bitcoin, EOS, NEO
and Ethereum, capable of Ethereum WebAssembly (WASM) and bytecode analysis applying different
methods, such as disassembly and IR translation, control and call flow analysis, or symbolic execution

Discussed in 3 surveys: Durieux et al., 2020; Huang et al.,[2019;|Ye et al., 2019a

Osiris (2018-09, open source)

Oyente based security analysis for integer bug detection in smart contracts combining symbolic execution
with taint analysis

Primary study introducing the tool: Torres et al., 2018

Discussed in 10 surveys: Hu et al., [2021a; Tolmach et al., 2020; |[Ferreira et al., 2020a; |Almakhour et al.,
2020bj; |d1 Angelo and Salzer), 2019b; Durieux et al., 2020; (Garfatta et al., 2021}; Khan and Namin, [2020;
Lopez Vivar et al., 2020; Zhang et al., 2020a
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Oyente (2016-01, open source)

One of the first and longest maintained smart contract vulnerability detection tools, mainly based on
symbolic execution

Primary study introducing the tool: Luu et al., 2016

Discussed in 24 surveys: Hu et al., [2021a; |Kim and Ryu, 2020; Singh et al.,|2020; [Tolmach et al., 2020;
Vacca et al., 2020; |Ferreira et al., 2020a; |Almakhour et al., 2020b; Chen et al., 2020a; |d1 Angelo and Salzer,
2019b; Dika and Nowostawski, 2018} |Durieux et al., 2020; |Garfatta et al., 2021; |Huang et al., [2019; Khan
and Namin, 2020; |Lopez Vivar et al., [2020; Miller et al., |2018; Moona and Mathew, 2021 Perez and
Livshits), 2019; |Praitheeshan et al., [2020b; Samreen and Alalfi, 2020b; [Sayeed et al., [2020; Xu et al., [2020;
Ye et al., [2019a; |[Zhang et al., 2020a

PASO (2019-09, open source)

Web based parser providing sofware metrics for Solidity smart contracts.
Live deployment: https://aphd.github.io/paso/

Primary study introducing the tool: Antonio Pierro and Tonell1, 2020

Discussed in 1 survey: Vacca et al., 2020

Payoff analyzer (2018-04)

Game theoretic analysis, based on a specific, simplified programming language for smart contracts
translation to state-based models and abstraction refinement to compute the worst-case guaranteed utilities,
i.e. expected payoff and derive possible vulnerabilites, if the payoff lies outside of an expected range

Primary study introducing the tool: Chatterjee et al., 2018

Discussed in 1 survey: Kim and Ryu, 2020

Petri Nets based secure smart contract generation (2020-01)

Prototype for design, development, and verification of secure Solidity smart contracts, consisting of a Petri
Nets based visual modeling engine, a transition execution and simulation, a verification and validation
engine and smart contract generation from modeled Petri Nets workflows

Primary study introducing the tool: Zupan et al., 2020

RA (Reentrancy Analyzer) (2020-02, open source)

Static analyzer for reentrancy vulnerabilities on smart contract bytecode, combining symbolic execution
and SMT solving

Primary study introducing the tool: Chinen et al., 2020

Discussed in 1 survey: Vacca et al., 2020
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Rattle (2018-08, open source)

Static smart contract binary analysis, based on generating a control flow graph and lifting it to Single Static
Assignment (SSA) form and producing a graphical representation of the register machine

Primary study introducing the tool: Stortz, 2013
Discussed in 3 surveys: di Angelo and Salzer, 2019b; Durieux et al., 2020; Lopez Vivar et al., 2020

Reentrancy detection (2018-07)

Analysis framework combining static and dynamic analysis for reentrancy vulnerability detection in
Solidity smart contracts, including the generation and execution of attack contracts to confirm exploitability
and reduce false positive results

Primary study introducing the tool: Samreen and Alalfi, 2020a

Discussed in 1 survey: Vacca et al., 2020

ReGuard (2018-05)

Dynamic analyzer for reentrancy vulnerability detection in Solidity smart contracts based on IR
transformation, fuzzing and trace analysis

Primary study introducing the tool: Liu et al.| 2018a

Discussed in 10 surveys: |Hu et al., 2021a; Kim and Ryu, [2020; [Tolmach et al., 2020; Vacca et al., 2020;
Almakhour et al., 2020b; |Chen et al.,[2020a; |d1 Angelo and Salzer, 2019bj | Durieux et al., 2020; |Khan and
Namin, 2020; Samreen and Alalfi, [2020b

RegularMutator (2020-09)

Mutation testing tool for Solidity smart contracts, including language-specific operators corresponding to
common development errors

Primary study introducing the tool: Ivanova and Khritankov, 2020

Remix-IDE (2014-11, open source)

Plugin architecture based Solidity smart contract development framework, including various debugging,
unit testing and vulnerability detection modules.
https://remix—ide.readthedocs.io/en/latest/,https://remix.ethereum.org/

Discussed in 5 surveys: di Angelo and Salzer, 2019b; Dika and Nowostawski, 2018}, |Durieux et al., 2020;
Lopez Vivar et al., 2020; Zhang et al., 2020a

SAFEVM (2019-07, open source)

Framework for Solidity and bytecode smart contracts verification, confirming general safety annotations
and array access, based on Oyente, EthIR and C program verification engines.
Live deployment: https://costa.fdi.ucm.es/gastap/

Primary study introducing the tool: Albert et al., 2019a

Frontiers 29


https://remix-ide.readthedocs.io/en/latest/
https://remix.ethereum.org/
https://costa.fdi.ucm.es/gastap/

Supplementary Material

Discussed in 3 surveys: Hu et al., 2021a; Kim and Ryu, 2020; Tolmach et al., 2020

SAsc (2018-02)

Security risk detection, based on symbolic execution, syntax analysis and topology diagram generation for
manual analysis support

Primary study introducing the tool: Zhou et al.,|[2018a

Discussed in 6 surveys: Hu et al., 2021a; Singh et al., 2020; Tolmach et al., 2020;|d1 Angelo and Salzer,
2019b; [Durieux et al., 2020; Garfatta et al., 2021

sCompile (2019-11)
Critical program path detection and risk priorisation for further analysis support in smart contracts based
on CFGs, symbolic execution and SMT solving

Primary study introducing the tool: Chang et al., 2019

Discussed in 6 surveys: Hu et al., 2021a; Kim and Ryu, 2020; Chen et al., 2020a; |d1 Angelo and Salzer,
2019b; [Durieux et al., 2020; Khan and Namin, 2020

SCREPAIR (2019-12, open source)

Automatic Solidity smart contract gas-optimization and vulnerability patch generation, based on mutation
analysis and application of Slither and Oyente for vulnerability detection

Primary study introducing the tool: Yu et al., 2020

Securify (2018-09, open source)

Security analysis and automated vulnerability detection tool for Solidity and bytecode smart contracts, based
on a decompiler that symbolically encodes the dependency graph, abstract interpretation and compliance
and violation pattern checks that can be extended and are specified in a domain-specific language

Primary study introducing the tool: [T'sankov et al., 2018} [Tsankov, 2018

Discussed in 24 surveys: Hu et al., [2021a; |Kim and Ryu, 2020; Singh et al., |2020; [Tolmach et al., 2020;
Vacca et al., 2020; Ferreira et al.,[2020a; /Almakhour et al., 2020b; |Chen et al.,[2020a; di Angelo and Salzer,
2019b; |Dika and Nowostawski, 2018; |Durieux et al., 2020; |Garfatta et al., [2021; Huang et al., [2019; Khan
and Namin, 2020; Lopez Vivar et al., 2020; Miller et al., 2018; Moona and Mathew, 2021} Perez and
Livshits, [2019; |Praitheeshan et al., | 2020b; Samreen and Alalfi, 2020b; Sayeed et al., 2020; Xu et al., 2020;
Ye et al.,|2019a; Zhang et al., 2020a

Seraph (2020-06)

EVM and WASM cross-platform security analysis, based on CFG generation, light weight symbolic
execution and symbolic semantic graph (SSG) analysis.
Video: https://youtu.be/wxixZkVqgUsc

Primary study introducing the tool: Yang et al., 2020c
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Sereum (2018-12)

Complex reentrancy vulnerability detection and prevention, such as cross-function, delegated and create-
based reentrancy based on dynamic taint tracking and data-flow analysis.
https://github.com/uni-due—-syssec/eth-reentrancy—-attack—-patterns

Primary study introducing the tool: Rodler et al., 2018
Discussed in 4 surveys: Hu et al., 2021a; Kim and Ryu, 2020; Chen et al., 2020a; Khan and Namin, {2020

SERVOIS (2018-04, open source)

Automated generation of commutativity conditions and detection of concurrency-related vulnerabilities in
smart contracts

Primary study introducing the tool: Bansal et al., 2018

Discussed in 1 survey: Kim and Ryu, 2020

sFuzz (2020-06, open source)

Dynamic smart contract analysis, based on AFL, a fuzzer for C programs, applying a lightweight multi-
objective adaptive strategy to cover hard to reach branches and achieve high code coverage for vulnerability
detection

Primary study introducing the tool: Nguyen et al., 2020

SIF (2019-09, open source)

Solidity smart contract analysis framework, facilitating tool integration, including source code level
techniques, such as instrumentation, assertion checker to detect arithmetic vulnerabilities, AST and CFG
generation, diagnostics and optimization for contract development support.

Live deployment: https://wandbox.org/permlink/Pnal6b09zipKRuKu

Primary study introducing the tool: Peng et al., 2019
Discussed in 2 surveys: |Kim and Ryu, 2020; Vacca et al., {2020

Slither (2018-10, open source)

Static Solidity smart contract vulnerability detection including code optimization suggestions, based on
intermediate language translation using Static Single Assignment (SSA) and graphical code visualization
to support manual analysis

Primary study introducing the tool: Feist et al., 2019

Discussed in 11 surveys: Hu et al., 2021a; |Kim and Ryu, 2020; Tolmach et al., 2020; [Vacca et al., [2020;
Ferreira et al., 2020a; |Almakhour et al.,|2020b; Durieux et al., 2020; Lopez Vivar et al., [2020; Sayeed et al.,
2020; Ye et al., 2019a;|Zhang et al., 2020a
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Smart Contract Analyzer (2020-01, open source)
Solidity smart contract analysis and vulnerability detection based on AST generation

Primary study introducing the tool: Hwang and Ryu, 2020

Smart contract modeling and behavior verification (2018-02)

Formal modeling approach for smart contract behavior verification, based on simulation in an execution
environment and statistical model checking of behaviors revealing attack and breach scenarios

Primary study introducing the tool: |Abdellatif and Brousmiche, 2018

Discussed in 5 surveys: |Kim and Ryu, 2020; Tolmach et al.,[2020; Almakhour et al., 2020bla; Huang et al.,
2019

SmartAnvil/SmartShackle (2018-12, open source)

Tool chain framework for smart contract analysis comprising of different tools with various analysis
techniques and approaches, such as AST generation, gas analysis, graph generation, vulnerability detection,
query language for blockchain information retrieval

Primary study introducing the tool: Ducasse et al., 2019

SmartBugs (2019-10, open source)

Extendable execution framework, facilitating the integration and comparison of multiple Solidity smart
contract analysis tools, including a Docker images plugin system to simply add new tools, parallel
execution and normalized output for easier result comparison and processing. Currently 11 tools are
supported: Conkas, HONEYBADGER, MAIAN, Manticore, Mythril, Osiris, Oyente, Securify, Slither,
SmartCheck and Solhint

Primary study introducing the tool: Ferreira et al., 2020b

Discussed in 2 surveys: Ferreira et al.,|2020a}; Durieux et al., 2020

SmartCheck (2018-05, open source)

Static Solidity smart contract analysis for vulnerability detection checking XPath patterns on XML
intermediate representation

Primary study introducing the tool: Tikhomirov et al., 2018

Discussed in 19 surveys: Hu et al., 2021aj; | Kim and Ryu, 2020; [Vacca et al., 2020; |[Ferreira et al., 2020a;
Almakhour et al.,|2020b; |Chen et al., 2020a; di Angelo and Salzer, 2019b; |Dika and Nowostawski, 2018
Durieux et al., 2020; Huang et al., [2019; |Khan and Namin, 2020; Lopez Vivar et al., [2020; Miller et al.,
2018; Moona and Mathew, 2021} Perez and Livshits, [2019; Samreen and Alalfi, 2020b; Sayeed et al., [2020);
Ye et al., [2019a; |[Zhang et al., 2020a
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SmartEmbed (2019-05, open source)

Smart contract validation, vulnerability and clone detection, based on automated deep learning on structural
Solidity code embedding and reporting code fragments similar to known vulnerabilities or clones

Primary study introducing the tool: Gao et al.l 2019a; Gaol 2020; Gao et al., 2020, 2019¢
Discussed in 2 surveys: Kim and Ryul 2020; Vacca et al., 2020

Smartlnspect (2018-08, open source)

Part of the SmartAnvil/SmartShackle tool chain, analyzing smart contract states with decompilation, AST
visualization and a mirror based architecture that mimics the contract structure to access the memory layout

Primary study introducing the tool: Bragagnolo et al., 2018

Discussed in 1 survey: Vacca et al., 2020

SMARTSCOPY/SOLAR (2019-02)

Synthesizer of attack contracts that exploit smart contract vulnerabilities, introducing summary-based
symbolic evaluation and optimizations to partition the synthesis search space for parallel exploration to
improve efficiency and accuracy

Primary study introducing the tool: Feng et al., 2019b, 2020
Discussed in 3 surveys: |Hu et al., 2021a; |Kim and Ryu, 2020; Khan and Namin, [2020

SMARTSHIELD (2020-02)

Automatic smart contract protection system against three vulnerabilities, namely state changes after external
calls, missing checks for out-of-bound arithmetic operations, and missing checks for failing external calls

Primary study introducing the tool: Zhang et al., 2020d
Discussed in 1 survey: Samreen and Alalfi, 2020b

SMT-based verification (2018-10)

SMT based formal verification module for integration with the Solidity compiler to automatically warn of
potential vulnerabilities such as arithmetic overflow/underflow, unreachable code and assertion fails

Primary study introducing the tool: Alt and Reitwiessner, [2018
Discussed in 2 surveys: Hu et al., 2021a; [Tolmach et al., 2020

SoDbA (2020-03, open source)

Smart contract Online Detection framework against Attacks, supporting the development of detection tools
and analysis of smart contract attacks on the blockchain, based on EVM instrumentation

Primary study introducing the tool: Chen et al., [2020c

Discussed in 1 survey: Tolmach et al., 2020
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SolAnalyser (2019-12)

Solidity smart contract vulnerability detection using both static and dynamic approaches, based on
instrumentation and mutation

Primary study introducing the tool: Akca et al., 2019

(L1 and Long's) SOLAR (2019-02)

Detection of violation errors from smart contract standards, such as ERC-20 and ERC-721 standards, based
on an optimized symbolic execution engine built on Manticore, behavior modeling as a state machine and
SMT solving

Primary study introducing the tool: L1 and Long, 2019
Discussed in 1 survey: Kim and Ryu, 2020

SOLC-VERIFY (2019-07, open source)

Solidity smart contract verification, implemented as add-on to the Solidity compiler, based on AST
transformation, translation to an intermediate representation and SMT solving

Primary study introducing the tool: Hajdu and Jovanovic, |[2020; Hajdu et al., 2020
Discussed in 2 surveys: Kim and Ryu, |2020; Tolmach et al., 2020

Solgraph (2016-07, open source)

Solidity smart contract function control flow graph visualization supporting manual security analysis and
potential vulnerability detection

Discussed in 4 surveys: |d1 Angelo and Salzer, 2019b; Durieux et al., 2020; |Lopez Vivar et al., 2020; Miller,
et al.l 2018

Solhint (2017-10, open source)

Solidity smart contract linter, supporting security and style guide validations

Discussed in 2 surveys: Ferreira et al., 2020a}; |Durieux et al., 2020

SoliAudit (2019-01, open source)

Smart contract vulnerability detection applying static and dynamic analysis approaches, based on fuzz
testing and machine learning

Primary study introducing the tool: Liao et al., 2019

Solicitous (2020-03, open source)

Solidity smart contract modeling using constrained Horn clauses to enable fully automated verification of
safety properties

Primary study introducing the tool: Marescotti et al., 2020
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Discussed in 2 surveys: Hu et al., 2021a; [Tolmach et al., 2020

SolidiFI (2020-05, open source)

Framework for automated evaluation of static smart contract analysis tools, based on Solidity smart contract
AST analysis and vulnerability injection to establish a ground truth

Primary study introducing the tool: Ghaleb and Pattabiraman, 2020

Solidifier (2020-02)

Bounded model checker for Solidity, based on a over-approximated formalization of Solidity and Ethereum,
intermediate verification language translation, with the goal of finding program errors or bad states

Primary study introducing the tool: |\ Antonino and Roscoe, 2020

Discussed in 1 survey: Tolmach et al., 2020

SolidiKeY (2020-05, open source)

Prototype verification tool for invariant-based specification and verification, based on the deductive
verification system KeY

Primary study introducing the tool: |\Ahrendt and Bubel, [2020

SolidityCheck (2019-11, open source)

Static Solidity smart contract problem detection, including reentrancy and integer overflow vulnerabilities,
based on regular expressions and program instrumentation

Primary study introducing the tool: Zhang et al., 2019a
Discussed in 1 survey: Zhang et al., 2020a

SolMet (2018-08, open source)

Object oriented metrics calculation, such as number of source code lines, logical code lines, comment lines,
functions, library or interfaces, including the weighted complexity, the sum of the deepest nesting level of
the control structures, by parsing Solidity smart contracts

Primary study introducing the tool: Hegedus, 2018

Discussed in 4 surveys: Vacca et al.,|2020; d1 Angelo and Salzer, [2019b; Durieux et al.,|2020; Lopez Vivar
et al., 2020

Solythesis (2020-02, open source)

Solidity smart contract source to source compilation and runtime validation, based on instrumented contract
generation with user specified invariants, which reject all transactions violating the invariants

Primary study introducing the tool: L1 et al., 2020

Discussed in 1 survey: Tolmach et al., 2020
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STAN (2020-12)

Description generator for smart contract bytecode, to support manual analysis, reverse engineering
and readability of smart contract behavior, based on symbolic execution and NLP (Natural Language
Processing)

Primary study introducing the tool: Li et al., 2020

Syrup (2020-05, open source)

Gas super-optimization of smart contracts, based on symbolic execution and Max-SMT encoding, which
finds bytecode blocks with minimal gas cost

Primary study introducing the tool: Albert et al., 2020b

Discussed in 1 survey: Hu et al., 2021a

teEther (2019-02, open source)

Automated vulnerability detection and exploit generation on smart contract bytecode, based on CFG
generation, symbolic execution and SMT solving

Primary study introducing the tool: Krupp and Rossow, 2018

Discussed in 11 surveys: |Hu et al., 2021a; Kim and Ryu, 2020} [Tolmach et al., 2020; Vacca et al., 2020;
Chen et al., 2020a; |d1 Angelo and Salzer, 2019b; Durieux et al.,|2020; [Huang et al., 2019; Khan and Namin,
2020; [Perez and Livshits, 2019; Xu et al., 2020

Transaction-based analysis with LSTM network (2021-03)

Transaction-based classification of Ethereum smart contracts for anomaly detection and malicious contract
identification, using a long short-term memory (LSTM) network machine learning approach

Primary study introducing the tool: Hu et al., 2021b

Vandal (2016-08, open source)

Smart contract bytecode security analysis framework for vulnerability detection, based on semantic logic
relation conversion, CFG and data flow analysis, user generated security specifications and vulnerability
queries

Primary study introducing the tool: Brent et al., 2018

Discussed in 14 surveys: |Hu et al., 2021a; [Kim and Ryul, [2020; Tolmach et al., 2020; Almakhour et al.,
2020b; Chen et al., 2020a; |d1 Angelo and Salzer, 2019b; Durieux et al., 2020; (Garfatta et al., 2021}; Khan
and Namin, 2020; Lopez Vivar et al., 2020; Perez and Livshits, [2019; Praitheeshan et al., [2020b; Samreen
and Alalfi, [2020bj |Sayeed et al., 2020

VeriSmart (2020-04, open source)

Arithmetic safety verification for Solidity smart contracts, based on CEGIS-style verification, automatically
inferring transaction invariants, providing safety property guarantees, such as freedom from integer overflow
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Primary study introducing the tool: So et al., 2020
Discussed in 3 surveys: Hu et al., 2021a; Kim and Ryu, 2020; Tolmach et al., 2020

Vertigo (2019-08, open source)

Mutation testing framework for Solidity smart contracts and Truffle, implementing a range of mutation
operators

Primary study introducing the tool: Honig et al., 2019

VerX (2020-05)

Automatic verification to prove functional properties and temporal safety properties, based on reachability
checking, code instrumentation, symbolic execution and delayed predicate abstraction.
https://verx.ch/

Primary study introducing the tool: Permeneyv et al., 2020

Discussed in 2 surveys: |Hu et al., 2021a;|Vacca et al., 2020

Visualgas (2018-11)

Gas cost analysis for Solidity smart contracts, based on AST generation, fuzz testing and transaction trace
analysis to support gas-efficient smart contract development

Primary study introducing the tool: Signer, 2018

VulDeeSmartContract (2020-01, open source)

Reentrancy vulnerability detection in Solidity smart contracts, based on an extension of the VulDeePecker
framework implementing the bidirectional long-short term memory with attention mechanism (BLSTM-
ATT) deep learning approach

Primary study introducing the tool: Qian et al., {2020

ZEUS (2018-02)

Smart contract security verification framework and vulnerability detection, based on Solidity to LLVM
translation, abstract interpretation and symbolic model checking via constrained horn clauses

Primary study introducing the tool: Kalra et al., 2018

Discussed in 19 surveys: |Hu et al.l 2021a; |Kim and Ryu, 2020; Singh et al., [2020; Tolmach et al., 2020;
Vacca et al., 2020; |Almakhour et al., 2020b,a; Chen et al., 2020a; |di Angelo and Salzer, 2019b; |Durieux
et al., 2020; |Garfatta et al., 2021} Huang et al.,|2019; Khan and Namin, 2020; Miller et al., 2018}, |Moona
and Mathew, [2021}; |Perez and Livshits|, 2019; [Praitheeshan et al., [2020b; [Samreen and Alalfi, [2020b}
Sayeed et al., 2020
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2.2 Open Source Tools

For the tools with open source, we additionally indicate in table|S1{a URL to the respective repository, the
publication date and last update if any, as well as the programming language(s) for the implementation.

Table S1: Information on open source tools

Tool Publ. date Last update Open source reference Source language

AGIS 2020-08 X https://github.com/ Python
christoftorres/Aegis

ConCert 2020-01 X https://github.com/ Coq
AU-COBRA/ConCert/tree/
artefact

Conkas 2021-03 X https://github.com/ Python
nveloso/conkas

(Dr. Y’s Ethereum) 2016-09 2017-07 https://github.com/ Coq, Ocaml

Contract Analyzer pirapira/dry-analyzer

ContractFuzzer 2018-08 2020-03 https://github.com/ Go, JavaScript
gongbell/ContractFuzzer

ContractLarva 2019-08 2021-03 |https://github. Haskell
com/gordonpace/
contractlarva

ContractMut 2020-03 X https://doi.org/10. JavaScript
5281/zenodo.3726690

ContraMaster / Vultron 2019-05 2019-11 https://github.com/ JavaScript
ntu-SRSLab/vultron

DappGuard 2017-05 X https://github.com/ JavaScript,
cookt/857final Python

DefectChecker 2021-01 X https://github. Java
com/Jiachi—-Chen/
DefectChecker/

E-EVvM 2018-01 X https://github.com/ Python
pisocrob/E-EVM

EASYFLOW 2018-05 2018-08 https://github.com/ Go
Jianbo-Gao/EasyFlow/

ECF Checker 2017-10 X https://github.com/ Go
shellygr/ECFChecker

Echidna 2020-01 2021-07 https://github.com/ Haskell
crytic/echidna

Echidna-Parade 2021-07 X https://github.com/ Python
crytic/echidna-parade

Erays 2018-10 X https://github.com/ Python

teamnsrg/erays

continued on next page
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Table S1 (cont’d): Information on open source tools

Tool Publ. date Last update Open source reference Source language

Ethainter 2020-04 X |https://doi.org/10.
5281/zenodo.3760402

ETHBMC 2020-04 2021-06 https://github.com/ Rust
RUB-SysSec/EthBMC

Ethersplay 2018-05 2021-07 |https://github.com/ Python
crytic/ethersplay

EtherTrust 2018-05 2019-08 https://www.netidee. Java
at/ethertrust https:
//github.com/SecPriv/
EtherTrust

EthIR 2020-05 2021-01 https://github.com/ Python
costa—-group/EthIR

eThor 2020-10 N/A  https://secpriv.wien/ Java
ethor/

ETHRACER 2018-08 2019-05 https://github.com/ Python
ashgeek/Ethracer

EVM Memory 2020-09 X https://doi.org/10. Python

Modeling 5281/zenodo.4059797

F* EVM small-step 2018-04 N/A https://secpriv. F#, F*

semantics tuwien.ac.at/tools/
ethsemantics

FAIRCON 2020-05 2020-08 https://github.com/ C++
ntu-SRSLab/FairCon
https://doi.org/10.
1145/3410249 https://doil
0rg/10.21979/N9/0BEVRT

FSMC 2019-05 X https://github.com/ Kotlin
d-suvorov/fsmc/

FSolidM / VeriSolid  2017-10 2019-09 https://github. JavaScript

Framework com/anmavrid/
smart—-contracts https:
//cps—-vo.org/group/
SmartContracts

GASOL 202002 X  https://doi.org/10. PHP, Python
6084/m9.figshare.
11876697.v1

Gigahorse 2019-01 2021-07 http://doi.org/10. Python

5281/zenodo.2578692
https://github.
com/nevillegrech/
gigahorse-toolchain

continued on next page
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https://github.com/anmavrid/smart-contracts
https://cps-vo.org/group/SmartContracts
https://cps-vo.org/group/SmartContracts
https://cps-vo.org/group/SmartContracts
https://doi.org/10.6084/m9.figshare.11876697.v1
https://doi.org/10.6084/m9.figshare.11876697.v1
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Table S1 (cont’d): Information on open source tools

Tool Publ. date Last update Open source reference Source language
GNNSCVulDetector  2020-06 2021-03 https://github. Python
com/Messi-Q/
GNNSCVulDetector
HARVEY / BRAN 2018-08 2020-01 Partially open source: Go

https://github.com/
Practical-Formal-Methods/

bran

HONEYBADGER 2019-02 2019-06 https://github.com/ Python
christoftorres/
HoneyBadger

Hydra 2017-11 2018-02 https://github.com/ Haskell, Python
IC3Hydra/Hydra

ILF 2019-11 2020-10 https://github.com/ Python, Go
eth-sri/ilf

Isabelle / HOL- based 2017-03 2018-04 https://github.com/ Isabelle, OCaml

framework pirapira/eth-isabelle

JAVADITY 2018-07 X https://github.com/ Java, ANTLR
rebiscov/Javadity

KEVM 2019-07 2021-07 https://github. Python, Java
com/kframework/
evm—semantics

KEVM Verifier 2018-10 2021-04 |https://github.com/ Java

runtimeverification/
verified-smart—-contracts

KSolidity 2019-07 X https://github. K
com/kframework/
solidity—-semantics

LSTM Machine 2018-11 2019-06 https://github. Python

learning com/wesleyjtann/
Safe-SmartContracts

MadMax 2018-09 2020-12 |https://github.com/ Python
nevillegrech/MadMax

MAIAN 2018-03 X https://github.com/ Python
ivicanikolicsg/MAIAN

Manticore 2017-02 2021-07 https://github.com/ Python
trailofbits/manticore/

MuSC 2020-03 X https://github. JavaScript, Java
com/belikout/

MuSC—-Tool-Demo—repo
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Table S1 (cont’d): Information on open source tools

Tool Publ. date Last update Open source reference Source language

Mythril 2017-10 2020-11 https://github.com/ Python
wflk/mythril https:
//github.com/b-mueller/
mythril/| https://github.
com/ConsenSys/mythril

NeuCheck 2019-01 2020-03 |https://github.com/ Java, ANTLR
Northeastern-University-Blockchain/
NeuCheck

Octopus 2018-10 2020-11 https://github.com/ Python
quoscient/octopus

Osiris 2018-09 X https://github.com/ Python
christoftorres/Osiris

Oyente 2016-01 2020-11 https://github.com/ Python,
enzymefinance/oyente JavaScript

PASO 2019-09 2021-07 https://github.com/ JavaScript
aphd/paso

RA (Reentrancy 2020-02 2020-06 https://github.com/ Python

Analyzer) wanidon/RA

Rattle 2018-08 2020-04 https://github.com/ Python
crytic/rattle

Remix-IDE 2014-11 2021-07 https://github.com/ JavaScript
ethereum/remix—-project

SAFEVM 2019-07 X  http://costa.fdi.ucm. Python
es/papers/costa/safevm.
ova

SCREPAIR 2019-12  2020-05 https://SCRepair-APR. C++
github.io

Securify 2018-09 2020-04 https://github.com/ Java , Python
eth-sri/securify
https://github.com/
eth-sri/securify2

SERVOIS 2018-04 2019-02 https://github.com/ Python
kbansal/servois

sFuzz 2020-06 2020-07 https://github.com/ C++
duytai/sFuzz

SIF 2019-09 2020-06 https://github.com/ C++
chao-peng/SIF

Slither 2018-10 2021-07 https://github.com/ Python
crytic/slither

Smart Contract 2020-01 X https://github. Java

Analyzer

com/sjmini/
icse2020-Solidity
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Table S1 (cont’d): Information on open source tools

Tool Publ. date Last update Open source reference Source language

SmartAnvil / 2018-12  2019-11 |https://github.com/ Smalltalk

SmartShackle smartanvil

SmartBugs 2019-10 2021-07 https://github.com/ Python
smartbugs/smartbugs

SmartCheck 2018-05 2020-11 https://github.com/ Java
smartdec/smartcheck

SmartEmbed 2019-05 2020-08 https://github.com/ JavaScript, Java
beyondacm/SmartEmbed

SmartInspect 2018-08 X https://github.com/ Smalltalk
RMODINRIA-Blockchain/
SmartShackle https:
//github.com/smartanvil/
SmartShackle

SoDpA 2020-03 2020-09 https://github.com/ Go
pandabox—-dev/SODA

SOLC-VERIFY 2019-07 2020-07 https://github.com/ Python
SRI-CSL/solidity/blob/0.
7/SOLC-VERIFY-README .md

Solgraph 2016-07 2019-01 https://github.com/ JavaScript
raineorshine/solgraph

Solhint 2017-10 2021-05 https://github.com/ JavaScript
protofire/solhint

SoliAudit 2019-01 X https://github.com/ JupyterNotebook,
jianwei76/SoliAudit Python

Solicitous 2020-03  2020-05 https://github.com/ C++
usi-verification-and-security/
solc

SolidiFI 2020-05 2021-05 https://github.com/ Python
DependableSystemsLab/
SolidiFI

SolidiKeY 2020-05 X https://www.key—-project. Java
org/isola2020-smart/

SolidityCheck 2019-11 2021-06 https://github.com/ C++
xf97/SolidityCheck

SolMet 2018-08 2020-11 https://github. Java
com/chicxurug/
SolMet-Solidity-parser

Solythesis 2020-02 2020-04 https://github. Rust

com/Leeleo3x/
solythesis—artifact
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Table S1 (cont’d): Information on open source tools

Tool Publ. date Last update Open source reference Source language

Syrup 2020-05 X  https://github. OCaml,
com/mariaschett/ StandardML
syrup-backend

teEther 2019-02  2021-07 https://github.com/ Python
nescio007/teether

Vandal 2016-08 2020-07 https://github.com/ Python
usyd-blockchain/vandal

VeriSmart 2020-04 2020-05 https://github.com/ OCaml
kupl/VeriSmart-public

Vertigo 2019-08 2021-02 https://github.com/ Python
JoranHonig/vertigo

VulDeeSmartContract 2020-01 2020-05 https://github.com/ Python

Messi—-Q/ReChecker

2.3 Properties and Methods of Tools

The overview of the properties and methods presents the tools in alphabetical order in a multi-page table
that we split in two parts. In part 1 of the table, we indicate the code level, aim, analysis type, and code
transformation techniques. In part 2, we indicate the analysis methods that they tools employ.

Table S2: Characteristics of analysis tools — part 1
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Table S2 (cont’d): Characteristics of analysis tools — part 1
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Table S2 (cont’d): Characteristics of analysis tools — part 1
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Osiris e e/ 0O 0O 0 O @O|®@ O|l® 0 0 o o 0o o
Oyente @ o/ 0 0O 0O O@OC|® O0O|l® 0 0 0 O @ O
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Petri Nets based secure smart 0O e/lo @ @ 0 0 0o 0c|® 0|0 O O 0 O O ©
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RA (Reentrancy Analyzer) e 0Ole e 0000 O|@®o|e 0 o0 o0 o0 0O
Rattle @ 0|l0 O @ 0 0O0O|® O|le® 0 0 0 0o @ ©
Reentrancy detection O e/@ 0O 0O @ 0O O O|® @€|/0 O @ O ® O ©
ReGuard O e|l® 0 0 0 0o 00|O ©|® @ @ O @ O ©
RegularMutator 0 0lo 0o 0O 0O 00 O[O O[O OO O O O O
Remix-IDE 0O e|le 0 @ 0 @ 0 o|le 0|0 O 0 0 O O ©
SAFEVM ® 60O @ O O O @ O|@ O|®@ O O O @ O O
SASC O e|le 0O @€ 0O O @ 0C|® O|® O @ 0 0 O ©
sCompile e Ole 0O e 00O O|@ oO|e 00 OO @O0
SCREPAIR O e|® 0 0 0o @ 0O e|®@ 0olo 0o 0 0o 0o 0 ©
Securify e 06/ ¢ O O O @ 0O|®@ O|le @ 0 @ 0 0 ©
Seraph O e/le@ @€ O O O O O|e@ O|® O O O O O O
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3 QUALITY APPRAISAL

In section, we document the quality appraisal of the surveys in table |[S4{and the primary studies in table
The quality appraisal of the SLRs is contained in the main paper.

Table S4: Quality appraisal of surveys.

IDQ CDQ FDQ  selec-
survey score | Q2 Q3 Q4 Q5 Q6 Q7 score value |score value ted
(Ahrendt et al., 2018) 0.4 |reclassified as primary study
(Alkhalifah et al.,[2019) 04 (03 1.0 0.0 0.0 0.6 038 low | 0.39 Ilow
(Almakhour et al., 2020b) 1.0 0.6 0.0 0.6 0.6 1.0 0.56 med | 0.78 med
(Almakhour et al., 2020a) 0.8 [1.0 0.3 1.0 0.6 1.0 0.78 med | 0.79 med
(Atzei et al.,[2017) 0.8 [1.0 1.0 0.3 0.3 0.0 0.52 med | 0.66 med
(Chen et al., 2020a)® 1.0 |1.0 1.0 1.0 0.6 1.0 0.92 high | 0.96 high
(Chen et al., 2020b) 1.0 {03 1.0 03 0.3 1.0 1.0 0.65 med | 0.83 high
(Chen et al., 2019) 1.0 [0.6 0.0 03 1.0 0.6 050 med | 0.75 med
(Connelly, [2020) 0.2 (0.3 1.0 0.0 1.0 1.0 0.66 med | 0.43 low
(Danielius et al., 2020) 0.8 [0.3 0.0 0.0 1.0 1.0 1.0 0.55 med | 0.68 med
(Delmolino et al.,[2016) 0.8 0.3 1.0 0.0 0.0 0.0 026 low | 0.53 med
(Demir et al.,|2019) 0.8 [1.0 1.0 0.3 0.3 0.6 0.64 med | 0.72 med
(Destefanis et al., 2018) 04 |03 0.0 0.0 0.0 0.3 0.12 low | 0.26 low

(di Angelo and Salzer, [2019a) 04 (0.3 0.0 0.0 0.0 0.6 0.18 1low | 0.29 Iow
(di Angelo and Salzer, [2019b) 04 [1.0 1.0 1.0 0.6 0.6 0.84 high | 0.62 med

SN XIUXARRXNN AXIUXXNUX U NNNNNNX

(Dika, 2017) 0.2 |1.0 1.0 0.6 1.0 0.0 0.72 med | 046 low
(Dika and Nowostawskil, [2018) 04 [1.0 1.0 0.6 1.0 1.0 0.3 0.82 high | 0.61 med
(Dingman et al., [2019a) 0.5 |largely the same as Dingman et al. (2019b)

(Dingman et al., 2019b) 05 (0.6 1.0 0.3 0.0 0.6 050 med | 0.50 med
(Durieux et al., 2020) 1.0 [1.0 0.6 1.0 1.0 1.0 1.0 0.93 high | 0.97 high
(Feng et al., 2019a) 0.2 1.0 0.6 0.3 0.6 0.6 0.62 med | 0.41 low
(Fontein, 2018) 0.2 |1.0 0.6 0.0 1.0 0.3 0.58 med | 0.39 low
(Garfatta et al., 2021)* 04 (03 03 0.6 0.6 1.0 0.70 med | 0.55 med
(Ghosh et al., 2020) 1.0 {03 0.3 0.0 0.0 1.0 032 low | 0.66 med
(Groce et al., [2020)* 0.8 [1.0 1.0 0.0 0.0 1.0 0.60 med | 0.70 med
(Gupta and Shukla, 2019) 04 103 0.0 0.0 0.0 0.6 0.18 low | 0.29 low
(Gupta, 2019) 0.2 | largely the same as Gupta et al. (2020al)

(Gupta et al., [2020a)* 0.8 [1.0 1.0 0.3 1.0 1.0 1.0 0.88 high | 0.84 high
(Gupta et al., [2020b)) 1.0 {03 0.6 0.3 0.3 1.0 0.50 med | 0.75 med
(Hajdu et al., [2020) 1.0 | reclassified as primary study

(Hartel and Schumi, 2020) 0.8 |reclassified as primary study

(Harz and Knottenbelt, 2018]) 0.2 106 0.3 0.6 0.6 03 048 low | 034 low X
(He et al.,|2020a) 1.0 1.0 0.6 0.0 0.3 1.0 058 med |0.79 med v
*Identified subsequently, *Reclassified to survey from SLR continued on next page
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Table S4 (cont’d): Quality appraisal of surveys

IDQ CDQ FDQ  selec-
survey score [Q2 Q3 Q4 Q5 Q6 Q7 score value |score value ted
(He et al., 2020b) 0.8 {0.3 0.0 0.0 0.0 1.0 026 low | 053 med X
(Huang et al., 2019) 1.0 |06 0.6 1.0 0.6 0.6 0.68 med | 0.84 high v
(Imeri et al., [2020) 0.2 0.6 0.3 0.3 0.3 1.0 050 med | 035 low X
(Kaleem et al., [2020) 04 103 0.6 0.0 0.0 1.0 038 low | 039 low X
(Khan and Namin, [2020) 0.2 |06 1.0 1.0 0.6 1.0 0.84 high | 0.52 med v
(Khor et al., [2020) 04 (03 0.3 03 0.3 1.0 044 low | 042 low X
(Kim and Lee, [2020) 1.0 |06 06 03 1.0 1.0 1.0 0.75 med | 0.88 high v
(Krupa et al., 2020) 0.2 106 1.0 0.0 0.0 1.0 052 med | 036 low X
(Lee and Choi, [2020) 0.2 103 0.3 0.0 0.0 1.0 032 low | 026 low X
(Leid et al., 2020) 05 (1.0 0.6 00 1.0 1.0 1.0 0.77 med | 0.63 med v
(Li et al., 2020) 1.0 |03 0.6 0.0 0.0 1.0 038 low | 0.69 med X
(Lépez Vivar et al., 2020) 08 |1.0 0.6 1.0 0.6 1.0 0.84 high | 0.78 med v
(Lu et al.|2019) 0.8 |reclassified as primary study
(Magazzeni et al., 2017) 1.0 10.3 0.3 0.0 0.0 00 0.12 low | 0.56 med X
(Mense and Flatscher, 2018) 0.5 |06 1.0 0.3 0.6 03 056 med | 053 med v/
(Miller et al., 2018)* 0.5 103 0.3 0.6 0.6 03 0.56 med | 053 med v/
(Min and Cai, 2019) 04 |03 03 0.0 1.0 1.0 0.6 0.53 med | 047 low X
(Moona and Mathewl [2021) 02 1.0 1.0 0.6 0.6 1.0 0.84 high | 0.52 med v
(Murray and Anisi, 2019) 04 106 0.0 0.3 0.6 0.6 042 low | 041 low X
(Nguyen et al.,[2019) 0.8 |reclassified as primary study
(Pankovl, 2020) 04 (0.6 03 0.3 0.3 1.0 050 med | 045 low X
(Parizi et al., 2018) 04 1.0 03 03 1.0 1.0 0.3 0.65 med | 0.53 med v
(Park et al., 2020) 1.0 |reclassified as primary study
(Perez and Livshits, 2019) 0.2 |1.0 0.6 0.6 1.0 1.0 0.6 0.80 high | 0.50 med v
(Praitheeshan et al.| 2020a) 0.8 103 03 03 1.0 1.0 1.0 0.65 med | 0.73 med v
(Praitheeshan et al., [2020b) 02 |1.0 1.0 0.6 0.6 1.0 0.84 high | 0.52 med v
(Qasse et al., 2020) 04 (03 0.0 0.0 0.0 1.0 1.0 038 low | 039 low X
(Radu Adrian, [2018)) 0.5 106 0.3 0.3 0.6 03 042 low | 046 low X
(Saad et al., 2020) 1.0 103 0.6 0.0 0.0 1.0 038 low | 0.69 med X
(Samreen and Alalfi, [2020b) 0.2 |1.0 1.0 0.6 0.6 1.0 0.84 high | 0.52 med v
(Sayeed et al., 2020) 1.0 |06 0.6 0.6 0.6 1.0 0.68 med | 0.84 high v
(Shmatko and Olkhovskyi, 20200 0.2 [0.3 0.0 0.0 0.0 1.0 026 low | 023 low X
(Shrivas et al., 2020) 0.4 103 0.0 0.0 0.0 1.0 026 low | 033 low X
(Staderini and Palli, [2020) 0.2 |1.0 1.0 0.0 0.0 1.0 0.60 med | 040 low X
(Staderini et al., 2020) 04 1.0 1.0 0.0 0.0 1.0 0.60 med | 0.50 med v/
(Tantikul and Ngamsuriyaroj,2020) 0.2 1.0 1.0 0.0 1.0 1.0 1.0 0.83 high | 0.52 med v
(Vinayak et al| 2018) 04 (03 0.6 0.0 1.0 03 044 low | 042 low X
*Identified subsequently, *Reclassified to survey from SLR continued on next page
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Table S4 (cont’d): Quality appraisal of surveys

IDQ CDQ FDQ  selec-
survey score | Q2 Q3 Q4 Q5 Q6 Q7 score value |score value ted
(Wohrer and Zdunl 2018) 04 (0.6 0.6 0.0 0.0 03 030 low | 035 low X
(Xu et al., 2020) 04 [1.0 0.6 0.6 0.6 1.0 0.76 med | 0.58 med v/
(Ye et al., 2019al) 1.0 |1.0 0.3 0.6 1.0 1.0 0.6 0.75 med | 0.88 high v
(Ye et al., 2019b) 0.5 |06 03 0.0 1.0 1.0 0.6 0.58 med | 0.54 med v
(Zhang et al.,|[2020a)® 1.0 |1.0 1.0 0.6 1.0 1.0 1.0 0.93 high | 0.97 high v
(Zhou et al., 2020)* 1.0 |06 0.6 0.6 03 1.0 1.0 0.68 med | 0.84 high v
(Zou et al, 2019) 1.0 |03 0.0 1.0 0.3 0.6 044 low | 072 med X

*Identified subsequently, ®Reclassified to survey from SLR

Table S5: Quality appraisal of primary studies

IDQ CDQ FDQ
primary study score | Q1 Q2 score value | score value
(Abdellatif and Brousmiche, |[2018) 0.4 | 1.0 1.0 1.00 high | 0.70 med
(Ahrendt and Bubel, [2020) 05 |00 1.0 050 med | 050 med
(Ahrendt et al,2019) 08 [06 1.0 0.80 high | 0.80 high
(Akca et al., [2019) 08 [03 1.0 065 med | 073 med
(Albert et al.,2019a) 1.0 {06 1.0 0.80 high | 0.90 high
(Albert et al., 2019b) 08 [1.0 1.0 1.00 high | 090 high
(Albert et al., [2020a) 1.0 [ 1.0 1.0 1.00 high | 1.00 high
(Albert et al, 2018 1.0 [ 1.0 1.0 1.00 high | 1.00 high
(Alt and Reitwiessner, 2018) 05 [ 1.0 1.0 1.00 high | 0.75 med
(Amani et al, 2018) 04 (1.0 1.0 1.00 high | 0.70 med
(Annenkov et al., 2020) 04 ({03 1.0 065 med | 053 med
(Ashouri, [2020) 0.8 |00 1.0 050 med | 0.65 med
(Ashraf et al., 2020) 1.0 |00 1.0 050 med | 0.75 med
(Beillahi et al., 2020) 1.0 {03 1.0 0.65 med | 0.83 high
(Bhargavan et al., 2016) 04 (1.0 1.0 1.00 high | 0.70 med
(Breidenbach et al.,|2019) 1.0 {00 1.0 050 med | 075 med
(Breidenbach et al., |2018) 1.0 { 1.0 1.0 1.00 high | 1.00 high
(Brent et al.,[2018) 02 (1.0 1.0 1.00 high | 0.60 med
(Brent et al., [2020) 1.0 {06 1.0 0.80 high | 090 high
(Carver and Staronl, [2020) 1.0 {00 1.0 050 med | 075 med
(Chan and Jiang, 2018) 08 103 1.0 065 med | 0.73 med
(Chang et al.,[2019) 0.8 1.0 1.0 1.00 high | 0.90 high
(Chapman et al., 2019) 04 [03 1.0 065 med | 053 med
(Chatterjee et al., 2019) 0.8 [1.0 1.0 1.00 high | 0.90 high
(Chatterjee et al.,[2018) 1.0 {10 00 050 med | 075 med
(Chen et al., 2018a) 1.0 | 1.0 1.0 1.00 high | 1.00 high
*Identified subsequently, ®Reclassified to primary study from survey continued on next page
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Table S5 (cont’d): Quality appraisal of primary studies

IDQ CDQ FDQ
primary study score | Q1 Q2 score value | score value
Chen et al., 2017 05 | 1.0 1.0 1.00 high | 0.75 med
Chen et al., 2021 1.0 {00 1.0 050 med | 0.75 med
Chen et al. 2018b|) 05 |06 1.0 0.80 high | 0.65 med
Chen et al., 2020c) 1.0 [0.6 1.0 0.80 high | 0.90 high
Chen et al., 2020d) 1.0 |06 1.0 080 high | 0.90 high
Covaci et al., 2018) 1.0 {03 1.0 0.65 med | 0.83 high
Ellul and Pace| 2018) 04 | 1.0 1.0 1.00 high | 0.70 med
Feist et al., 2019) 1.0 | 1.0 1.0 1.00 high | 1.00 high
Feng et al., 2020) 1.0 {00 1.0 050 med | 0.75 med
Ferreira Torres et al., 2020 08 03 1.0 065 med | 0.73 med
Ferreira Torres et al., 2019 1.0 |06 1.0 0.80 high [ 0.90 high
Ferreira et al.l, |2020bl) 1.0 {00 1.0 050 med | 0.75 med
Frank et al., 2020) 1.0 [ 1.0 1.0 1.00 high | 1.00 high
Fu et al.L 2019[) 1.0 {00 1.0 050 med | 0.75 med
Gaol, 2020 1.0 {00 1.0 050 med | 0.75 med
Gao et al; 2019b) 1.0 | 1.0 1.0 1.00 high | 1.00 high
Gao et al., 2020) 1.0 [ 1.0 1.0 1.00 high | 1.00 high
Gao et al., 2019a 05 |06 1.0 0.80 high | 0.65 med
Gao et al.,[2019¢ 1.0 [ 1.0 1.0 1.00 high | 1.00 high
Ghaleb and Pattabiraman,2020) 1.0 | 0.3 1.0 0.65 med | 0.83 high
Grech et al., 2018 1.0 [ 1.0 1.0 1.00 high | 1.00 high
Grech et al., 2019 1.0 [ 1.0 1.0 1.00 high | 1.00 high
Grech et al., 2020 1.0 {00 1.0 050 med | 0.75 med
Grieco et al., 2020) 1.0 |06 1.0 080 high | 0.90 high
Grishchenko et al., [2018c 0.8 | 1.0 0.0 050 med | 0.65 med
Grishchenko et al., 2018b 1.0 | 1.0 1.0 1.00 high [ 1.00 high
Grishchenko et al., [2018a 02 [ 1.0 1.0 1.00 high | 0.60 med
Grossman et al., |2017[) 1.0 | 1.0 1.0 1.00 high | 1.00 high
Hajdu et al., 2020) 10 | 1.0 1.0 1.00 high | 1.00 high
Hartel and Schumi 2020) 08 [ 1.0 1.0 1.00 high | 0.90 high
He et al., 2019 1.0 | 1.0 1.0 1.00 high | 1.00 high
Hegedusi,\m% 1.0 [ 1.0 1.0 1.00 high | 1.00 high
Hildenbrandt et al., 2018) 1.0 | 1.0 1.0 1.00 high | 1.00 high
Hirai, [2017) 08 [ 1.0 00 050 med | 0.65 med
Hu et al., 2021b) 1.0 [ 1.0 00 050 med | 0.75 med
Huang et al., 2021) 1.0 {00 1.0 050 med | 0.75 med
Hwang and Ryu, [2020) 1.0 |00 1.0 050 med | 0.75 med
Ivanova and Khritankovl, |2020|) 08 |00 1.0 050 med | 0.65 med
Jiang et al.| 2018) 1.0 | 1.0 1.0 1.00 high | 1.00 high
Jiao et al.;2020) 1.0 [0.6 1.0 0.80 high | 0.90 high
Kolluri et al., 2019) 1.0 | 1.0 1.0 1.00 high | 1.00 high

*Identified subsequently, ®Reclassified to primary study from survey

continued on next page
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Table S5 (cont’d): Quality appraisal of primary studies

IDQ CDQ FDQ
primary study score | Q1 Q2 score value | score value
(Krupp and Rossow, 2018) 1.0 | 1.0 1.0 1.00 high | 1.00 high
(Li, 2019) 1.0 |00 1.0 050 med | 0.75 med
(Li et al., 2020) 1.0 0.6 1.0 0.80 high | 0.90 high
(Li et al., 2020) 0.8 [0.0 1.0 050 med | 0.65 med
(Li et al., 2019) 1.0 |03 1.0 065 med | 0.83 high
(Liao et al., 2019) 04 (03 1.0 065 med | 0.53 med
(Liu et al., 2020a) 1.0 |00 1.0 050 med | 0.75 med
(Liu et al., 2019) 05 |06 1.0 0.80 high | 0.65 med
(Liu et al., 2018b) 1.0 | 1.0 1.0 1.00 high | 1.00 high
(Liu et al., [2020b) 1.0 {00 1.0 050 med | 075 med
(Liu et al., 2018a) 1.0 | 1.0 1.0 1.00 high | 1.00 high
(Livshits, [2020) 1.0 |00 1.0 050 med | 0.75 med
(Lu et al., 2019) 0.8 [ 1.0 1.0 1.00 high | 0.90 high
(Luu et al., 2016) 1.0 | 1.0 1.0 1.00 high | 1.00 high
(Ma et al., 2019) 05 (1.0 1.0 1.00 high | 0.75 med
(Marescotti et al., [2020) 05 |00 1.0 050 med | 050 med

(Mavridou and Laszka, [2018al) 0.8 | 1.0 1.0 1.00 high [ 0.90 high
(Mavridou and Laszka, 2018b) 0.8 | 1.0 1.0 1.00 high [ 0.90 high

(Mavridou et al., 2019) 0.8 [1.0 1.0 1.00 high | 0.90 high
(Mei et al., 2019) 08 |00 1.0 050 med | 0.65 med
(Mossberg et al., 2019) 1.0 | 1.0 1.0 1.00 high [ 1.00 high
(Nehat and Bobot, 2019) 1.0 {00 1.0 050 med | 075 med
(Nehai et al., 2018) 04 1.0 1.0 1.00 high | 0.70 med
(Nelaturu et al., [2020) 04 103 1.0 065 med | 0.53 med
(Nguyen et al., 2020) 1.0 [ 1.0 1.0 1.00 high | 1.00 high
(Nguyen et al., 2019) 08 {00 1.0 050 med | 0.65 med
(Nikoli¢ et al., 2018)) 1.0 1.0 1.00 high | 0.50 med
(Norvill et al., [2018) 08 [06 1.0 0.80 high | 0.80 high
(Osterland and Rosel 2020) 1.0 {03 1.0 0.65 med | 0.83 high
(Park et al.,[2018) 1.0 [ 1.0 1.0 1.00 high | 1.00 high
(Peng et al., 2019) 08 |03 1.0 065 med | 0.73 med
(Permenev et al., 2020) 1.0 | 1.0 1.0 1.00 high | 1.00 high
(Pérez et al., [2020) 1.0 |00 1.0 050 med | 0.75 med
(Qian et al., [2020) 1.0 |03 1.0 0.65 med | 0.83 high
(Quan et al.,[2019) 02 (06 1.0 0.80 high | 050 med
(Samreen and Alalfi, [2020a) 04 103 1.0 065 med | 0.53 med
(Schneidewind et al.| 2020b) 05 [00 1.0 050 med | 050 med
(Schneidewind et al., 2020a) 1.0 0.6 1.0 0.80 high [ 0.90 high
(Shishkin, [2019) 05 |03 1.0 065 med | 0.58 med
(Signer, 2018) 02 (06 1.0 0.80 high | 0.50 med
(So et al., 2020) 1.0 [ 1.0 1.0 1.00 high | 1.00 high
*Identified subsequently, ®Reclassified to primary study from survey continued on next page
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Table S5 (cont’d): Quality appraisal of primary studies

IDQ CDQ FDQ
primary study score | Q1 Q2 score value | score value
Tan et al.| 2020) 1.0 |00 1.0 050 med | 0.75 med
Tann et al., |2018I) 02 0.6 1.0 1.00 high | 0.60 med
Tikhomirov et al., 2018) 1.0 [1.0 1.0 1.00 high | 1.00 high
Torres et al., 2019 1.0 | 1.0 1.0 1.00 high | 1.00 high
Torres et al., 2018 1.0 | 1.0 1.0 1.00 high | 1.00 high
Tsankov, 2018) 05 |03 1.0 0.65 med | 0.58 med
Tsankov et al., |2018[) 1.0 | 1.0 1.0 1.00 high [ 1.00 high
Vandenbogaerdel, |2019[) 1.0 {00 1.0 050 med | 0.75 med
Wang et al., 2019a 1.0 | 1.0 1.0 1.00 high | 1.00 high
Wang et al., 2020a; 1.0 |03 1.0 065 med | 0.83 high
Wang et al., 2018) 02 | 1.0 1.0 1.00 high | 0.60 med
Wang et al., 2020c 08 [03 1.0 0.65 med | 0.73 med
Wang et al., 2019¢ 1.0 |06 1.0 0.80 high [ 090 high
Wang et al., 2019b 1.0 | 1.0 1.0 1.00 high | 1.00 high
Wang et al., 2020b 1.0 | 1.0 1.0 1.00 high | 1.00 high
Wang et al., 2020d 1.0 |03 1.0 065 med | 0.83 high
Weiss and Schiittel, 2019) 1.0 |03 1.0 065 med | 0.83 high
Wu et al., 2020) 02 | 1.0 1.0 1.00 high | 0.60 med
Wiistholz and Christakis, 2020a) 1.0 | 1.0 1.0 1.00 high | 1.00 high
Wiistholz and Christakis, 2020b) 1.0 | 0.6 1.0 0.80 high | 0.90 high
Xue et al., 2020 1.0 {00 1.0 050 med | 0.75 med
Yamashita et al.| 2019) 04 [ 1.0 1.0 1.00 high | 0.70 med
Yang and Lei, [2019a 1.0 | 1.0 1.0 1.00 high | 1.00 high
Yang and Lei, [2018b 1.0 103 1.0 065 med | 0.83 high
Yang and Lei, [2019b 05 |00 1.0 050 med | 0.50 med
Yang and Lei, [2018a 05 |06 1.0 0.80 high | 0.65 med
Yang et al., 2020c 1.0 {00 1.0 050 med | 0.75 med
Yang et al., 2020a; 08 |00 1.0 050 med | 0.65 med
Yang et al., |2020b 1.0 0.6 1.0 0.80 high | 0.90 high
Ye et al., 2020 1.0 |00 1.0 050 med | 0.75 med
Yu et al., 2020 0.8 103 1.0 065 med | 0.73 med
(Zakrzewski, 2018 08 | 1.0 00 050 med | 0.65 med
(Zhang et al., 2016) 1.0 | 1.0 1.0 1.00 high | 1.00 high
(Zhang et al., 2020b 1.0 {00 1.0 050 med | 0.75 med
Zhang et al.,|2020d 05 |06 1.0 080 high | 0.65 med
(Zhang et al., 2020c 05 |03 1.0 0.65 med | 0.58 med
(Zhang et al., 2019b) 1.0 |00 1.0 050 med | 0.75 med
Zhou et al., 2018b) 1.0 | 1.0 1.0 1.00 high | 1.00 high
Zhou et al., 2018a) 04 | 1.0 1.0 1.00 high | 0.70 med
Zhuang et al.l, |2020[) 1.0 |03 1.0 065 med | 0.83 high
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(Zupan et al., 2020) 04 [03 1.0 065 med | 053 med

*Identified subsequently, ®Reclassified to primary study from survey
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