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Cryptocurrencies often tend to maintain a publically accessible ledger of all transactions.
This open nature of the transactional ledger allows us to gain macroeconomic insight into
the USD 1 Trilion crypto economy. In this paper, we explore the free market-based
economy of eight major cryptocurrencies: Bitcoin, Ethereum, Bitcoin Cash, Dash, Litecoin,
ZCash, Dogecoin, and Ethereum Classic. We specifically focus on the aspect of wealth
distribution within these cryptocurrencies as understanding wealth concentration allows us
to highlight potential information security implications associated with wealth
concentration. We also draw a parallel between the crypto economies and real-world
economies. To adequately address these two points, we devise a generic econometric
analysis schema for cryptocurrencies. Through this schema, we report on two primary
econometric measures: Gini value and Nakamoto Index which report on wealth inequality
and 51% wealth concentration respectively. Our analysis reports that, despite the heavy
emphasis on decentralization in cryptocurrencies, the wealth distribution remains in-line
with the real-world economies, with the exception of Dash. We also report that 3 of the
observed cryptocurrencies (Dogecoin, ZCash, and Ethereum Classic) violate the honest
majority assumption with less than 100 participants controlling over 51% wealth in the
ecosystem, potentially indicating a security threat. This suggests that the free-market
fundamentalism doctrine may be inadequate in countering wealth inequality within a
crypto-economic context: Algorithmically driven free-market implementation of these
cryptocurrencies may eventually lead to wealth inequality similar to those observed in
real-world economies.

Keywords: centralization, wealth centralization, cryptoeconomics, gini, nakamoto index

1 INTRODUCTION

Economic freedom is one of the foundational pillars of the crypto-anarchist movement (Ludlow,
2001). Crypto anarchism is a political ideology that focuses on using cryptographic methods to attain
anonymity, freedom of speech, and freedom of trade (May, 1992) often through a counter-economic
environment. A counter-economic environment facilitates financial transactions beyond the purview
of a government, leading to freedom of trade (London, 2018), where a counter economy includes the
free market, the black market, and the underground economy.

These crypto-anarchist objectives are materialized primarily through recent developments in
cryptography, privacy-focused distributed networks, and decentralized peer-to-peer currencies
(Chohan, 2017), where their appeal is as an alternative to traditional financial system in that
they embody increased freedom to trade (DeVries, 2016).
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The adoption of trade-friendly regulations has been suggested
to improve wealth distribution by encouraging the flow of wealth
among nations (Bank, 2002; Irwin, 2020). This article explores
that line of reasoning, evaluating the hypothesis that wealth
distribution improves in the absence of restrictive trade
regulation, in a cryptocurrencies context, using measures of
wealth concentration. This is a contentious hypothesis because
according to the inequality model developed by Boghosian
(2021), the free market model adopted by cryptocurrencies is
not without limitations in this regard, suggesting that wealth
naturally trickles up in a free market economy leading to wealth
inequality. This models’ observation is in line with Credit Suisse’s
reports indicating that as of 2010, 388 individuals have higher
wealth than the lower half of the world’s population combined, as
assessed using traditional currencies (Suisse, 2018).

In contrast, many cryptocurrency researchers have suggested
that blockchain might provide a solution to the issue of wealth
inequality in a free market-based economy (Chohan, 2019; van
den Hoven et al,, 2019; Othman et al., 2020). For instance,
Othman et al. (2020) have indicated that cryptocurrencies can
contribute positively to reduce the global imbalance of income
and wealth distribution, because cryptocurrencies provide for
greater financial inclusion contributing to lower income/wealth
inequality. However, it must be acknowledged that participation
in these crypto economies is subjected to many barriers to entry,
such as internet access requirement and high transaction fee.

Major cryptocurrencies tend to maintain an open distributed
ledger of all financial transactions executed to date. This
transparent nature of cryptocurrencies can be used to measure
wealth concentration in these cryptocurrencies. Measuring the
wealth  concentration will allow wus to understand
cryptocurrencies’ potential as a replacement for fiat currency
and traditional economies with increased wealth distribution.
Thus, this research work assesses the following question:

Do Crypto Economies in Their Current State
Provide Alternative Financial Systems That
Attain Better Wealth Distribution Than

Traditional Economies

Additionally, empirical insight into the trends in wealth
inequality in cryptocurrency also allows us to better
understand the security implications associated with crypto
economies’ economic manipulation. Past reports such as
Griffin and Shams (2020) have suggested that manipulation of
exchange rates through wealth concentration is feasible and has
been observed in the cryptocurrency market. According to Sai
et al. (2019a), malicious manipulation of the exchange rate may
be used to conduct security attacks on a blockchain. This
potential for successfully executing security attacks due to
large wealth concentration makes it essential to understand
the current state of wealth distribution.

The exact implementation of a cryptocurrency-based financial
system can vary significantly in different cryptocurrency
implementations. Thus, this fairer wealth distribution
hypothesis needs to be assessed for a range of cryptocurrencies
to increase the generality of the findings.

Characterizing Wealth Inequality in Cryptocurrencies

This paper will conduct an empirical evaluation of wealth
concentration in 8 major cryptocurrencies in two broad
categories: Bitcoin-like (6 cryptocurrencies including Bitcoin)
and Ethereum-like (2 cryptocurrencies including Ethereum).
Bitcoin is currently the largest cryptocurrency by market
capitalization, with a current valuation of USD 625 Billion
(CoinMarketCap, 2021). Many prominent cryptocurrencies are
based on the fundamental design of Bitcoin by forking (copying)
the source code of Bitcoin (Neudecker and Hartenstein, 2019).
We refer to these cryptocurrencies collectively as Bitcoin-like
cryptocurrencies. For our empirical review, we shortlist the top
six Bitcoin-like cryptocurrencies (including Bitcoin itself) based
on the market capitalization: Bitcoin, Litecoin, Bitcoin Cash,
Dash, ZCash, and DogeCoin.

The second category of cryptocurrencies selected for the
analysis is Ethereum-like cryptocurrencies. Ethereum currently
has a total market -capitalization of USD 162 Billion
(CoinMarketCap, 2021), is ranked as the second-highest
valued crypto asset and allows for transactions to contain
transactional logic in the form of Turing complete contracts.
Ethereum is also an interesting case study for wealth inequality
analysis as Ethereum has a provision to allow users to write smart
contracts to dictate economic behavior over the cryptocurrency in
the form of a crypto token' (Buterin et al.,, 2013). Similar to
Bitcoin forks, Ethereum also has several forks; among these, the
most prominent example is Ethereum Classic. We review both
Ethereum and Ethereum Classic for our study. We also review the
current (January 2021) state of wealth distribution in the top five
tokens issued on the Ethereum platform for our analysis.

We conduct an econometric analysis by calculating
macroeconomic  measures of  inequality for these
cryptocurrencies and contrasting these measures with
traditional economies. We also examine an extrinsic factor,
policy changes, to understand if factors outside the
cryptocurrencies may influence the wealth distribution in the
crypto economies. We also perform econometric analysis on the
top five tokens deployed on the Ethereum platform, which helps
us to understand the impact of policy configurability on wealth
distribution as these tokens allow programmers to define the
economic policies that govern these assets.

The paper makes the following contributions:

e It provides a high-level protocol for conducting an
econometric analysis of cryptocurrencies, by adhering to
the data engineering techniques employed in the big data
analytics context. This methodology considers the volume,
velocity, and variety of data generated by different forms of
cryptocurrencies. The schema adopts the ETL (Extract,
Transform and Load) (Galici et al, 2020) process for
performing econometric analysis in both Bitcoin and
Etheruem-like cryptocurrencies (Section 3).

'In crypto-economics, a token is defined as a digital asset that may represent real-
world, tangible objects or virtual vouchers. In the case of Ethereum, these tokens
are often expressed in a standardized form known as ERC-20.
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e In terms of generality of findings, it reports on large-scale
transaction data from 8 different but major cryptocurrencies: It
processed over 1.2 Terabytes of data and over 1.84 Billion
transactions to compare the wealth concentration of the
shortlisted cryptocurrencies with the Credit Suisse statistics
on global wealth inequality (Section 4).

e It provide evidence on the influence that extrinsic factors
such as policies can have on the wealth distribution in
Bitcoin. Specifically, it reports on the potential
relationship between the type of policy changes and the
wealth concentration (Section 4).

e It also provides evidence on how configurable economic
policies in Ethereum based tokens fare compared to other
crypto assets and world economies at large (Section 4).

e Our findings suggest that major crypto economies are
similar to conventional economies in terms of wealth
distribution adhering to the model proposed by
Boghosian (2021); however, there is a trend towards
more even wealth distribution among large
cryptocurrencies over time.

In addition, based on our reflections on the empirical protocol
adopted, the paper proposes a set of reverse engineering
techniques that can be used by future researchers in their
analysis of wealth concentration to partially circumvent
cryptocurrency privacy provisions (Section 6).

We also specifically report on how the current state of
econometrics analysis in cryptocurrencies is insufficient to
capture the economic aspects of these complicated assets
(Section 6).

2 BACKGROUND

Economic inequality can be broadly categorized into income and
wealth inequality (Simpson, 2009). Income inequality examines
the distribution of income in a country or political union of
nations. The notion of income inequality does not directly
translate to crypto economies as the open ledger maintained
by these crypto economies only contains information relevant to
the wealth (determined by units of currencies) owned by each
participant.

Wealth inequality examines the economic heterogeneity of a
country or a political union (Cagetti and De Nardi, 2006). The
exact definition of wealth varies depending on the application
area; however, wealth is generally defined in terms of financial
assets (Hamilton and Hepburn, 2014). A financial asset is defined
as a non-physical or physical asset that can be used for financial
transactions (Moles and Terry, 1997). Then wealth inequality is
measured based on the distribution of these financial assets over a
population. However, calculating wealth inequality is harder than
income inequality as individuals can have negative wealth due to
financial liabilities such as credit and loans. Current statistics
from Alvaredo et al. (2016) indicates that the top 1% of world
population control over 19.4% of the world’s wealth, twice as
much as the bottom 50% of the population: notable wealth
inequality.

Characterizing Wealth Inequality in Cryptocurrencies
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FIGURE 1 | Lorenz curve for Irish Economy in Year 2018.

2.1 Measuring Wealth Inequality

A standard method for calculating wealth inequality can be
obtained through econometrics. The broad field of
econometrics is concerned with applying statistical techniques
to economic data to produce empirical evidence for the financial
construct under examination (Stock and Watson, 2015). Such
measures of statistical dispersion” are commonly used for
quantifying the wealth inequality in economies.

*Dispersion is the statical measure of a variation among given items or numeric
values.
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In 1905, Max Lorenz developed a graphical way of
representing economic inequality through the use of Lorenz
curve (Gastwirth, 1971). The Lorenz curve graphically
represents the percentage of wealth accumulated by various
portions of the population ordered by the size of their wealth
(Gastwirth, 1971). On the x-axis, we plot the percentage of the
population, and on the y-axis, we plot the percentage of wealth.
As an illustrative example, we have plotted the Lorenz curve for
Ireland based on the data obtained from (CSO, 2021) for 2018.

This curve can be used to extract useful insights about wealth
distribution in Ireland, such as that the bottom 40% of the
population constitutes 3% of its wealth. Another essential
property of the Lorenz curve is the line of equality at the 45°
angle. This line (illustrated by the blue line in Figure 1) represent
the perfect distribution of wealth. The area between the line of
equality and the Lorenz curve can be used to understand the
spread of inequality.

2.1.1 Gini Coefficient

An important statistical construct used to numerically describe
this spread of wealth is the Gini coefficient. The Gini coefficient is
a numeric value aimed at quantifying the inequality in the
distribution (Gini, 1921). To calculate the Gini value for
Ireland in 2018, we use the Lorenz curve. The Gini coefficient
is defined as the ratio of the area under the line of equality and
above the Lorenz curve (illustrated in Supplementary Figure S1 as
A) over the total area under the line of equality (illustrated in
Supplementary Figure S1 as A + B). We can calculate the Gini
Coefficient as follows:

Gini = Al (A + B) 1)

Following this approach, we report that the Gini value for
Ireland in 2018 for wealth distribution is 0.67. Based on Eq. 1, we
know that the Gini value can range between 0 and 1. A Gini value
of 1 for wealth concentration would denote that a single
household controls all of the country’s wealth. Similarly, a
Gini value of 0 would represent the perfect distribution of
wealth in the country, ie., we would have a Lorenz curve on
the line of equality. Thus, the Gini value calculated for Ireland
(0.67) represents a high wealth inequality.

Thus far, we have discussed the meaning and measurement of
wealth inequality in the context of world economies. In the
following subsection, we review wealth inequality in a crypto-
economic context.

2.2 Cryptocurrencies and Measuring Wealth
Inequality

Considering cryptocurrencies as financial assets is a topic of
much debate in the economic and financial research domain
(Corbet et al.,, 2019). This is primarily driven by the argument
regarding the intrinsic and extrinsic values associated with the
crypto assets. For this article, we focus on the extrinsic value of
cryptocurrencies by using their exchange rate to USD as a proxy.
The use of USD as a proxy allows us to better draw parallels
between crypto economies and traditional world economies.

Characterizing Wealth Inequality in Cryptocurrencies

Due to the open ledger nature of cryptocurrencies, it is easy to
gain a macroeconomic view of the economy by conducting data
analysis over the open ledgers. Most cryptocurrencies maintain a
publically accessible ledger of all transactions in their financial
system. This allows us to use data analytics to construct a macro
view of these cryptocurrencies. Gini coefficient has been
suggested as a useful metric for measuring economic
centralization in cryptocurrencies (Kondor et al., 2014; Gupta
and Gupta, 2017; Roubini, 2018; Sai et al., 2021).

Both Bitcoin and Etheruem employ different data structures to
maintain records of transactions. Thus the deanonymizing
process varies significantly depending on the type of
blockchain under analysis. Bitcoin utilizes a transaction model
known as UTXO (unspent transaction outputs) (Chakravarty
et al., 2020). UTXO specifies the value and state’ of each Bitcoin
present in the ecosystem. To calculate the balance of an address at
a given time, we would need to review all the UTXO’s associated
with that address to construct a list of inputs and outputs to that
address. This list is then used to calculate the balance for the given
address. The process of calculating balance is considerably
simplified in Ethereum-like cryptocurrencies. Ethereums
transaction data structure contains a balance field that can
store and retrieve balance for a given address. Determining the
balance of all addresses is fundamental to the calculation of
wealth distribution in cryptocurrencies.

However, gaining a macro perspective is not sufficient to
observe the wealth distribution in these cryptocurrencies. As
indicated in Section 1, cryptocurrencies adhere to the crypto-
anarchist ideology by employing privacy-preserving policies to
maintain anonymity while retaining the freedom to trade. This is
primarily achieved through the use of cryptology in constructing
and executing transactions. A macro view of the crypto economy
without explicit consideration of this privacy-preserving nature
would likely yield an inaccurate measure for wealth distribution
as identifying wealth associated with individuals is difficult.

That is, major cryptocurrencies, including Bitcoin and
Ethereum, provide pseudo-anonymity to the users through
cryptographically — generated addresses. Most of these
cryptocurrencies also offer provisions for generating a new
address for each transaction (Gutoski and Stebila, 2015). This
induces further complexity into the determination of wealth
distribution as a single user in a cryptocurrency may have his
wealth distributed over multiple addresses.

To avoid skewing the econometric analysis due to many
addresses with a very small balance, Srinivasan and Lee (2017)
propose using a monetary lower bound on balance. For instance,
introducing a requirement of a minimum balance of USD 100 for
inclusion in Gini calculation can significantly improve accuracy
by eliminating several addresses with very low or zero balances.
They justify this choice by arguing that many addresses in these
cryptocurrencies are only used once for privacy reasons, and
addresses with a low balance are unlikely to see future

*The state of UTXO refers to the conditions imposed on the transaction such as
only the owner of that Bitcoin can spend it.
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transactions (for example addresses employed for one transaction
only).

Despite (or maybe because of) this tweak, it is hard to establish
the accuracy of this method. Srinivasan and Lee (2017) suggest
using an alternate metric to measure wealth, and other forms of
distribution in cryptocurrencies. For example, many prevalent
cryptocurrencies are subjected to an honest majority assumption.
For the secure operation of these cryptocurrencies, it is assumed
that at least 51% of participants are working in-line with the
system goals of safe operations (Gervais et al., 2014, 2016;
Karame, 2016; Sapirshtein et al., 2016; Chen et al., 2017;
Gencer et al.,, 2018; Sai et al., 2019a; Zhang et al., 2019). Based
on that insight, Srinivasan and Lee (2017) designed a metric to
measure the number of addresses required to achieve 51%
ownership of the total crypto asset in supply. They define the
Nakamoto index as the minimum number of the entities needed
to achieve 51% ownership of the total crypto asset in a system.
Nakamoto index is a useful metric as it directly relates
centralization with the security of these crypto assets.

2.3 Security Implications of Wealth

Concentration

Cryptocurrencies rely on a complicated interaction of distributed
systems and economic constructs for secure operation (Dos Santos,
2017; Sai et al., 2021). Thus it is crucial to understand the potential
avenues for security threats. One such reported form of security threat
relevant to this article is wealth centralization (Sai et al., 2021).

Wealth centralization-based security threats aim to exploit the
concentration of wealth, often in the form of native
cryptocurrency, to manipulate the system’s economic
dynamics, for example influencing the exchange rate or the
transaction fee (Liao and Katz, 2017; Sai et al, 2021).
Manipulation of these economic constructs can pose a major
threat to the incentive engineering-based security model adopted
by major cryptocurrencies (Sai et al., 2019a).

In a report by Griffin and Shams (2020), the authors report on
how Tether, a digital currency pegged to the USD®, was used to
manipulate the price of Bitcoin and other cryptocurrencies in 2017.
They theorize that several large traders generated unbacked Tether
coins that were then used to buy Bitcoins, artificially creating a
demand for Bitcoin, resulting in a higher exchange rate. However,
these newly minted Tether coins were only used to inflate the price.
The traders then sold these Bitcoins at a higher price, as the artificial
demand stopped and the supply of coins increased.

This type of manipulation demonstrates how acquiring/having
control over a large quantity of Bitcoin can allow a trader to
manipulate the exchange rate. This example also highlights how
traditional exploitative trading strategies can also be applied in the
crypto economies. Sai et al. (2019a) provide further insight into
potential security issues related to this artificial manipulation of the
exchange rate and Bitcoin security. They suggest that a lower

*A pegged digital currency backs every unit of the digital coin with a real-world
asset at a fixed exchange rate. Tether is a 1-1 pegged to the USD, i.e., every single
Tether generated is backed by a single USD.
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exchange rate would render it infeasible for smaller rational
participants to validate transactions as the reward is worth less,
due to the fall in that exchange rate. This may, in turn, incentivize
participants to maximize the profit by acting against the system and
conducting attacks.

Another form of reported security threat due to wealth
concentration is the presence of whales in the ecosystem (Liao
and Katz, 2017). A whale transaction is a cryptocurrency
transaction with a high transaction fee. The high transaction
fee is used as a reward to the cryptocurrency participant who
validates this transaction. A whale transaction can cause a race
among cryptocurrency participants to include this whale
transaction, potentially leading to multiple forks® of the
cryptocurrency, each including this whale transaction (Liao
and Katz, 2017). This can have a detrimental impact on the
throughput® of cryptocurrencies as this race slows down the
consensus process considerably.

Alternatively, whales in cryptocurrencies can also slow down
the whole cryptocurrency by inducing a large number of
transactions with a higher than average transaction fee. As
participants are incentivized to include transactions with a
high transaction fee, the network will move towards only
including the transactions issued by the whale, ultimately
leading to an increased fee (reward) for each transaction. This
attack has been observed in Ethereum with the curious case of the
iFish attack in 2018 (Cryptoslate, 2018). This influx of
transactions with high fees led to an increase of 37% in the
transaction fee for Ethereum. This sudden growth in the
transaction fee reduced the throughput of the network
considerably. It also resulted in temporary censorship of
transactions with lower transaction fees. This demonstrates the
need to better understand and monitor the current state of wealth
distribution in cryptocurrencies.

As discussed above, economic centralization may lead to
numerous security threats. However, centralization in the
context of cryptocurrencies extends to technical forms of
centralization such as consensus and network-based
centralization (Gencer et al., 2018; Gervais et al., 2014; Sai
et al.,, 2021). Consensus-based centralization is observable and
has been empirically measured by many studies (Gervais et al.,
2016; Sai et al., 2019a,b; Gencer et al., 2018; Beikverdi and Song,
2015). Similarly, network-based centralization can also be
empirically measured by utilizing a beacon network (Gencer
et al., 2018). Prior work by (Gencer et al, 2018) suggests an
increasing trend towards centralization in the network used by
Ethereum and Bitcoin. We refer the reader to the survey on
centralization by (Sai et al, 2021) for more reading on
centralization in Blockchain-based systems.

Here the term fork is used to refer to a fork within a cryptocurrency, ie., a
disagreement among participants that lead to two versions of the same
cryptocurrency. The fork adopted by a majority of the participants becomes
the main chain.

°The throughput of Blockchain-based cryptocurrencies is often measured in the
form of Transactions Per Second that represents the number of transactions that
the network has validated.
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FIGURE 2 | Methodology.

In the next section, we review the methodology employed by
this study to measure the current state of wealth inequality in
major cryptocurrencies.

3 METHODOLOGY

To measure the inequality in cryptocurrencies, we devise a four-
step process that helps us logically segment the study into the
selection of the data sources (Part 1), processing the data and
calculating the econometric measures (Part 2), and analyzing two
of the most commonly used cryptocurrencies in depth (Parts 3
and 4). This breakdown of our study is visualized in Figure 2.

3.1 Part 1: Data Source Selection

While shortlisting the cryptocurrencies for this study, the
intention was to generate a generic analysis approach that
could be applied to more cryptocurrencies. To achieve this, we

shortlist the two most common structural approaches taken by
cryptocurrencies: the Bitcoin-like or Ethereum-like structures.
We describe Bitcoin-like cryptocurrencies as a subset of all
cryptocurrencies that employ a transaction-based ledger while
utilizing the UTXO model of transactions, i.e., not maintaining
the balances of addresses on the ledger itself. Within the Bitcoin-
like cryptocurrencies, we shortlist the top 6 cryptocurrencies
based on the market capitalization (Supplementary Table S1).
Of these, Bitcoin (Nakamoto, 2008) is the most prominent with a
dominating market capitalization. Beyond Bitcoin, we shortlisted
five other cryptocurrencies: Litecoin, Bitcoin Cash, Dash, ZCash,
and Dogecoin. Litecoin is an example of an early bitcoin fork that
only varies in some technical aspects, such as the time-step
between adding new transactions to the ledger and the
cryptographic algorithms used (Padmavathi and Suresh, 2019).
Examining Litecoin and other cryptocurrencies with smaller
market capitalization such as Dogecoin, Bitcoin Cash and
ZCash allows us to a better understanding of the impact of a
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comparatively smaller market capitalization than Bitcoin on
wealth concentration. Bitcoin Cash is yet another example of a
fork based on the Bitcoin source code; however, Bitcoin Cash was
subjected to a further hard fork in 2018 with “Bitcoin SV”s
creation (Kwon et al, 2019). Examining the wealth
distribution in Bitcoin Cash may allow us to better understand
the potential impact of multiple forks on wealth distribution.

Unlike Bitcoin Cash and Litecoin, Dogecoin is an example of a
forked cryptocurrency created as a parody coin (Button, 2019).
However, since its introduction, Dogecoin has gained notable
traction among the cryptocurrency community with the current
market capitalization of USD 1 Billion (CoinMarketCap, 2021).
The technical differences between Dogecoin and other Bitcoin-
like cryptocurrencies are minimal, such as the interval time
between two blocks of transactions.

ZCash is yet another fork of Bitcoin but with a heavy emphasis
on the anonymity of transactions (Hopwood et al., 2016). ZCash
has a provision for shielding transactions through the use of zero-
knowledge proof (although researchers have argued that the
privacy provisions of ZCash can be circumvented: for further
reading on the zero-knowledge proof and its implementation in
ZCash, we refer the reader to (Quesnelle, 2017)). The privacy-
protecting nature of ZCash makes it hard to understand the
wealth distribution; but, by applying the heuristics proposed by
Kappos et al. (2018), we can report on the approximate state of
wealth concentration.

Specifically, Zcash primarily has two main types of
transactions, transparent and shielded. In a transparent
transaction, it is possible for the public ledger to see the input
and output address of the transaction. This type of transaction is
referred to as a t-to-t transaction in Kappos et al. (2018). In a
shielded transaction, the input or output or both can be of the
hidden z-address form, in which the address (es) is (are) hidden
from the public ledger. We extract the transparent transaction
without applying any classification heuristics; however, we utilize
the heuristic proposed by Kappos et al. (2018) if the transaction
involves a hidden z-address. The first heuristic used in Kappos
et al. (2018) assumes if two or more transparent addresses are
inputs in the same transactions (shielded or transparent), then
they are controlled by a single user. The second heuristic assumes
that if one or more addresses is an input to a transparent
transaction in a vJoinSplit (a Zcash construct used when
shielded addresses are involved) and a second address is a
transparent output address, then the second address belongs to
the user with input transaction. We refer the reader to Kappos
et al. (2018) for further reading on the structure, and
deanonymizing the Zcash transaction.

The last Bitcoin-like cryptocurrency shortlisted for our study
is Dash. Bitcoin and other Bitcoin-like cryptocurrencies discussed
so far do not put a heavy emphasis on the governance and
operational structure of the cryptocurrency (Duffield and Diaz,
2015). For example, the improvement protocol in Bitcoin is
prominently dominated by a handful of developers. Dash
varies considerably in terms of how it is governed. Dash’s
governance model is defined as a decentralized autonomous
organization run by a subset of its users known as
masternodes (Mosley et al., 2020). Analyzing the wealth

Characterizing Wealth Inequality in Cryptocurrencies

distributed in Dash allows us to potentially understand the
impact of governance and policymaking on the state of wealth
distribution.

As indicated earlier, Ethereum is the second-largest
cryptocurrency by market capitalization (Supplementary Table
S1). Ethereum follows a different approach to cryptocurrency
than Bitcoin-like currencies by emphasizing the computability
aspects of the cryptocurrency. According to the whitepaper on
Ethereum (Buterin et al, 2013), it is designed as a global
computing network capable of executing code known as smart
contracts in a decentralized manner. Many newer
cryptocurrency-focused projects have utilized this distributed
computing network by designing virtual tokens on top of the
Ethereum ecosystem (di Angelo and Salzer, 2020). Users can
create newer tokens with custom policies on top of Ethereum. The
most common forms of tokens generated on Ethereum are known
as ERC-20 (Sai et al., 2020). Part 4 of this study focuses on this
different-token aspect of Ethereum as it offers the potential for a
greater understanding of the impact of configurable policies on
the wealth distribution in economies with programmable
cryptocurrencies such as Ethereum.

However, similar to Bitcoin, Ethereum is also reported to be
dominated by a handful of developers in terms of governance.
Ethereum classic, an Ethereum-like cryptocurrency, is a fork of
Ethereum created after a disagreement among the Etheruem
community regarding the immutability of the ledger, post a
successful attack on a smart contract. We also examine the state
of wealth distribution in Ethereum Classic and contrast it with
Ethereum as it may allow us greater visibility of the impact of
lower adoption (determined by market capitalization) on the
wealth distribution in otherwise technically similar cryptocurrencies.

3.2 Part 2: Big Data Analysis

To accurately understand the wealth distribution over time in
cryptocurrencies, we need to process all the successful
transactions and construct a timeline of balances for all known
addresses. The obtained dataset exhibits three characteristics of
Big Data: volume, velocity, and variety (Russom et al., 2011).

1. The open nature of the ledgers maintained by these
cryptocurrencies provides a large volume of data.

2. These cryptocurrencies also tend to include new transactions
at a velocity; for example, Bitcoin, on average, has 2,200
transactions every 10 min (blo, 2021).

3. Another aspect of using cryptocurrency as a data source is the
variety of the data, such as UTXO and Balance data structure
as discussed in Section 2.2.

These three properties of cryptocurrencies (volume, velocity,
and variety) make them suitable for Big Data analytics.
Conventionally Big Data analytics is defined as the process of
extracting useful insight from data that is large in volume, has
high velocity and variety (Russom et al., 2011).

We adopt the approach used by Galici et al. (2020) to design a
big data analytics pipeline for our study. In Galici et al. (2020), the
authors propose an ETL (Extract, Transform and Load) approach
to constructing a singular data store from different
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FIGURE 3 | ERD diagram for Bitcoin-Like Cryptocurrencies.

cryptocurrencies. ETL logically segments the data processing  client applications designed for each shortlisted cryptocurrency
steps into a three-step process. In the first step, we extract the  asthe data source. Storing all of the data with a complete ledger as
data from shortlisted data sources. Our study utilizes different  of January 30, 2021 required over 1.2 TB of storage.
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The second step in the ETL model is to transform the data into
a common unified structure for all data sources. We designed two
transformation models for our study to convert the UTXO and
Balances model to a unified “address-balance model”. The UTXO
model splits the input, output, blocks, and transaction space into
four separate entities. This separation approach is illustrated in
Figure 3. We utilize this structure to construct the balance of each
account by using the blocks to locate all transactions within that
block. We then use the transactions index to locate that
transaction in either inputs or outputs table. The total input
or output from each transaction is then used to update the
balance for each account.

Unlike Bitcoin, Ethereum simplifies the process of balance
calculation by including a balance entity in the structure of each
block of transaction. We convert both the Ethereum’s balance and
Bitcoin’s UTXO model to our unified address-balance model.
This unified address-balance model is illustrated in Figure 4. The
unified address-balance model contains the address, balance in
native cryptocurrency, and the date of that balance. The inclusion
of date allows us to conduct a time-series analysis of wealth
concentration.

After the transformation of data to the unified format, we load
this new data in a central data store. Due to the dataset’s big data
nature, in line with the recommendations of Moniruzzaman and
Hossain (2013), we utilize a NoSQL database system (MongoDB)
to store and process the data. The MongoDB data store contains
one document (table) for each cryptocurrency. In the next step in
Part 2, we utilize the MongoDB datastore to calculate both the
Gini value and Nakamoto index for each cryptocurrency for given
dates or range of dates.

3.3 Part 3: Bitcoin Analysis

Having gained a macro view state of wealth distribution in these
cryptocurrencies, we then restrict our focus to the two most
widely used cryptocurrencies: Bitcoin and Etheruem, to perform a
more detailed analysis of interplay between policy and inequality
in these ecosystems.

3.3.1 Qualitative Analysis of Policy Changes

In Part 3 of our study, we first examine Bitcoin to observe if there
are relationships between the governance of Bitcoin and wealth
accumulation. Bitcoin is a decentralized cryptocurrency with a
focus on limiting the concentration of power. To this end, Bitcoin,
like many other subsequent cryptocurrencies, designed an
improvement protocol that, in theory, would allow any
participant of the network to propose changes or assist in
shaping the future of the network (Anceaume et al, 2016).
However, as reported in Gervais et al. (2014); Sai et al. (2021);
Azouvi et al. (2018), this protocol is primarily dominated by a few
individuals in proposing and approving changes. We extract all
the improvement proposals and their current state for Bitcoin
from the official Bitcoin improvement protocol repository”. Each
proposal is assigned a status tag depending on if the proposal was

The Bitcoin improvement protocol (BIP) repository is publically available at www.
github.com/bitcoin/bips
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implemented, rejected, or still in draft state. Most of these
proposals fall into predefined categories such as consensus
improvement, peer-to-peer network improvement, and
reference application (API/RPC) improvements.
Supplementary Table S2 manifests all the improvement
protocol categories and their occurrence in the repository.

We use this category-based coding to analyze the proposal and
establish if there is a link between the types of proposals accepted
and the distribution of wealth in Bitcoin.

3.4 Part 4: Ethereum Analysis

Like Bitcoin, we also conduct an extended analysis of Ethereum to
capture the state of wealth concentration within the Ethereum
ecosystem. As alluded to earlier, Ethereum acts as a global
decentralized computational engine capable of executing user-
defined source code. One of the most common use-cases for
Ethereum’s computational engine is token generation. A token is
a crypto-asset that exists within the Ethereum ecosystem allowing
users to set their terms for the creation, distribution, and
functioning of this asset. ERC-20 is a commonly used
standardized method of generating these tokens (Sai et al., 2020).

In part 4 of our study, we look within the Ethereum ecosystem
to understand how user-defined tokens are distributed. To this
end, we shortlist 5 ERC-20 tokens based on the highest current
capitalization of these tokens obtained from (CoinMarketCap,
2021). We refer to these five shortlisted tokens anonymously as
T1, T2, T3, T4, and T5 ranked by market capitalization due to the
economic sensitivity of the domain.

These shortlisted tokens primarily consist of pre-minted coins
that facilitate transactions specific to the ecosystem associated
with the tokens. While calculating wealth concentration for these
tokens, we exclude the supplier(s) as the inclusion may skew the
results towards more centralization. We then utilize the Ethereum
ledger to extract all the transactions relevant to the token under
examination. All of these relevant transactions are used to
generate an Address-Balance model for the token, which is
then used for calculating the Gini and Nakamoto Index.

We acknowledge that this examination is only focused on the
information present within the transactional ledger of Ethereum.
This narrow focus may exclude the technicalities associated with
the token, such as a smart contract that distributes funds in a
predefined manner. We leave further exploration of the code of
smart contract as a potential avenue of future work. However, it is
worth noting that the shortlisted tokens have a high market
capitalization and demonstrate high user participation
(determined by the number of transactions relating to the
token), thus limiting the suggestion that the platform-specific
configuration influences the wealth distribution.

In the next section of this study, we report the results from our
4 part analysis.

4 RESULTS

By following the ETL approach discussed in Part 2 of the
Methodology section, we calculate the Gini value and
Nakamoto index for all shortlisted cryptocurrencies. It is
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worth noting that both the Gini value and Nakamoto index
measure wealth concentration using different scaling
mechanisms. Gini looks at the spread of wealth distribution
over the whole population of participants. In contrast, the
Nakamoto index is restricted to only the minimum number of
participants that control 51% of the wealth in the ecosystem. Due
to this difference, it is possible though unlikely to get a small Gini
value (high wealth distribution) with a small Nakamoto index (a
small number have 51% control). A small Gini value signifies a
fairer wealth distribution among all the participants. A small
Nakamoto index represents wealth concentration for only 51% of
the wealth distribution in the ecosystem. This result indicates that
only a small proportion of the whole population controls 51% of
the wealth in the ecosystem; however, over the whole population
of all participants, the wealth distribution may be more even.
Similarly, it is also possible to get a big Gini value with a big
Nakamoto index inferring an uneven wealth distribution over the
whole participant population but a more fair distribution in the
participants who control 51% of the wealth.

We segment the results discussions in three-part: Econometric
measures, Bitcoin Analysis and Ethereum Analysis.

4.1 Econometric Measures

The data extracted by the client application is present either in
UTXO or Balance Transaction form depending on the type of the
cryptocurrency. We convert these distinct forms to a singular
notation known as Address-Balance Model. The output of this
Address-Balance Model is a data structure that contains relevant
information for econometric analysis, notably: address, balance,
and date. The date field assists us in analyzing the wealth
distribution (balance) chronologically over the address space.

4.1.1 Bitcoin-Like Cryptocurrencies
Supplementary Figure S2 plots the evolution of Gini value for
Bitcoin-like cryptocurrencies.

Among the currencies plotted in Supplementary Figure S2,
Bitcoin holds the earliest and the largest market capitalization
with the largest user-base®. In the early days of Bitcoin, a large
proportion of wealth (native cryptocurrency) was primarily
controlled by a select few users who used the cryptocurrency.
That is, a lack of adoption may explain the high Gini value in the
early days of Bitcoin. This trend of high Gini value when the
adoption is low is prevalent in all other cryptocurrencies as well
and manifested through the early rise of Gini values for each in
Supplementary Figure S2. With the increase in adoption, we can
see a steady trend towards a lower Gini value in Bitcoin. This
indicates that, as more and more people adopt Bitcoin, the wealth
in Bitcoin is distributed more evenly. We can also observe this
trend towards more even distribution of Bitcoin-wealth in the
form of the Nakamoto Index as manifested in Supplementary
Table S3 contains the Nakamoto Index for the shortlisted Bitcoin-
like cryptocurrencies for each year since their launch.

*We determine the user-base by the number of unique addresses present in the
ledger.
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From this table, we can see that the Bitcoin Nakamoto Index
stayed low in the early years, with only 1840 accounts controlling over
51% of all the Bitcoins in the ecosystem until 2012. This value has
since increased to 4,652 in 2020, demonstrating a high wealth
concentration. However, the trend towards more even distribution
of wealth observed over time in the Gini value can also be seen
through the steady increase in the Nakamoto Index’s value for Bitcoin
from then on. The current (January 2021) overall wealth distribution
of Bitcoin is summarized in Table 1. We report that 0.01% of the
addresses contain over 58.21% of all Bitcoins in circulation. We also
report that a single user holds over 0.78% of all Bitcoin that are
currently in circulation. In Bitcoin, the top 100 addresses contain over
13.52% of all Bitcoins.

Overall, there seem to be three distinctive trends in terms of
wealth concentration in Bitcoin-like cryptocurrencies: those that
tend to on average® stay at a higher Gini value than Bitcoin over
time (Dogecoin and Bitcoin Cash), those that have a higher Gini
value than Bitcoin but demonstrate a slightly downwards trend
over time (Litecoin and ZCash) and finally those that have a lower
Gini value than Bitcoin but have started to see an increase in their
Gini value now (Dash). We will now review the results of other
Bitcoin-like currencies based on the structure type.

Cryptocurrencies such as Dogecoin do not demonstrate a similar
trend towards a fairer wealth distribution despite the increase in
adoption. Dogecoin is an interesting example due to its parodic
origins. It can also be seen from Supplementary Figure S2 that after
the creation of the Dogecoin fork from the Bitcoins network, there is a
notable increase in the Gini value. However, unlike Bitcoin, Dogecoin
trends towards an increase in the overall wealth concentration. This
growth in wealth concentration can also be observed in the constant
decrease in the Nakamoto Index value (Supplementary Table S3). We
have summarized the overall wealth distribution of Dogecoin in
Supplementary Table S4. Here we can see a noteworthy
concentration of wealth with 0.00078% of all participants
controlling 44.20% of the wealth in the ecosystem. We also report
that a single user controls over 23.54% of all dogecoins. The top 100
addresses, by balance, control over 64.67% of all dogecoins. This
concentration moves towards violating the honest majority
assumption for the secure operation of such crypto-assets
potentially posing a security threat.

Like Dogecoin, we observe a similar trend in Litecoin, with an
increment in the Gini value after the fork from Bitcoin followed
by a consistently high Gini Value compared with Bitcoin. Unlike
Dogecoin though, the overall trend for Litecoin is towards a
slightly fairer distribution of wealth though at a slower rate than
Bitcoin, as is visible in Supplementary Figure S2. This trend can
also be observed in the rising trend of the Nakamoto value for
Litecoin as observable in Supplementary Table S3. We also report
that the overall wealth distribution in Litecoin is more spread out
than Dogecoin, as presented in Table 2'°. As evident by the

“We calculate the average Gini value quarterly since the start of the cryptocurrency
ledger to compare the trend.

'°It is worth noting that the distribution of both Litecoin and Dogecoin are subject
to different market capitalization, potentially leading to fewer participants falling
into the higher wealth brackets for the lower market capitalization currency.
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TABLE 1 | Wealth distribution in bitcoin.

Wealth Distribution in Bitcoin

Balance in USD

>=$1 & <$100

>=$100 & <$1,000

>=$1,000 & <$10,000

>= $10,000 & <$100,000
>=$100,000 & <$1,000,000
>= $1,000,000 & <$10,000,000
>= $10,000,000

Wealth Distribution in Dogecoin
Balance in USD

>=$71 & <$100

>=$700 & <$1,000

>=$1,000 & <$70,000
>=$70,000 & <$100,000
>=$100,000 & <$1,000,000
>=$1,000,000 & <$10,000,000
>= $10,000,000

Wealth Distribution in Litecoin
Balance in USD

>=$71 & <$100

>=$100 & <$1,000

>=$1,000 & <$70,000
>=$70,000 & <$100,000

>= $100,000 & <$1,000,000
>=$1,000,000 & <$10,000,000
>= $10,000,000

Wealth Distribution in ZCash
Balance in USD

>=$1 & <$100

>=$100 & <$1,000

>=$1,000 & <$10,000
>=$10,000 & <$100,000
>=$100,000 & <$1,000,000
>= $1,000,000 & <$10,000,000
>= $10,000,000

Wealth Distribution in Dash
Balance in USD

>=$71 & <$100

>=$100 & <$1,000

>=$1,000 & <$70,000

>= $10,000 & <$100,000
>=$100,000 & <$1,000,000
>= $1,000,000 & <$10,000,000
>= $10,000,000

Wealth Distribution in Bitcoin Cash
Balance in USD

>=$71 & <$100

>=$100 & <$1,000

>=$1,000 & <$70,000

>= $10,000 & <$100,000
>=$100,000 & <$1,000,000
>= $1,000,000 & <$10,000,000
>= $10,000,000

Number of Addresses

32422786
14169869
5709181
1777558
347822
79883
6952

Number of Addresses

775635
96921
16787

2125
265
29
7

Number of Addresses

1,888,315
769.139
264.209

43.865
5.415
721
132

Number of Addresses

414.831
169.836
55.245
6.709
1.041
187
22

Number of Addresses

664.284
179.746
58.579
11.07
5.64
126
6

Number of Addresses

5,675,156
1,137,934
316.545
90.784
7.856
966
121
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Percentage of Wealth

0.02%
0.68%
2.76%
4.43%
9.26%
24.65%
58.21%

Percentage of Wealth

0.45%
5.57%
8.65%
11.20%
14.22%
15.66%
44.20%

Percentage of Wealth

0.06%
2.29%
7.85%
14.04%
16.11%
22.45%
37.24%

Percentage of Wealth

0.06%
2.61%
8.49%
9.31%
156.97%
27.71%
35.84%

Percentage of Wealth

0.07%
1.92%
6.25%
11.80%
60.13%
13.49%
6.34%

Percentage of Wealth

0.13%
2.64%
8.33%
21.09%
19.25%
23.44%
25.11%

Percentage of Address

59.48%
25.99%
10.47%
3.26%
0.64%
0.156%
0.01%

Pecentage of Address

86.98%
10.87%
1.88%
0.24%
0.03%
0.00%
0.00078%

Pecentage of Address

63.54%
25.88%
8.89%
1.48%
0.18%
0.02%
0.0041%

Percentage of Address

64.03%
26.21%
8.53%
1.04%
0.16%
0.08%
0.0033%

Percentage of Address

72.25%
19.55%
6.37%
1.20%
0.61%
0.01%
0.00065%

Percentage of Address

78.51%
15.74%
4.37%
1.26%
0.11%
0.01%
0.0016%
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TABLE 2 | Litecoin wealth distribution.
Wealth Distribution in Ethereum

Balance in USD Number ofAddresses

>=$1 & <$100 37,209,038
>= $100 & <$1,000 6,349,073
>=$1,000 & <$10,000 2,023,491
>= $10,000 & <$100,000 425.398
>=$100,000 & <$1,000,000 73.595
>= $1,000,000 & <$10,000,000 11.503
>= $10,000,000 2270

Wealth Distribution in Ethereum Classic

Balance in USD Number ofAddresses

>=$1 & <$100 513.26
>=$100 & <$1,000 165.949
>=$1,000 & <$10,000 70.689
>= $10,000 & <$100,000 15.765
>=$100,000 & <$1,000,000 2206
>= $1,000,000 & <$10,000,000 131
>= $10,000,000 45

Nakamoto index of Litecoin, the wealth is not as concentrated as
Dogecoin, with the largest single stakeholder controlling over
2.50% of all Litecoins and the top 100 addresses controlling over
32.45% of all Litecoins. This demonstrates how, despite having an
almost identical structure to Dogecoin, Litecoin has a
comparatively better distribution of wealth. We note that this
wealth distribution in both econometric measures is considerably
worse than Bitcoin.

Unlike the almost identical fundamental structure of Bitcoin,
Litecoin, and Dogecoin, ZCash differs by emphasizing
transactions’ privacy aspects. ZCash has a provision of shielding
transactions that make it hard to link the transaction to an account
(Hopwood et al., 2016). Close to 25% of all ZCash transactions
processed in our analysis were shielded. These transactions were
excluded from our analysis, thus limiting the accuracy of our
results for ZCash. That caveat exposed, in the processed dataset, we
observe a trend of an initial spike followed by a sustained fall in the
Gini value. In comparison to Litecoin, the wealth distribution is less
even in the observed address space. This is also evident in the
reported Nakamoto Index values (Supplementary Table S3). The
overall wealth distribution is also less spread out over the address
space than Bitcoin and Litecoin. We report the address based
wealth distribution in Supplementary Table S5. The highest wealth
accumulator in observed ZCash transactions controls over 2.56%
of total ZCash supply. Like Dogecoin, the top 100 addresses in
ZCash contain over 52.06% of all coins in supply, moving towards
violating the honest majority assumption.

The most prominent outlier in the Bitcoin-like cryptocurrencies is
Dash. Dash is also an interesting case study for wealth distribution in
cryptocurrencies as Dash utilizes a privacy-enhancing technique
known as coinjoin mixing (Amarasinghe et al,, 2019), which, like
ZCash, makes it harder to map transactions to individual users.
Another important differentiating factor for Dash is its two-tier
structure for transaction processing (Duffield and Diaz, 2015). In
the first tier, users can operate computing nodes to participate in a
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Percentage ofWealth Pecentage ofAddress

0.08% 80.72%
1.31% 18.77%
1.18% 4.39%
2.71% 0.92%
4.43% 0.16%
14.12% 0.02%
76.17% 0.0049%

Percentage ofWealth Percentage ofAddress

0.05% 66.83%
1.58% 21.61%
6.75% 9.20%
15.06% 2.05%
21.07% 0.29%
11.51% 0.02%
43.98% 0.01%

race to include the next block of transactions in the ledger. This is
similar to the approach adopted by Bitcoin and other Bitcoin-like
cryptocurrencies. In the second tier, Dash defines a new entity known
as Masternode. A masternode is a network participant that has staked
1,000 dash as collateral for validating all the transactions. This
approach is often referred to as a type of hybrid consensus
algorithm. We report that, out of all Bitcoin-like cryptocurrencies,
Dash has the lowest Gini value with the current (January 2021) Gini
value of 0.28 suggesting that this selective ability to trump others
might prompt increased wealth distribution in the user population. It
is worth noting that this Gini value is lower than the lowest observed
Gini value for a real-world economy (Suisse, 2018).

Of course this might be due to the comparatively low market
capitalization and overall utilization of the Dash ecosystem. The
even wealth distribution is also observable in the second-highest
Nakamoto index for Dash (Supplementary Table S3).

But likewise, the reason for a fairer wealth distribution may be
the presence of masternodes in the two-tier operational model.
Supplementary Table S6 helps us observe this trend as the total
number of active masternodes at the time of this study there are
4,814 active'' masternodes with a somewhat uniform distribution
of wealth as collateral. We reason that the requirement to have at
least 1,000 Dash as collateral for consensus participation may
incentivize users to split their Dash portfolio into multiple
accounts, each containing the required 1,000 Dash. By doing
this, the participants increase their likelihood of receiving a
reward from the consensus mechanism. This also incentivizes
a more even, if pseudo, distribution of Dash within the ecosystem
as it is more profitable to have many accounts with 1,000 Dash
each than a single account with a large Dash portfolio.

"'Masternodes need to actively participate in the consensus process. According to
our analysis, there are over 5,600 addresses that have a balance greater than 1,000
Dash; however, only 4,814 participate in the consensus process.
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This more even wealth distribution can also be seen in the
wealth distribution Supplementary Table S6, where more than
5,600 addresses contain over 1,000 dash each with a balance in
USD greater than $161,801 based on the current (January 2021)
exchange rate. The address with the highest wealth concentration
contains 1.26% of all Dash in supply. Similarly, the top 100
addresses only have 16.52% of the total wealth in the Dash
ecosystem. This is closer to the wealth distribution of Bitcoin
and notably better than other Bitcoin-like cryptocurrencies.

Another cryptocurrency that close mimics the traits of Bitcoin is
Bitcoin Cash. As observable in Supplementary Figure S3, Bitcoin
Cash followed the Gini curve of Bitcoin before the fork in 2017. Like
other cryptocurrencies, we observe that a fork leads to wealth
redistribution before the network attains a more stable increasing
trend (Dogecoin) or decreasing trend (Litecoin, Bitcoin and ZCash)
in the value of Gini. As discussed earlier, Bitcoin Cash provides us
with an interesting case study as Bitcoin Cash is a fork of Bitcoin that
was subsequently forked to create Bitcoin SV (Kwon et al., 2019).
The impact of the fork is visible in Supplementary Figure S3. As
evident in Supplementary Figure S3 and Supplementary Table S6,
Bitcoin Cash has been subjected to a trend of increasing wealth
concentration despite the recent nature of the fork. This wealth
concentration is also visible in the overall distribution of wealth as
documented in Supplementary Table S7 with a vast proportion of
the population (78.51%) only controlling 0.13% of the wealth. The
highest balance for a single address constitutes 2.62% of all Bitcoin
Cash coins in supply. We argue that this is primarily because Bitcoin
Cash inherited the Bitcoin Ledger. The top 100 addresses aggregate
22.74% of the wealth within the ecosystem.

4.1.2 Ethereum-Like Cryptocurrencies

Bitcoin-like coins often have capped supply, i.., the number of these
coins are algorithmically limited to a predefined quantity to provide
intrinsic value to the asset (Bacio et al., 2018). Ethereum, on the other
hand, does not impose a strict limit on the supply of Ethers. This
property is also inherited by Ethereum-like cryptocurrencies such as
Ethereum Classic. Thus the figures reported in this subsection will
likely change significantly over time, unlike Bitcoin-like currencies in
which a large proportion of wealth is already distributed. In this
subsection, we review the current (January 2021) state of wealth
distribution for Etheruem and Ethereum Classic.

The evolution of Gini in Ethereum and Ethereum classic is
visualized in Supplementary Figure S4. Here we can observe that
Ethereun has a higher Gini value than Bitcoin, but it has better
wealth distribution than the fork, Ethereum Classic. Similar to the
observations with Bitcoin-like cryptocurrencies, there is a trend
of an increase in the value of Gini after the fork; however,
Ethereum has since trended towards a more even wealth
distribution.

Etheruem classic tends to have a higher Gini value with a poor
wealth distribution when contrasted with Bitcoin and
Ethereum'?. The more concentrated wealth distribution is also

"?As discussed earlier, Dash is an outlier in this observation, potentially, due to the
presence of masternodes.
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observable with our Nakamoto Index calculation results, as
manifested in Supplementary Table S8.

Both Etheruem and Ethereum Classic demonstrate poor
wealth distribution, as manifested in Supplementary Tables S9,
S10. Ethereum Classic has a high wealth concentration among the
top 100 accounts with 51.92% of the wealth. The address with the
highest wealth concentration in Ethereum classic contains over
6.47% of all Ethereum Classic coins in supply. This trend is also
present in Ethereum, however, to a much lower extent. The
account with the highest balance in Ethereum contains over
4.16% of all Ethers. The top 100 accounts in Ethereum
constitute over 35.13% of the wealth.

Results from both Bitcoin-like and Ethereum-like
cryptocurrencies suggest that the wealth distribution is initially
poor likely due to only a select few participants controlling the
majority of the wealth. But this concentration often dissipates as
more participants join the system, as observed in Bitcoin and
Ethereum. However, this trend towards fairer distribution is not
universal as some cryptocurrencies have a strong trend towards
an increasing Gini value, such as Dogecoin and Ethereum Classic.
Based on our analysis, it seems that some algorithmic
interventions such as the one in Dash could assist improve the
distribution in the short term; however, it is still unclear if the
approach adopted by Dash is sustainable in the long term.

We also note that 3 of the observed cryptocurrencies
(Dogecoin, ZCash, and Ethereum Classic) violate the honest
majority assumption with less than 100 participants. This may
be an indication of a potential security threat.

We have also manifested results from our wealth distribution
analysis for all cryptocurrencies in Supplementary Figure S5.

4.2 Comparison Between Crypto

Economies and Traditional Economies

Based on the Gini values obtained thus far, we can draw a parallel
between crypto and traditional economies’ wealth distribution.
We utilize the Gini values of major economies reported by
(Suisse, 2018).

The average Gini value for the world’s wealth distribution is
0.8; however, it is worth noting that the results vary considerably
by country, with a median value of 0.73. This is in line with the
results from the cryptocurrency analysis, where the median Gini
value of the shortlisted cryptocurrencies is 0.71.

The highest observed Gini value in real-world economies is 0.95
for Ukraine. This Gini value is considerably higher than the worst-
performing crypto asset in our dataset, Dogecoin, with a Gini value
of 0.82. Similarly, the best performing cryptocurrency, Dash, has a
Gini value of 0.28, which is lower than Slovakia, the country with
the most equal wealth distribution with a Gini value of 0.48.

4.3 Qualitative Analysis of Policy Changes
In part 3 of our study, we analyze the impact of policy changes on
the Gini value of Bitcoin. After extracting and analyzing the
Bitcoin Improvement Protocol (BIP) Repository data, we report
that improvement proposals for consensus-based forks seem to
relate to a drop in Gini value. We have visualized this potential
association in Supplementary Figure S6.
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In Supplementary Figure S6, we plot the Bitcoin Improvement
Protocol proposals that have demonstrated an impact on the
wealth distribution within the Bitcoin ecosystem. BIP 16
implemented a new standard for conducting transactions
using Bitcoin’s programming language script. According to the
documentation of BIP 16 (Bitcoin, 2019), it is considered a
controversial soft fork of the Bitcoin blockchain that
implemented a change many in the community believed to be
unnecessary. This controversial backdrop of BIP 16 might have
promoted sell-outs or buy-ins, sequentially impacting the wealth
distribution of the cryptocurrency as the total number of
participants for Bitcoin was still considerably small in 2012.
This proposal also defined additional validation rules for
newer transactions. It can be seen from Supplementary Figure
S6 that prior to the implementation of BIP 16, there is a drop in
the value of Gini, indicating redistribution of Bitcoins before the
change. A similar trend is observed with the introduction of
BIP34, a change of structure for the representation of
transactions. It is worth noting that BIP34 was implemented
post the introduction of support for hierarchical deterministic
(HD) wallets in Bitcoin. HD wallets allow users to generate and
manage multiple addresses to enhance the privacy of
transactions. We suggest that the fall in the Gini value in late
2012 may be due to the growth in the adoption of HD wallet
schemes by wallet service provides and users.

The next notable move in the value of Gini for Bitcoin is before
the introduction of BIP42, another consensus-based fork, which
introduces a supply cap for Bitcoins. This newly induced supply
cap for Bitcoin introduced a fundamental change to the economic
underpinnings of Bitcoin by suggesting that Bitcoin had an
intrinsic value due to limited supply. We reason that this shift
in economic policy might have prompted buy-outs or buy-ins,
resulting in a change in the wealth distribution. After this point,
based on our dataset, we do not observe a relationship between
the Gini Value and the policy changes in the improvement
protocol repository. Another notable change in Gini value
occurs in late 2018; as alluded to earlier, this can also be

observed in other cryptocurrencies, primarily due to
the redistribution of the crypto assets held by the coinbase
exchange.

It is worth noting the information regarding the policy changes on
Bitcoin present in the form of Bitcoin Improvement Proposals is
limited in its nature and does not account for the overall sentiment
towards Bitcoin during that time period. However, even in the small
dataset related to the implemented changes in Bitcoin obtained from
the BIP repository, we suggest that, depending on the implications of
the improvement proposal specifically for the consensus aspects of
Bitcoin, it can seem to impact the wealth distribution. It is also worth
noting that these consensus-based forks have become considerably
less common in recent years. The controversial origin of some of the
BIP that were subsequently adopted may be an indicator of
governance based centralization (Azouvi et al, 2018) that may
pose security threats to the ecosystem (Sai et al., 2021).

4.4 Ethereum Analysis
The primary goal of Bitcoin’s economy is to facilitate the
conduction of peer-to-peer transactions. However, the
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economic ecosystem of Ethereum is more complicated due to
the possibility of creating newer tokens. This subsection provides
an overview of the current (January 2021) state of wealth
distribution in the top 5 tokens on Ethereum. Supplementary
Figure S7 plots the Gini curve for these tokens, and
Supplementary Table S11 contains the Nakamoto Index for
each of these tokens.

As evident from Supplementary Figure S7, all of the shortlisted
tokens currently have a Gini value of close to 1, which denotes an
almost perfect inequality in these tokens. All of the shortlisted
tokens start with a fairer distribution followed (with the exception
of T2 and T3) by a steep trend towards wealth accumulation. This
wealth accumulation is also visible in the Nakamoto Index values
as well. It is worth noting that T1 and T2 have higher market
capitalization than all shortlisted cryptocurrencies except Bitcoin
and Ethereum. Similarly, T3, T4, and T5 currently have a higher
market capitalization than Dash, ZCash, and Dogecoin. However,
as evident from both Gini Value and Nakamoto Index, these
tokens are more centralized in terms of wealth distribution.

5 THREATS TO VALIDITY AND
LIMITATIONS

This study attempts to establish the current state of wealth
distribution through an empirical analysis of prominent
cryptocurrencies. We adopt the threat to validity framework
utilized by Wohlin et al. (2012) to segment the threats to this
experimental study.

5.1 External Validity

We begin our discussion by focusing on the threats to external
validity. Threats to external validity limit our ability to generalize
the results from our experiment. This is particularly important in
our study as it is primarily restricted to Bitcoin and Ethereum like
cryptocurrencies to produce a generic ETL model for further
exploration in the field. This limited focus leads to the omission of
other forms of cryptocurrencies such as Ripple (Armknecht et al.,
2015) and Cardano (Bach et al., 2018). Having said that, at the
time of writing, our analysis captured 6 out of the top 10 crypto
assets by market capitalization based on data obtained from
(CoinMarketCap, 2021).

Another external validity threat is the comparison between
cryptocurrencies and traditional fiat currencies. It is essential to
understand the difference between crypto-economics and real-
world economies as these two have a fundamentally different
structure. In its current form, using Gini value to compare a real-
world economy to a cryptocurrency may be misleading due to the
structural and functional differences between the two (Chiu and
Koeppl, 2017). For instance, cryptocurrencies, except for
Ethereum-like cryptocurrencies, tend to only serve a single
purpose, such as peer-to-peer transactions. There is no direct
equivalent to this in real-world economies as fiat currencies often
only serve as a mode of exchange between conventional
economies with a complex socio-political make-up (Zucman,
2019). In cryptocurrencies, thus far, it has been treated as a
technical issue (Sai et al, 2021) and the participants are
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not necessarily as immersed as they are in their real world
economy.

In part 4, we restrict our focus to the top 5 smart contracts by
market capitalization; this is another external validity threat as it
may skew our dataset to only the most widely used tokens.
Another potential issue with the selection of tokens is the
ecosystem that these tokens exist in beyond the Ethereum
ledger, i.e., most tokens on Ethereum tend to have a purpose
outside the Ethereum ecosystem, such as generating capital for a
start-up through an initial coin offering (di Angelo and Salzer,
2020). Examining these tokens purely from a transactional focus
may result in a bias towards wealth specific to the Ethereum
ecosystem.

5.2 Construct Validity

The second threat to validity, construct validity, refers to the
ability to extrapolate the results of an experiment to the idea or
theory that underpins it. One empirical design issue important in
this regard is in unambiguously identifying the owners of wallets.
To do this, this work proposes utilizing established reverse
engineering heuristics (Ghassemi Toosi et al., 2018), through a
supervised clustering algorithm (Ermilov et al, 2017), can
assist in current econometric analysis in the crypto economies
context.

One pre-requisite for adopting the wallet clustering is the
presence of a tagged dataset'> for training the classification
model. Such a tagged dataset is often generated through the
collection of known addresses and their type. For instance,
knowing the address of an exchange platform allows our
clustering algorithm to extract a transaction pattern that is
common amongst all exchange platform in our tagged dataset
and then we can utilize this learned pattern to classify yet
unknown exchange platforms.

However, as reported by Sai et al. (2021), the studies within the
cryptocurrency field are heavily focused on Bitcoin and
Ethereum, and based on our literature review, we were only
able to obtain a tagged training set for classifying Bitcoin
addresses (Harlev et al., 2018).

In the following subsection, we first use this tagged training
set to assess the implications of clustering on the accuracy of
the wealth concentration results. We then attempt to replicate
the experimental setup used in (Harlev et al., 2018) for
Ethereum. However, the preliminary results from our
experiment  suggest that a  further work on
generating appropriate training sets is required for more
accurate results.

5.2.1 Wallet Clustering in Bitcoin

In this section we suggest a refinement to our protocol in order to
improve the construct validity. We utilize advances in de-
anonymizing techniques to cluster similar wallets together towards

“In supervised machine learning, a tagged set refers to a set of entities with known
attributes such as type or name. Usually, the intention is to use this training dataset
with known attributes to predict the value/type of attribute on a non-tagged dataset
(Jordan and Mitchell, 2015).
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gaining a better view of the macroeconomic (wealth-inequality) state
of Bitcoin. To this end, we adopt the approach used by Harlev et al.
(2018). Supplementary Table S12 lists the categories derived by
Harlev et al. (2018) of Bitcoin addresses present in the training
set. In their clustering analysis Harlev et al. (2018) utilized a dataset of
434 tagged Bitcoin users with over 200 million transactions. These
tagged entities were then used to train a supervised machine learning
model that could predict the type (tag) of an unknown Bitcoin
address. In Harlev et al. (2018), the authors report that the Gradient
Boosting algorithm they used results in the highest accuracy in
prediction with an accuracy of 77%.

We adhere to the method used by Harlev et al. (2018) by
utilizing the training set data and constructing a gradient
boosting based classifier'*. We perform the clustering on the
UTXO transaction model in our ETL step before constructing a
new Address-Balance model for Bitcoin that takes into account
newly identified clusters. This new dataset with each cluster of
wallets represnted as single account is then used for the
calculation of the econometric measures.

Using this approach we were able to generate a list of wallet
clusters present in Bitcoin’s network. We have reported the top 18
wallet clusters sorted by the number of addresses in each group in
Supplementary Table S13. These results are in-line with (Wang
etal,, 2020), where they report that exchanges tend to have a large
number of wallet clusters.

We recalculated the present Gini value for Bitcoin while
considering all individual clusters as a single unit; the results
from this clustering analysis suggest that the current Gini value
increments by 0.08 points from 0.65 to 0.73.

Likewise, this only has a small impact on the Nakamoto
Index. The index value changes from 4,652 to 4,428,
indicating that the majority of these cluster addresses with
high wealth were also included in the Nakamoto Index
calculation. Supplementary Table S13, coupled with the
wider analysis performed here allows us to observe how
exchange platforms denominate the wealth distribution in
Bitcoin. The second-largest group of known wealth
accumulators is the merchant services, followed by mining
pools. (Harlev al., 2018). provide an in-depth
characterization of these different categories.

While we demonstrate here how utilizing a machine learning
based clustering approach could potentially improve the accuracy of
the econometric analysis for cryptocurrencies, it is important to note
that the degree to which this improvement impacts is quite small, and
that the effect is probably consistent over time, meaning that the
trends we report on in this paper are probably accurate.

et

5.3 Issues With Wallet Clustering in
Ethereum

To generate a tagged training dataset for Ethereum, we utilize the
API provided by Etherscan (Etherscan, 2019) and extract known
addresses and their type. We utilize the type schema suggested by

*We refer the reader to (Natekin and Knoll, 2013) for more details of how gradient
boosting based classifiers function in supervised learning
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Harlev et al. (2018). However, we were only able to retrieve 297
tagged addresses belonging to the class Exchange and Mining
Pool. This training dataset is considerably lower than the 438
tagged addresses in the Harlev et al. (2018) experiment. This
likely has an adverse impact on the accuracy of our
classification model.

Upon performing the clustering on Ethereum’s transaction
ledger, we were only able to label 5,600,938 addresses that were
part of 12 Exchange platform clusters. Due to the lack of
publically available data, it may be speculative to assess the
accuracy of this classification model. We suggest that further
work is required to generate appropriate training data for
Ethereum and other cryptocurrencies in our dataset before
this approach can be applied when assessing wealth
centralization.

One potential avenue to improve the accuracy of these results
is the exploration of unsupervised clustering algorithms (O’Kane,
2018). However, this is beyond the scope of our study, and we
leave this as a potential future work avenue.

5.4 Internal Validity

Internal validity examines if an experimental condition makes a
difference in the causality of the independent variable without the
researcher’s knowledge. To establish if policy changes impact
wealth distribution, we only examine the improvement proposal
repository. A majority of bitcoin and other cryptocurrency-
related discussions take place in forums of these
cryptocurrencies. Thus this limiting focus may omit potentially
insightful qualitative data. The selection of BIPs is selective,
primed by the changes in the Gini data. We acknowledge that
a fuller investigation in the future is required. We also recognize
that this study proposes relationships between the Gini behavior
and market validation, the presence of masternodes and BIPs.
However, as this is the first study in this field, additional work
needs to be performed to probe the hypotheses derived from this
study further.

6 CONCLUSION

This study is an initial probing of an under-studied area where
the goal is not to test the validity of a hypothesis but more to
explore the field towards hypothesis building. The conclusion
section discusses the implications of our findings, pointing
out the core contributions and potential avenues for
future work.

6.1 Current State Wealth Inequality

Section 4 provides an empirical overview of the current state of
wealth distribution in the shortlisted cryptocurrencies. We
report that most shortlisted cryptocurrencies have a wealth
distribution that is in-line with real world economies; for
example, the current Gini value for Bitcoin, of 0.65 is similar
to that of Australia (Suisse, 2018). On the other hand, Dogecoin
results in the highest observed value of Gini in our dataset, with
the current Gini value of 0.82, which is close to the current Gini
value of the United States at 0.85. Unlike Dogecoin, Dash, the
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best performing cryptocurrency in terms of Gini value, has a
current Gini value of 0.28, which is lower than the fairest real-
world economy of Slovakia with a Gini value of 0.48. However,
as indicated earlier, this low value of Dash may reflect the two-
tier operational structure that requires select participants
known as masternodes with a considerable proportion of
Dash coins in their balance. This may lead to the
incentivization for a more even wealth distribution
(i.e., greater wealth distribution, caused by buying-in (from
another currency) to achieve masternode status).

Cryptocurrencies analyzed in our study do not seem to have an
apparent influential factor that impacts wealth distribution.
However, we were able to identify some policy change
incidents and their correlational impacts on wealth distribution.

The current wealth distribution in these cryptocurrencies is
not necessarily a byproduct of these cryptocurrencies’ structure,
as illustrated by the stark differences between the wealth
distribution in Bitcoin and other Bitcoin-like cryptocurrencies
such as Dogecoin and Bitcoin cash. This is also evident in the case
of Ethereum and Ethereum Classic which, despite having
identical functionality and structure, tend to have differing
wealth distribution.

One factor that we can attribute to this disparity in the wealth
distribution among otherwise similar cryptocurrencies is the
market capitalization. Cryptocurrencies with higher market
capitalization (Bitcoin and Ethereum) tended to have a fairer
distribution of wealth'”.

6.2 Contribution

Despite being limited by the aforementioned threats to validity,
we believe that this study forms, and provides preliminary
evidence for hypotheses that could prompt researchers to
further examine the state of these crypto economies. Our
study specifically provides the researcher with a generic
mechanism for data analysis and processing that can be
employed to conduct econometric analysis. We also discuss
the impact of policy on the state of wealth distribution; this
aligns well with the argument presented in Sai et al. (2019b),
where authors argue for more investigation into the governance
aspect of cryptocurrencies. We summarize contributions made by
this study as follows:

e A generic model ETL-based data storage and analysis model
for conducting econometric analysis on cryptocurrencies.

e Illustration of how the cryptocurrencies tend to be similar in
terms of distribution of wealth to conventional economies.

e Illustration of how mainstream cryptocurrencies seem to be
becoming increasingly wealth equal over time, although that
could be just related to increasing user knowledge/trust and
hence adoption.

e Highlights that the configurability of policies in Ethereum
based tokens can lead to poorer wealth distribution.

“Dash is an exception to this observation, likely due to the presence of masternodes
in the network.
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e Illustration of how the current wealth inequality measure to
measure in cryptocurrency could be improved by
incorporating machine learning-based clustering techniques.

6.3 Future Work

We acknowledge that this is one of the first studies probing this
aspect of cryptocurrencies. Its role is to assist in the formation of
hypotheses on the wealth inequality in the crypto economies. In
future work, we intend to conduct a more detailed analysis/
assessment of the causes of wealth inequality in crypto economies.

The work presented in this article establishes the current state of
wealth distribution in Bitcoin and Etheruem like cryptocurrencies.
We wish to expand this analysis to other forms of cryptocurrencies
with a different structure in the future. We would also like to extend
our research to a wider variety of cryptocurrencies with varying
mechanisms of consensus, such as Proof-of-Stake-based
cryptocurrencies (Nguyen et al,, 2019), as wealth concentration
holds a high value in terms of security for Proof-of-Stake based
cryptocurrencies (Fanti et al., 2019).

We also wish to expand the machine learning-based clustering
approach to other cryptocurrencies in our dataset, specifically
towards building a catalog of tagged entities that may be used by
other researchers. Expansion of the clustering technique to other
cryptocurrencies will also allow us to compare these assets more
accurately.

The work presented in this paper only focuses on calculating
two econometric measures of inequality that have already been
utilized in the literature (Sai et al., 2019b). However, many other
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