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Blockchain solutions offer efficient approaches for trustworthy data management,
especially in the medical field when storing and processing sensitive patient data.
Many institutional and industrial facilities have already recognized the importance of the
technology for the health sector and have also formulated basic ideas, concepts and main
use cases, but concrete implementations and executions are comparatively rare. This mini
review examines current research on specific blockchain implementations in healthcare
that go beyond the state of concept studies or theoretical implementation ideas and
describes the most promising systems based on systematic literature research. The review
shows that secure storage and easy access to complete patient data is becoming
increasingly important. Blockchain technology can be used as a secure, transparent
and digital way to meet these needs. Hybrid solutions consisting of conventional data
storage and blockchain-based access management are increasingly being developed and
implemented. The automation of blockchain processes through smart contracts is also
recommended. The review further reveals ambiguities in the use of permissioned and
permissionless blockchain frameworks, machine learning (ML) integration as well as the
question of which data should be stored in the blockchain and how this should be viewed
legally. Therefore, there is still a need for further research, especially on these aspects, in
order to further establish the use of blockchains in healthcare.

Keywords: medical blockchain, digital healthcare, patient data management, electronic medical records,
decentralized secure storage, health asset tracking

INTRODUCTION

In the course of their lives, patients generate data that are stored in central databases as a result of
various events at different facilities or via different software structures (Azaria et al., 2016; Chen et al.,
2018). The responsibility for the data usually lies with the respective operator of the database and not
with the patient, which makes easy access to all data and control over the transfer and use of personal
data almost impossible for them (Riso et al., 2017; Ballantyne, 2020). With the current widespread
management of medical data, there is no guarantee of the integrity or reliability of patient records
and the risk of data loss or data misuse is great (Chen et al., 2018; Lv and Piccialli, 2021). What is
known as blockchain technology offers a promising new framework to enable and support the digital,
secure and reliable integration of health information across various applications and stakeholders
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(Riso et al., 2017; Chen et al., 2018; Qiu et al., 2018; Kassab et al.,
2019; Vyas et al,, 2020). By setting up a seamless, decentralized
data platform, for example information on medical records,
records of authorization and proof of utilization of the data,
provider directories, information on medicines and their supply
chains as well as insurance and damage information can be
recorded, tracked and managed securely and digitally (Agbo
et al, 2019; Narikimilli et al, 2020). In the process, the
blockchain is essentially a distributed database structure for
the medical data in which all transactions or digital events are
checked and stored by all parties participating in the database
(Crosby et al., 2016; Huang and Foysal, 2021; Wu et al,, 2021).
This decentralization of the data as well as the higher security and
transparency in data processing improve interoperability, quality
and cooperation in the healthcare system enormously, reduce
administrative costs and increase the authenticity and verifiability
of the information (Azaria et al., 2016; Narikimilli et al., 2020).

A systematic literature research is chosen as the methodology
for this study. Previous research on the topic, in our case
blockchain for healthcare, is identified and analysed regarding
to a specific research question. In this mini review, we identified
and examined the following research question: What are the
important and specifically implemented as well as programmed
implementations of blockchain technology in healthcare that go
beyond the state of concept studies or theoretical implementation
ideas?

In order to find scientific publications on this research
question, a keyword search was carried out in the scientific
databases of Google Scholar, IEEE Xplore and ACM Digital
Library. To identify relevant papers, the keywords “blockchain
healthcare,” “blockchain medical storage,” “blockchain electronic
medical records” and “blockchain healthcare supply chain” were
used for the search queries. The times of the publications were
then sorted by date and only publications from 2016 onwards
were considered. Appropriate papers were then selected by
reading the publications.

In the next section, current major blockchain implementations
in the healthcare sector are examined in detail. For this purpose,
there is a classification into three relevant main use cases of
blockchain  implementations in healthcare, based on
categorizations from previously published reviews (Agbo et al.,
2019; Narikimilli et al., 2020). The main use cases are the secure
storage of medical records, the electronic medical data access as
well as the associated permission management and the supply
chain and health asset tracking. This is followed by a critical
discussion of the research results and a conclusion in which a
summary of the work and future development priorities
are shown.

BLOCKCHAIN IMPLEMENTATIONS IN
HEALTHCARE

Secure Storage for Medical Records

Accurate and complete patient data is a valuable asset for patients
and clinicians who may be performing further treatments (Chen
et al, 2018). Secure storage with easy accessibility and the
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protection of the privacy of medical data are therefore
important issues. Usman and Qamar (2020) have developed a
blockchain-based system for storing highly sensitive and private
patient data with which these health data can be efficiently stored
and securely distributed. The solution also ensures the data
protection of medical records through the use of a
permissioned blockchain based on the Hyperledger platform
(Cachin, 2016). This system also allows patients to play an
active role in managing their medical records and to be in
control of who can add new records and view their medical
history (Usman and Qamar, 2020).

However, with the increasing use of electronic solutions for
processing medical information, the amount of data to be
processed is also increasing rapidly (Li et al., 2018). The medical
data can easily be stolen, manipulated or deleted while they are being
stored and processed, which is why Li et al. (2018) have developed a
novel blockchain-based data storage system for relatively large
amounts of data. With the system, users can permanently save
important data and continuously check for authenticity. During the
treatment process, patient data in this study is created in text and
multimedia formats, then subsequently protected against
unauthorized access and stored in encrypted form. This is done
using various cryptographic algorithms and file storage schemes as
well as an identity information system in which the user identities are
not linked to the medical data. The storage takes place in the form of
transactions that are transmitted to the blockchain network and
collected and stored in blocks of a defined data size. If the data in the
database is then manipulated or damaged, the data information can
be accessed and checked via the blockchain (Li et al., 2018).

The healthcare industry already manages personal patient
data, diagnostic reports and medical prescriptions or reports
in an electronically centralized manner (Kumar et al., 2020).
However, with this it is difficult to protect the privacy of the
patient, which is why Kumar et al. (2020) developed a blockchain-
based system for storing medical data with distributed off-chain
data storage via the Interplanetary File System (IPFS) (Protocol
Labs Inc., 2021). For this purpose, a consortium blockchain
(permissioned) framework with a private identity-based access
control for the storage of special data information is implemented
in the study. Furthermore, an IPFS off-chain storage model is
implemented to manage the original patient data, since in the
blockchain, according to Kumar et al. (2020), only a
cryptographic hash value (Pilkington, 2016) of the patient
information is stored due to the scalability.

Zhou et al. (2018) have developed a blockchain-based storage
system for medical health insurance data that is tamper-proof and
offers users a high level of credibility for their data. This system is
designed to help insurance companies track and receive relevant
medical information about patients both rapidly and easily (Zhou
et al., 2018).

Electronic Medical Data Access and
Permission Management

Before, the secure storage of medical records was still about the
secure, digital storage and processing as well as the distribution of
mostly incoherent patient data (e.g., diagnoses by a specialist for
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different patients), it is now more about the storage, processing
and, in particular, accessibility of temporal and patient-specific
related data in the form of an electronic medical record.

The use of medical patient files for various purposes always
requires the consent of the patients, who currently grant or refuse
these mostly in paper form and then no longer have any control
or overview over their files (Tith et al., 2020). Tith et al. (2020)
have developed a system with which patients can flexibly manage
their consents and health organizations can also efficiently obtain
and manage these consents for various purposes. The electronic
system uses a dedicated access control based on a permissioned
blockchain with Hyperledger implementation. In this study, all
metadata of patient records, consents and data access are
immutably stored in the blockchain and shared by the
participating parties. In addition, a program code based on
smart contracts or rather chaincode (Cachin, 2016) was
created, which according to Tith et al. (2020) automates the
business logic for managing patient consent.

However, strict regulation and bureaucratic inefficiency have
greatly slowed the development of electronic medical records in
the past (Azaria et al.,, 2016). Driven by new developments in
electronic information technology, electronic records are now
enjoying increasing acceptance (Fan et al., 2018). New technical
innovations as well as an increased interest of patients in their
personal data caused Azaria et al. (2016) to develop a new,
decentralized data management system for the treatment of
patient data based on blockchain technology. The system
provides patients with a comprehensive, unchangeable log and
easy access to their medical data, regardless of the facility and
software system. The decentralized data system of these study
manages authentication, trustworthiness, accountability and data
exchange through the wuse of characteristic blockchain
mechanisms such as smart contracts (Christidis and
Devetsikiotis, 2016), mining (Christidis and Devetsikiotis,
2016) and proof of work (Gervais et al., 2016). In addition, it
can be integrated into existing local data storage solutions and
enables a data economy between patients, researchers and
authorities (Azaria et al., 2016).

Generally, digital data for the same patient is collected and
stored in different hospitals (Fan et al., 2018). However, for
security and data protection reasons it is difficult to
summarize or exchange the data between the institutions,
which is why Fan et al. (2018) developed a blockchain-based
information management system that cryptographically
processes patient information and enables a secure exchange
of information. With this system, extensive datasets can also
be securely managed and patients, doctors, researchers and other
third parties can easily have secure access to local databases of
various institutions (Fan et al., 2018).

Healthcare management encompasses many different
processes (e.g., managing finances, patients, legal issues etc.)
and medical workflows related to patient care (Khatoon,
2020). Khatoon (2020) has developed a management system
based on smart contracts for the intelligent and digital
management of medical data in the healthcare sector and for
the optimization of complex medical processes. During the
implementation, representations of real medical files are
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created and various data of medical work processes are stored
de-centrally in a blockchain. Access rights to metadata,
authorization management and authorization rules for data
access are then defined via smart contracts. The information is
cryptographically secured and stored in a special, compressed
form in a blockchain block (Khatoon, 2020).

Supply Chain and Health Asset Tracking
Healthcare supply chains have a significant impact on patient
safety and the quality of medical treatments (Jayaraman et al.,
2014). Effective supply chain management is crucial in healthcare
in order to build the best possible procurement, ordering,
forecasting and sales system, as well as to reduce costs and
improve patient outcomes (Omar et al., 2021). For this reason
Omar et al. (2021) have developed a blockchain-based system
built on smart contracts and a decentralized storage system that
improves the contract process for supply chains in the healthcare
system. In this process, manufacturers, sellers, buyers and
healthcare providers are connected to one another via a
decentralized Ethereum (Buterin, 2014) network.
Transparency, data origin and data immutability are already
defined in the contract process and used for the
implementation of automated procurement processes (Omar
et al., 2021).

Blockchain technology has the potential to handle and track
supply chain processes in healthcare and other areas very efficiently
(Abbas et al.,, 2020). Abbas et al. (2020) have developed a novel
management and recommendation system for drug supply chains
based on blockchain and machine learning (ML) (Beam and
Kohane, 2018). The system consists of a permissioned
Blockchain, through which the drug supply chain is continuously
monitored and authentically tracked, as well as an ML module that
has been trained with a drug review dataset to recommend the best-
rated drugs (Abbas et al., 2020). The ML module is also integrated
into the blockchain via a Representational State Transfer Application
Programming Interface (RESTful API) (Maleshkova et al., 2010).

Supply chains are complex structures that span multiple
organizational and geographical boundaries and represent a
critical infrastructure for medical services, especially in the
healthcare sector (Musamih et al., 2021). For this, an efficient
traceability of products in supply chains in the healthcare sector
based on a permissionless blockchain was developed by Musamih
et al. (2021). With this solution, products are automatically
tracked via smart contracts and decentralized off-chain
storage, intermediaries are superfluous and the transaction
history is unchangeably and securely documented (Musamih
et al., 2021).

In order to track, identify, communicate with and localize
products and product data, radio-frequency identification (RFID)
systems are increasingly being used in the healthcare sector
(Figueroa et al., 2019). Figueroa et al. (2019) have developed a
product-based access control system for RFID systems that
executes access guidelines from a decentralized application
based on a permissionless blockchain. With this
implementation, for example, surgical instruments can be
equipped with an RFID tag and their use and location can be
tracked (Figueroa et al., 2019).
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TABLE 1 | Examined publications with special applications of blockchain implementations, the framework used and example applications.

Use case

Secure storage for medical records
Electronic medical data access and permission management

Supply chain and health asset tracking

DISCUSSION

It has already been recognized in a previous review (Agbo et al,
2019) that there is a lack of adequate prototype blockchain
implementations. Therefore, this study aims to consider different
blockchain implementations for a digital and decentralized
management of patient-specific health data. Table 1 gives an
overview of the implementations of various use cases, the
blockchain framework used and the example applications.

The research found that secure storage and easy access to
complete patient data across different facilities and systems is
becoming increasingly important. In particular, the development
of an electronic medical record is discussed in many publications and
linked to the principles of blockchain technology. With this, a system
of blockchain-based information and transaction storage as well as
database-based storage of medical patient data is often implemented,
which is a new methodology compared to those described in
previous reviews (Agbo et al, 2019; Narikimilli et al, 2020).
Blockchain mechanisms are used, among other things, to store
aggregated information on as well as location information to
more extensive diagnostic and multimedia files securely,
transparently and digitally. More extensive data is usually stored
in conventional database or cloud storage and secured by special data
storage schemes or in additional blockchain modules to be
integrated. In contrast to solutions reported in a previous review
(Agbo et al., 2019), the latest implementation solutions use specially
developed decentralized file storage systems to store larger amounts
of data. Essentially, however, it can be stated that storing larger
amounts of data in a blockchain does not make sense due to high
storage costs and validation times. In addition, it is often not
specifically described which information and data is stored in
what form and to what extent in the blockchain. Research and
development into authentic tracking of healthcare supply chains has
also increased significantly in recent years. There, smart contracts in
connection with blockchain implementations for the automated
handling of contract, procurement and documentation processes
are central elements. The integration of additional hardware for data
acquisition such as RFID tags and the use of ML for data analysis,
which was not covered in prior reviews (Agbo et al., 2019; Narikimilli
et al., 2020), also enable decentralized and transparent visualization
and storage of real-time data. It is also possible to extract relevant
findings from large amounts of data using ML algorithms, which
means that only the analysis results instead of the entire analysis data
have to be stored in the blockchain. However, aspects of data
protection and the accessibility of information via specific
blockchain frameworks must be considered. Practitioners should

Framework

Permissioned blockchain
Permissionless blockchain
Permissioned blockchain
Permissionless blockchain
Permissioned blockchain
Permissionless blockchain

Example applications

Usman and Qamar (2020), Kumar et al. (2020)

Li et al. (2018), Zhou et al. (2018)

Tith et al. (2020)

Azaria et al. (2016), Fan et al. (2018), Khatoon (2020)

Abbas et al. (2020)

Omar et al. (2021), Musamih et al. (2021), Figueroa et al. (2019)

therefor focus more on the further development of hybrid solutions
from conventional data storage and secure, blockchain-based access
control. There are already solutions here, but these are still at a very
early stage of development. Users should always work out exactly
whether the solutions should be implemented in the form of a
permissioned or permissionless blockchain. In addition, customer
aspects must be included in the development work. Moreover,
existing implementations of blockchain solutions for the
traceability of medical supply chains are to be further developed
so that automated smart contracts control the processes and, for
example, create authorizations, process data and document
transactions. Researchers, on the other hand, should focus more
on the effective use of blockchains in combination with ML and on
investigating the legal basis for data storage in the specific blockchain
frameworks. Research in these areas is still very inadequate.

CONCLUSION

Current research on implementations of blockchain technology
in healthcare that go beyond the state of concept studies or
theoretical implementation ideas was explored in this mini
review. Also, major publications were examined in detail and
categorized into three different main use cases of blockchain
implementations in healthcare. The study shows, that secure
storage and access to medical data are becoming increasingly
important. The development of a secure, reliable and digital
solution for this need is increasingly linked to the principles of
blockchain technology. It is shown that hybrid solutions based on
conventional data storage and secure, blockchain-based access
control are more effective and economical than complete data
storage in a blockchain. In addition, automated blockchain
solutions based on smart contracts are recommended, e.g.,
when tracking medical supply chains.

In the future, specific guidelines for the electronic storage of
patient data, medical products, devices and materials used etc.
should be developed, which are important for patients and
indispensable for any further treatment. Then the information
should be defined that can be encrypted but stored publicly via
permissionless blockchains as well as the information that is
encrypted and in addition may only be accessible to authorized
network participants in permissioned blockchains. With this, the
storage of larger amounts of data must also be considered. Further
studies with decentralized off-chain storage systems such as IPFS
are conceivable for that as well as studies with ML methods for
extracting and storing only relevant information from large
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amounts of data. The securing of the anonymity of the patient
data to be stored de-centrally, the legal framework and the
protection against data theft by criminal parties must also be
considered. By then, at the latest, prototypical applications must
increasingly be developed and established that go beyond early
stage implementations.
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