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Connected Health solutions are ubiquitous in providing patient centered care and
in responding to a new paradigm of care pathways where Health Information
Technology is being introduced. This paper defines Connected Health, and, in
particular, describes standards and regulations which are important to the
implementation of safe, effective and secure Connected Health solutions. This
paper provides: a holistic view of Connected Health; provides a standards and
regulations based view of the lifecycle of the Health IT system; and identifies the
relevant roles and responsibilities at the various stages of the lifecycle for both
manufacturers of connected health solution and healthcare delivery
organization solutions. We discuss how the implementation of standards and
regulations, while implementing and using Health IT infrastructure, requires
close collaboration and ongoing communication between Healthcare Delivery
Organizations and Accountable Manufacturers throughout the lifecycle of the
health IT system. Furthermore, bringing technology into the healthcare system
requires a robust and comprehensive approach to Clinical Change Management
to support the business and clinical changes that the implementation of such
solutions requires. Ultimately, to implement safe, effective, and secure
Connected Health solutions in the healthcare ecosystem, it requires that all
those involved work together so that the main requirement—patient-centered
care—is realized.

KEYWORDS

connected health (CH), health information technology systems, healthcare pathways,
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1. Introduction

Technology, both hardware and software, impacts every facet of our lives. It has become
the norm in many of our everyday environments to use smart phones, internet, mobile
technology, integrated software systems and ubiquitous computing. We increasingly shop
and pay, make travel arrangements, access education, collaborate and socialize online—
our day-to-day processes are being digitally transformed. We also note that, as the
technology that supports them evolves, the processes through which these activities are
undertaken must evolve. This can happen in either an ad hoc manner, where people
“figure out” the processes as they use the technology, or in a managed manner, where
people know and understand what they are doing. However, in order for them to be
efficient and effective, the implementation of digital systems must be managed (1).

Healthcare is also experiencing digital implementation. This is taking place not only in
the traditional healthcare setting of the hospital, clinics and the General Practitioner’s office
but, increasingly, it is taking place in the community. In addition, community healthcare has
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changed, and now focuses on wellbeing and prevention in the
home. Technology is being used by those who are well and those
who are ill, it is being used by individuals themselves and by
their carers, and it is being used by family members and
professional medical personnel.

Health professionals are making increasing use of technology
to monitor, diagnose, prescribe, maintain patient records, and
generally enhance their healthcare practice. However, introducing
health information technology to healthcare, commonly known
as Connected Health, is broader than just “putting” hardware
and/or software in place. Through our previous ongoing research
on this topic (2), we have defined it as, and illustrated it in
Figure 1:

“Connected Health is where patient-centered care results from

following defined healthcare pathways undertaken by
healthcare professionals, patients and/or carers who are
supported by the use of health information technology
(software and/or hardware), regulated when used as a

Medical Device!, and facilitating appropriate health data

sharing”.

The implementation of connected health systems has resulted
in moving away from traditional interaction with healthcare
systems. When the majority of healthcare systems were
established, patients would attend care facilities for episodes of
acute care. But, from a cost perspective and due to the lack of
qualified personnel, combined with the increasing ageing
population and a consequent prevalence of chronic disease, the
way that care is provided has had to change (3). To manage
chronic disease, we interact with our caregivers much more
regularly and over a longer period of time. The definition of
caregiver now includes family members and a broader range of
healthcare professionals, and we see an increased emphasis on

wellbeing and self-monitoring as a means to prevent and manage

A “medical device" is defined in the EU Medical Device Regulations (MDR) as
“any instrument, apparatus, appliance, software, implant, reagent, material or
other article intended by the manufacturer to be used, alone or in
combination, for human beings for one or more of the following specific

medical purposes:

» diagnosis, prevention, monitoring, prediction, prognosis, treatment or
alleviation of disease,

« diagnosis, monitoring, treatment, alleviation of, or compensation for, an
injury or disability,

¢ investigation, replacement or modification of the anatomy or of a
physiological or pathological process or state,

« providing information by means of in vitro examination of specimens
derived from the human body, including organ, blood and tissue
donations, and which does not achieve its principal intended action by
pharmacological, immunological or metabolic means, in or on the

human body, but which may be assisted in its function by such means.”
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FIGURE 1
Connected health components provide patient-centered health care.

chronic disease. Technology is important in supporting these
ongoing relationships (4). Care pathways are being altered so
that sections of the pathways are being replaced by a connected
health solution. For example, surgeons are now using robots to
do the surgery, while they are driving the operation through
computerization. While the move to connected health solutions
is being driven by such changes to care pathways, it must also be
recognised that the implementation of connected health solutions
can in themselves require the modification and redesign of care
pathways.

While recognizing the potential benefits of health information
technology (IT), the patient will continue to be the most important
consideration in the medical domain. Technology-supported
healthcare pathways must be designed so that they result in
quality outcomes for the patient, and to do this, patient-centered
care must be provided. There is also increasing pressure to
design healthcare pathways that provide for the efficient delivery
of care to the patient with a focus on providing this care at a
reduced cost. This combination of the traditional with the
technological pathway requires process-driven health care
delivery, so that each person within the pathway understands the
role of people and the role of technology within that pathway.
Parts of these pathways may require a healthcare professional,
e.g, where medication is being prescribed, but parts of the
pathway can be carried out independently, e.g., in instance where
a decision support system is being used and the knowledge of
the professional has been included in the system.

The use of connected health systems results in the development
of increasingly complex health systems which includes health IT
systems. These systems can be composed of regulated and

unregulated technologies and devices, and components can be
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added and removed from the system throughout a long lifecycle. As
the patient is the central focus of these systems, there is a need to
ensure that, during and after the implementation of these
connected health systems, they allow for patient-centered care. In
this paper, we are particularly interested in the aspects of safety,
effectiveness and security, and the standards and regulations
which have been developed to support the maintenance of these
properties through the lifecycle. Furthermore, the ongoing
development and implementation of these standards and
regulations requires close and continuous collaboration among
health system stakeholders. Therefore, our Research Objective for
this paper is to present the standards and regulations required to
implement health IT systems so that they maintain the properties
of safety, effectiveness and security.

In the remainder of the paper, Section 2 examines how the use
of connected health has impacted the design and use of patient-
centered care pathways. Section 3 examines the standards that
must implemented be in order to protect safety, effectiveness and
security of the Health IT Infrastructure and examines how these
standards relate to the regulations that make up part of the
Broader Healthcare System. Section 4 examines how the
implementation of connected health solutions is managed
through a process of Clinical Change Management within the
Healthcare Delivery Context. Section 5 provides discussion and
concludes that standards and regulations are vital for the
implementation of connected health solutions, but that the
implementation of such standards through the lifecycle must be
completed as part of a comprehensive clinical risk management
process to ensure the safety, effectiveness and security of health
IT systems.

2. Connected health changing
healthcare pathways

The management of chronic disease requires the establishment
of an ongoing relationship between the patient and their care team,
but recently, due to the recent downturn in the global economy,
there is an increased focus on ensuring that a high standard of
care is provided to the patient while reducing the cost of care
(5). Furthermore, the patient-care team relationship requires
carefully designed care processes which require the support of
information technology (3, 5-7). Interoperable” medical devices
have been identified as one potential approach to achieving this
goal (8-10).
provided

Recognising this potential, governments have
the of
interoperable medical devices and health IT, such as Electronic

incentives to promote meaningful use

°Medical Device interoperability has been defined by the FDA as “the ability
to safely, securely, and effectively exchange and use information among one
or more devices, products, technologies, or systems. This exchanged
information can be used in a variety of ways including display, store,

interpret, analyze, and automatically act on or control another product.”
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Health Records (EHRs) (11-13). Consequently, the number of
networked medical devices in use continues to increase (14-16).

The global Covid-19 pandemic has also increased the pace of
use of connected health in healthcare, medical affairs and the
pharmaceutical industry, with many countries adopting “digital
first” strategies to control the spread of the virus and changing
the way in which healthcare systems function at a pace not
experienced before (17-19). The pandemic also highlighted the
role of connected health systems in facilitating transparent data
sharing (20). This rapid shift has not only served as a test for the
maturity of health IT—it has also shifted patient’s expectations
about the way in which care is provided (21).

In order to address the diverse and complex challenges faced by
global health services, a connected health ecosystem is required.
The implications of such a system do not stop at the health IT
systems level (22). Rather, the importance of considering the
larger socio-technical environment is recognised. Each facet of
the ecosystem and their interactions need to be implemented
with a view to the relevant Standards and Regulations. This
ecosystem includes: the Health IT Infrastructure; the Healthcare
Delivery Context and the Broader Healthcare System used. The
health IT infrastructure consists of the infrastructure itself (for
example, hardware, software, networks, interfaces to other
systems, medical devices and data), and the organizations
involved in developing, implementing and operating the systems’
components and services. The healthcare delivery context refers
to the specific organization setting where the health IT system is
being deployed and to the stakeholders of that system. Finally,
the broader healthcare
standards, regulations, funding and policy implications, within

system encompasses for example,
which the Healthcare Delivery Organization must comply and
operate. It should be noted that this ecosystem exists within a
larger external environment which can also have an impact.
Examples include the recent global pandemic and, on a more
general level, factors such as public opinion can also affect the
ecosystem. However, our interest in this paper is specifically on
presenting standards and regulations which are relevant to
connected health systems. Due to the complexity of the systems
the different
classifications of devices, our intent here is not to provide an
list, but to highlight

consideration during the connected health life cycle.

and various standards required for safety

exhaustive rather some areas for

3. Standards and regulations

3.1. Standards—the health it infrastructure
lifecycle

Health IT is defined as:

“Health information technology is the hardware, software, and
systems that comprise the input, transmission, use, extraction,
and analysis of information in the healthcare sector. The end-
users of this technology include not only patients, physicians,

and other front-line healthcare providers, but also medical
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researchers, healthcare insurance companies, public health

agencies, regulatory and quality assurance entities,
pharmaceutical and medical device corporations, and various

levels of government” (23).

The need to support an ongoing relationship between the
patient and the care giver has contributed not only the
complexity of health IT also extended
the lifecycle of these systems. These systems provide advanced

systems but has

levels of decision support and integrate patient data between
systems, across health delivery contexts, and throughout the
relationship between patient and caregiver (22). While these
systems provide benefits to both the patent and to the wider
healthcare system (24, 25), with the increasingly complex systems
composed of regulated and unregulated technologies, there is also
increased likelihood of software-induced adverse events (26-28).
From a technical perspective, issues have been reported related to
design flaws, coding errors, incorrect implementation or
configuration, data integrity issues and faults in decision support
tools. Poor alignment with clinical workflows and improper
maintenance and use of such systems have also been reported
and are provided as examples of events with the potential to
cause harm to patients (22).

In addition, health IT systems need to support the three key
properties of safety, effectiveness and security during this
complex and extended lifecycle. Safety is defined as “freedom
from unacceptable risk” (29). Effectiveness means that the system
being used can produce the intended result for the patient and
for the Organization operating the health IT system (30). In this
context, security is considered from the perspective of both data
and system security. This requires that, throughout the lifecycle,
the system maintains an operational state in which information
assets are reasonably protected from degradation of
confidentiality, integrity, and availability (30). A number of
standards that aim to support the safe development and
operation of medical devices and health IT systems and
regulations in the context of the broader healthcare system are
discussed in this section.

Our particular interest is in standards (a) related to the design
and development of medical device software and (b) those for the
implementation and clinical use of these devices within a health IT
system. In terms of regulation, we examine those within the
European Union (EU), which is similar to other countries such
as the U.S.A. Prior to examining the standards and regulations,
the remainder of this section examines the composition of health
IT Systems and their lifecycle.

A recently published standard, ISO 81001-1:2021 Health
software and health IT systems safety, effectiveness and security—
Part 1: Principles and concepts recognizes a need for a “common
understanding of the relevant concepts, principles and
terminology is important in standardizing the processes and
inter-organizational communications to support a coordinated
approach to managing safety, effectiveness and security” (22) and
seeks to provide a framework to address these issues. As part of
this framework, the lifecycle of health software and systems is

defined. It should be noted that the health IT infrastructure itself,
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as well as each IT health component brought onto it, is following
its own life cycle. In addition to defining the lifecycle, the
standard recognizes a number of roles that share responsibility
across the lifecycle as follows:

o Top Management—a group of people who direct, control and
have overall accountability in a healthcare organization.

o System owner—accountable for ensuring the health software
and health IT system being acquired and implemented will
meet their organization’s healthcare delivery services needs for
its intended use.

o Developer—responsible for execution of the design and
development phase (from concept through to release and
maintenance) of a health IT system. A developer could be
part of a manufacturer organization, a supplier of services or a
Health Delivery Organization.

o Integrator—responsible ~ for the technical installation,
configuration, data migration and integration with the other
health IT systems, medical devices and technology being used
by the healthcare organization.

o Implementer—responsible for the clinical installation, workflow
optimization and training in the clinical setting (an implementer
may be the developer or owner).

o Administrator—responsible for the ongoing operation of the
implemented health IT system and ensuring it is safeguarded
and maintained on an ongoing basis to meet its design
requirements.

o Users—Persons using the system in the clinical setting, which
may include, for example, consumers in the case of personal
health records.

The Health IT lifecycle consists of: Design and Development;
Acquisition; Installation and Integration; Implementation;
Operational use in the Clinical Context; and Decommissioning.
The standard notes the importance of communication across the
lifecycle stages and that communication across transition points
in the life cycle is key to the maintenance of the key properties
of the system. In complex systems with diverse stakeholders,
communication is especially important and requires additional
attention. As health IT systems pass through different stages in
their life cycle, it is key that the roles above are defined.
Furthermore, the responsibilities associated with these roles and
the importance of the information shared among these roles
must also be understood.

During the transition from the Design and Development phase
of the lifecycle to the Acquisition phase, the developer provides
information to the system owner. This should be sufficient to
allow the system owner to determine that the health IT software
meets the needs of the Organization and can be used safely. The
user and implementer may assist the system owner in making
this determination but ultimately the onus is on the system
owner to make the correct determination.

The system owner examines the planned use of IT in both the
health IT system and the healthcare ecosystem during the
transition from the Acquisition phase to the Installation and
Integration phase. The need for configuration, customization,
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training of operators and users is also determined at this stage.
Testing and monitoring of the system is also carried out.

During the transition from the Installation and Integration
phase to the Implementation phase, the integrator provides
information about any hazards that were identified during the
integration. A mitigation strategy for hazards that are expected to
be mitigated is put in place. The implementer provides any
specific actions to the operator that are needed to maintain the
safety of the health IT during its use in the health IT system
during the transition from Implementation phase to the
Operational use in the Clinical context phase. During the
transition from Operational use in the Clinical Context phase to
the Decommissioning phase, any hazards that may need special
attention on decommissioning and disposal of the health IT
software are identified.

Standards have been developed that address the stakeholder
responsible for maintaining the key properties at various stages
of the Due to the
responsibilities involved, the standards related to health IT

lifecycle. distribution of roles and
infrastructure have provided a definition of the lifecycle and have
developed standards for the stages of the lifecycle as follows:

o Design and Development Phase—addressed to Accountable
Manufacturers

 Implementation Phase (which includes Acquisition, Installation and
Implementation)—addressed mainly to Accountable Manufacturers
and Accountable Healthcare Delivery Organizations

o Clinical Use Phase (which includes Operational Use, Maintenance

Accountable

and Decommissioning)—also  addressed to

Healthcare Delivery Organizations

In addition, foundational standards (such as ISO 81001-1) have
been developed which provide terms, definitions, concepts, and
core themes that are applicable across the life cycle and address
specific aspects of the management of health IT systems such as
Governance and Knowledge Transfer. Section 3.2 discusses
standards addressed to Accountable Manufacturers and Section
3.3 discusses standards addressed to Accountable Healthcare
Delivery Organizations and those related to Data Transfer. The
interaction between standards and regulations is discussed in
Section 3.4.

3.2. Standards for accountable
manufacturers

In ensuring the safety, effectiveness and security of medical
device and health software, there are a number of standards
which accountable manufactures must implement. It should be
noted that in the context of health IT systems, accountable
manufacturers can be both medical device manufacturers who
must comply with regulations in order to place their devices on
the market, and to manufacturers of unregulated components of
health IT systems such as electronic health record (EHR) systems
which are not currently are not directly regulated (31). Standards
relevant to both types of manufacturer are considered in this
section.
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Section 3 presents an overview of the healthcare ecosystem
which includes: the Health IT Infrastructure; the Broader
Healthcare System and the Healthcare Delivery Context used. In
this section, from the Health IT Infrastructure perspective we
examine the standards which are addressed to Healthcare
Delivery Organizations and Accountable Manufacturers and
these
communication in order to ensure that the safety, effectiveness

examine how standards are wused to facilitate
and security of the Health IT system are preserved. We also
examine the standards that are used to ensure that data can be
transferred between Health IT systems. In the context of the
Broader Healthcare System, we examine the relationship between
regulations and the harmonized standards and also examine
other regulations and directives that have a bearing on the
effectiveness of digital implementation of connected health
solutions. A summary of the standards and regulations is

provided in Table 1.

3.2.1. Standards for medical device manufacturers
3.2.1.1. Quality management system and risk management
standards

ISO 13485:2016 Medical devices—Quality management systems—
(32) is a quality
management system standard which “specifies requirements for a

Requirements for regulatory purposes
quality management system where an organization needs to
demonstrate its ability to provide medical devices and related
that
regulatory requirements”. The standard states that organizations

services consistently meet customer and applicable
can be involved in one or more stages of the life-cycle, including
design and development, production, storage and distribution,
installation, or servicing of a medical device and design and
development or provision of associated activities (e.g., technical
support) and as such the information from this management
system standard will have relevance throughout the lifecycle of
the health IT infrastructure as defined in ISO 81001-1:2021
though published prior to it.

ISO  14971:2019 Medical of risk

management to medical devices (33) is a risk management

devices—Application

standard which specifies terminology, principles and a process
for risk management of medical devices, including software as a
medical device and in vitro diagnostic medical devices. The
process described in this
manufacturers of medical devices to identify the hazards

document intends to assist
associated with the medical device. The standard also assists
manufacturers in estimating and evaluating the associated risks,

to control these risks, and to monitor the effectiveness of the

controls. Under the standard, accountable medical device
manufacturers must take a life cycle approach to risk
management. They must document and maintain a risk

management process to identify hazards associated with a
medical device, estimate and evaluate the associated risks,
implement risk control measures for these risks and monitor the
effectiveness of the controls which have been implemented. This
process must include risk analysis, risk evaluation, risk control

and evaluation of residual risk.
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TABLE 1 Summary of healthcare standards and regulations.
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IEC 80001-1:2021 Application of risk management for IT-

Safety,
effectiveness and security in the implementation and use of

networks  incorporating  medical ~ devices—Part  I:
connected medical devices or connected health software (34)
outlines the roles, responsibilities and activities that are required
to complete this risk management process of the health
information technology system of which the medical device is a
component. This standard is discussed in detail in Section 3.3 as
it is addressed to accountable healthcare delivery organizations.
IEC 80001-1 is aligned with ISO 14971. All documentation
produced by the medical device manufacturer as a result of the
performance of risk management activities during the
development of the medical device must be maintained in the
risk management file. The medical device manufacturer must
also document the intended use and reasonably foreseeable
misuse of the medical device as well as known and foreseeable
hazards associated with the medical device in both normal and
fault conditions. This information must also be maintained in
the risk management file and will feed into the risk management
process undertaken by healthcare delivery organizations under

the requirements of IEC 80001-1.

3.2.1.2. Medical device software standards

ISO 13485 is often seen as the first step in obtaining certification
and CE mark for medical devices (35). CE marking is the
medical device manufacturer’s claim that a product meets the
General Safety and Performance Requirements (GSPR) of all
relevant European Medical Device Regulations. Medical devices
must have a CE mark to be placed on the market in the
European Union (36, 37). However, the quality management
system requirements outlined in ISO 13485 are not strictly
related to software development issues. To address these issues,
IEC 62304:2006 Medical device software—Software life-cycle
processes (38) defines the life cycle requirements for medical
device software. The standard outlines the set of processes,
activities, and tasks and establishes a common framework for
medical device software life cycle processes. IEC 62304 is a
harmonized standard. Harmonized standards, such as IEC 62304
and ISO 13485, and their relationship to regulations are
discussed in Section 3.5.

3.2.1.3. Medical electrical equipment standards

To ensure the safety, effectiveness and security of the health
information technology system, there is a requirement to have a
robust risk management process in place throughout the lifecycle.
The roles, responsibilities and activities that are required to
complete this risk management process are outlined in IEC
80001-1 which, while
Healthcare
stakeholders, who are external to the healthcare delivery

addressed mainly to accountable

Delivery  Organizations, also requires other
organization, to participate in the risk management process.
External participants in the risk management process include
accountable medical device manufacturers and accountable
manufacturers of other health software. IEC 80001-1 requires
that  accountable
Healthcare

medical device manufacturers provide

Delivery  Organizations with  accompanying
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documents describing the intended use of a medical device and
providing instructions for the safe installation and use of the
device. Accountable manufacturers of other health software must
Healthcare
Organization. This documentation should provide information

make documents available to the Delivery
for the safe use of the technology provided on the IT network
including, but not restricted to: technical descriptions and
manuals; required IT network characteristics; and known
incompatibilities and restrictions. The information required from
medical device manufacturers is currently provided based on
their responsibilities outlined under IEC 60601-1 (39). This
standard contains requirements for basic safety and essential
performance applicable to medical electrical equipment. IEC
80001-1 does not impose any additional requirements on
manufacturers in term of the provision of information. However,
the standard does require that this information be aggregated

and used within the risk management process (40, 41).

3.2.2. Standards for manufacturers of health
software

Health IT system infrastructure includes both regulated
medical devices and other health software that is not regulated.
Standards such as IEC 80001-1 place certain responsibilities on
Accountable providers of Health Software (referred to in IEC
80001-1 as a “Health Software Manufacturer” and recognised as
an external risk management stakeholder along with medical
The that Health
and medical device manufacturers

device manufacturers). standard requires
Software Manufacturers
provide accompanying documents that can be used by the
Healthcare Delivery Organization to identify hazards “associated
with deployment of the health IT system and its use under both
normal and foreseeable operating conditions”. In addition to
these standards, medical device manufacturers, manufacturers of
health software, and Healthcare Delivery Organizations must
that are
communication of health data. These standards are discussed in

Section 3.3.

consider the standards associated with  the

3.3. Standards for healthcare delivery
organizations

For Healthcare Delivery Organizations, there are also a number
of standards that have been developed in order to ensure the safety,
effectiveness and security of the health IT system during the
Implementation and Clinical Use Phase. The main focus of these
standards is on providing healthcare delivery Organizations with
requirements for the roles, responsibilities and activities that
need to be in place in order to manage the risk associated with
“the implementation and use of connected medical devices or
connected health software” (34). The previous version of IEC
80001-1 published in 2010 (30) was developed in response to
reports of a number of cyber-attacks on US hospitals after which
guidance on the prevention of such attacks was published (42).
This led to a review of the risks surrounding networked medical
devices and the standard was developed to address these risks.
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The publication of IEC 80001-1 recognised that, while these
regulations address the operation of the device prior to
acquisition by the Healthcare Delivery Organization, the
placement of the device into a network creates a shared
responsibility for the risk management of the device between the
and the Healthcare

Organization (43, 44). While medical device manufacturers are

accountable manufacturers Delivery
used to implementing this type of standard, Healthcare Delivery
Organizations have struggled to implement the requirement of
the standard and research has been performed to address these
challenges (45-47). This research included the development of a
technical report to allow for the assessment of the capability of
risk management processes (48) and the proposal of an approach
to the revision of the standard to make it easier to understand
and implement (49).

The new version of the standard recognizes that Health IT
infrastructures have evolved since the initial standard was
developed. Where the original standard established a concept of
a medical IT network as a network incorporating at least one
medical device, the new standard looks at a broader scope of
connected medical devices and connected health software.
Therefore, it recognizes that Health IT infrastructures are
increasingly connected, medical devices are routinely placed onto
the hospital’s general IT network and that the Health IT
infrastructure increasingly reaches beyond traditional care
settings. This increases the potential for adverse events as
medical devices may be placed into systems where they have not
previously been tested. Therefore, there must be a greater
emphasis on the risk management process for these devices and
greater emphasis on Healthcare Delivery Organizations to
understand and manage these risks.

In addition to the 2010 version of the IEC 80001-1 standard, a
number of associated technical reports were published. The
technical reports provide guidance to address specific aspects of
the implementation of the IEC 80001-1 standard. The standard,
along with the associated technical reports, can be used to
manage the communication between the healthcare delivery
organizations throughout the lifecycle to ensure that the safety,
effectiveness and security of connected medical devices and
connected health software are preserved. A number of these
technical reports are currently being reviewed and revised. In
a foundational standard, ISO 81001-1

published to define “the principles,

addition, has been

concepts, terms and
definitions for health software and health IT systems, key
properties of safety, effectiveness and security, across the full life

cycle, from concept to decommissioning” (22).

3.4. Standards for data transfer

The establishment of the types of interconnected health IT
infrastructures has established a need to transfer data across and
between these systems and often across geographical regions. In
order to ensure the integrity of the data being transferred, a
number of standards have been established. This transfer of data
requires robust communication among Healthcare Delivery
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Organizations and accountable manufacturers and the risks
associated with the transfer of this data would be managed
within the broader context of risk management under the
requirements of IEC 80001-1 and would also need to be
managed in the context of the regulations pertaining to data
protection. These regulations are discussed in the context of the
broader healthcare system in Section 3.5. Some standards that
would be relevant in this context include ISO 13606-1:2019
Health informatics—Electronic health record communication—
Part 1: Reference model (50). This standard specifies a means for
communicating part or all of the electronic health record (EHR)
of one or more identified subjects of care between EHR systems,
or between EHR systems and a centralized EHR data repository.
Fast Interoperability Resources (FHIR) is a Health Level Seven
International (HL7) specification for healthcare interoperability
(51) and “is designed to enable health data, including clinical
and administrative data, to be quickly and efficiently exchanged”
(52). For the transfer of medical images, the Digital Imaging and
Communications in Medicine (DICOM) standard is used.
DICOM (53) is “the international standard to transmit, store,
retrieve, print, process and display medical imaging information”.
These standards need to be considered in the context of the
other standards—both those addressed to Healthcare Delivery
Organizations and accountable manufacturers and in the context
of the overall healthcare ecosystem.

3.5. The broader healthcare
system—regulations

The broader healthcare system encompasses for example,
regulations, funding and policy implications, within which the
Health Delivery Organization must comply and operate. This
section examines the broader healthcare system from the
perspective of the regulations that impact the system at various
stages of the Health It system lifecycle. The regulations examined
in this paper are focused on those which are applicable in the EU.

As previously stated health software is not currently regulated
(unless it is classified as a medical device) and, as such, during
the design and development phase, we focus on the regulations
that are relevant to medical devices. Medical Devices that are
designed to be marketed in the EU must comply with Regulation
2017/745 on Medical Devices (MDR) (54) and Regulation 2017/
(IVDR) (55). These
regulations became applicable after a 5-year transition period and

746 on In Vitro Diagnostic Devices

represent a significant development and strengthening of the
existing regulatory system for medical devices in Europe. The
legislation now is in the form of a Regulation, rather than a
Directive, which means that the EU law is directly applicable at
national level meaning that there is no longer a requirement for
transposition through specific national legislation which should
prevent variation in the approach taken.

The EU also states that for the new regulation that
“Compliance with a harmonized standard confers a presumption
of conformity with the corresponding essential requirements set
out in Union harmonization legislation from the date of
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publication of the reference of such standard in the Official
(56). This that
manufacturers that comply with the requirements of the

Journal of the European Union” means

recognised standards can also claim conformity to the
regulations. To date, 14 standards have been recognised and it is
expected that the Commission will issue further implementing
decisions to add to the list of harmonized standards later in
2022. Some standards (such as IEC 62304:2006 Medical device
software—Software life cycle processes) which conferred a
presumption of conformity with the previous Medical Device
Directive have not yet been recognised. This standard was
discussed in Section 3.2.1.

During the Implementation Phase, Health Delivery
Organizations will also need to consider regulation related to the
data that is being transmitted. Privacy issues will also need to be
addressed. In the EU, the General Data Protection Regulation
(GDPR) (55) recognizes data concerning health as a special
category of data and provides a definition for health data for
data protection purposes. It requires specific safeguards for
personal health data which will need to be addressed in the
context of connected health, including the facilitation of cross
border care.

In May, 2022, the European Commission published a proposal
for a Regulation on the European Health Data Space (EHDS) (57).
With the proposal, the European Commission aims to make
significant progress towards a single market for digital health
services and products with the overall objective being to ensure
that electronic health data are as open as possible and as closed
as necessary to facilitate research, innovation, policy-making, and
regulatory activities. The aim is to have a single internal market
for health data between the EU Member States.

The Clinical Use phase consists of Operational Use,
Maintenance and Decommissioning. The focus for both the
Health Delivery

Organization is to ensure that the connected health system

medical device manufacturer and the
continues to be compliant with the relevant regulations and
standards as these activities take place. For example, when
making a change to a device within an existing system, in order
to address a security vulnerability, the manufacturer and Health
Delivery Organization will need to ensure that the change is
made within the existing risk management process and that the
change does not impact the key properties of the system.
Connected Health systems are increasingly including Medical
The
European Commission published its Proposal for a Regulation on
Artificial Intelligence (AI) (58) in April of 2021, which aims to
develop a comprehensive framework for the regulation of Al

Devices that use sophisticated Artificial Intelligence.

Parts of the proposal address high risk AI applications, which
would include the use of AI in Medical Devices and Connected
Health
specifications and/or harmonized standards currently exist for

systems. No international guidance, common
the use of AI in medical devices. Therefore, regulators continue
to work to address the challenge of regulation of medical device
software that include AI algorithms and to address the unique
challenges that AI can give rise to in the context of healthcare

including, for example, the issues related to the automated
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processing of data and compliance with GDPR which requires that
“meaningful information about the logic” involved in decisions
related to their care is provided by manufacturers to patients.

Given that we are concerned about the effectiveness of
Connected Health system, another directive that we should be
concerned with when developing Health IT systems is the EU
Accessibility directive, EN 301 549 V3.2 (59). This came into
effect in June 2021. This directive requires that all public sector
bodies in the EU have accessible online websites and mobile
apps, through which many connected health solutions are
implemented. In their research, Tsvyatkova et al. (60), present
accessibility as having concern for the quality of being “easy to
reach and use”.

We are aware that the directive, EN 301 549, has not been
published for medical devices specifically, which is one of the
reasons that we want to highlight it here. Many health IT
systems, and specifically those used in a connected health
context, will be developed for use by the public (patient, family,
carers, healthcare professionals), and, consequently, should be
accessible. Health IT system users will often have accessibility
issues through disability, impairment or limitation, for example,
visual impairment, intellectual and developmental disability.
Designers and developers should ensure that the software they
develop provides correct functions for the user. Good design will
also ensure accessible interaction through a user interface which
would include, for example, features which support new users in
understanding and using the software. Furthermore, designing of
interactive elements which support low physical effort should be
considered.

Additionally, while the directive is written for public bodies,
and which includes many national health services in European
countries, should accessibility not be considered by all, regardless
of whether they are public or private? The directive is aligned to
the Web Content Accessibility Guidelines v2.1, published by the
W3C and known as WCAG 2.1 (61). These are internationally
recognised requirements for producing web and mobile content,
are considered best practice, and are very widely used. It should
be noted that the directive also contains requirements not
mentioned in WCAG 2.1, and so, there should not be a singular
reliance on WCAG 2.1 when developing accessible software.

4. The healthcare delivery
context— clinical change management

Implementing technology into the healthcare ecosystem
requires consideration of change management not only in the
context of the technology itself, but also from the perspective of
each Healthcare Delivery context and for each the other
Connected Health
healthcare professionals, patients and/or carers, standards and

elements—defined healthcare pathways,
regulations, and health data sharing. While we have focused on
Standards and Regulations in this paper, we now consider the
need for clinical change management to support and the
integration of connected health solutions in these Organizational
settings.
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4.1. Clinical change management
ISO 81001 defines clinical change management as:

“a strategic and systematic approach that supports people and
their organizations in the successful transition and adoption of
electronic health solutions, with a focus on outcomes including

solution adoption by users and the realization of benefits” (22)

This definition is sourced from a guide “A Framework and
Toolkit for Managing eHealth Change: People and Processes”
that has been developed by Canada Health Infoway (62), an
independent, not-for-profit organization funded by the Canadian
federal government. This framework identifies six core elements
of the Clinical Change Management process as follows:

Governance & Leadership
takeholder Engagement
Communications

Workflow Analysis & Integration
Training & Education

S

Monitoring & Evaluation

ISO 81001 also notes that Health IT systems implementation
usually necessitates changes in clinical and business workflows
and advocates that these changes should be managed through a
comprehensive clinical change management process which
these The that a
comprehensive clinical change management process “will ensure

contains six elements. standard notes
appropriate clinical and business input in designing, monitoring

and optimizing the process (including a suitable post-
implementation period to maximize effectiveness and minimize
safety and security risk)”. In this section, we examine how each
of the six elements of the clinical change management process
must be addressed in a given Healthcare Delivery Context. Our
focus is on understanding how each element contributes to
ensuring the safety, effectiveness and security of the Health IT
system including the impact of the element on the successful
implementation of the standards (and regulations) discussed in
Section 3. The remainder of this section discusses each of these

elements in this context.

4.1.1. Governance and leadership

4.1.1.1. Change management

In addressing why this element was selected, the Infoway Guide
(62) states that “Without an effective governance structure, the
strategic view that links project tasks together—the ‘what are we
doing’ and ‘why are we doing it, never gets answered and the
project risks loss of aim, direction and successful execution”. It is
also noted that without this support for change that there is a
risk that damage to the organizational culture, leads to a lack of
buy in from stakeholders which ultimately results in the failure
of the project. Without leadership support and a robust change
management process in place, change will happen in an ad hoc
manner, but will not be sustainable. It is needed to ensure that
the other elements described below will happen. Governance and
Leadership are defined within the Infoway Guide (63) as:
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“The mechanisms used to guide, steer or regulate the course of
a project, including how stakeholders can affect the priorities
and progress of a project as well as the Change Management

activities occurring within a project.”

Governance and leadership within the Clinical Change
Management Process will ensure that, for the specifics of their
Healthcare Delivery Context, the process runs correctly, making
it sustainable through workable process definitions. They must
also analyze how well the process is working, and implement
change when it is needed.

4.1.1.2. Standards
In addressing the key properties of safety, effectiveness and
security, the IEC 80001-1 refers to the Leadership team within a
Healthcare Delivery Organization as “Top Management” and
notes “that effective risk management depends on its integration
with the governance of the organization, including decision-
that it
Management of the

making” and “is the responsibility of the Top
that

management is implemented throughout the Health IT System

Organization to ensure risk

lifecycle, and that its effectiveness is evaluated”.

4.1.2. Stakeholder engagement

4.1.2.1. Patient centered care

The current view of the Healthcare system increasingly places the
patient at the center with care being provided by a care team
which includes family members who act as caregivers, healthcare
professionals and others. This care is provided within a
Healthcare Delivery Organization (which increasingly includes
care in the community) and the Organization operates within a
larger environment which includes the regulatory, market and
policy framework (64). Increasingly, it is recognized that the
correct stakeholders need to be included in any change. For
effective Connected Health implementation, different diverse
stakeholder groups from within the Healthcare System need to
be consulted at different stages, providing their input into each
of the six elements of clinical change management.

4.1.2.2. Standards and regulations

From a standards perspective, stakeholder engagement is vital to
supporting safe, effective and secure Connected Health systems.
Stakeholder
management process when accountable manufactures provide

engagement is required to support the risk
information to allow Health Delivery Organizations to integrate
these components into the Health IT infrastructure (2). This
engagement is needed through the lifecycle and is also required
from a regulatory perspective through the implementation and
outputs from the implementation of harmonized standards. The
stakeholder

engagement in understanding what data is required from a

collection and transmission of data requires
clinical perspective and, in the case where the transfer of this
data is required, to ensure that consent has been obtained from
the patient for this transfer to take place.

In addition, for the effective use of Connected Health systems,

we have discussed how the Accessibility directive is important.
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While the directive provides useful and relevant guidance to the
designer and developer, bringing a variety of stakeholders on
board will support the practical development of systems which
should be accessible for all.

4.1.3. Communications

4.1.3.1. Standards

As Health IT system can be composed of diverse technologies, both
regulated and unregulated, Healthcare Delivery Organizations
require specific information from Accountable manufacturers in
order to allow the combination of these technologies in a way
that continues to be safe, effective and secure. ISO 81001-1 notes
that “A culture of safety involves continuous communication,
education and awareness building on evidence involving
The

ongoing process of clinical change management must facilitate

continuous monitoring, documentation and analysis”.
this culture and ensure that this level of ongoing communication
persists throughout the complex lifecycle of the health IT
infrastructure. Ongoing communication is also required to
support the changes to business and clinical workflow that are
necessitated by the implementation of Health IT system. While
the standards mainly focus on the relationship between the
Healthcare

Manufacturers, it is also noted that a diverse team of risk

Delivery ~ Organization and the Accountable
management stakeholders from within the Healthcare Delivery
Organization to support the risk management and clinical
change management processes (48). In order to gain a holistic
view of the risk management process for the specific context in
which the Healthcare Delivery Organization operates, care must
be taken to facilitate communication among these stakeholders
(47). In addition, it should be noted that stakeholders have
different perspectives based on their roles and the process should
to better understand these

aid communication differing

perspectives (65).

4.1.4. Workflow analysis and integration

4.1.4.1. Changing care pathways

Care pathways are set up in healthcare to standardize the method
of care (66) and have become a main tool used to manage
healthcare quality (67), expanding from primary and secondary
care into the community. And, we have seen particularly during
the Covid-19 pandemic, how care homes, hospices and
pharmacies are all implementing Connected Health systems.
However, due to the implementation of Connected health, new
clinical pathways and care delivery mechanisms need to be
defined, taking Health IT into account. What is important is that
the people implementing these Health IT systems to follow
modified care pathways are aware of the relevant standards and
that that the

implemented is following these standards and regulations.

regulation, and they ensure infrastructure

4.1.5. Training and education

4.1.5.1. Standards

The Infoway Guide (63) refers to training as “The act of imparting
both knowledge and specific skills among key stakeholders to
promote adoption.” IEC 80001-1 notes that as part of the
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completion of risk management activities, prior to the deployment
of the Health IT system for live use that it is possible that existing
workflows will need to be adjusted to accommodate the Health IT
System and that Operators and Users will need to be trained. ISO
81001-1 further notes that “Assigned resources require the
education, training and time to apply the level of effort and skill
necessary to carry out safety, security and effectiveness activities
in a robust and competent manner”.

4.1.6. Monitoring and evaluation

4.1.6.1. Standards

The Infoway Guide defines monitoring and evaluation as “the
process of reviewing whether Change Management activities took
place as planned; and the extent to which they were effective.” In
the context of IEC 80001-1, the risk management framework
includes “Evaluation” and “Improvement” During the Evaluation
Phase, the standard requires that “compliance to the Risk
Management Plan and effectiveness of the risk management
Process should be periodically evaluated” with a view to
improving the “suitability, adequacy and effectiveness of the risk
management process and the way that the risk management
process is implemented”.

4.2. Future connected health systems

This paper has examined the complexity of current Health
Information Technology systems and the approaches that are
currently taken to ensuring their safety, effectiveness and
security. These systems are evolving and Artificial Intelligence is
increasingly becoming part of the Health IT infrastructure.
Regulations and standards for the use of AI in Healthcare
Systems is currently being developed and in particular machine-
learning-based models present a unique challenge to regulatory
agencies. These models can evolve rapidly as more data and user
feedback are collected and it is not currently clear how regulators
can evaluate these changes (68). In addition, artificial intelligence
can be used to infer health status from the collection of data
from wearable devices. These devices may not be regulated which
can compromise the accuracy of the data that is being collected
(69) which impacts the accuracy of the results from these
systems. Standards development efforts in this area can be seen
in the remit and current work of ISO/IEC JTC 1/SC 42 (70).
Current standards and regulations need to evolve to address the
potential impact of the use of Al in healthcare systems and the
implementation of these systems will need to be managed as part
of an updated Clinical Change Management process. Updated
clinical change management processes need to be cognizant of
the changes and increased focus on risk management that the
implementation of these systems necessitate.

5. Conclusion

Our focus in this paper has been on Connected Health, and, in
particular, the importance of Standards and Regulations in
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supporting the implementation of safe, effective and secure
Standards define the healthcare
ecosystem as being composed of: the Health IT Infrastructure;
the Healthcare Delivery Context and the Broader Healthcare
System. The implementation of Connected Health solutions

Connected Health solutions.

within this ecosystem requires consideration of all of these
components as none can exist in isolation. However, if any one
of these is not considered, then there is a very high risk that the
Connected Health solution will not work in practice.

For these purposes, the Health IT infrastructure must be
developed taking standards and regulations, which form part of
the Broader Healthcare System into account. At one level, this
needs to be done for ratification by the relevant bodies globally—
Notified Bodies in the European Union or by the Food and
Drugs Administration in the US. More importantly, these
regulations are one means of supporting development which is
safe, effective and secure for the Connected Health solution user.
the
For

The standards and regulations exist out of concern for
welfare of the user, and must take them into account.
example, in cases where the accessibility directive is not
implemented, then those with a disability are immediately not
catered for. Data is an important component and those whose
data is stored in Connected Health Systems want to be satisfied
that their data is secure. In order to implement the requirements
of the standards related to the implementation and clinical use of
the Health IT infrastructure, close collaboration and ongoing
communication between Healthcare Delivery Organizations and
Accountable Manufacturers is required throughout the lifecycle.
Within Healthcare Delivery Organizations, teams of diverse risk
management stakeholder groups must be convened. They should
be assisted in communication supporting the development of a
holistic view of the risk management process in the specific
Healthcare the Health IT

infrastructure operates.

Delivery Context in which

We have shown how standards and regulations can support
this, but it should be noted that there are often other non-
specified technical solutions which can be used. Implementation
of Connected Health which
technology into the healthcare system requires a robust and

solutions, requires bringing
comprehensive approach to Clinical Change Management to
the that the
implementation of such solutions requires. Change managers can
look to ISO 81001-1, which identifies six elements of the Clinical

as

support business and clinical changes

Change Management Process follows: Governance and
Stakeholder

Workflow Analysis and Integration, Training and Education, and

Leadership, Engagement, = Communications,
Monitoring and Evaluation. Each of these elements are vital to
the

facilitating the non-technical changes required. For example, as

implementation of standards and regulations and in
technology is introduced into healthcare system, healthcare
pathways must change. These can be re-defined by healthcare
professionals, but if they do not consider standards and
regulations, they are in danger of losing some of the positive
effects of making these changes.

Ultimately, to implement safe, effective and secure Connected

Health solutions in the healthcare ecosystem, it requires that all
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those involved work together to bring the identified components
together, standards and regulations, health IT, people, data, and
healthcare pathways, thus resulting in the central requirement—
patient-centered care.
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