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In the rapidly evolving digital landscape, cybersecurity education for children
is paramount. The SuperCyberKids project, funded under the EU Erasmus+
programme, aims to address this need by developing a comprehensive
educational ecosystem for children aged 8 to 13 and their teachers. Central to this
initiative is the SuperCyberKids Learning Framework (SCKLF), which incorporates
a game-based approach to enhance engagement and motivation through a
bespoke digital learning platform and broader ecosystem. This paper focuses
on the second pillar of SCKLF, a detailed survey of 65 cybersecurity education
initiatives, offering a practical perspective on the current state of cybersecurity
education. The survey covered initiatives within and beyond the European Union,
emphasizing the target age group. The analysis of these initiatives provides
invaluable insights into the practical application of cybersecurity education
and played a crucial role in shaping the SCKLF. By highlighting the diversity of
approaches and strategies in cybersecurity education, this research contributes
to a more holistic and applied perspective, ensuring the framework’s relevance
and effectiveness in fostering digital resilience among young learners.

KEYWORDS

Cybersecurity education, SuperCyberKids Learning Framework, Digital learning,
Children’s online safety, Cybersecurity education initiatives

1 Introduction

In the contemporary digital era, children represent a substantial segment of internet users.
They explore an online world rich in educational opportunities, yet this realm is also riddled
with significant safety and privacy challenges. The United Nations Committee on the Rights
of the Child has underscored the imperative of establishing governance in the digital world
that is centered around the needs and rights of children (United Nations Committee on the
Rights of the Child, 2021, para. 12). This call to action highlights the necessity of creating a
safer and more secure online environment for young users.
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The supportive roles played by parents, teachers, and peers are
indispensable in enhancing children’s competence in navigating the
online world. Livingston and colleagues have emphasized the
importance of this support network in fostering children’s ability to
use the internet effectively and safely (Livingstone et al., 2023). This
collaborative approach is crucial in equipping children with the
skills digital
landscape responsibly.

necessary and knowledge to navigate the

However, the rise in cyber threats, which became particularly
pronounced during the COVID-19 pandemics shift to remote
learning, has brought to the fore the urgent need for comprehensive
cybersecurity education. As highlighted by Pirta-Dreimane et al.
(2022), cybersecurity education is a crucial issue in today’s digital
world. While frameworks from organizations like NIST and ENISA
outline cybersecurity education requirements, they lack specific
development recommendations. Therefore, creating effective
cybersecurity educational programs requires integrating theoretical
approaches backed by empirical evidence. This educational imperative
is hampered by several challenges facing educators, including limited
knowledge in the field of cybersecurity, scarce resources, and the
constraints posed by an already crowded curriculum (Pusey and
Sadera, 2011; Pencheva et al., 2020; Shaukat et al., 2020; Tazi et al.,
2021). These factors contribute to the difficulty in integrating effective
cybersecurity education within existing educational frameworks.

Furthermore, the absence of comprehensive cybersecurity strategies
in educational institutions, especially in the K-12 sector, is a matter of
significant concern. This gap in cybersecurity education is particularly
alarming considering the vulnerability of the human factor to cyber
threats. Rahman et al. (2020) have emphasized the critical need for
incorporating cybersecurity education into school curricula, with a
focus on instilling early awareness and safety measures. They advocate
for an educational paradigm that empowers young learners to safely
navigate cyberspace and emphasizes the supportive roles played by
parents, teachers, and peers in creating a secure online ecosystem.
Richardson et al. (2020) have highlighted this vulnerability, pointing
out the ease with which individuals, particularly children, can fall prey
to online risks. In response to this growing concern, Javidi and
Sheybani (2018) have advocated for the incorporation of a distinct
cybersecurity curriculum within the K-12 educational framework.
Their proposition underscores the need for a structured approach to
cybersecurity education, aimed not only at addressing the current
skills gap but also at promoting careers in IT security. This approach
is vital for preparing the next generation to navigate and making the
digital landscape secure.

2 The SuperCyberKids project: a
holistic approach to cybersecurity
education

Addressing these challenges, the SuperCyberKids project
supported by the EU Erasmus+ programme (Project No. 101087250 -
ERASMUS-EDU-2022-PI-FORWARD), aims to create an educational
ecosystem centered on cybersecurity, targeting children aged 8 to 13
and their teachers. Utilizing a game-based approach, the
SuperCyberKids (SCK) project seeks to enhance motivation and
engagement through a gamified platform featuring two cybersecurity
games: Nabbovaldo and the Cyber Blackmail (Bassi et al., 2023) and
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Spoofy. The project’s core deliverables include this educational
ecosystem and guidelines for its implementation. To validate these
outcomes, four pilot tests will be conducted across Europe, including
localized versions in Italy, Estonia, and Germany. The projects
outcomes will culminate in a handbook outlining best practices in
children aged 8-13,
recommendations for various stakeholders, including researchers,

cybersecurity education for offering
educators, parents, and game designers. Additionally, it will
produce policy recommendations for entities involved in
cybersecurity education.

Central to this endeavor is the SuperCyberKids Learning
Framework (SCKLF) (Gentile et al., 2023), designed to aid teachers in
crafting personalized learning pathways with a focus on digital games.
Integral to the SCKLF is the competency ontology for cybersecurity
(SCKLF Ontology), a tool for formalizing and sharing knowledge, that
is aligned with the COMP2 ontology (Paquette et al., 2021). This
ontology is defined as a specialized, explicit representation of shared
concepts and their interrelations (Gruber, 1993).

The SCKLF is built upon three foundational pillars: (i) a
literature review and two-step Delphi Study; (ii) a survey of
documented cybersecurity education initiatives; and (iii) a
desktop analysis of European Commission (EC) frameworks, self-
assessment tools and guides on digital competencies in education'.
This multi-pronged approach - review of the extant research
literature, structured consultation with a selected expert cohort,
and desktop review of policy-related and implementation
documentation - largely mirrors the consolidated methodology
adopted over recent years in major EC-supported initiatives
devoted to furthering digital education via development and/or
operationalization of conceptual reference frameworks (Bocconi
et al., 2016, 2018, 2021, 2022; Carretero et al., 2017; Redecker,
2017; Vuorikari et al., 2022).

The first pillar for SCKLF development emerged from a literature
review and a two-step Delphi Study, which revealed a gap in holistic,
evidence-based recommendations for cybersecurity skills suitable for
children. The Delphi Study, involving cybersecurity and education
experts, identified and categorized over a 100 essential skills,
emphasizing the need for an age-appropriate skills ontology and
curriculum design.

The second pillar was the comprehensive survey of 65
cybersecurity education initiatives for children aged 8-13. This survey,
mainly focusing on European initiatives, highlighted a diverse range
of competency domains and learning activities. It underscored the
importance of inclusive cybersecurity education encompassing
technical knowledge, awareness, practical training, and an
understanding of social dynamics.

The third pillar involved analyzing EC frameworks, self-
assessment tools, and guides on digital competencies in education.
This analysis aimed to align the SCKLF with wider digital education
efforts in Europe. A key finding was the potential for integrating
SCKLEF insights into EC initiatives, particularly the Digital Education
Action Plan 2021-2027 (Marchisio et al., 2021). An opportunity was

1 See https://www.supercyberkids.eu/wp-content/uploads/2023/09/D2_1_
Learning_Framework.pdf and https://www.supercyberkids.eu/wp-content/
uploads/2023/11/D2_1_ANNEX_3_final.pdf.
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identified in leveraging the SCK projects outcomes to enhance
SELFIE, a self-assessment tool for evaluating schools’ digital capacities
(Bocconi et al., 2021).

This paper, providing a thorough analysis of the second pillar of
the SCKLE aims at illuminating the specific criteria and methodologies
applied in selecting and assessing the 65 cybersecurity education
initiatives. In detailing these findings, it emphasizes their critical
contribution to the enrichment of the SCKLE, ensuring its alignment
with the diverse and ever-evolving realm of cybersecurity education
for children aged 8-13. This detailed examination addresses the
previously identified deficiencies in existing cybersecurity education
approaches, strategically aligning the SCKLF with the practical needs
and challenges inherent in educating young digital citizens.

3 Learning frameworks in educational
theory and practice

A learning framework can be broadly defined as a structured
that
methodologies, and assessment strategies. It serves as a guideline for

educational model outlines the learning objectives,
designing and implementing educational experiences, aiming to
ensure a coherent and effective learning journey. More specifically, a
learning framework in educational theory and practice is a conceptual
structure that integrates into academic programs (Crowe et al., 2019),
is informed by theoretical underpinnings (Rodriguez et al., 2023), and
guides teaching, assessment, and learning processes (Alves de Lima
and Costabel, 2015).

Regarding methods and approaches in defining learning
frameworks, especially in the domain of digital competencies, there is
a diverse array of models and strategies. These range from
competency-based frameworks, which focus on specific skills and
knowledge areas, to more holistic models that integrate cognitive,
emotional, and social learning aspects. Notable in this regard are
frameworks like the Digital Competence Framework for Citizens
(DigComp) (European Commission, 2016), which provides a detailed
set of competences required for digital participation, and the
Framework for Information Literacy for Higher Education
(Association of College and Research Libraries, 2015), which
emphasizes critical thinking and ethical use of information in the
digital age. Such frameworks often incorporate collaborative,
interactive, and problem-based learning approaches, resonating with
the dynamic nature of the digital world.

Various methodologies are utilized in crafting and honing
learning frameworks, especially within educational and training
contexts. These methodologies include the Delphi method (Olsen
etal, 2021), competency-based development (McMullen et al., 2023),
evidence-based research and analysis (Camarinha-Matos et al., 2008),
stakeholder consultation (Walsh et al., 2022), iterative prototyping and
feedback (Bandyopadhyay et al., 2013), and curriculum mapping
(Ervin et al., 2013).

3.1 Tailoring the SCK Learning Framework
for cybersecurity education

In the context of SCK, the learning framework is tailored to the
unique demands of cybersecurity education for children. It
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encapsulates a set of competencies specifically designed to foster
digital literacy and cyber safety skills among young learners. The
SCKLEF is not only a schematic representation of educational content
but also an adaptive tool that guides the pedagogical process,
facilitating the development of critical thinking and problem-solving
skills in digital environments. Particularly, based on the insights
gleaned from the second pillar, it was decided to organize the identified
competencies into competency referentials. These referentials are
logical groupings of competencies, each connected by a shared theme,
and are derived from the NIST Framework: they are ‘Identify), ‘Protect,
‘Detect, ‘Respond, and ‘Recover’ (National Institute of Standards and
Technology, 2018). For each identified competency within the SCKLE,
specific details have been outlined, including its name, the associated
knowledge component, the skill it employs, and a descriptive
statement expressed in natural language. This comprehensive detailing
is crucial to establishing clear learning outcomes and objectives for
each competency, ensuring that they are both understandable and
applicable within the educational context.

3.2 Methodological foundations of the SCK
Learning Framework

The SCKLF employs a three-pillar framework that constitutes a
robust, multifaceted approach to educational framework development.
Each pillar serves as a unique component of a cohesive methodology,
guaranteeing a comprehensive and detailed development process. The
first pillar of the SCKLF is the result of an approach that combines
evidence-based research and analysis with the Delphi method and
stakeholder consultation. This amalgamation ensures that the
framework is grounded in solid research while also incorporating
expert consensus and diverse viewpoints. Both the second and the
third pillars also align with the evidence-based research and analysis
approach, with a special emphasis on non-academic sources and best
practice identification across various initiatives. This focus allows for
the integration of practical insights and proven strategies into
the framework.

Furthermore, the SCKLF will undergo refinement through a piloting
process inspired by the iterative prototyping and feedback approach. This
phase will involve testing, gathering feedback, and making iterative
adjustments to the framework, thereby enhancing its effectiveness and
relevance in real-world educational settings. This iterative process is
crucial for ensuring that the SCKLF remains dynamic and responsive to
the evolving needs of cybersecurity education.

4 The survey of cybersecurity
education initiatives

Generation of the SCKFLs second pillar entailed a comprehensive
survey of cybersecurity education initiatives. This survey aimed to
offer a practical viewpoint for understanding and evaluating the
current landscape of cybersecurity education, with a focus on children
aged 8-13. The survey was broad in scope, encompassing initiatives
both within the European Union and globally.

In this comprehensive survey, 65 initiatives were identified, coded,
and cataloged, covering a wide range of regions. Some notable
initiatives included in the survey were:
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Be Internet Awesome - A Program to Teach Kids Online Safety: an
initiative that empowers children to become safe and confident
digital explorers through interactive activities and educational
resources.”

CyberChallenge IT: a competitive program designed to engage
and educate young people in cybersecurity, fostering skills and
interest in this critical field.?

FBI Safe Online Surfing (SOS): an interactive, educational website
created by the FBI, which promotes cyber safety through

engaging games and activities for children and teens.*

o Safer Internet Centres Europe: a collective of initiatives across
Europe dedicated to creating a safer internet environment for
children and young people by offering information, advice, and
support.®

HackShield: a unique platform that turns children into Cyber
Agents who learn to protect themselves and their surroundings
against online threats.®

Each of these initiatives was thoroughly examined for its
strategy, content, and targeted demographic. The focus of the
analysis was to identify the most relevant cybersecurity topics for
this age group and to determine the most effective communication
and instructional methods.

The initiatives surveyed provided a wealth of practical insights
into the implementation of cybersecurity education, significantly
enriching the theoretical knowledge obtained from the literature
review (that is, the first pillar of the SCKLF). They served as a vital
source of real-world examples, showcasing a variety of approaches and
strategies employed in different educational and cultural contexts.
This diversity of experiences was instrumental in broadening
understanding of how cybersecurity concepts can be effectively
communicated and taught to the targeted age group of children
aged 8-13.

Moreover, the detailed findings from analyzing these initiatives
played a pivotal role in the development of the SCKLE They offered a
rich repository of hands-on experiences and best practices, which
were invaluable in constructing a robust and comprehensive
educational framework. This practical input ensured that the SCKLF
was not only rooted in theoretical knowledge but also finely attuned
to the realities and challenges of teaching cybersecurity to young
learners in a dynamic and ever-evolving digital landscape.

In essence, these initiatives contributed to shaping a more holistic
and applied perspective of cybersecurity education. The insights
gained were crucial in ensuring that the SCKLF was equipped to
provide an effective, engaging, and age-appropriate learning
experience. The framework, thus enriched, is better positioned to
support digital resilience among children and prepare them to
navigate the complexities of the online world with confidence
and competence.

https://beinternetawesome.withgoogle.com/
https://cyberchallenge.it

https://sos.fbi.gov/
https://www.betterinternetforkids.eu/sic

O U~ NN

https://be.joinhackshield.com/nl
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4.1 Systematic analysis of cybersecurity
education initiatives

The systematic and structural analysis of the 65 cybersecurity
education initiatives identified in the survey was a multi-stage,
collaborative effort, that leveraged the expertise of the researchers
involved. This comprehensive process began with the establishment
and validation of an initial list of initiatives. The researchers’ collective
knowledge and experience were instrumental in consolidating and
validating this list, ensuring the removal of any redundancies.

4.1.1 Development of the structured coding form
and description of its sections

In the subsequent step, a structured form was developed for the
systematic coding of resources gathered through the survey. This
form, created using Microsoft Form and titled ‘SCK-WP2-
Preliminary-analysis-for-the-definition-of-a-reference-learning-
framework, was divided into four key sections. Each section was
meticulously designed to capture critical information about each
cybersecurity education initiative.

4.1.1.1 Section 1

The first section focused on gathering comprehensive details
about each initiative. This included the name or title of the initiative,
its country or countries of origin, the languages used for the
cybersecurity content, and the range of the initiative. It also sought
information about the entities promoting or organizing the initiative,
the target audience, the age range of the target group, the size of the
target reached, and any specific mission focus or educational
approach/content. Additionally, this section inquired about
applicability to the school context, ease of school integration, any
institutional links with formal educational institutions or agencies,
and details about the implementation timing, duration, and the date
of issue, release, publication, or inception.

4.1.1.2 Section 2

The second section was dedicated to identifying the knowledge or
competency domain within cybersecurity education. It aimed to
identify a clear reference to a skills taxonomy or any kind within
the domain.

4.1.1.3 Section 3

In the third section, the focus shifted to the learning path,
curriculum, or syllabus of the initiative. This part of the form listed
declared learning modules and objectives, along with learning
activities or tasks and assessments. The aim was to gain a
comprehensive understanding of the educational structure and
content of each initiative.

4.1.1.4 Section 4

Finally, the fourth section provided an open field for any
additional observations on the coding process or the source. This
section allowed for the inclusion of insights or comments that did not
fit into the predefined categories of the form but were deemed relevant
for the analysis.

Through this detailed and methodical approach, the research
team aimed to capture a holistic view of each cybersecurity education
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initiative, thereby ensuring a thorough understanding and analysis of
the diverse range of programs and projects identified in the survey.

4.1.2 Preliminary assessment and standardization
process

Following production of the form, a set number of cases was
allocated to each coder for assessment. To ensure uniformity and
familiarize the team with the process, a preliminary warm-up exercise
was conducted, in which the team collectively evaluated a single
resource. This activity was designed to standardize the team’s
comprehension of the coding form and the evaluation methodology,
thereby ensuring consistent and precise analysis across all initiatives.

4.1.3 Exploratory and focused analysis of
identified initiatives

This structured and comprehensive analysis method yielded an
in-depth understanding of each of the 65 initiatives, offering valuable
insights into the practical implementation of cybersecurity education,
and forming a critical basis for the SCKLF’s development.

The analytical approach was methodically orchestrated to identify
general trends and specific details in various cybersecurity education
initiatives. Initially, all identified initiatives underwent an exploratory
analysis, covering 65 distinct programs.

The primary stage of analysis involved a thorough investigation of
these initiatives, focusing on understanding the broader context of
cybersecurity education by examining their scope, target audience,
and main goals.

The focus then narrowed to initiatives specifically targeting the
core demographic of interest: children aged 8-13. This filtering
process resulted in a refined subset of 31 initiatives, allowing for a
more focused and in-depth investigation.

4.1.4 Employment of T-LAB software in final
analysis

In the final analysis phase, the T-LAB software (Lancia, 2004) was
employed to examine coders responses regarding competency
domains and learning features (including objectives, tasks, and
assessments) within the initiatives.

T-LAB comprises a set of linguistic, statistical, and graphical tools
for text analysis that can be used to explore and map co-occurrence
relationships between key terms and selected words in the analyzed
corpus. For the purposes of the present study, the software was used to
identify key words with higher occurrence (overall frequency); in
addition, the “Word Associations” tool was applied in order to explore
co-occurrence and similarity relationships that, within the collected
corpus, define the local meaning of the selected key terms. The selection
of associated words is done each time by calculating an association index.
For each query, T-LAB produces graphs and tables. In the radial
diagrams used in this study, the selected lemma is placed in the center;
the others are distributed around it, each at distances proportional to its
degree of association. Significant relationships are thus one to one, both
with the central lemma and with each of the others.

It is important to note that the internal content collected from the
open field in the fourth section of the form was not subjected to this
analysis. This decision was due to the nature of the data in this section,
which potentially included more subjective or diverse observations
that did not lend themselves to the structured analytical approach
afforded by T-LAB. By focusing on the more structured responses
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related to competency domains and learning features, the research
team could utilize T-LAB’s capabilities more effectively, ensuring a
rigorous and focused analysis of the key aspects of the cybersecurity
education initiatives.

5 Results
5.1 Section 1
5.1.1 Quantitative data - overview

5.1.1.1 Descriptive analysis of total sample (N = 65)

Regarding the broader context of the mapped initiatives, it was
observed that 72% were implemented in European countries, with
71% specifically targeting national settings. Figure 1 presents the
percentage of initiatives implemented in European countries versus
other regions.

The project websites and related materials were predominantly
available in English, with 80% featuring English language options and
42% exclusively in English. Additionally, the majority of the initiatives
were national in scope (71%), reflecting the nature of the entities
promoting or organizing them (72%).

In terms of the overall target of the initiatives, it was found that
28% were directed at the school environment, while 41% targeted both
school and out-of-school settings. Moreover, the feasibility of
implementing these educational initiatives in school contexts was
assessed as possible in 86% of the cases. However, the ease of integration
into the school setting was rated as ‘total’ in only 38% of the cases.
Figure 2 compares these three key characteristics of the initiatives.

m European Countries = Other Regions

FIGURE 1
Implementation regions of initiatives.
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It was revealed that 58% of the initiatives had formal institutional
links with educational institutions or agencies. Furthermore, 75% of
these initiatives had materials (e.g., games, packages) that had been
produced or updated within the past five years.

In terms of the target demographic, 74% of the initiatives focused on
children under the age of 12, and 56% were either also or exclusively
directed at adolescents aged 12 to 18 years. Specifically, for the SCK target
age group of 8-13years, 56% of the projects included this demographic.
Figure 3 illustrates the target demographic of the initiatives.

Additionally, about half of the projects targeted adults as well,
involving parents or caregivers in 80% of the cases and teachers or
educators in 72% of them.

5.1.1.2 Descriptive analysis of SCK specific target (N = 31)

When focusing on initiatives targeting children aged 8-13 (the
SCK target group), it is observed that these were predominantly
promoted at the national level and often outside the formal educational
context. A significant 70% of these initiatives were promoted by
European countries, with websites and materials available in English
in 74% of the cases. Figure 4 shows the percentage of initiatives
promoted by European countries versus other regions.

In terms of the general target of the initiatives” actions, 36%
were directed towards the school environment, while 45% aimed to
encompass both school and out-of-school settings. The feasibility
of implementing these educational initiatives in schools was
assessed as possible in almost all cases, yet the ease of integration
into the school setting was rated as ‘total’ in only 42% of cases.
Figure 5 presents the target environments and ease of integration of
the initiatives.

It was noted that 58% of the initiatives had institutional links with
formal educational institutions or agencies. Also, 75% of the initiatives
had materials that has been issued, released, published, or updated
within the last five years.

Regarding involvement of adults, these initiatives included adult
participation in 53% of cases, specifically targeting parents or
caregivers in 74% of instances and teachers or educators in 29% of the

10.3389/feduc.2024.1375853

cases. Additionally, six projects (20%) also involved stakeholders.
Figure 6 displays adult involvement in the initiatives.

5.2 Section 2

5.2.1 Qualitative data - competency domains

The qualitative data analysis focused on identifying key knowledge
and competency domains within cybersecurity education. Coders
were asked to list relevant terms, each separated by a semicolon, and
to include specific items within brackets where applicable. The
collective responses from the coders resulted in a corpus comprising
1,005 occurrences. Figure 7 presents the Key-Terms List, highlighting
labels that appeared with a frequency of four or more. Each bar
represents a term (or lemma), and its length corresponds to the
frequency of that term in the data. This graph provides a clear and
concise overview of the most prevalent terms, with ‘on-line; ‘data;
‘digital) and ‘security’ being among the most frequently mentioned.

Despite the constraints in applying a quantitative analysis approach
due to the limited size of the corpus, the ‘Word Associations’ function
was utilized specifically for exploratory purposes on the lemma
‘SECURITY’ (see Figure 8). This function enables the examination of
co-occurrence relationships among lemmas, thereby facilitating
understanding of the ‘local meaning’ of user-selected keywords.

5.3 Section 3

5.3.1 Qualitative data - learning focus

In analyzing the qualitative data relating to declared learning
modules, objectives, activities, and tasks, a corpus comprising 2066
occurrences was generated. Figure 9 presents the Key-Terms List,
which includes labels that appeared with a frequency of four or more.
This analysis sheds light on the focal areas and specific objectives
within the learning modules and activities, as well as the tasks that
form the core of the learning focus.

100

90
80

80

70

60

50

40

Percentage (%)

30
20

10

Available in English

FIGURE 2
Characteristics of cybersecurity education initiatives.
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m Adults = Adolescents = Children Under 12

FIGURE 3
Target demographic of initiatives.

m European Countries = Other Regions

FIGURE 4
Initiative promotion by region.

Also in this case the ‘Word Associations’ function was employed,
this time on the lemma ‘GAME’ for exploratory goals only (Figure 10).

6 Discussion

The survey results provided valuable insights into the
cybersecurity education initiative landscape, revealing key patterns
and characteristics that contributed to the formation of the SCKLE The
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FIGURE 5
Initiative targets and integration in school settings.
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FIGURE 6
Adult involvement in initiatives.

initiatives were predominantly located in Europe, with 72% being
implemented in European countries and 71% tailored for national
settings, indicating that cybersecurity education in Europe has a
strong national-level emphasis.

A notable 80% of these initiatives had websites and materials
available in English, suggesting a broader reach beyond native
speakers. The educational environment targeted by these
initiatives varies, with 28% designed for schools and 41% catering
to both school and out-of-school settings. The coders assessed
86% of these initiatives as suitable for school integration, yet only
38% were deemed to have complete ease of integration,
highlighting potential challenges in incorporating cybersecurity
education into standard school curricula.

Furthermore, 58% of the initiatives had formal links with
educational institutions or agencies, demonstrating their endorsement
by established educational entities. The recent focus on cybersecurity
education was evident, with 75% of the initiatives having updated
their materials within the past 5years.
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The target demographic primarily included children under
12years (74%) and adolescents (56%), with a specific focus on the
8-13-year-old group (56%) in line with the SCK target. The initiatives
also engaged adults, including parents/caregivers (80%) and teachers/
educators (72%), recognizing their crucial role in reinforcing
cybersecurity concepts.

Particularly for the SCK demographic, a majority (70%) of the
initiatives were promoted at the national level by European countries,
with English remaining the predominant language (74%). In terms of
educational setting, 36% of the initiatives were school-based, and 45%
encompassed both school and out-of-school contexts. Almost all were
deemed suitable for school integration, yet only 42% were rated as
easily integrable, echoing the broader findings on integration challenges.

Institutional connections were evident in 58% of these specific
initiatives, affirming their linkage with formal educational systems.
The relevance and timeliness of these initiatives were supported by the
finding that 75% have recent updates or releases.

More than half (53%) also involved adults, with a notable
engagement of parents and caregivers (74%). However, the involvement
of teachers and educators was relatively lower (29%), indicating
potential areas for increased participation. Finally, the involvement of
stakeholders in 20% of the projects underscored the importance of
collaborative efforts in advancing cybersecurity education.

Frontiers in Education

6.1 Competency domains

The qualitative analysis, specifically referring to Section 2, was
centered on identifying essential competency domains within
cybersecurity education. The results revealed a wide array of themes,
each reflecting different facets of cybersecurity education. This points
to the utility of further thematic refinement and organization.

The analysis began with terms like ‘online] ‘data, and ‘digital,
which set the stage for the cybersecurity context. These terms concern
digital and online environments, highlighting the need for a deep
understanding of this landscape when developing cybersecurity skills.

Subsequently, the emergence of terms related to specific
cybersecurity topics was noted. There was a noticeable overlap with
the domain of Information/Digital Literacy, as evidenced by terms like
‘fake news’. This indicates an integration of skills previously categorized
as purely informational or digital into the cybersecurity education
sphere, marking the field’s evolution.

Terms related to cybersecurity and social interaction behaviors
also emerged. For instance, ‘cyberbullying’ suggested a distinct
domain, emphasizing the importance of social and behavioral skills in
cybersecurity. Terms such as ‘speech;, ‘social, ‘reputation,
‘communication, and ‘groom’ highlighted the significance of secure
and responsible social interactions in digital contexts.
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Regarding of the frequency of terms, the creation of additional
thematic or semantic areas was proposed. Words like ‘password,
‘protection; ‘secure, and ‘safe’ could form a ‘data security and
protection’ theme, while ‘cyberattacks, ‘phishing), and ‘malware’ might
constitute a ‘cyber threats and attacks’ cluster. Additionally, terms like
‘skill, ‘practice, ‘responsible; and ‘right’ could be grouped under
‘responsibility and practical skills’

Delving deeper into the occurrences of individual terms, the
term ‘online’ appeared most frequently (32 times), indicating an
emphasis on online awareness and safety as a core competency.
This also points to the growing relevance of digital literacy sKkills.

‘Data’ and ‘digital; each appearing 19 times, points towards a
focus on understanding and managing digital data. The term
‘security’ (18 occurrences) underlines the foundational aspect of
cybersecurity education.

Socially oriented terms like ‘fake news, ‘privacy, and
‘cyberbullying’ (14, 14, and 13 occurrences, respectively) underscore
the rising importance of social issues in digital spaces, indicating a
need for cybersecurity education to equip individuals to navigate and
protect themselves from such phenomena.

The term ‘cyber’ (11 occurrences) and other threat-related terms
like ‘phishing) ‘cyber-attacks, and ‘malware’ emphasize the need to
understand various cyber threats. Other areas of competency that
emerge include ‘password, ‘information; ‘protection, ‘communication,
and ‘computer, each pointing to different aspects of cybersecurity.

Finally, terms like ‘skill, ‘practice, and ‘responsible’ (each with 4
occurrences) suggest that cybersecurity education should focus on
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both knowledge and the instillation of practical skills and responsible
digital platform use.

In summary, the identified terms illustrate that cybersecurity
competency is multifaceted, combining technical, social, ethical, and
practical elements. The findings highlight the necessity for
comprehensive cybersecurity education that addresses this diverse
range of competencies, equipping individuals to navigate the varied
challenges of the digital world effectively.

6.2 Learning focus

The analysis of coder responses in Section 3 showed a variety of
learning objectives and activities within cybersecurity education. The
frequency of lemmas provides insights into the thematic focuses of the
learning modules and tasks declared.

Key terms like ‘cyber’ (25 occurrences), ‘security’ (24 occurrences),
and ‘internet’ (23 occurrences) highlight the thematic areas in
cybersecurity education, emphasizing the relevance of using the
digital and online environment when seeking to develop cybersecurity
knowledge and skills.

Simultaneously, several lemmas indicate pedagogical contexts and
approaches in cybersecurity education. Terms such as ‘game’ (20
occurrences), ‘video (16 occurrences), ‘medium’ (9 occurrences), and
‘school” (8 occurrences) point towards interactive and multimedia
teaching methods. Others like ‘quiz’ (7 occurrences), ‘lesson’ (7
occurrences), ‘activity’ (7 occurrences), ‘material’ (6 occurrences),
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‘teacher’ (6 occurrences), and ‘training’ (6 occurrences) reveal a range
of learning activities and educational settings.

The lemma frequencies suggest the potential for creating thematic
or semantic areas. Terms related to data privacy and security, such as
‘privacy’ (12 occurrences), ‘data (9 occurrences), ‘safe¢ (10
occurrences), ‘password’ (9 occurrences), ‘secure’ (7 occurrences) and
‘protect’ (6 occurrences), could be grouped under a theme like ‘Data
Security and Privacy.

Conversely, terms such as ‘social’ (11 occurrences), cyberbullying’
(7 occurrences), ‘share’ (8 occurrences), and ‘communication’ (4
occurrences) might be categorized under ‘Social Aspects and Online
Behavior, reflecting the internet’s social dynamics and the importance
of responsible online behavior.

Lastly, terms like ‘awareness’ (8 occurrences), risk’ (5 occurrences),
‘practice’ (5 occurrences), and ‘skill’ (5 occurrences) could form a
theme of ‘Cybersecurity Awareness and Skill Development, focusing
on building threat awareness and developing skills for safe
digital navigation.

In conclusion, the key terms identified provide valuable insights
into the thematic and pedagogical focus within cybersecurity
education, highlighting the need for a comprehensive and diverse
learning approach that includes technical knowledge, awareness-
building, practical training, and an understanding of social dynamics
in the online environment.

7 Conclusions

The extensive survey and analysis of 65 cybersecurity education
initiatives, conducted as part of research efforts for establishing the
SCKLE offers a comprehensive view of the current state of
cybersecurity education, particularly for children aged 8-13.

These initiatives are predominantly based in Europe, with a focus
on national implementation, catering mainly to children under 12, but
also engaging adolescents, adults, parents, and educators. About 28%
were designed for school settings, though only 38% were considered
easily integrable due to their multi-level structure. Most initiatives
were linked to formal education institutions or agencies, with 75%
having updated materials in the last 5 years.

The key competency domains in cybersecurity education cover
both foundational and specialized themes. Terms like ‘online, ‘data;
and ‘digital’ provide a context for the digital landscape of cybersecurity,
while others like ‘fake news’ signify the merger of Information/Digital
Literacy into cybersecurity. Social skills within cybersecurity are
highlighted by terms such as ‘cyberbullying, and domains expanded
to include ‘data security and protection, ‘cyber threats and attacks, and
‘responsibility and practical skills’

In learning objectives and activities, the focus on digital and

>

online contexts is evident through terms such as ‘cyber) ‘security; and
‘internet’. Interactive and multimedia methods are suggested by ‘game’
and ‘video, and a variety of learning activities and settings were
indicated by ‘quiz, ‘lesson;, ‘activity, ‘material, ‘teacher’, and ‘training’
Thematic areas are also identified, including ‘Data Security and
Privacy, ‘Social Aspects and Online Behavior, and ‘Cybersecurity
Awareness and Skill Development’

In summary, the findings from this research emphasize the

complexity of cybersecurity competency, underscoring the need for
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an all-encompassing and varied approach to cybersecurity education
that integrates technical knowledge, awareness-building, hands-on
training, and an understanding of online social dynamics. The results
also highlight opportunities for enhanced integration of such
initiatives into school environments and for increased involvement
of teachers and educators. Furthermore, the importance of cross-
sector collaboration is underscored, stressing the need for diverse
stakeholder participation in cybersecurity education initiatives so as
to effectively and safely prepare individuals for the challenges of the
digital world.
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