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Improving the accuracy of the vulnerability assessment of the power cyber-

physical system has important practical value for protecting the vulnerable links

of the system and preventing large power outages. This article studies the

vulnerability assessment of power cyber-physical systems under cyber-attacks.

First, from the perspective of topology, the electrical betweenness is used as the

structural vulnerability index of the power system. Based on the power flow

characteristics of the power network, the voltage is used as the state

vulnerability index. Then, starting from the structure, the node degree and

clustering coefficient are selected to analyze the structural vulnerability.

Considering the service transmission characteristics of the information

system, the power service importance is selected as the vulnerability

assessment index of the information system. The two selected indexes are

used to construct a quantitative formula, and a comprehensive index is obtained

to complete the node vulnerability assessment of the power information

system. Then, on the basis of the system vulnerability assessment, we screen

to determine the entry and target nodes of network attacks and predict the

network attack path. Finally, the effectiveness of the proposed method for

vulnerability assessment and feasibility is verified by MATLAB programming

simulation.
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Introduction

Since modern smart grids have various deeply coupled cyber-physical components,

they are vulnerable to malicious cyber-attacks. In view of the frequent power outage

accidents in recent years, the vulnerability of the power system has become a research

hotspot for scholars from all over the world. Scientifically identifying and evaluating the

vulnerable links of power cyber-physical systems (CPSs) has very important theoretical

and practical significance for studying fault propagation between the power network and

information network and improving the safe and reliable operation of the power CPS.
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Although there are many studies on power system

vulnerability assessment and power cascading failures, the

selection of vulnerability index lacks comprehensive

consideration, and vulnerability is often analyzed from

isolated networks. Wang et al. (2016) summarized the

research status of the influencing factors of structural

vulnerability and protection strategies on the basis of an

overview of the modeling and vulnerability assessment

methods of power information-physical interdependent

networks. Zhan et al. (2014) proposed weighted complex

network parameters and the comprehensive sensitivity of

microgrid nodes and lines to form a microgrid vulnerability

evaluation system and consider the network parameters of nodes.

Lian et al. (2019) proposed an evaluation index that integrates the

importance of power nodes and the topology of the information

network, which provides a reference for improving the

robustness of the power system. Ji et al. (2016a) summarized

the modeling methods, existing models, and vulnerability

assessment methods of interdependent networks, which have

great reference value for future research on CPS vulnerability. Li

et al. (2020) proposed a hierarchical membership function based

on the vulnerability of the network on the physical side to

describe the vulnerability between various levels of the

evaluation index. A total of four indexes of voltage increment

severity were there to analyze the entire distribution network.

Ji et al. (2016b) adopted the complex network theory and uses

a multi-layer complex network model to extract the multi-layer

centrality between the networks and the shortest electrical path

algorithm to evaluate the robustness of the power network. Chen

et al. (2007) proposed a large-scale grid structure vulnerability

analysis method based on grid topology. This method

emphasizes the influence of the overall architecture of the

power grid on fault propagation, and helps to study the

propagation mechanism of cascading faults in large power

grids. Koc et al. (2016) and Fang et al. (2017). analyzed the

structural vulnerability of the distributed power grids and

propose a complex network method based on the maximum

power flow to identify critical lines in the system. In addition,

Gutiérrez et al. (2015) proposed a method based on the graph

theory to analyze the vulnerability of the power grid structure.

Park et al. (2012) used the N-1 method to collect all physical

faults and information faults when evaluating the power system

of the fusion information system, analyzed the response function

of the power system under faults, and compared the reliability of

the system under normal operation. The vulnerability index is

used to analyze and evaluate the vulnerability of the power

system. Tang et al. (2015) proposed a composite system

correlation matrix that can reflect the relationship between

power–communication topology. Based on the source-flow

path electrical subdivision method, the communication system

vulnerability index the power communication business

information interaction vulnerability, and the composite

system static vulnerability matrix was obtained. The

vulnerability of the power–communication composite system

at a certain time section can be judged. Li et al. (2018)

proposed a CPS vulnerability assessment method for the

distribution network in distributed cooperative control mode

based on dynamic attack–defense game, which guides the design

of future cooperative control systems from a risk perspective.

At present, there has been research on the vulnerability of

power CPS. Although the modeling of the information side is

integrated on the basis of the power network, when selecting the

vulnerability index, the integrated power cyber-physical system,

the analysis of multiple aspects and angles has not been fully

considered in the case of combining the characteristics of each

side network.

Therefore, this study proposes to establish a comprehensive

vulnerability index of the power system from two aspects of

topology structure and operation state based on the complex

network theory and power flow characteristics of the power

network. This index not only implies a relatively static and

invariable network structure but also reflects the system

operation state, and has the characteristics of conforming to

the basic electrical laws of the power network. When

considering the node vulnerability of the information system,

starting from the network structure, the node degree and

clustering coefficient are selected to analyze the structural

vulnerability. Considering the service transmission

characteristics of the information system, the importance of

power business is selected as the vulnerability assessment index

of the information system. A quantitative formula is

constructed for the two selected indexes, and a

comprehensive index is finally obtained to quantify the node

vulnerability of the information system and complete the

vulnerability assessment of the power information node.

Then, on the basis of the system vulnerability assessment, a

screen was there to determine the entry and target nodes of

network attacks and predict the network attack path.

Power system vulnerability index

This section first introduces the two indexes determined

from the comprehensive analysis of the structural vulnerability

and state vulnerability of the power system, and combines the

topological vulnerability index and the state vulnerability index

in a linearly weighted manner to generate a new comprehensive

evaluation index.

Power system structural vulnerability
index—electrical betweenness

Betweenness is defined as the ratio of the number of paths

passing through the node among the shortest paths in the

network to the total number of shortest paths. Betweenness
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can represent the influence of a node and can measure the

importance of each node or edge in the network.

But in power systems, power does not inherently flow only

along the shortest paths. Considering the node capacity, the

impedance of the transmission line, and the weighted adjacency

matrix, the electrical betweenness can truly reflect the occupancy

of the node in the “generator-load” power transmission, and can

consider the influence of the generation power and load level of

different nodes, quantification of the contribution value of each

node in the power flow transmission of the whole network is

more in line with the actual physical meaning of the power

system. Therefore, this study chooses the electrical betweenness

as the structural vulnerability index of the power system.

The electrical betweenness of the node n is denoted as

follows:

Be(n) � ∑
i∈G,j∈L

������
WiWj

√
Be,ij(n), (1)

where G is the generator node set and L is the load node set. (i, j)
represents a “generator-load” node pair. The generator node

weighting Wi is defined as the rated generating active power of

the generator, and the load node weighting Wj is defined as the

actual or peak load.

Be,ij(n) is the electrical betweenness of node n , representing

the unit current injected into the node pair, and the formula is as

follows:

Be,ij(n) �
⎧⎪⎪⎨⎪⎪⎩

1
2
∑
m

∣∣∣∣Iij(m, n)∣∣∣∣, n ≠ i, j

1, n � i, j

, (2)

where m represents all nodes directly connected to the node;

Iij(m.n) is the current that flows into the “generator-load” node

pair (i, j) after adding a unit injection current element, which is

caused on the line (m, n).
Eq. 2 reflects the occupancy rate of node pairs (i, j) in the

power transmission process. According to the corresponding

weights in the network, the sum of the occupancy rates of each

“generator-load” node pair is Be,ij(n) ,
When calculating, it is assumed that the system has N + 1

nodes in total and the last one is the reference node, then its

reduced-order admittance matrix is Y(N × N). Assuming that

the unit injection current element added between node i and the

reference node is ei , the current calculation formula caused by it

on branch (m, n) is as follows:
Ii(m, n) � (Ui(m) − Ui(n))•ymn. (3)

In the formula, Ui is a vector composed of voltages caused by

ei on each node, and satisfies YUi � ei ; Ui(m) and Ui(n) are its
components on nodes m and n , respectively; ymn is the

admittance of branch (m, n).
If the unit injection current element added between node i

and node j is eij , eij � ei − ej can be obtained. Therefore,

according to the additivity of the linear circuit, the calculation

formula can be obtained as follows:

Iij(m, n) � Ii(m, n) − Ij(m, n), (4)

where Iij(m, n) is the current caused by eij acting on branch

(m, n) , which is equal to the linear sum of the currents caused by

ei and ej on that branch, respectively, on this branch.

In the calculation, the current caused by the unit injection

current element between each node and the reference node on

each branch should be calculated according to Eq. 3, and then

directly subtracted according to Eq. 4 to obtain the current value

which is caused by adding the current value of the unit injection

current element between the “generator-load” node pairs, and

then substitute it into Eq. 1 to obtain the electrical betweenness of

each node, which can greatly simplify the operation.

FIGURE 1
Electrical betweenness calculation flowchart.
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The index is normalized, and the electrical betweenness index

is defined as follows:

Cbe(m, n) � Be(m, n)∑
i∈G,j∈L

������
WiWj

√ . (5)

Considering that the smaller the electrical betweenness index

of the node is, the more fragile the node is, so the structural

vulnerability index is selected as follows:

Ce(m, n) � 1
Cbe(m, n). (6)

According to the calculation and analysis of the

abovementioned electrical betweenness index, the steps for

calculating the electrical betweenness are given as follows:

1) The topology diagram of the power grid is formed according

to the abovementioned simplified method, and only the main

grid part of the high-voltage transmission network is

considered.

2) The nodes are divided into power generation, load, and

intermediate nodes, and only the electrical betweenness of

the line caused by the power generation and load node pairs is

calculated. The line parameters only consider the reactance

and do not consider the ground leakage capacitance. The

generation node matrix, load node matrix, and line

impedance matrix are formed.

3) The connectivity of the network is determined. A pair of

power generation load node pairs is arbitrarily selected, and

the electrical betweenness component of the line is calculated

according to Eq. 1.

4) After traversing all the power generation load node pairs, the

electrical betweenness of the line is calculated, arranged in

descending order, and the cumulative distribution is

calculated.

The flow chart of dielectric number calculation is shown in

Figure 1.

Power system state vulnerability
index—voltage

The power system is a complex dynamic system. There are

four kinds of power system stability, among which voltage

stability is an important aspect.

At present, there are many different voltage stability indexes,

which are generally divided into two categories: state index and

margin index. The state index is used to evaluate the stability of

the system at the time according to the system operating state

parameters, and the amount of calculation is relatively small. The

margin index has good linearity and clear physical meaning,

which can easily take into account various factors in the

transition process, but the calculation process needs to solve

the critical value, so the calculation process will be more

complicated. The main expressions of the voltage stability

index are as follows:

VIan � |Un(t) − Ucr|, (7)
VIbn �

|Un(t) − Ucr|
|Un0 − Ucr| , (8)

VIcn �
zUn

zp
. (9)

Since voltage is an important operating state parameter of the

node, the voltage index is also an important index to measure the

vulnerability of the node. The node state vulnerability index

adopts the index of Eq. 8 as follows:

Cu(n) � 1
VIbn

� |Un0 − Ucr|/|Un(t) − Ucr|. (10)

In Eq. 10, Un(t) represents the voltage of the node n at the

moment, Ucr is the critical voltage of the node, and Un0 is the

voltage at the initial moment of node n ,

The calculation speed and accuracy of the node critical

voltage value are directly related to the calculation of the node

state vulnerability index. Therefore, seeking a relatively fast and

accurate algorithm is the key to calculating the node critical

voltage. At present, the main methods of the node critical voltage

calculation are: continuous power flow method, load admittance

method, power flow multi-solution method, and other methods.

In this study, a modified nonlinear power flow (PNFA) (Shi

et al., 2010) algorithm is used to calculate the node critical

voltage.

Comprehensive vulnerability index of the
power system

A new comprehensive index is obtained by combining the

index of structural vulnerability—electrical betweenness and the

index of state vulnerability—voltage through linear weighting,

which not only takes into account the impact of the damaged

TABLE 1 Weight molecules corresponding to different voltage levels.

Node voltage range,
δm

Weighting factor, ωn

≤0.9 0.75

(0.9,0.925] 0.70

(0.925,0.95] 0.65

(0.95,0.975] 0.60

(0.975,1.0) 0.55

≥ 1.0 0.50
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power system structure but also can taking into account the

influence of the grid operation status on the power system.

Cd(n) � (1 − ωn)Ce(n) + ωnCu(n), (11)

where Ce(n) represents the topological vulnerability index of the
grid node, Cu(n) represents the state vulnerability index of the

node, and ωn is the different weight factor corresponding to the

node at different voltage levels. 1 − ωnωn represents the

proportion of topology information and state information in

evaluating the vulnerability of power nodes.

The weight factors ωn of node 6 under different voltage levels

are shown in Table 1 (Zhang et al., 2016), where δm is the ratio of

the actual voltage value to the reference voltage value.

Information system vulnerability
index

This section introduces the selection of index from the

network structure to analyze the vulnerability of the

information system, considers the service transmission

characteristics of the information system, and selects the

power service importance as the vulnerability assessment

index. Then, a quantitative formula is constructed for the two

selected indexes, and a comprehensive index is finally obtained to

quantify the node vulnerability of the information system and

complete the vulnerability assessment of the communication

network node.

Information system structural vulnerability
index

Information system nodes have large scales and diverse

topological structures. The commonly used indexes, when

evaluating the topological importance of network nodes, are

the degree centrality and betweenness centrality of nodes.

Because betweenness centrality needs to grasp the global

information of the entire network, it has high computational

complexity for large-scale network structures such as power

communication networks. Different from betweenness

centrality and closeness centrality, degree centrality mainly

considers the node’s own information, which is simple in

calculation and low in time complexity, and is suitable for

large-scale networks.

In the network node, the node aggregation feature has a great

influence on the influence of the node. In the transmission layer

of the power information network, there are many triangular

structures formed by nodes. If the betweenness used as an index

and the link weight is not considered, a node with a degree of two

in the triangular structure will not be included in the shortest

path of the network, thereby reducing the influence and

importance of this node when calculating the evaluation. At

the same time, the edge nodes belonging to the access layer in the

network are not easy to form in a triangular structure, and the

influence represented by the clustering coefficient will reach the

maximum value. It can be seen that although the clustering

coefficient cannot reflect the scale of adjacent nodes, it can

quantify the degree of connection between the nodes and

adjacent nodes. This study analyzes the node vulnerability

from the network topology structure, comprehensively

considers the node degree and clustering coefficient, and

proposes the network topology structure importance

evaluation index T, which represents the influence of the node

on the network topology structure, and defines the T value of

node n as follows:

T(i) � k(i)��������∑N
j�1
[k(j)]2√ + c(i)��������∑N

j�1
[c(j)]2√ , (12)

where k(i) is the node degree of the node and c(i) is the

clustering coefficient of node n. c(i) is expressed as follows:

c(i) � 2e(i)
[k(i)]2 − k(i). (13)

In Eq. 13, e(i) represents the number of edges between all the

neighbor nodes of node n.

f(i) �
max
j∈[1,N]

[c(j)
k(j)] − c(i)

k(i)

max
j∈[1,N]

[c(j)
k(j)] − min

j∈[1,N]
[c(j)
k(j)], (14)

TABLE 2 Types and importance of electricity businesses.

Business type/business number Importance/order

Relay protection/I 0.99/1

Stable system/II 0.94/2

Domain measurement and scheduling automation /III 0.62/3

Substation video monitoring/IV 0.29/4

Lightning location monitoring and office automation/V 0.13/5
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where the smaller the clustering coefficient c(i), the larger the

node degree and the larger the value of f(i).

Information system functional
vulnerability index

As a special complex network structure, the information

system has its own unique industrial background. The nodes

are responsible for a large amount of power business data

related to the power grid, mainly including relay protection,

stability system, dispatch automation, wide-area

measurement, and other services. The nodes undertake

different types and quantities of communication services,

and the service importance is used to represent the impact

on the power grid when a service is interrupted or the service

quality is defective. The more serious the impact on the power

grid, the greater the importance of the corresponding service.

The more the types and quantities of services a node

undertakes, the more serious the impact of node failure on

the power grid will be. Therefore, when evaluating the node

vulnerability, the node business importance is used as an

index to measure.

Table 2 shows the importance of various services obtained

according to the security division characteristics of different

services and the requirements for channels, combined with

reference (Fan and Tang, 2014), which are divided into five

categories, representing the average value of the importance of

various services.

The number of links connected to a node and the services in

each link jointly determine the importance of a node at the

service layer. The more links a node is connected to, the greater

the type and quantity of services carried by the links, which

means that more services are transmitted through the node.

Therefore, when calculating the service importance of a node, the

influence of the number of links and the number and type of

services on the importance of the node is considered. The

calculation formula for defining the business importance of a

node is as follows:

B(i) � ∑n
j�1
bkjlkj, (15)

where B(i) is the service importance of the nodei; l is the number

of links of the nodei; bkj is the importance of the k type of service

undertaken by the jlink of the nodei; and lkj is the number of the

k type of service undertaken by link j.

From Eq. 15, it can be seen that the more links a node is

connected to and the more business types and quantities that are

more important to the operation of the power grid, the node has a

greater business importance.

The information fusion is completed for the quantization

results of two angles, and the method to obtain the quantized

value of node vulnerability is as follows:

I(i) � T(i)B(i)
1 − T(i) − B(i) + 2T(i)B(i). (16)

The vulnerability quantification formula that finally defines

the information node is as follows:

Cx(i) � I(i) − I min(i)
I max(i) − I min(i). (17)

FIGURE 2
Attack-path prediction demonstration diagram.

FIGURE 3
IEEE14 system wiring diagram.
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Network attack path prediction

This section introduces the determination of the network

attack entry node according to the vulnerability value of the

information system. Then, we select the key indicators for the

power system nodes, sort the nodes according to the key points,

and determine the network attack target nodes according to the

criticality of the power nodes. Finally, we use the Dijkstra

algorithm to predict the network attack path.

Determination of the attack entry node
and attack target node

When attackers launch a network attack, they usually invade

the network step by step and conduct the attack step by step. The

most critical step in the attack process is to select the attack-entry

nodes and the attack-target nodes. Based on the idea of game

theory, the attacker’s point of view is to minimize the

implementation cost of the attacker and maximize the

system loss.

Therefore, this study assumes that the attacker’s vulnerability

of the information system is the starting point of the attack, and

the ultimate goal of the attack is to select the nodes that can make

the most profit, that is, some key nodes to attack. First, we

determine the attack-entry point, that is, the vulnerability point

of the information system, which has been obtained from the

second part of the power CPS vulnerability assessment.

The next step is to determine the attack-target node, which is

also a key node.

Assuming that there are S branches between node i and node

j of the physical side power grid, the impedance of each branch is

Z1, Z2, Z3......Zs, and according to Kirchhoff’s law, it can be

obtained.

Ui − Uj � IZeq.ij. (18)

Then, the equivalent impedance Z of the line between node i

and node j pair is derived as

Zeq.ij �
(Ui − Uj)

I
, (19)

where I is the unit current injected from the port composed of the

node pair; Ui and Uj are the voltages corresponding to nodes i

and j, respectively.

For a physical side network with Mnodes and N branches,

the sum of the equivalent impedances of all the node pairs is

defined as the electrical topology quantity of the physical side

system as follows:

Z � ∑M
i�1

∑M
j�i+1

Zeq.ij. (20)

When a line is mistakenly cut due to a network attack in the

network, the electrical topology importance factor of the line in

the system is

CZ � ΔZk

Z
� ΔZk∑M

i�1
∑M

j�i+1
Zeq.ij

, (21)

TABLE 3 Comparison between the IEEE14 node line electrical and capacity.

Line Electrical betweenness Sort order Capacity betweenness Sort order

4–9 13,595 1 9,390 1

5–6 12,061 2 5,524 3

1–2 10,662 3 5,763 2

7–8 10,409 4 3,570 4

FIGURE 4
IEEE14 node vulnerability index value.
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whereZk is the equivalent impedance of the wrongly cut line, and

the larger the value of CZ, the greater the impact of the breaking

of the branch on the system.

It is assumed that the largest connected domain in the target

network contains N0 branches before the system is attacked.

When a network attack event occurs, the remaining connected

areas in the network containNk branches. Then, the connectivity

factor of the line is

CG � N0 −Nk

N0
. (22)

Combining the two impact factor indicators, the impact

factor of the attack-target layer is

Ce
i � μ1C

Z + μ2C
G, (23)

where μ1、μ2 refers to the proportions of electrical topology

importance and connectivity factor in the calculation of attack

target nodes, respectively.

The attack path prediction algorithm is designed on the basis

of the Dijkstra classic algorithm, referring to the effectiveness of

the Dijkstra algorithm in finding the single-source shortest path

in a directed graph. The algorithm needs to calculate the

maximum possible path from the initially occupied node to

the target node. The steps to predict the attack path are as follows:

1) First, the model of the power cyber-physical system is

established

2) The introduced vulnerability index method is used to

calculate the vulnerability value of the power system and

information system

3) The correlation matrix of the model is input

4) The attack entry node and the attack target node is calculated

The attack path effect is shown in the figure as follows.

The blue and yellow lines in Figure 2 represent an attack path

that a network attacker may take from the attack-entry node to

the attack-target node. The path starts from the entry node of the

information system to the attack-target node of the physical

system, that is, electricity. The critical node of the system ends. By

adopting the principle of finding the shortest path from a single

source by using the Dijkstra algorithm, and based on the

evaluation results of the vulnerability value of each node in

the system, the predicted network attack path is designed, and

the maximum possible attack path that the attacker may take is

obtained.

Case study

In this section, the IEEE14 node is used as an example to

calculate the electrical betweenness and voltage index of the

system node, which proves that the selection of the power system

index is more reasonable and accurate. Second, the vulnerability

values of the electrical nodes and information nodes of the power

cyber-physical system are calculated, which confirms that the

quantitative value of the proposed comprehensive vulnerability

index conforms to the actual system operation. Finally, the key

indicators of the power system nodes are selected, the key points

are sorted, and the network attack-target points are determined

according to the key points of the power nodes. Finally, the

Dijkstra algorithm is used to predict the network attack path. The

effectiveness of the algorithm in path prediction is verified.

Power system vulnerability study

The IEEE14 node is used as an example, as shown in Figure 3.

The electrical betweenness vulnerability index of the line is

calculated based on MATLAB programming, and the electrical

betweenness data of the line is obtained.

The calculated data show that the distribution of the

dielectric values of the lines is extremely uneven. Most of the

lines’ dielectric values are near the average value, but there are

still a few lines whose dielectric values are much higher than the

average value. The vulnerable lines identified by the electrical

betweenness index are compared with the capacity betweenness

identification results proposed by He et al. (2013), as shown in

Table 3.

It can be seen from Table 3 that in the identification results of

the two betweenness indexes, the rankings of lines 4–9 and

5–6 are very high, and we can also consider them to be

vulnerable lines. Similarly, we can see from the wiring

diagram in figure 3 that these lines happen to be at important

key positions, and most of the vulnerable lines obtained are long-

distance connections, and their disconnection will divide the

power grid into several areas, which will seriously affect the

structure of the power grid.

FIGURE 5
Power 14 node-information 14 node system diagram.
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The results obtained by using the electrical betweenness

as an index of the structural vulnerability of the power

system are compared with the capacity betweenness

model proposed in (He et al., 2013), and finally we can

obtain similar results, which are more accurate and

practical. Therefore, the electrical betweenness is used as

The power system structural vulnerability index is more

superior.

Based on MATLAB programming, the node’s structural

vulnerability index, electrical betweenness and state

vulnerability voltage index, could be calculated. At the same

time, based on the results of the structural vulnerability index and

state vulnerability index, the comprehensive vulnerability index

of the node is obtained, as shown in Figure 4.

From Figure 4, we can clearly know that when different indexes

are selected, the vulnerability of each node is evidently different. The

TABLE 4 Node vulnerability value of the power cyber-physical system.

Power node Vulnerability value Information node Vulnerability value

1 0.1613 1 0.7540

2 0.2702 2 0.3441

3 0.1920 3 0.3932

4 0.2108 4 0.2886

5 0.1748 5 0.3418

6 0.1867 6 0.3129

7 0.2187 7 0.3691

8 0.2157 8 0.3026

9 0.1656 9 0.3129

10 0.2338 10 0.3042

11 0.1508 11 0.3373

12 0.2300 12 0.0725

13 0.1457 13 0.2807

14 0.3046 14 0.0552

FIGURE 6
Node comprehensive vulnerability value.

FIGURE 7
Branch topology influence factor Fig.8 Branch connectivity
impact factor.
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selection of a single index will result in an inaccurate assessment of

node vulnerability. Node 8 is taken, for example, from the

perspective of topology, node 8 is a weak link, but the calculation

results from the actual operating state show that the voltage margin

is large, which indicates that the node is very fragile and operates

very stably. Therefore, it is more reasonable, accurate, and practical

to conduct a comprehensive vulnerability assessment of nodes at

different node voltage levels based on the vulnerability analysis

methods of both the state and structure. The vulnerability of power

system components is not only closely related to their own inherent

structural vulnerability but also closely related to the system’s real-

time operating parameters and network constraints.

According to the analysis of Figure 4, we can also draw a

conclusion that the ranking result of the comprehensive

vulnerability of each node because the state vulnerability and

structural vulnerability of the node are considered, the ranking is

compared with the ranking of the state, and the structural

vulnerability index has changed. In short, the comprehensive

vulnerability considers two aspects comprehensively, and the

result can better reflect the comprehensive characteristics of the

node. Compared with the unilateral vulnerability, it is more

instructive for the operation of the real system.

Power cyber-physical system vulnerability
study

Figure 5 is a diagram of a power cyber-physical system of

power 14 nodes–information 14 nodes. In this example, the

power cyber-physical composite system is divided into three

layers, namely the information system, the power system, and the

physical-cyber interaction layer.

Based on MATLAB programming, according to the index

and calculation method that be proposed, the vulnerability index

data of the power cyber-physical system is calculated based on

the corresponding power and information network parameters.

The results are shown in Table 4.

According to the quantification results of the vulnerability

index of the power system and the calculation results of the

vulnerability index of the information system, the comprehensive

vulnerability index of the power cyber-physical system is

obtained, as shown in Figure 6.

According to the analysis in Figure 6, we know that

information node 1 has the highest business importance. In

fact, as the dispatching center station, information node

1 carries the largest traffic volume and the centralized

distribution of traffic, and its administrative level is the

highest. Therefore, this node has the greatest impact on the

network after being attacked. The key link should be focused on

the protection of the node. At the same time, nodes 2, 3, and 5 are

also more important in terms of topology structure and traffic

FIGURE 8
Comprehensive vulnerability index of the power cyber-
physical system.

FIGURE 9
Network attack path prediction diagram.
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volume. Once destroyed, the consequences will be serious and the

comprehensive importance obtained will be relatively high. In

fact, it can be seen from the topology diagram that each of these

node is a sink node, and the calculation result is consistent with

the actual situation, which is also a vulnerable link in the

network. According to the graph analysis, it can be seen that

the power nodes 12 and 14 are located at the terminal end of the

power system, and the information nodes 12 and 14 are also at

the terminal edge positions in the communication network.

Topological importance and business importance are both

relatively low, thus nodes 12 and 14 suffer less damage after

being attacked, so the quantified value of the comprehensive

vulnerability index is low. All these results show that the method

we mentioned is accurate and reasonable and more in line with

the actual situation.

Network path prediction study

The calculation example is simulated according to the

IEEE14 node system, and the attack-target node is calculated

and determined according to the method proposed in the third

part. The calculation results are shown in Figure 7, Figure 8.

It can also be seen from the wiring diagram of the IEEE

14 node system that if branch 5–6 is disconnected, the power grid

will become the upper and lower parts, which is the branch that

has the greatest impact on the system, followed by branch 20,

which is in line 4–9. Therefore, it can be determined that the

attack target lines 5–6, and the power system nodes 5 and 6 are

the key target nodes of the attack. At this time, the attacker

obtains the maximum benefit.

According to the vulnerability assessment of the information

system, the nodes 12, 13, and 14 of the information system are

selected as the attack entry points. Power system nodes 5 and

6 are marked as 19 and 20 in the construction model node, and

the path is obtained, there are 3*2 = 6 attack paths, as shown in

Figure 9.

It can be seen from the figure that nodes 16, 18, and 20 are in

a key position. The attack path passes through these nodes many

times, which is also a vulnerable link of the system, and its key

protection should be addressed.

Conclusion

In this work, we fully consider the power flow characteristics

and complex network theory of the power grid, and propose the

index that can indicate the comprehensive vulnerability of the

power system. These indexes fully consider the topology and

operating status of the power system, not only considering the

impact of the power system structure is destroyed, and the impact

of the power grid operation status on the power system can be

taken into account, the accuracy of the system vulnerability

assessment is improved, and the assessment results are more

in line with the actual operation of the power system. In the

analysis of the information system, starting from the network

structure, the node degree and the clustering coefficient are

selected to analyze the structural vulnerability, and secondly,

considering the service transmission characteristics of the

information system, the importance of the power service is

selected as the vulnerability assessment index of the

information system. The two selected indexes are used to

construct a quantitative formula, and finally a comprehensive

index is obtained to quantify the node vulnerability of the

information system and complete the vulnerability assessment

of the nodes of the power cyber-physical system. Finally, the key

nodes and weak nodes are selected to predict the network attack

path. In this study, the feasibility and accuracy of the method are

verified by the IEEE14 node and power cyber-physical system.
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