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Ethical and consensual digital phenotyping through smartphone activity (i. e., passive

behavior monitoring) permits measurement of temporal risk trajectories unlike ever

before. This data collection modality may be particularly well-suited for capturing

emotion dysregulation, a transdiagnostic risk factor for psychopathology, across lifespan

transitions. Adolescence, emerging adulthood, and perinatal transitions are particularly

sensitive developmental periods, often marked by increased distress. These participant

groups are typically assessed with laboratory-based methods that can be costly and

burdensome. Passive monitoring presents a relatively cost-effective and unobtrusive

way to gather rich and objective information about emotion dysregulation and risk

behaviors. We first discuss key theoretically-driven concepts pertaining to emotion

dysregulation and passive monitoring. We then identify variables that can be measured

passively and hold promise for better understanding emotion dysregulation. For example,

two strong markers of emotion dysregulation are sleep disturbance and problematic

use of Internet/social media (i.e., use that prompts negative emotions/outcomes).

Variables related to mobility are also potentially useful markers, though these variables

should be tailored to fit unique features of each developmental stage. Finally, we

offer our perspective on candidate digital variables that may prove useful for each

developmental transition. Smartphone-based passive monitoring is a rigorous method

that can elucidate psychopathology risk across human development. Nonetheless, its

use requires researchers to weigh unique ethical considerations, examine relevant theory,

and consider developmentally-specific lifespan features that may affect implementation.
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INTRODUCTION

In our increasingly digital society, a person’s unique technological
interactions can provide meaningful information about their
mental health symptoms (1). One device with great potential
for revealing individual-level behavior is the smartphone.
Digital phenotyping, limited here to smartphone-based
passive monitoring, is defined as using smartphone data to
better understand human traits, behaviors, and functioning.
Smartphone-based assessment of daily activity provides a novel
window into multifaceted aspects of behavior, which may in
turn help mental health researchers better understand risk
trajectories (2–5).

Passive monitoring thus allows for highly objective and
dynamic assessment of psychopathology-related behavior that
extends beyond the confines of diagnostic syndromes. Emotion
dysregulation underlies risk for diverse forms of psychopathology
across the lifespan (6), and may be assessed well with passive
monitoring approaches. We argue that passive monitoring holds
particular benefit for the assessment of emotion dysregulation
across major lifespan transitions. The primary goal of this
paper is to identify passive measures that may prove fruitful
for understanding daily life emotion dysregulation. We also
discuss future directions, limitations, and highlight persistent
challenges in this area, including navigating participant privacy
and data security.

KEY TERMS: PASSIVE MONITORING,
EMOTION DYSREGULATION, AND
LIFESPAN TRANSITIONS

In this paper, we restrict our discussion of digital phenotyping
to consensual and ethical passive monitoring of behavior
in situ (1, 3). Passive monitoring refers to collection of raw
smartphone-based data streams, requiring little participant
effort. Smartphones are regularly improved and modified, so it
is important to situate this discussion in the context of existing
technology. In this manuscript, we do not discuss digital data
collection that occurs without participant awareness, such as
web scraping or anonymized social media analysis. Smartphone-
based passive monitoring is a structured, consented process, in
which participants are aware that researchers will gather various
forms of smartphone data to understand their behavior. Current
examples of smartphone-based raw data streams include screen
activation time, location via GPS, Bluetooth activity, and texting
speed, among others. Through passive monitoring, raw data
streams are manipulated into more meaningful variables. For
instance, by gathering ambient light and accelerometry data,
researchers can currently estimate sleep time, and with GPS,
one can calculate various features of mobility ((7, 8); Figure 1).
When paired with self-reported symptom measures, passive
monitoring can provide more comprehensive mental health
data, such as onset of psychotic and manic episodes (9–13).
Given its multifaceted capabilities, passive monitoring can help
reveal discrete mental health states. Passive monitoring methods
may also lead to improved understanding and prediction of

risk factors for psychopathology that cut across a number of
disorders, such as emotion dysregulation.

Emotion dysregulation refers to emotional experiences
and expressions that are over- and/or under-controlled in
a manner that interferes with goal-related behavior (14).
Emotion dysregulation is a complex multilevel construct, with
trait- and state-level components, associated with numerous
psychiatric disorders (15, 16). This construct also predisposes
individuals across the lifespan to risk for maladaptive coping
responses to distress (e.g., self-harm, substance use; (17–19)). For
example, children, adolescents, and young adults with emotion
regulation difficulties are at heightened risk for internalizing
and externalizing syndromes as they develop (14, 20, 21).
Dysregulated emotion is a function of both trait-level individual
differences in impulsivity and anxiety, as well as state-level
fluctuations in affect (15). Passive monitoring methods are
particularly well-positioned to tap into state dynamics but their
ability to do so is no doubt a function of person- and observation-
level sampling. With a large number of participants, individual
differences will emerge more readily, and observations will be
a function of between-person effects. Passive methods lend
themselves well to the gathering of numerous within-person
observations, leading to a stronger understanding of within-
person dynamics (1, 4). Regardless, the multifaceted and broad
nature of emotion dysregulation make it an ideal construct for
digital methods, particularly for individuals navigating major
lifespan transitions, who must manage significant daily stress
and adjustment.

Lifespan transitions often confer risk. For instance, rates
of internalizing and externalizing psychopathology increase in
adolescence in part due to hormonal shifts and changes in social
groups (22, 23). Emerging adults also have relative increases
in risk due to continued neurological development, shifts in
autonomy, and identity formation (24, 25). Additionally, the
perinatal period is a critical transition, leading to increased
psychiatric sensitivity and profound changes in identity
(e.g., labeling oneself as a “parent”), the effects of which can
confer risk for longstanding neurodevelopmental outcomes
in infants (26, 27). Transitions also involve a great deal of
adjustment. Adolescents navigate high school, young adults
often move out and seek independent careers, and perinatal
women and their partners manage newfound health challenges
and parenting stress—all of which make it difficult to gather
rich psychopathology data in the laboratory. Smartphone-
based monitoring of behavior represents an innovative
way to understand dynamic, daily life, and transdiagnostic
risk trajectories.

LIFESPAN TRANSITIONS AND PASSIVE
MONITORING OF EMOTION
DYSREGULATION

In this manuscript, we explore three lifespan transitions marked
by both smartphone use and increased psychopathology risk:
adolescence, emerging adulthood, and the perinatal period.
We discuss key features of each transition with respect to
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FIGURE 1 | Conceptual illustration of current smartphone-based passive monitoring methods. Raw data streams are collected directly from smartphones and then

converted into more useful variables/measures through cloud-based interfaces. These measures convey meaning about relevant constructs—in this case, emotion

dysregulation. Note that, for simplicity, this figure conveys merely a small sample of current possible data streams and variables, and many others exist.

emotion dysregulation as well as how passive monitoring might
be applied. We chose to limit our discussion to these three
transitions due to space constraints, and because smartphone
ownership is limited in childhood. In addition, we outline
potential passive measures of emotion dysregulation by strength
of support in the literature (moderate-strong, tenuous, or
conceptual/author perspective). We also note the extent to which
each highlighted measure has been associated with emotion
dysregulation directly (e.g., with a “gold standard” measure) or
indirectly (e.g., associated with an emotion regulation disorder,
such as depression), and if the measure has been gathered
via smartphone-based passive means in that population (see
Figure 2).

Adolescence Transition
Adolescence comprises the time between late childhood and
emerging adulthood (28). Specific age range definitions vary
but we restrict our definition to the 12–17 age range, avoiding
overlap with childhood and emerging adulthood and capturing
pubertal onset for most people. Though there is much literature
on media exposure in childhood (especially violent media) in
relation to psychopathology risk (29), this research is beyond the
scope of the current paper. Very little smartphone-based passive
monitoring research has been conducted among children (as

few children under 12 currently own smartphones). Moreover,
a discussion of ethics with respect to smartphone monitoring
in childhood warrants a more in-depth analysis than can be
done here.

Post-pubertal adolescent brains undergo extraordinary
changes in structure and function, including gray matter
pruning and increased connectivity in the prefrontal cortex
(30). By the end of puberty, adolescents have experienced
significant maturation of the hypothalamic-pituitary-adrenal
(HPA) axis and respective sexual organs (31), as well as overall
decreases in serotonin and increases in dopamine (32, 33).
Complex interactions between hormones, brain maturation and
functioning, and genomic (de)activation increase adolescent risk
for mental health problems (28, 33, 34). Given the risk and stress
of this transition, it follows that an approach that minimizes
research participation burden, such as daily life smartphone
monitoring, could be fruitful.

Two variables that can be passively monitored appear to have
at least moderately strong support as emotion dysregulation
indices in this stage: sleep disturbance and problematic Internet
usage. Countless studies have demonstrated that poor sleep,
often measured via self-report or actigraphy, is a viable index
of mood disorder risk across the lifespan (34–38). Smartphone
monitoring (i.e., raw data from ambient light sensor and
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FIGURE 2 | Use of digital phenotyping summary measures as markers of emotion dysregulation across major lifespan transitions. Moderate to strong empirical

support: >2 peer-reviewed studies. Tenuous empirical support: 1–2 peer-reviewed studies. Conceptual/theoretical support only: author perspective, important

measures for future study. 1Use of this variable has been supported by at least one study demonstrating its association with a “gold standard” emotion regulation

measure (e.g., affective lability, difficulty controlling emotions). 2Use of this variable is supported by evidence of its association with indirect markers of emotion

dysregulation (e.g., depression, anxiety, well-being). aCited study (or studies) gathered evidence through smartphone-based passive monitoring. bEvidence acquired

without passive monitoring. Note: no notation used for the last row because these items are not currently backed by evidence, representing the authors’ perspective

only.

accelerometer) has been used to assess sleep across populations,
often validated by actigraphy (39–43). In one study, researchers
demonstrated a clear link between emotion regulation problems
and poor adolescent sleep (36). Additionally, problematic
Internet/social media use, or technology use as a means of
regulating distress (e.g., using a smartphone to distract oneself
from anxiousness), has also been linked to psychopathology,
and may be explained by emotion dysregulation across diverse
samples (20, 44–48), though in none of these studies was
passive monitoring used. Nevertheless, adolescence is a time
of increased emotional responsivity (due to increases in limbic
volume) with incomplete prefrontal cortex development, which
may explain adolescents’ propensity to unhealthy emotion
regulation strategies (28). Although empirical support has
been acquired without passive monitoring, abundant evidence
suggests a link between problematic Internet use, sleep, and
emotion dysregulation, indicating at least moderate support for
these indices.

There are several passive measures with weak or tenuous
support. Many of these measures still require rigorous validation

in the adolescent context. Physical activity is related to
general well-being in adolescents [though untested with
passive monitoring methods; (49, 50)]. Robust social networks
and close relationships also associate with less adolescent
emotion dysregulation (51, 52). Network analyses have revealed
interesting contagion effects across adolescent peer groups (53),
which could potentially be captured through passive monitoring
methods. Contagion-like effects could be assessed through
social media app activity and through the use of phone-phone
closeness via Bluetooth. Finally, passive monitoring studies have
shown that adolescent weekend proximity to liquor stores (54)
and daily smartphone use (44) may index behavior problems and
suicidality, respectively—both proxies for dysregulated emotion.

We have identified several untested candidate measures
that may prove useful for detecting emotion dysregulation.
Keystroke dynamics (i.e., texting speed, autocorrect frequency)
and frequent, brief phone checks can detect emotion regulation
problems and may be worth examining with adolescents
(13, 44). Both may be useful because individuals who are
highly dysregulated struggle to allocate attention effectively
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(14, 15), similar to problematic Internet/social media use. Finally,
circadian movement, a measure of variability in GPS locations
over a day or week, may also index dysregulation. Individuals
with more irregular daily patterns may have more financial or
social insecurity and could be more dysregulated, making this a
fascinating candidate marker for future research.

Emerging Adulthood Transition
We define emerging adulthood broadly as between age 18
and the late 20s, as this period captures the time between
adolescence and the tapering of neurological development (55).
Like adolescence, emerging adulthood is a time of increases
in psychopathology risk, relative to childhood and adulthood.
This change in risk for mental illness may occur because many
emerging adults experience exponential growth in autonomy and
identity formation, often pursuing higher education, careers, and
intimate relationships (56). Yet there is also more lifestyle and
day-to-day heterogeneity in this period relative to adolescence.
Adolescents typically attend school, making it relatively simple
for researchers to apply digital methods uniformly. However,
much of what is known about emerging adults is limited to
college students. Thus, passive monitoring may provide an
effective way to better understand heterogeneous mental health
risk trajectories in this population.

Similar to adolescence, effective passive markers for emotion
dysregulation include both sleep and problematic Internet/social
media use, the latter of which is often defined as Internet/social
media use that leads to social, emotional, or behavioral problems
or negative outcomes (56). For example, using the Internet as
a primary means for managing distress or avoidance might be
considered problematic, especially because prefrontal cortices
only finish developing by the end of young adulthood (57).
Many non-digital studies have demonstrated links between self-
reported sleep and emotion dysregulation in college student
samples (58, 59). Note that there are several studies on passively-
monitored sleep in adults, not young adults (35). Likewise, self-
report studies of college students link problematic Internet/social
media use and dysregulated emotion (60, 61). There is a need for
more smartphone-based assessment of these measures, though
the large number of significant self-report studies suggests they
are at least moderately supported indices.

There are also several passive measures that have at least
weak support as emotion dysregulation indices. Some have
been examined in only adult populations, and others have
been examined via self-report in a limited fashion. Similar to
adolescents, there is good reason to suspect that daily mobility
and interpersonal interaction patterns, measured, for instance,
via GPS and Bluetooth, might index emotion dysregulation.
As adolescents transition into young adulthood, frontal lobes
tend to become increasingly active, leading to increased desire
for social engagement and interpersonal risk taking (28, 55).
Among adults in general, smartphone-derived mobility indices,
including number of locations visited, normalized entropy (i.e.,
variability in time spent at significant locations), and time spent at
home predicted depression and anxiety, though associations with
emotion dysregulation itself are untested (62–64). Additionally,
young adults who engage in effective interpersonal emotion

regulation tend to have greater popularity and social network
size, indexed via peer report and Twitter following [though not
passive monitoring; (65)]. This aligns with numerous emotion
regulation theories, such that affect is regulated through both
intrapersonal and interpersonal means (66, 67).

Additionally, there is evidence that total daily phone usage
may predict depression in adults (62, 68). However, a more
nuanced usage measure is phone checking, a common behavior
among young adults (69). Frequent checking, defined here as
brief lapses between screen lock-unlock, may index ineffective
regulation of distress and reassurance seeking, making it a
potential measure of utility (45, 70, 71). Finally, keystroke
dynamics (e.g., typing more quickly during a manic episode)
have been examined in adult clinical populations and are worth
examining in emerging adults, given that this measure predicts
mood states (13).

Two additional measures that may warrant investigation are
circadian movement (see “Adolescence”) and time spent near a
close partner. This latter marker could be approximated through
Bluetooth. When activated, smartphones can use Bluetooth to
detect proximity to other smartphones. Although the identity
of non-participant smartphones would be withheld, researchers
could determine if the same smartphone is in proximity
repeatedly, as one would expect with a close friend or partner
(8). Oftentimes, healthy relationships with close friends and
romantic partners associate with better regulated emotion (72),
so it stands to reason that this could be true when examined via
passive monitoring.

Perinatal Transition
The perinatal period is a time of significant change for women
and families. In less than a year, pregnant women experience
numerous profound neurobiological changes, matched only by
fetal and pubertal development, likely to facilitate child bearing
and parent-infant bonding (27). Preparing for and raising a
new child can cause significant financial and social stress,
as pregnant women must navigate newfound daily routines,
finances, health concerns, and identity shifts (73). Thus, this
lifespan transition confers increased mental health risk, yet
much perinatal psychopathology is under- or misdiagnosed
(74). Perinatal mental health problems can manifest in highly
idiosyncratic ways, unique from other parts of the lifespan
(e.g., perinatal depression is more likely to have anxious and
obsessive-compulsive features), and symptoms are also quite
variable from day to day (75, 76). Moreover, perinatal mental
health affects not only a pregnant woman’s long-term health, but
that of her newborn. Significant stress, depression, and emotion
dysregulation during pregnancy may predispose newborns to
maladaptive development (27, 77, 78). These intergenerational
implications underscore the need to better understand risk
during this stage.

To our knowledge, little passive monitoring research has
been done with perinatal women and none with their partners.
Likely, the most supported emotion dysregulation measure that
can be assessed with passive monitoring is sleep disturbance.
Though mild to moderate sleep disturbance is quite common
throughout this transition, not all perinatal women develop sleep
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disorders (79). Though empirical work is lacking, non-digital
studies have shown that prenatal and postnatal sleep disturbances
are associated with postpartum depression and other indirect
markers of emotion regulation problems, suggesting this could
be a useful index (80–82).

One passive measure with at least tenuous promise is “radius
of gyration,” or the average daily distance traveled from home
(8). In one of the only published studies that used passive
monitoring during pregnancy, researchers found that a lower
radius of gyration associated with day-to-day change scores in
self-reported mood, though not daily mood itself (83). In this
same study, smartphone-detected mobility (i.e., daily distance
traveled on foot) did not predict self-reported emotion. This
finding may speak to the unique features of this transition.
Pregnant women tend to move less over the course of gestation,
meaning that mobility may not be as consistently linked to
emotion as it is for adolescents and emerging adults. Also,
because smartphones can be used to detect proximity to other
individuals, the presence of supportive attachment figures during
the perinatal period seems to help reduce distress and, indirectly,
lead to more effective emotion regulation (84). Indeed, prenatal
maternal brains experience a remarkable amount of “rewiring” in
the prefrontal cortex, likely to facilitate attachment bonds with
partners and with their new child (27). Assessing time spent
in proximity with others via Bluetooth could help researchers
understand regulatory problems in pregnancy.

Due to a lack of research in this area, there are many
additional passive measures that, from our perspective, may
enrich our understanding of perinatal emotion dysregulation.
These proposed measures have already been discussed in detail
throughout this paper. For instance, keystroke dynamics may
prove a useful measure of mood dysregulation during the
perinatal period; individuals who are dysregulated may have
high variability in texting speed, autocorrect frequency, etc.
across temporal shifts in negative affect (13). We also propose
phone checking, social network assessment (both in-person and
virtual), and problematic Internet/social media use as candidate
emotion dysregulation indices, as they appear effective at other
points across the lifespan. Last, given the theoretical justification
described previously, researchers may also consider validating
circadian movement as an emotion dysregulation index during
the perinatal transition.

DISCUSSION

Emotion dysregulation is a heterogeneous, transdiagnostic
risk factor with health implications across the lifespan.
Smartphone-based passive monitoring presents researchers
and clinicians with a relatively inexpensive way to monitor
psychopathology-related behavior. However, much passive
monitoring research has relied on exploratory and atheoretical
methods, ultimately inhibiting advancement (43). We presented
key concepts and articulated a framework that will be helpful
for understanding how passive monitoring might be used
for daily life emotion dysregulation assessment across three
major lifespan transitions: adolescence, emerging adulthood,

and the perinatal transition. The most robust indices are
likely smartphone-based assessment of sleep disturbance and
problematic Internet/social media use, followed by derivations of
mobility, sociality, and phone activity. Given that most research
cited consists of self-report and other types of measurement,
there is a critical need to validate all of these indices with passive,
digital methods. As recommended (85), we encourage digital
researchers to simultaneously gather daily life self-reports (i.e.,
ecological assessment).

There are several limitations and caveats to note as well.
The passive monitoring markers outlined likely have complex,
bidirectional relations with emotion dysregulation. For instance,
numerous researchers have debated the extent to which sleep
issues predispose one to regulatory problems or if sleep problems
are a consequence of emotion dysregulation (86). For the
purposes of this paper, underlying mechanisms are not crucial;
our focus was on the utility of a potential marker. To estimate
causality, researchers must use intensive longitudinal approaches
with well-validated, multilevel measurement (87, 88). We expect
these designs will be even easier with passive monitoring.
Additionally, as described earlier, it is difficult to disentangle
the extent to which these measures index state- or trait-level
emotion dysregulation. Specific study designs will be helpful in
doing so.

Additionally, the indices we discussed are not exhaustive.
We have scratched the surface on how passive monitoring can
inform psychopathology. Emerging research is highlighting how
diverse technological interactions can help create comprehensive
digital phenotypes of an individual’s mental health. Cutting-
edge studies show how to integrate multiple aspects of
smartphone monitoring, wearable physiological technology,
and built-in machine learning algorithms (2, 89). This type
of work has incredible potential for increasing scalability
and translation of mental health findings. For instance, one
potential intervention involves using smart home features to
lock gun safes and alert clinicians when individuals are detected
to be in high distress [e.g., through voice sampling and
texting; (90)].

However, exciting this type of work could be, researchers
must remain attentive to ethical issues at play. Passive
monitoring scientists balance participant privacy and data
security with a need for rich data. Researchers should
follow recommended data protection strategies from
passive monitoring experts; for instance, it is important for
scientists to store their data in encrypted servers, used hashed
phone/Wifi identifiers (to avoid leaving identifying cellphone
information in a dataset), and only publicly share de-identified
data (1, 6). For instance, one passive monitoring platform
known as Beiwe uses front-end and back-end interfaces,
and identifiable participant data remain in the front-end
server (8).

Ethics becomes especially complicated when working
with adolescents, as navigating parent-child dynamics and
dyads in the laboratory already has its own challenges (91),
let alone outside of the laboratory. Researchers should take
several additional steps to protect human rights. Due to the
ongoing nature of smartphone-based data collection, it is
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important for researchers to provide not only detailed informed
consent at study onset but opportunities for participants to
re-consent and opt out if desired. Additionally, as mentioned,
due to the sheer volume of highly sensitive data, researchers
should take advantage of encrypted cloud-based servers
that de-identify participant information prior to storage.
Researchers should also consider explaining, in detail, how
passive monitoring works during the informed consent process,
and ensuring understanding when working with minors. It
may be important to emphasize that only consented data
are gathered, meaning data beyond what a smartphone can
currently collect automatically are unobtainable (typically
specific app usage, texting content, etc.). Researchers should
do as much as they can to reassure participants that they
will not be “watched” in real time; passive monitoring data
go through numerous cloud-based data checks prior to
becoming visible to researchers (8; Figure 1). Although a
detailed discussion of these issues is beyond the scope of
this manuscript, several excellent resources exist already
(2, 87, 92, 93).

To advance the science of psychiatry, researchers have
called for targeted application of digital methods to understand
specific daily life behaviors underlying psychopathology risk and
maintenance (9). Passive monitoring of emotion dysregulation is
a complex and emerging area of interest (94). By understanding
transdiagnostic risk factors across the lifespan through cutting-
edge digital methods, we will enrich our understanding
of psychopathology mechanisms and treatment directions.
There is still much to be learned about how to advance
this research area, and just as much critical knowledge to
be gained.
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