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Extreme events cause significant damage and disruption to the manufacturing sector,

associated supply chains, and adjacent communities. These disastrous shocks may

include natural disasters (e.g., hurricanes, floods, earthquakes), pandemics, catastrophic

economic collapses (e.g., price crash of oil and gas), and terrorist and cyberattacks.

Although much research has addressed the resilience of infrastructure, very little

work has targeted the resilience of the manufacturing processes. Even less work

has addressed the topic of process design approaches to create disaster-resilient

industrial processes. The objective of this paper is to provide perspectives on the

use of process integration for developing disaster-resilient designs of industrial plants

with a focus on the process industries (e.g., chemical, petrochemical, oil, gas,

specialty chemicals, pharmaceuticals, biorefining). Focus is given to three categories

of extreme events: natural disasters, pandemics, and economic collapses. Although

several principles have been proposed for resilience engineering of infrastructure,

industrial processes have unique features that warrant a tailored discussion. To

streamline the discussion, we have identified 12 principal strategies for creating

disaster-resilient designs: (1) Fail-safe by design, (2) Redundancy, (3) Reconfigurability,

(4) Modularity/Mobility/Distributability, (5) Repurposability, (6) Flexibility, (7) Controllability,

(8) Reliability, (9) Recoverability/restorability, (10) Rapidity, (11) Robustness, and (12)

Resourcefulness. These strategies are generally applicable to the process industries

because they transcend the specific type of the manufacturing facility. Examples

of industrial applications are given to explain the resilience strategies and discuss

the research challenges and potential use of process integration in the systematic

development of design concepts and tools for resilient design. The paper concludes

with a list of future directions and promising research opportunities.
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INTRODUCTION

Traditionally, the design, operation, and optimization of
manufacturing facilities have been largely driven by economic
factors with little consideration of risk, resilience, interactions
with surrounding communities, and integration with supply
chains. In addressing the potential impact of disasters, most
facilities rely on emergency response plans. The result has been
ineffectiveness in responsive policies, stagnation in technological
breakthroughs, and tremendous losses in the wake of disasters
such as hurricanes, tropical storms, storm surges, and floods.
For instance, the US Gulf Coast Region (which represents
the backbone of the US continuous manufacturing sector)
has endured more than $550 B (Figure 1). These economic
losses do not reflect the devastating impacts on lives and
livelihoods; dislocation of workforce and communities; public
health problems due to leaking hazardous materials from energy
production and manufacturing sites; and disruptions of goods
and services.

Generally speaking, resilience engineering is aimed at
decreasing the negative impact of shocks on the system
performance and enhancing the adaptive capacity of the system
to respond quickly and favorably to expected and unexpected
disruptions. Ayyub (2014) defines resilience as “the ability to
prepare for and adapt to changing conditions and withstand
and recover rapidly from disruptions.” As such, there are three
main capacities of a resilient system: absorptive, adaptive, and
restorative. Righi et al. (2015) provided a review of resilience
engineering, covered six possible definitions, and presented the
alignment with the safety management paradigm. A review of
definitions and metrics of resilience is given by Ayyub (2014).
Different studies have highlighted the key characteristics of a
resilient system such as robustness, resourcefulness, rapidity,
and redundancy (Bruneau and Reinhorn, 2007; Yu et al.,
2020) or the key resilience functions to resist, restabilize,
rebuild, and reconfigure (Gasser et al., 2019). Woods (2015)
classified the use of resilience around four concepts: rebounding
from trauma, a synonym to robustness, graceful extensibility
(opposite of brittleness), and sustainability of a network of
architectures that can adapt to future events. Although much
research has been addressed the resilience of infrastructure,
very little work has targeted the resilience of the manufacturing
processes (not the infrastructure of these plants). Even less
work has addressed the topic of process design approaches
to create disaster-resilient industrial processes. Dinh et al.
(2012) described six principles for resilience engineering of
industrial processes: flexibility, controllability, early detection,
minimization of failure, limitation of effects, and administrative
controls/procedures. Reniers et al. (2018) proposed an initiative
to enhance the resilience of the chemical industrial parks
by emphasizing education, learning, training, proactive risk
minimization, and safety innovation. Pasman et al. (2020)
discussed how the resilience of processing facilities can
enhance safety and sustainability. Jain et al. (2017, 2018)
introduced process analysis framework to assess resilience and
highlighted the importance of three characteristics of resilience:
avoidance, survival, and recovery. Moreno-Sader et al. (2019)

introduced an economic framework for coupling conventional
profitability analysis with resilience projects using process-
integration targeting techniques. Jain et al. (2020) introduced a
process resilience analysis framework and used it to illustrate
the relationship between strengthening process resilience and
enhancing sustainability and business continuity. Caputo et al.
(2020) proposed an approach for estimating the capacity loss
of a plant under seismic disruption. Gong and You (2018)
presented an approach to the resilient design and operation of
chemical processes by using resilience and economic objectives
in a two-stage mixed-integer fractional programming model
that includes five strategies: selection from alternative designs,
increasing absorptive capacity of units, using parallel processing,
installing redundant units, and developing scheduling strategies
for recovery. Orosz et al. (2020) proposed a methodology for the
analysis of structural and operational aspects of process using the
P-graph framework. Jafarinejad (2020) proposed a framework for
designing resilient, energy-efficient, and sustainable wastewater
treatment plants. Salehi and Veitch (2020) studies the factors
contributing to the adaptive capacity of processing facilities
based on data obtained from plant managers at different levels.
Vairo et al. (2020) evaluated the resilience of hazardous-materials
storage plants using Bayesian network analysis. Benjamin
et al. (2020) used input-output modeling to evaluate risk and
resilience for integrated biorefineries. Son et al. (2020) provided
a review of emergency response strategies for processing
facilities. Sengupta and Yelvington (2020) described the role of
modular and intensified processes in enhancing the resilience
of manufacturing facilities and supply chains. Abimbola and
Khan (2019) and Taleb-Berrouane and Khan (2019) modeled
resilience through a dynamic object-oriented Bayesian network
and stochastic approaches. Resilience using control systems was
discussed by Lenhoff and Morari (1982) to optimize the dynamic
behavior of a process under disturbance. There have also been
research activities in the areas of flexibility and reliability which
are related to resilience. Thomaidis and Pistikopoulos (1994)
proposed the inclusion of flexibility, reliability, and maintenance
in design while addressing uncertainty in process parameters.
Yarveisy et al. (2020) introduced resilience metrics based
on reliability, maintainability, and system modeling approach.
Ade et al. (2018) investigated the role of inherent safety on
the reliability of industrial processes. Al-Douri et al. (2020)
introduced an economic framework for mitigating operational
failure by considering reliability, availability, andmaintainability.
Park et al. (2020) and Roy et al. (2016) provided recent literature
surveys on the use of safety in process design.

Before describing the role of process design in enhancing
resilience of the manufacturing facilities, it is instructive to
highlight the main negative consequences of hurricanes, floods,
and pandemics on the manufacturing sector and associated
communities. Table 1 highlights these impacts and shows
common consequences for hurricanes/floods and pandemics.
Resilience strategies should have the characteristics of mitigating
these negative impacts.

Although operational and responsive strategies help lessen
the consequences of a disaster on a manufacturing facility
and impact communities, design modifications can play a
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FIGURE 1 | Hurricane damages and major industries in the US Gulf Coast Region.

TABLE 1 | Main impacts of hurricanes, floods, and pandemics on the

manufacturing sector and communities.

Hurricanes/

floods

Pandemics

Impact on manufacturing facilities

Fire/explosion/toxic release X

Production disruption X X

Infrastructure (e.g., transportation, power) failure X

Lack of workforce full accessibility to facilities X X

Inability to cope with shifting markets/repurposing needs X

Economic loss/failure X X

Impact on manufacturing supply chains

Inability to meet critical demands of goods and services X X

Inability to cope with shifting markets/repurposing needs X

Economic loss/failure X X

Impact on associated communities

Environmental pollution and ecosystem disruption X

Community disenfranchisement, workforce disruption X X

Lack of critical goods and services X X

dominant role in mitigating, withstanding, and recovering from
the impact of disasters. Process integration is a particularly
powerful framework for the design of manufacturing facilities.
Process integration is defined as a “holistic approach to process
design and operation which emphasizes the unity of the process”
(El-Halwagi, 1997, 2017b). There are three primary categories
of process integration: mass integration, energy integration,
and property integration. There is already a compelling track
record for the success of process integration in increasing

profitability, conserving natural resources, preventing pollution,
and enhancing sustainability. For overviews of the principles,
tools, and industrial applications of process integration, the
reader is referred to literature (e.g., El-Halwagi and Spriggs,
1998; Dunn and El-Halwagi, 2003; Kemp, 2009; Majozi, 2010;
Noureldin, 2011; Foo, 2012; El-Halwagi, 2017b). Because of its
strong track record in the fields of design and sustainability
and its holistic and multi-scale nature, process integration is
uniquely poised to yield a powerful framework for systematically
creating resilient designs that are highly effective, robust,
and novel.

The objective of this paper is to provide perspectives on
the use of process integration for developing disaster-resilient
designs of industrial plants with focus on the process industries
(e.g., chemical, petrochemical, oil, gas, specialty chemicals,
pharmaceuticals, biorefining). The paper is structured around
12 principal strategies for creating disaster-resilient designs.
An explanation is given to each strategy. Several industrial
examples and research challenged are discussed to demonstrate
the research challenges and potential use of process integration
in the systematic development of design concepts and tools for
resilient design.

THE 12 PRINCIPAL STRATEGIES FOR
DISASTER-RESILIENT DESIGN OF
INDUSTRIAL PROCESSES

In this paper, the resilience of a manufacturing facility is defined
as the ability to anticipate, prepare for, mitigate, withstand,
adapt to, and recover from the impact of disastrous shocks.
In general disastrous shocks may include natural disasters
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(e.g., hurricanes, floods, earthquakes), pandemics, catastrophic
economic collapses (e.g., price crash of oil and gas), wars, terrorist
and cyberattacks, and the disruption of critically associated
supply chains. In this paper, focus will be given to the first
three categories of extreme events: natural disasters, pandemics,
and economic collapses. Although several principles have been
proposed for resilience engineering of infrastructure, industrial
processes have unique features that warrant a tailored discussion.
Therefore, we propose the following 12 principal strategies for
disaster-resilient designs of manufacturing facilities:

1. Fail-safe by design: When the process is not robust enough
to withstand an extreme event, it should be allowed to fail
but in a safe(r) manner which mitigates risks and poses little
or no harm to the surroundings, people, or communities. It
is also worth noting that a fail-safe design must be coupled
with safe-fail approaches which are aimed at the inclusion
of adaptive capacity to minimize the negative consequences
once new risks are identified and revealed (Park et al., 2011).
To illustrate this concept, let us first recall an incident that
resulted from Hurricane Harvey which dropped more than
50 inches of rain in Texas and caused a disruption in electric
power and partial submergence of manufacturing facilities. In
one of the chemical facilities, power disruption and facility
submergence led to failed refrigeration systems and resulted
in the rise of the temperature of stored organic peroxides
which violently decomposed leading to explosions [(CSB
(Chemical Safety Hazard Identification Board), 2018)]. Next,
let us consider an example of an exothermic catalytic reaction
system which requires cooling to avoid temperature rise and
a runaway reaction (Figure 2A). If an extreme event causes
a power supply disruption, the coolant pump will fail. The
increasing temperature of the reaction mixture will trigger
runaway reactions, ultimately leading to fire, explosion, and
toxic chemical release. Figure 2B shows the sequence of steps
that start with a loss of power that leads to failure of the cooling
system to maintain the reaction temperature and subsequently
leads to a runaway reaction that results in fire, explosion, and
release of toxic materials.

One option for a fail-safe design is to utilize excessive heat
release to generate power and lower the reactor temperature
(e.g., using thermoelectric devices) and to power the coolant
pump (Figure 2C). Another option is the use of alternate
reactants can transform exothermic reactions into endothermic
reactions with an inherently safer shutdown upon power
loss (Figure 2D). Another fail-safe approach is to enclose
the unit with a resilient containment equipped with proper
relief systems that can contain the explosion and treat
or prevent the release of toxic chemicals (Figure 2E). An
example of containment is the case of producing phosgene
(a highly hazardous chemical) for which that reactor may
be enclosed in a containment building (often operated under
slight vacuum) and/or surrounded with scrubbing systems to
protect from leaks (Gowland, 1996; Thiel et al., 2020). The
systematic development of such fail-safe designs will require
the evolution of conventional process integration approaches

such as reaction pathway synthesis (Rotstein et al., 1982;
Crabtree and El-Halwagi, 1994; Pham and El-Halwagi, 2012;
Ponce-Ortega et al., 2012), combined heat and power; (Mohan
and El-Halwagi, 2007; El-Halwagi et al., 2009; Kemp, 2009),
and integrated molecular and process design (Eljack et al.,
2007).

2. Redundancy: A simple form of redundancy is duplication
(e.g., Rubio-Castro et al., 2013). Here, we adopt a more general
definition that refers to the use of components of the process to
replace or supplement failing parts of the system to maintain
the original operation/functionality or move the operation to
a satisfactory goal for resilience. In the previous example of
the reaction system, the simple form of redundancy will be to
install two coolant pumps. But if there is power outage, both
will fail. On the other hand, if an alternate form of supplying
power (e.g., an energy storage and dispatch unit) is added
and activated upon failure of the main power supply, then
it can run the coolant pump and avoid runaway reactions
(Figure 2F). Another example is shown by Figure 3 where
a dedicated power generation system is installed to partially
replace the external power from the grid upon failure or to use
it to supplement the external power as part of a cogeneration
system. In case of loss or partial failure of the external power
supply, the process-generated power is allocated to the most
critical parts of the process. This paradigm is analogous to the
use of plant-owned standby turbines dedicated to peak shaving
to address the case of a sudden increase in power consumption
of the plant (e.g., Smith, 2000). During non-disaster times, the
internally-generated power can be used to “shave off the peaks”
in consumption that can trip the external power system or
incur substantial penalties.

3. Reconfigurability: This corresponds to the ability to alter
the process flowsheet using the same pieces of equipment
but in different arrangements and/or for multiple purposes.
In the field of process integration, this concept has been
largely limited to batch processes and, to a much lesser
extent, to small-scale specialty-chemical or pharmaceutical
processes (e.g., Adamo et al., 2016). Large-scale processing
facilities are notorious for their fixed configuration. An
effective way of reconfiguring the process without moving the
fixed and bulky equipment is to use different configurations
of the connecting pipelines. A particularly useful tool that
has been used in process synthesis is the superstructure
approach. It is a network representation which embeds
all configurations of interest that can then be translated
into an optimization formulation to be solved for the
selection of the optimal configuration. A recent review of
the superstructures is provided by Mencarelli et al. (2020).
To illustrate this concept, consider Figure 4A that shows
a superstructure based on the state-space representation
(Bagajewicz and Manousiouthakis, 1992). It encapsulates
numerous alternatives that can be generated by selecting and
deselecting (assigning a zero flowrate to) the streams. For
instance, Figures 4B,C show the reduced superstructures that
represent the associated flowsheets. There is a research gap
and an opportunity to evolve conventional superstructure
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FIGURE 2 | (A) An exothermic reaction system during normal operation. (B) Non-resilient operation following power loss. (C) Fail-safe via substitution to resilient

emergency power. (D) Fail-safe via reactant substitution. (E) Fail-safe via containment, relief, and treatment. (F) Redundancy via an energy storage and dispatch

system.

approaches to address reconfigurability and resilience because
the goal is not to select an optimal flowsheet from among
the various alternatives. Instead, the goal is to identify various
reconfigurable configurations that can be created by altering
connectivities to address disaster-based scenarios as well as
normal operations. Since the unit capacities will also need to be
determined, issues of capital productivity, resilience objectives,
operability, and scenario probability must also be included.
For instance, consider an example of three units that operate
normally in the following sequence: A followed by B then C.
Under normal conditions, this sequence is the cost-optimal

configuration. Unit A is a separation device that removes and
neutralizes a certain pollutant (p1). Suppose that as a result
of a disruption that the feed composition changed in a way
that introduced an additional component into the system and
that upon reaction in unit C, a hazardous chemical (p2) is
produced. Separation unit A has the ability to remove and
neutralize both p1 and p2. Therefore, to continue operation
following the disruption, unit A must be moved after unit C.
In a large-scale facility, units cannot be readily moved around.
Nonetheless, if the plant is equipped with the superstructure
of the piping network shown by Figure 4A, the flow in the
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FIGURE 3 | Redundancy through an alternate/supplementary/emergency power generation systems.

piping network can be easily moved from the configuration
shown by Figure 4B to the one shown by Figure 4C (by simply
closing and opening the appropriate valves) with the effective
reconfiguration of the units to have the new sequence B
followed by C then A. All of this can be done with proper pre-
planning and without having to move a single unit. Although
the new configuration is not cost optimal but it provides the
plant of a way to continue operation during disruption times.

4. Modularity/Mobility/Distributability: Conventional
process plants with large throughputs tend to include large
units. Modular units, on the other hand, tend to be small
and are typically mounted on a skid. These skids can tackle
small throughputs and can also be interconnected to handle
large throughput. These units can also contribute to the
establishment of distributed manufacturing networks. Tian
et al. (2019) described a modular approach to process
integration and intensification. Allen et al. (2019) introduced
a design and scheduling framework for capacity planning
of modular and transportable infrastructure for shale gas
production and processing. Al-Fadhli et al. (2019) provided
a network-based approach for the use of modular units
in hydrocarbon processing. Oke et al. (2020) developed
an optimization framework for using modular units in
treating flowback wastewater in oil and gas fields. Roy (2017)
discussed the main advantages of modular units including
worksite safety (since most of the modular units may be
manufactured offsite), scheduling efficiency, and flexibility
of adding more units easily. The primary disadvantage of
modular units is the loss of the benefits of “economy of

scale” for larger plants. Another disadvantage is the increased
level of complexity in interconnecting and operating a large
number of modular units. Sengupta and Yelvington (2020)
discussed the use of modular units to promote resilient
manufacturing—especially the speed at which these units
may be manufactured and the ability to deploy these units
to disaster-impacted sites. Furthermore, the placement of
these modular units over a network of sites supports the
notion of distributed manufacturing that enhances the
overall resilience of the network especially when certain
sites are spared the impact of extreme events. The following
are two examples of the use of modular units to addresses
extreme events:

◦ The first example is inspired by the Waha hub in West
Texas in March and April of 2018 when two compression
stations in New Mexico failed and caused a severe limit on
the amount of natural gas that could flow in the distribution
network. Without a local manufacturing infrastructure to
process the gas, the price of natural gas plummeted to
minus $4.28/MM Btu (DiSavino, 2020). Another example
is the historic crash in the price of crude oil which
plummeted to minus $38/bbl (Coy, 2020) with the problem
exacerbated by the lack of additional storage or refining
capacities. These are examples of a disaster in the form
of an economic collapse and, additionally in the case
of the Waha hub, environmental pollution (even when
the gases are flared, they have a negative environmental
impact). For the Waha hub case, if there were an available
fleet of modular gas processing units (e.g., gas-to-liquid
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FIGURE 4 | (A) A superstructure representation. (B) A reduced superstructure for representing the first process configuration. (C) A reduced superstructure for

representing the second process configuration.

GTL), they could have been deployed as a disaster-relief
set of resilient “plants on wheels” (or other forms of
transportation) to convert the gas to liquid transportation
fuels or chemicals that can be easily transported to
consumers especially communities that were deprived of
natural gas following the distribution failure. Figures 5A,B
illustrate the base case and the resilient solution through
modularity and mobility.

◦ The second case deals with a common situation that
follows flood-impacted industrial facilities when
wastewater treatment facilities fail and pollutants
contaminate adjacent communities (Olyaei et al.,
2018). In such cases, a modular wastewater treatment
unit can be deployed to treat wastewater and offer
clean water for the impacted community as shown by
Figures 6A,B.

New process integration tools are needed to determine
the optimal selection of type, size, and the number of
deployable modules and the scheduling schemes. The tools
must take into consideration the various disaster scenarios

and the probabilistic, spatial, and temporal aspects of
these scenarios.

5. Repurposability: which refers to the capability of a process to
be used for purposes or products that are different from the
original ones. During disaster times, there is insufficient time
to resort to conventional retrofitting or revamping activities.
Nonetheless, if the process has a pre-disaster design which is
re-purposeful, alteration from one mode of operation to the
other becomes almost instantaneously possible. For instance,
consider a process that converts natural gas to methanol.
Figure 7A is a simplified block flow diagram (based on the
detailed design provided by Ehlinger et al., 2014; Alsuhaibani
et al., 2019). During pandemics, it is anticipated that there
will be increased demands for hand sanitizers because of the
additional use and panic buying. An important ingredient in
the production of hand sanitizers is ethanol. Methanol cannot
be used in hand sanitizers because it leads to severe health
problems. Can a methanol plant be repurposed to produce
ethanol? The answer is yes but the repurposing requires pre-
planning during the greenfield design or retrofitting phases.
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FIGURE 5 | (A) Shale gas distribution. (B) Deployment of modular GTL units for resilient shale gas monetization.

Process simulation and synthesis techniques may be used
to ensure the ability to repurpose and to identify necessary
changes in vessel design, operating conditions, and catalyst.
Figure 7B shows the simplified process after repurposing
during pandemic times to produce ethanol. The process
configuration is virtually the same with changes in sizing,
operating conditions, and catalyst (Rh-based instead of Cu-
based) (de Carvalho Miranda et al., 2020). This process

is not the common plant for producing ethanol (which is
commercially produced via biomass fermentation) but it has
the major advantage of being re-purposeful during disaster
times then switched again to the original process afterward.

6. Flexibility: In the field of process design, flexibility has been
used to represent the “ability of the system to feasible operation
over a range of uncertain conditions” (Dimitriadis and
Pistikopoulos, 1995). These uncertain conditions may result
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FIGURE 6 | (A) A manufacturing site with wastewater treatment. (B) Deployment of modular units for resilient wastewater treatment.

from unplanned disturbances such as disastrous disruptions
or from pre-planned activities such as the aforementioned
repurposing operations. If the output of the system stays
within acceptable performance bounds, then the process
design is flexible. On the other hand, if subsets of the output
of the system violate the acceptable performance bounds, then
the system is inflexible. Figure 8 is a schematic representation
of the flexibility concept. Important research contributions
have been made in the assessment of and design for flexibility
and design under uncertainty (e.g., Grossmann and Morari,
1983; Swaney and Grossmann, 1985; Pistikopoulos and
Grossmann, 1989; Zhu and El-Halwagi, 1995; El-Halwagi et al.,
2013; Kazantzi et al., 2013; Kazi et al., 2015, 2018; Tovar-Facio
et al., 2017; Mukherjee and El-Halwagi, 2018; Ortiz-Espinoza
et al., 2019; Mukherjee et al., 2020). These contributions can
constitute a strong basis for the flexibility approaches needed

for resilient design to systematically include the objectives
of enhancing the absorptive capacity and adaptability of the
process in response to extreme events such as disasters and
surges in demands following pandemics while reconciling
these aspects with the technical, economic, environmental,
and safety objective of the process.

7. Controllability: This may be defined as the ability “to steer
dynamical system from an arbitrary initial state to an arbitrary
final state using the set of admissible controls.” (Klamka,
1991). Therefore, controllability addresses the dynamic issues
and trajectories for the system behavior which are not
considered in the aforementioned flexibility analysis. It is
worth noting that toward resilience, the final state may vary
depending on the disaster scenario and a desirable objective.
Although controllability belongs to the field of process control,
process design has a strong impact on controllability. Recent
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FIGURE 7 | (A) A methanol production process. (B) A repurposed process for the production of ethanol.

research efforts have endeavored to include controllability
during the design phase and to develop a unified approach for
process design and control (e.g., Burnak et al., 2019a,b; Onel
et al., 2019).

8. Reliability: which refers to the ability of the process or its
components to function without failure. The conventional
definition of reliability entails identifying the probability of
failure and the mean time to failure (e.g., Ade et al., 2018;
Al-Douri et al., 2020). Nonetheless, under extreme events
the definition must be expanded to reflect the impact of the
external shocks and their consequences.

9. Recoverability/restorability: which refer to the process
inherent and adaptive capacities to undergo corrective actions
to restore stability and normal operation either to the
original (pre-disruption) state or to a new desirable state
(e.g., repurposed state or fail-safe state). A research challenge
for process integration is to develop systematic targeting
techniques to establish benchmarks for recoverability and
restorability. Once these targets are established, conventional
design approaches can be used to generate processes that
feature rapid and robust recoverability while balancing this
objective with the technical, economic, environmental, and
safety objectives of the process.

10. Rapidity: Bruneau and Reinhorn (2007) define rapidity
as: “the capacity to meet priorities and achieve goals in a
timelymanner in order to contain losses, recover functionality,
and avoid future disruption.” In order to further understand

rapidity, it is instructive to first discuss the typical stages of
a resilient system following disruption. Taleb-Berrouane and
Khan (2019) describe a five-stage lifecycle model of resilience:
stability, disruption effect, system reaction to disruption,
rehabilitation from the disruption, and return to stability.
Figure 9 shows the “bathtub curve” associated with these
five stages, but with two additional options for returning to
stability: a new stable based on a re-purposed objective or
a fail-safe objective. It is worth noting that the re-purposed
objective is only temporary. For instance, if there is a surge
demand for certain products that are not currently produced
by the process, and the process has to be repurposed to
produce these new products, the repurposing will be carried
out for the duration of the surge demand, after which the
process will be restored to its normal operation. In this case,
rapidity deals with the speed at which such repurposing
takes place. The deterioration performance and duration
are associated with the system’s robustness and absorptive
capacity. The system’s response to duration depends on
its adaptive capacity. Finally, restoration and rehabilitation
reflect the system’s restorative capacity based on preventive
or responsive actions. Rapidity is captured by the period
between disruption start and end. A shorter time between
disruption start and end represents a more rapid recovery
and leads to a more resilient system. A research challenge for
process integration is to develop systematic design approaches
that lead to inherent and adaptive features that minimize
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FIGURE 8 | Flexibility assessment: (A) Under steady-state conditions, (B) A flexible design, and (C) an Inflexible design.

disruption time for potential scenarios while balancing this
objective with the technical, economic, and environmental
objectives of the process.

11. Robustness: A common definition of robustness is given
by Bruneau and Reinhorn (2007) as: “the strength, or the
ability to withstand a given level of stress or demand
without suffering degradation or loss of function.” As
such, robustness is closely tied to the system’s absorptive
capacity. Woods (2015) highlighted the alignment between
the concepts of resilience and robustness and discussed
the relevance to the field of robust control which offers
stability and/or robust performance over given bounds on
uncertainties and disturbances (e.g., Pistikopoulos et al.,
2009). For manufacturing facilities, robustness covers the
integrity of process equipment as well as satisfactory
continuity of operation. As such, robustness can be achieved
through a combination of design and operation procedures
and protocols.

12. Resourcefulness: the ability of the process to deploy and
utilize various resources (e.g., materials, energy, technologies,
human) to maintain proper operation or avoid detrimental
consequences when faced with disruptions especially in the
supply of raw materials and energy. Consider the following
example for the production of isopropyl alcohol (IPA) or
isopropanol which is a common ingredient in hand sanitizers.
A typical route for IPA production is to start with propane

as the primary feedstock which is converted to propylene
via dehydrogenation (Agrawal et al., 2018) then hydration
is used to yield IPA (Panjapakkul and El-Halwagi, 2018).
Suppose that the supply of propane gets disrupted because of a
natural disaster or becomes insufficient because of a sudden
surge in the demand for IPA (as was the case in the US
following the spread of the COVID-19 pandemic). Reaction
pathway synthesis and process integration techniques can be
used to identify alternate routes that do not require propane.
For instance, as shown by Figure 10, methanol (produced
from natural gas or biomass) or glycerol may be used to
yield propylene. If the process is designed to be capable of
processing methanol or glycerol instead of or in addition to
propane, then such resourcefulness can maintain production
despite disruption/deficiency in raw materials/supply chains.

CONCLUSIONS AND FUTURE
DIRECTIONS

This work has focused on the intersectionality of disasters,
resilience, and design of industrial processes. Twelve
principal strategies have been identified for creating
disaster-resilient designs of industrial processes: Fail-
safe by design, (2) redundancy, (3) reconfigurability, (4)
modularity/mobility/distributability, (5) repurposability,
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FIGURE 9 | Lifecycle stages of resilience following a disruptive event.

(6) flexibility, (7) controllability, (8) reliability, (9)
recoverability/restorability, (10) rapidity, (11) robustness,
and (12) resourcefulness. Process integration has been presented
as a powerful framework for current use and future research.
Examples of industrial applications have been given to explain
the resilience strategies and discuss the research challenges
and potential use of process integration in the systematic
development of design concepts and tools for resilient design.
Since most process design approaches have been driven by
techno-economic factors, a major research challenge is to
assess resilience and to develop systematic tools to incorporate
resilience in greenfield and retrofitting designs. The following
are critical research needs and promising directions:

• Integration of design, operation, and control for resilience:

The full extent of robustness can be achieved when the
design strategies are integrated with operation, control,
and scheduling. Recent research efforts in incorporating
operability into design especially for intensification objectives
(e.g., Tian et al., 2018a,b; Burnak et al., 2019a,b; Demirel et al.,
2019 can be used as a platform for addressing resilience.

• Multi-scale approaches to resilience: This paper has focused
on the process level. The resilience of a processing facility
is strongly tied to the resilience of the external systems and
supply chains. Multi-scale approaches to the optimization
of designing individual processes, eco-industrial parks, and

associated supply chains can provide a valuable framework
for creating resilient processes and supply chains (e.g., Juárez-
García et al., 2018; Mukherjee and El-Halwagi, 2018; Zhao and
You, 2019; Avraamidou et al., 2020).

• Smart Manufacturing, Data Analytics, and Digitalization:

Innovations of the 4th industrial revolution can have
significant potential to enhance disaster resilience practices
in the process industries. Big data analytics, digitization
and automation, cloud computing, cyber-physical systems,
smart human machine interaction, machine-to-machine
communication, decentralization of the data flow, internet-
of-things (IoT) inclusion, automatic data exchange, and
communication may provide extra layers of protection for
handling emergencies. For example, autonomous production
and smart manufacturing can show some extra resilience
during a pandemic situation like COVID-19, when limited
human interaction becomes the norm. Industry 4.0 and smart
manufacturing can provide the agility in switching product
manufacturing fast for retaining business and fulfilling new
demands during the pandemic. It can provide resilience by
production-line monitoring, predictive maintenance, smart
decision-making, and by providing real-time visibility into
raw materials, workforce, and products. Artificial intelligence
(AI), Machine Learning (ML), and Augmented Reality (AR)
can be the crucial elements to accelerate monitoring and
training on resilience and productive manufacturing while
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FIGURE 10 | Alternate pathways for mitigating disruption or insufficiency in propane feedstock to produce isopropyl alcohol (adapted from Panjapakkul and

El-Halwagi, 2018).

keeping pace with the rapid changes. Industry 4.0 and smart
manufacturing also come with challenges such as security,
protecting intellectual properties/information, and above all
operational challenges. Recent contributions in the field
(Ogumerem and Pistikopoulos, 2000; Ivanov, 2018; Lee et al.,
2019; Bag and Pretorius, 2020; Ma et al., 2020) can be extended
to include resilience strategies and integration with smart
manufacturing and digitalization.

• Benchmarking designs for resilience: One of the most
powerful techniques of process integration is “targeting”
which refers to the ability to determine standards of
excellence (benchmarks) for a process ahead of detailed
design and without commitment to a specific process
configuration. There have been numerous contributions
in systematically benchmarking various objectives such as
minimizing external heating and cooling utilities (e.g.,
Linnhoff and Hindmarsh, 1983; Papoulias and Grossmann,
1983; Kemp, 2009), minimizing fresh-resource usage and
waste discharge (e.g., El-Halwagi et al., 2003; Kazantzi and
El-Halwagi, 2005; Foo, 2012), minimizing fresh-water usage
and wastewater discharge (e.g., Wang and Smith, 1994),
minimizing the use of external mass separating agents and
maximizing the use of process mass separating agents (e.g., El-
Halwagi and Manousiouthakis, 1989), and maximizing power
cogeneration using internal resources (e.g., Klemeš et al., 1997;
Mavromatis and Kokossis, 1998; El-Halwagi et al., 2009).
There is a critical need to make similar contributions toward
benchmarking resilience.

• Resilience metrics for the process industries: Although
there have been attempts to develop resilience metrics for
general systems and infrastructures, there is a critical need to
develop resilience metrics for the process industries especially
concerning the characteristics and idiosyncrasies associated
with the 12 resilience strategies identified in this work. Toward
this goal, recent research efforts have endeavored to use the
concept of sustainability-weighted return on investment (El-
Halwagi, 2017a) to extend it to include safety and resilience
(Guillen-Cuevas et al., 2018; Moreno-Sader et al., 2019). These
approaches use the power of process-integration targeting to
set resilience within a financial framework.

• Resilience as a pathway to sustainability: Although the fields
of sustainable design and resilient design have evolved as
separate domains with sustainability focusing on economic,
environmental, and societal matters, we are convinced that
resilience and safety should be essential components of
sustainability. A unified framework should be developed.

Based on the aforementioned discussion, there are still grand
challenges in the design of resilient processes. The good news
is that fundamental concepts and enabling tools in the field of
process integration combined with the advancement in analytics
and digitalization can provide an effective framework to aid
in the development of resilient designs on industrial processes.
Specifically, the systematic approaches of process integration
can be used by capitalizing on the following activities which
have shown a proven track record in other domains such as
sustainability, safety, and profitability (El-Halwagi, 2006, 2017b):
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1. Task Identification: The goals of resilience and other process
objectives must first transformed into actionable tasks (along
the lines of the 12 resilience principles described in this paper).

2. Targeting: Prior to detailed design, it is important to set clear
benchmarks to target the process performance with respect to
the desired key performance indicators.

3. Generation of Alternatives (Synthesis): Process synthesis
provides a powerful framework for creating process
alternatives for a given set of inputs to satisfy a certain
set of outputs. This approach works well for greenfield (new)
designs as well as retrofitting existing designs to meet the
new objectives. Upon the generation of the alternatives or
the embodiment of the alternatives, multi-criteria decision-
making techniques (e.g., optimization) are used to select the
top design(s).

4. Analysis of Selected Alternative(s): The generated
solution(s) from process synthesis should next be analyzed to
predict its detailed characteristics and performance. Process
analysis techniques involve computer-aided simulation
tools, modeling, empirical/semi-empirical correlations,
and assessment of metrics (e.g., resilience, safety, cost,
environmental impact). Furthermore, process analysis may
include the use of experimental work at the lab and pilot-plant
scales, and even tailored experimentation at existing plants.

The value proposition for integrating process design and
resilience is substantial with tremendous potential in saving lives,
enhancing societal well-being, and reducing economic losses. As
an illustration, a group of experts from academia, industry, non-
governmental organizations, and emergency response specialists
carried out a retrospective analysis for the potential impact of
implementing resilient manufacturing strategies in the US Gulf
Coast Region (shown by Figure 1). While the estimates varied,
the consensus was that about 25% of the economic losses in

recent hurricanes were caused by disruptions in production and
services, casualties, and spillages associated with manufacturing
value chains, and that 40% of these losses could have been
averted with the resilient technologies, planning, mitigation, and
advanced decision-making methodologies and tools (El-Halwagi,
2019). Much more value can be achieved in terms of protecting
lives, livelihoods, public health, and well-being of communities
(Hotez et al., 2014; Adeola and Picou, 2017; Benevolenza and
DeRigne, 2019).

Extension of effective process integration techniques such as
benchmarking, integrated design,multi-scale andmulti-objective
optimization, integrated design, operation, and control, multi-
dimensional metrics, and sustainable design can pave the way to
new resilient-design tools and a significant impact on the well-
being of the manufacturing sector and adjacent communities.
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