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Health data—information from sources like medical records, surveys,

and even electronic devices like smartwatches—are becoming

increasingly important for keeping people healthy. Computers and

the internetmake it easy to store and share health data. Scientists and

researchers can use these data to understand and prevent diseases

or to develop better treatments. To do so, they combine biology,

computer science, and math to understand data and find patterns.

But using health data is not easy. Scientists must first find the right

information among the many data sources available. They also need

to make sure the data are “clean” and correct. Once health data

are collected and checked, scientists analyze those data to make

important discoveries. Health data are both personal and valuable,

so they must be kept safe and private. By protecting people’s privacy,

we encourage even more data sharing, which helps scientists learn

even more and continue to improve human health.
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DATA=HEALTH?

If you were to make a list of things that help you to stay healthy, what
would be on it? You might include things like exercise, healthy food,
plenty of sleep, and getting medical check-ups. But what about data,
is that on your list? No? Well, maybe you will want to add it after
reading this article! Health-related data—and lots of it—are becoming
increasingly important for treating diseases and for keeping people
from getting sick in the first place. The amount of health data being
collected is growing exponentially. But what exactly is health data?

HEALTH DATA

Information about our
bodies and how we
take care of them. It
helps scientists and
doctors keep us
healthy and find
better treatments.

And how can these data help keep people healthy? In this article, we
will explain how some scientists are like data detectives, solving health
mysteries with the help of data. If you are interested in how biology,
medicine, and computer science can all work together to solve health
puzzles, maybe you would like to be a data detective, too!

DATA: NOT JUST FOR LABORATORY EXPERIMENTS ANY

MORE

“Data” used to be a term that was used mainly when talking about
experiments done by laboratory scientists. Scientists would collect
data from their experiments, analyze those data to see if they
supported their hypotheses, and then use the data to plan their next
experiments. Maybe a scientist’s data would eventually lead to a new
medicine or a better understanding of a disease, but often the data
(such as how many mice got better in response to a new drug, for
example) were only used by the experimenters themselves.

The world of data, particularly health data, is changing. The term
“health data” refers to any information related to people’s health.
Health data can come from a variety of sources in addition to scientific
research studies, including electronicmedical records, patient surveys,
DNA sequences, and data collected from a growing number of

DNA SEQUENCES

A special code in all
cells that holds
important information
about our bodies.
Scientists use DNA
sequences to
understand how our
genes a�ect our health
and to find ways to
prevent or
treat diseases.

wearable devices, like smartwatches and blood sugar monitors. This
is a HUGE amount of data, and thanks to computers and the
internet, data are easier than ever to share. Data sharing allows many
people—not just the scientists who created the data—to use data for
things that can improve human health.

FROM “BIG” DATA TO BETTER HEALTH

The amount of health data being collected is so great that it can no
longer simply be stored on a thumb drive—or even on a personal
computer [1]. This incredible amount of data is often called “big data”,
and it needs to be kept safe and organized. These huge sets of data are
often stored on powerful computers called servers, which are meant
to handle many tasks and “serve” many users at the same time. Servers
are like huge digital libraries where scientists can keep and access their
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information (for more information on how servers work and to see
what they look like, check out this video).

Health data on servers can also be shared with other researchers,
who can act like detectives by analyzing the data to answer their
own research questions—questions that the original data creators may
never have even thought about! Using data in these newways is called
repurposing data, and it is very useful because researchers can come

REPURPOSING

Using existing data in
new ways to make
discoveries and
improve our health
without starting from
scratch. It saves money
and speeds up the pace
of research.

upwith new discoveries without the need to do their own experiments
from scratch. Repurposing data saves money and e�ort, and it can
speed up the pace of scientific discoveries [2]. Discoveries made using
health data can improve human health in many ways. For example,
such discoveries could help prevent diseases from happening, detect
and diagnose diseases that people already have, and treat diseases to
help people get better—with fewer side e�ects (Figure 1).

Figure 1

Figure 1

Huge amounts of
health data are
collected from many
sources and stored on
powerful computers
called servers, which
are like huge digital
libraries. “Data
detectives” who work
in bioinformatics can
access the servers and
analyze these data to
answer their own
research questions,
which may be quite
di�erent from the
original purpose of the
data. This is called data
repurposing, and it can
save money and time,
speeding up scientific
discoveries. Many
important discoveries
can be made from
studying health data,
including new ways to
diagnose and detect
diseases, better
treatments for diseases,
and even methods of
preventing diseases
altogether. Figure
created by
carlottacat.com.

However, getting from health data to actual improvements in people’s
health is not an easy task—it requires a lot of detective work! An
entire field of science, called bioinformatics, has developed to help

BIOINFORMATICS

A field that combines
biology, computer
science, and math.
Scientists called
bioinformaticians use
computers to study and
understand large
amounts of data about
our bodies and health.

with these discoveries. Bioinformatics combines aspects of biology,
medicine, computer science, and mathematics to work with huge
amounts of stored health data. In simple terms, bioinformatics is like
a special kind of detective work that helps scientists sift through tons
of data to solve mysteries about genes, proteins, and other important
things that play a role in human health. Just as a detective uses clues
to solve a case, bioinformaticians use computers and special software
to find “clues” in “piles” of health data. But how do bioinformaticians
help to make the leap from big data to better human health?

DATA DISCOVERY: FINDING THE NECESSARY DATA

Imagine you were a data detective working in bioinformatics and
you wanted to do a study on heart disease, for example. The first
step is discovery—collecting all the data that are available on your
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topic. Like a detective working on a case, you must find the right
data sources, depending on the type of data you need to solve your
heart disease “puzzle”. Maybe some of the puzzle pieces in your heart
disease mystery come from experiments and research that scientists
have done in labs all around the world, in the form of DNA sequences
or information about molecules related to heart disease. Other pieces
of your puzzle might come from the electronic medical records of
heart disease patients, or studies of how various drugs have a�ected
such patients. Once you have found the right data sources, you must
then make sure you can actually use those data. Some databases
are open access, which means that anyone can use the data for
free at any time and for any purpose, while other sources may be
“closed”, meaning researchers must request access and meet certain
requirements before they can use the data.

Say you have access to all your data sources. Remember that these
sources contain data produced by other scientists or doctors, who
might have been working on questions totally di�erent from yours.
That means there are probably all kinds of data you do not needmixed
up with the data you do need—like pieces from a bunch of jigsaw
puzzles, all mixed together. The challenge is finding your specific
puzzle pieces amidst all the other data. Special bioinformatics tools
are used to “ask questions” of the data, to pull out only the data that
relate to your research question. For example, you could separate all
the DNA sequences (or medical records) of people with heart disease
from those of healthy people or people with other diseases.

COMBINING AND CLEANING DATA: FITTING THE PIECES

TOGETHER

As mentioned above, just like a detective must collect clues from
multiple sources and suspects, chances are you will need more than
one data source to solve your heart disease mystery. For instance, if
you want to find out whether a mutation in a certain gene is linked to
heart disease, you might need to combine electronic medical records
(information about patients’ health histories and medical conditions)
from one data source with DNA sequence data from a totally di�erent
database. The process of combining data from multiple sources
is called data integration, and it helps bioinformaticians to spot

DATA INTEGRATION

The process of
combining information
from separate sources.
Integration allows
bioinformaticians to
find connections and
patterns that they
would not see looking
at just one source.

relationships and patterns that they might not see using only one data
source. Data integration can be complicated because data sources
can use di�erent formats, and they may not always be compatible
with each other. Units of measurement might be di�erent (pounds
vs. kilograms or age vs. date of birth, for example) or the same kind
of data might be called by di�erent names in each source (last name
vs. surname, for example). Data from separate sources must be made
consistent before the sources can be combined.
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To return to the puzzle analogy, imagine you were trying to assemble
a puzzle, but you had extra copies of some of the pieces, and others
were bent or broken so that they did not fit together well. You would
probably want clean up the pieces as best you could, and remove the
extra ones, to give yourself the best chance of successfully putting
together the puzzle. In bioinformatics, this is where data cleaning

DATA CLEANING

The process of making
sure that the
information in a dataset
is accurate and reliable
by fixing errors and
removing duplicates,
for example, to prepare
data for analysis.

comes in. Bioinformaticiansmust make sure, to the best of their ability,
that all data are correct and ready to study. They use special computer
programs and techniques to “clean up” the data and get rid of any
mistakes or errors, like removing the same information thatmight have
accidentally gotten into the data twice, or removing data points that
are obviously wrong (for example, if a person’s age is listed as 273).
Data cleaning is an especially important step, because errors in data
can lead to incorrect conclusions—theway your puzzlemight not look
right if the pieces were messed up.

DATA ANALYSIS: SEEING THEWHOLE PICTURE

Once your data are clean and ready, it is time for the fun
part—data analysis. Bioinformaticians use powerful computers and

DATA ANALYSIS

Examining and studying
data to find patterns,
relationships, and
important insights.
Scientists use special
tools and methods to
make sense of the data
and draw
meaningful conclusions.

clever mathematical procedures to do the “detective work” of looking
for patterns and clues in data and drawing conclusions from their
observations. This is the stage where you finally put your puzzle
pieces together to reveal the overall picture—or the stage where
the detective solves the mystery! In your study, you might discover
that, of all people with heart disease, those with a certain gene are
more likely to live longer if they take a certain drug, for instance.
This type of conclusion would have been impossible to draw from
looking at just medical records or just DNA sequences—but by
using bioinformatics techniques to find, combine, clean, and analyze
data, new relationships can be discovered that might eventually save
patients’ lives (Figure 2).

Figure 2

Figure 2

As “data detectives”,
bioinformaticians must
follow three basic steps
when repurposing data.
First, the right sources
of data must be
discovered. This is like
gathering all the
possible pieces to build
a jigsaw puzzle. Data
from various sources
must be combined and
cleaned, to make sure
they are correct. This is
like getting rid of any
puzzle pieces that do
not belong or fixing
damaged pieces.
Finally, data are
analyzed to draw
conclusions—like
putting the puzzle
together to see the
whole picture! In each
step of the process,
there are important
methods in place to
keep personal health
information safe and
private. Figure created
by carlottacat.com.
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KEEPING DATA SAFE AND PRIVATE

Health data contain lots of personal information, so while this
information is very important for the work of bioinformaticians and
doctors, it must be kept safe and private. One way to keep data safe
is to have special “locks” on the servers, to keep out everyone who
does not have permission to see or use the information. Encryption is

ENCRYPTION

A way of turning data
into a secret code.
Encryption keeps data
safe and private
because encrypted
data can only be
understood by those
who have the special
“key” to decode it.

a process that can be used to protect health data, by turning the data
into a kind of “secret code” that can only be decoded by people who
have the “key” to the code (for more information on how encryption
works, see this site). This way, even if a hacker or someone who is not
authorized breaks the “locks” on a server and gets their hands on the
encrypted data, they will not be able to understand it because it will
look like gibberish. Sometimes, instead of (or along with) encryption,
personal information such as name, address, or phone number can
be removed from health data, so that no one will know who the
remaining data belong to. Back-up copies of the data are also made,
so that if something unexpected happens, like a computer problem or
a serious natural disaster, the data will not be totally lost. For more
information on heath data and issues of data privacy, see another
article in this Collection.

While keeping health data safe and protected can be a big challenge,
these steps are necessary to protect people’s privacy. When people
trust that data-protection measures work and that their data are safe
and anonymous, they may be more willing to share their data [3].
The more data sharing there is, the more information bioinformatics
“data detectives” and other researchers have available to work with,
as they continue to use data to solve mysteries that will improve
human health!
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YOUNG REVIEWERS

CADEY, AGE: 12

My name is Cadey. I like science and being creative. I love reading and Keeper of

the Lost Cities is my favorite series at the moment. I like writing stories and I love to

dance. I went to Junior theater festival with the Parks Youth Theater and we won the

most outstanding performance. I really care about the environment and when I was

7 I staged a protest outside Parliament House.

KEIRA, AGE: 12

My name is Keira and I am a student in Ms. Frantom’s class at Tappan middle

School in Ann Arbor, Michigan. I like science because you can experiment with

things and learn about our planet. I love running competitively, sailing races and

playing soccer.

MARYSOL, AGE: 13

My name is MarySol, I am a student in Ms. Frantom’s seventh grade science class at

Tappan middle school in Ann Arbor, USA. I think science is cool because it covers

so much and it can help explain and answer questions in tons of di�erent topics, I

also love to do labs (science experiments) because you never can fully predict what
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will happen. I play travel soccer and used to rock climb competitively. I love reading,

listening to music, and most especially hanging out with my dog Chez (pronounced

shea) and going on late night walks with her. In the future I hope to have a big job

that has a positive e�ect on other people’s lives, and I would also like to travel to a

bunch of historic sites all over the world.

MIA, AGE: 13

I am Mia, I really like to read, write, and play music. I play the violin and flute and

enjoy public speaking (I am onmy school’s debate team). I also volunteer in di�erent

organizations to teach chess, play violin, etc.
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