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Since 2019, the COVID-19 pandemic has had an extremely high impact on all facets of the society and will potentially have an everlasting impact for years to come. In response to this, over the past years, there have been a significant number of research efforts on exploring approaches to combat COVID-19. In this paper, we present a survey of the current research efforts on using mobile Internet of Thing (IoT) devices, Artificial Intelligence (AI), and telemedicine for COVID-19 detection and prediction. We first present the background and then present current research in this field. Specifically, we present the research on COVID-19 monitoring and detection, contact tracing, machine learning based approaches, telemedicine, and security. We finally discuss the challenges and the future work that lay ahead in this field before concluding this paper.
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1. Introduction

COVID-19, a virus from the coronavirus family, has taken center stage since it was first detected in 2019 (No, 2001). COVID-19 has impacted all aspects of our daily lives and has inherently changed what “normal” day to day life currently is. There have been a large amount of efforts over the past years on researching and engineering solutions to effectively combat the spread of COVID-19. One solution is to leverage mobile Internet of Thing (IoT) devices that already have been widely used in our daily lives.

Indeed, considering the popularity of mobile IoT devices used by the population and the advancement of sensing capabilities (e.g., respiratory rate) (as listed in Seshadri et al., 2020), mobile IoT devices become a promising approach for COVID-19 monitoring, detection and prediction. Wearable devices' sensor data can be used to alert people of a potential COVID-19 infection before symptoms become severe even for individuals who are asymptomatic (Seshadri et al., 2020).

Mobile IoT devices also enable people contact tracing in order to predict and control the spread of COVID-19, and alert people who have contacted infected people. Artificial Intelligence (AI) and machine learning (ML) techniques also have been used for COVID-19 detection. These techniques are used in mobile IoT devices or in the cloud to assist IoT devices to detect COVID-19 infection. In addition, as telemedicine can better protect patients and doctors from being infected and also reduce the diagnosis time of the doctors, the combination use of mobile devices and telemedicine is proposed to facilitate patients for visiting doctors remotely. Further, while an individual's data is collected for COVID-19 detection, his/her privacy should be protected. Thus, security is also an important aspect in the COVID-19 detection.

Given the significant amount of research efforts on using mobile IoT devices for COVID-19 detection and prediction, in this paper, we conduct a survey of a subset of the COVID-19 related work. Specifically, we categorize the related work into the following topics and accordingly present a survey of the current research efforts on using mobile IoT devices, AI and telemedicine for COVID-19 detection and prediction.

(1) Detection and Monitoring,

(2) Contact Tracing,

(3) Machine Learning Framework and Approaches,

(4) Telemedicine,

(5) Security.

Table 1 shows the summary of the number of papers cited in each category in this paper.


TABLE 1 Summary of the number of papers cited in each category in this survey.
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The rest of the paper is organized as follows. Section 2 presents a survey of the current work being conducted on the aforementioned topics related to using mobile devices to detect or predict COVID-19. Section 3 discusses the challenges and future work that lay ahead in the field. Section 4 concludes the paper.



2. Survey of COVID-19 detection and prediction work

In this section, we present a survey of the current research being conducted on the topic of using mobile devices for COVID-19 detection and prediction. We classify the related work into five categories and present the work in each category in the following subsections. Table 2 shows an overview of all methods and papers reviewed in this survey according to their categories or sub-categories. As we cited more than 150 papers in this survey, we pick up 16 papers as an example to show the work in the area of COVID-19 detection and prediction using mobile devices, AI and telemedicine. A summary of the selected studies is presented in Table 3.


TABLE 2 An overview of all methods and papers reviewed in this survey.
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TABLE 3 Summary of selected papers in this survey as illustration examples.
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2.1. Detection and monitoring

IoT devices have the ability to transmit data by connecting wirelessly to a network (Ding et al., 2020; Al-Emran and Ehrenfeld, 2021; Elbasi et al., 2021). Thus, wearable devices, such as head bands, chest bands, and wrist bands (Awotunde et al., 2021; Uddin et al., 2021; Goergen et al., 2022) have been used to collect real-time vital information from people to their smartphones for COVID-19 monitoring and detection. The focus of these technologies is on the health and wellbeing of occupants within a certain area.

The end goal is two-fold: monitoring and detection before and after the COVID-19 infection. Detection is for the purpose of timely treatment in the case when a patient becomes symptomatic. Monitoring is to further mitigate the spread of COVID-19 once the test is positive by emphasizing continuous monitoring of COVID-19 patients after testing positive (Arun et al., 2020; Mukati et al., 2021).

IoT devices are able to measure specific human physiological parameters such as heart rate (HR), respiration rate (RR) and blood pressure (BP), electrocardiogram (ECG), Electroencephalogram (EEG), electromyography (EMG), body temperature, Oxygen levels, blood glucose (BG), and the volume of air inspired and expired by lungs (Swayamsiddha and Mohanty, 2020; Chakkor et al., 2021b; Zhang et al., 2021), so that the early diagnosis and necessary treatment can be given One proposed system leverages IoT devices as part of its architecture to actively monitor users data and send this data to heath care centers for evaluation. Also, there are relatively new measurements that monitor the users' heart rate, number of daily steps and sleep time to scan pre-symptomatic cases of COVID-19 for the same purpose—early diagnosis and timely necessary treatment (Josephine et al., 2020; Lo and Sim, 2021; Ni et al., 2021b; Dadon et al., 2022). The IoT devices, as proposed, can work as both a precautionary measure for those that are not infected by COVID-19 as described above and a monitoring tool for those that are infected (Ashwin et al., 2021; Goergen et al., 2022). In the following, we present the monitoring approaches before infection and those after infection, respectively.


2.1.1. Monitoring before infection

Wireless networks have been utilized for the purpose of detecting and monitoring COVID-19 infection. Many methods use data from a multitude of IoT devices including temperature sensors, camera data, and oxygen levels to detect and monitor a patient for COVID-19 (Choyon et al., 2020; Anjali et al., 2021; Awotunde et al., 2022). Researchers have also been seeking more advanced methods. One method uses a prototype that is developed from software-defined radios (SDRs) designed for 5G new radio wireless communications to monitor a consistent respiratory rate more accurately than devices used in common medical practice for the purpose of predicting COVID-19 infections (Lubecke et al., 2021). Another method integrates a temperature sensor into a smart phone based tracking system to get further information about a user's possibility of infection with COVID-19 (Karthi and Jayakumar, 2020). Some methods predict COVID-19 by utilizing CT-scan data and AI models and then tracking the patients to ensure that they are socially distancing and their vital signs, such as body temperature, are normal (Hossain et al., 2020).

One separate work creates a COVID-19 detection “network” which is achieved by distributing devices from local authorities to be imperatively worn by every citizen over the age of 14 years old and maintaining the network information in the cloud (Chakkor et al., 2021a). The device, an intelligent check strap, contains a body temperature sensor, cough sensor, heart rate sensor, blood oxygen sensor, and GPS sensor. The entire system is for the purpose of effectively locating wearers' GPS locations and detecting their health information to predict possible COVID-19 infection (Seshadri et al., 2020).

One avenue of research has been using IoT sensors, specifically air quality sensors, for detecting the prevalence of COVID-19 inside of buildings. To be more specific, the method uses sensors to sense various pollutants using artificial intelligence systems that are able to detect if there is COVID-19 pollutants inside of the air of the building and therefore an infected occupant (Mumtaz et al., 2021; Peladarinos et al., 2021).



2.1.2. Monitoring after infection

Some research efforts have been focusing on a building's detection and monitoring platform in case of COVID-19 infection by utilizing a multitude of input movements and rhythms of patients, including heart rhythm as well as coughing, a spontaneous reflex, to detect COVID-19 and the severity of it. By measuring a patient's body condition, a device is able to predict and notify the increase or decrease in severity of the virus. Besides monitoring severity, there are monitoring tools combined with contact tracing to mitigate the spread of the virus (Rehman et al., 2021).

In case of predicting that the severity increases to the next stage, a device will alert the user for the need to advance their care (Dhadge and Tilekar, 2020). In addition to using preventive measures, data from wireless devices also has been used to aid the recovery of patients that have been infected with COVID-19. One example of this work utilizes artificial intelligence systems along with the data from wireless 5G devices to predict infected patients' cardiovascular health (Tan et al., 2021).




2.2. Contact tracing

COVID-19 is airborne and can spread in both indoor and outdoor environments. Unique methods have been utilized in indoor and outdoor settings for contract tracing to avoid COVID-19 spread. Due to their mobile nature, wireless devices have become a topic of research for the purpose of digital contact tracing to predict the spread of COVID-19 infection. One proposed system leverages IoT devices as part of its architecture to actively monitor users' data and send this data to health care centers for evaluation (Otoom et al., 2020). The IoT devices can detect symptomatic and asymptomatic patients for the indoor settings, outdoor settings both, which allows for easier contact tracing in case of a pandemic outbreak (Thangamani et al., 2020).

For a confirmed COVID-19 infection detection, systems can send out notifications to individuals with close contact to mitigate the COVID-19 spread. Abueg et al. (2021) proposed an agent-based model, a model simulating autonomous agents to learn the behavior of a system that is able to explore the disease dynamics within complex human interactions, social networks, and interventions. Using the model for the exposure notification within the 15% users of the overall population in Washington state's three counties, King, Pierce, and Snohomish, the infections and death was reduced by approximately 8 and 6% (Abueg et al., 2021). Outside of real-time detection and analysis, wireless devices were used during the peak of the COVID-19 pandemic in government labeled “hot-spots” to gather data for machine learning models that could be used to predict COVID-19 severity and recovery rates in patients (Kumar et al., 2022). Table 4 summarizes the papers on contact tracing reviewed in this survey. We primarily classify the contract tracing methods into two categories: indoor setting and outdoor setting, and present the research in each category in the following.


TABLE 4 Summary of the papers on contact tracing reviewed in this survey.
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2.2.1. Indoor setting

Some methods utilize WiFi technologies (Mcheick et al., 2021; Wojtusiak et al., 2021) in indoor settings to track the density of population within a building or in certain areas of space. In this scenario, users do not have to carry devices with them. Rather, as Dmintrekno et al. show in their work (Dmitrienko et al., 2020), WiFi connected wireless devices within a building are utilized to detect the proximity of building occupants. This information allows for digital contact tracing in case of an initial infection of one of the occupants in the building (Dmitrienko et al., 2020). Specifically, each user's location, time and date are logged in the WiFi program once the users are connected. Once positive COVID-19 test is confirmed, it will report the test results to the WiFi program and use manual or automatic contact tracing to notify other users. In practice, users can pause tracing by turning off WiFi, so the names of users are not revealed (Lo and Sim, 2021). It should be noted that WiFi contact tracing is usually used in Universities and private companies, and households are usually seen as a whole entity as studies have found that the secondary transmission of COVID-19 in household is 16.3%, with 17.1% for adults compare to 4% for children, in non-quarantined situations (Li et al., 2020b).

Furthermore, there are other technologies to track populated areas to avoid COVID spread, such as a Smartphone Magnetometer. Once worn by individuals, the device is able to track where people are, see their distance relative to others, and alert people if certain areas are densely populated (Jeong et al., 2019).



2.2.2. Outdoor setting

Research has been conducted on using cellular devices for digital contact tracing outside of buildings (Yi et al., 2021). One avenue of research has been utilizing smartphones and other mobile devices that are connected to cellular networks to track and monitor patients, with the aim of predicting the potential spread of COVID-19 in case of an infection breakout (Khatib et al., 2021; Shi et al., 2021). This includes using the smartphones onboard GPS signals for the purpose of contact tracing and predicting the spread of COVID-19 (Maghdid and Ghafoor, 2020; Tu et al., 2021). In addition to the GPS technology, the Bluetooth capabilities of the smartphone have been utilized along with WiFi signals to track users (Gouissem et al., 2021; Malloy et al., 2022). Vehicular networks, networks installed in public transport and other vehicles, have also been proposed for the purpose of better tracing and prediction of COVID-19 (Elbir et al., 2020).

Some researchers have worked on understanding how wireless devices in a connected ecosystem of devices can be utilized in the future to combat future pandemics such as the COVID-19 pandemic by proactively monitoring and predicting disease outbreaks. Gupta et al. (2021) proposed a smart community that consists of synergistic applications and technology systems for various smart infrastructures including E-Health, smart home, supply chain management, transportation, and city, which are “pandemic-proof” for future pandemics. The data collected from IoT devices can help public health agencies understand healthcare trends, model medical risk associations, and predict outcomes (Ting et al., 2020).




2.3. Machine learning framework and approaches

Machine learning models have been studied as tools for the purpose of COVID-19 infection prediction using data collected by various wireless devices ranging from specialized medical devices, to robot systems that are able to enforce social distance and scan for temperature (Sathyamoorthy et al., 2020), and common wireless smartphones. Research has also been done utilizing edge mobile IoT devices to run ML jobs directly on-device and transmit the data to the cloud or a 5G platform to do inference and receive results from them (Maghded et al., 2020; Ghayvat et al., 2021; Fahad et al., 2022). Furthermore, the data used by the research work is not only limited to the typical sensor data such as respiratory rate, but also includes multi-modal textual data and speech data. Here, data modality refers to the number of different types of data included in the dataset. In addition, the ML models used for detection and prediction in the research are quite diverse. Table 5 summarizes the different ML models, used variety of datasets, and metrics of the publications discussed in this paper.


TABLE 5 Summary of ML models, data modalities, and metrics of the papers reviewed in this survey.

[image: Table 5]


2.3.1. Machine learning on IoT devices

Widely-used smartphones, smart watches, and smart devices are promising in helping COVID-19 detection and prediction using ML techniques. One method utilizes a patient's temperature data from an infrared thermometer, a thermographic camera, and an acoustic device as inputs to a Mode and Mean Missing Data Imputation (MMM-DI) method to predict COVID-19 infections through recurrent neural network (RNN) with long-term short memory enacted (Magesh et al., 2020). Another system utilizes smartphone apps and the patients' IoT devices to track and send vital signs to an ML model in the cloud that predicts the risk for COVID-19 infection in real time in an area and then notifies the users (Vedaei et al., 2020). This approach is also utilized on a patients' breathing patterns for predicting COVID-19 detection through Xtreme Gradient Boosting (XGBoost), a gradient boosting machine (GBM) algorithm, and classification ML models (Purnomo et al., 2021). Some ML-based approaches use smart devices [e.g., Whoop (Dataset, 2022f), Aura (Dataset, 2022b)] for COVID-19 infection detection using their respiratory rate. Whoop is a wearable that has been validated by a third party clinical trial to accurately measure respiratory rates to predict COVID infection (Dataset, 2022f). Furthermore, there is a combination of AI and physiological sensor readings (AI-PSR) that helps the doctors predict and diagnose COVID based respiratory failures (Fahad et al., 2022).

One area of research focuses on integrating drones and Unmanned aerial vehicles (UAVs) into the wireless architecture along with AI systems to predict and combat COVID-19 (Alsarhan et al., 2021). The approach uses thermal imaging cameras on the UAVs to evaluate body temperatures for helping minimize the risk of spreading the infection through close contact (Barnawi et al., 2021; Almalki et al., 2022). The drones are also equipped with face mask recognition system to detect whether a person has a mask on the face or not (Barnawi et al., 2021; Zuhair et al., 2021). Another area of research focuses studying integrating AI systems with humanoid robots to detect COVID-19 in potential patients. The humanoid, through real time monitoring by AI system, is able to provide a patient with a complete COVID diagnosis, which reduces the risk of spreading virus and medical system workload (Karmore et al., 2022).



2.3.2. Cloud and 5G platforms

Mir et al. (2022) proposed a framework consisting of data collection center, data analytic center, diagnostic system, and cloud system (Mir et al., 2022). Through data collection and data analysis, the information would be stored into the cloud and be reused by healthcare professionals for further analysis. Also, the data will be used to update machine learning models for deriving more accurate results.

Research has also been conducted toward integrating AI systems with 5G networks and the cloud. The fifth generation cellular technology assists medical services with 5G-cloud Robots that lessen the workload on mobile devices (Ahmed et al., 2021; Muhammad et al., 2021; Siriwardhana et al., 2021). The robot can be used for disinfection of surfaces, temperature testing, food delivery, and medicine delivery to infected peoples to mitigate COVID-19 virus spread.

Some methods deploy AI and ML systems onto the cloud for the purpose of COVID-19 prediction (Al-Turjman, 2021; Mir et al., 2022). Server or cloud based AI screening services for COVID-19 such as those in Bouy Health (Dataset, 2022g) and others (Dataset, 2022c,d,e) have been developed. In these screening systems, the ML models running in the cloud receive data from users and send screening results back to the users. Some other works design fog-cloud based systems for COVID-19 prediction using IoT devices (Singh and Kaur, 2021; Khelili et al., 2022), where the fog computing cluster enables the processing of IoT tasks independent to the Cloud layer (Chegini et al., 2021).

AI and ML models and systems have also been integrated with Geo-locating systems to predict and model the potential spread of COVID-19 (Andreas et al., 2021). In a similar vein, ML models also have been used during the peak of the pandemic to forecast a long-term trajectory of the spread of the virus (Alanazi et al., 2020; Al-Qaness et al., 2020; Rustam et al., 2020).



2.3.3. Multimodal datasets

As promising tools, ML and AI techniques are considered as a key element in epidemic and transmission prediction, diagnosis and detection, and development for new treatment options. These models utilize datasets that are based on patients' basic information, patients' health and medical data, and the COVID-19 test results and. Three main types of datasets in COVID-19 have been gathered and used: textual data, medical data and speech data. Textual data includes dashboard, mobility data, case reports, social media posts, and articles. Medical data is from the diagnosis and screening of COVID-19 patients such as medical X-rays, CT scans, ultrasound or MRI. Speech data includes cough sound, breathing rate and stress detection techniques (Dogan et al., 2021). It should be noted that missing value detection is necessary for pre-processing (Wang et al., 2021) for all data that is used.

Chest X-ray images, CT images, mobile sensor data, COVID-19 symptoms (Islam et al., 2020), and previous medical data of the patients are used as input for an ML method to predict COVID-19 (Vaishya et al., 2020). AI and ML methods have a significant contribution in the areas of vaccine discovery, in which the development focuses on the prediction of potential epitopes by using a variety of methods including artificial neural network, gradient boosting decision tree and deep neural network (Wang, 2003; Canziani et al., 2016; Ke et al., 2017). AI has been used in combating COVID-19 from the aspects of COVID-19 detection and diagnosis, virology and pathogenesis, COVID-19 drug and vaccine development, and epidemic and transmission prediction in COVID-19 (Chen et al., 2021; Lv et al., 2021).

One example of research that has been conducted using medical data to predict COVID-19 infection utilizes patient's CT scan images (Zhou et al., 2021). CT images can reflect clinical COVID-19 classification because of the high consistency and high diagnostic ability. Shorfuzzaman (2021) proposed an IoT-enabled end-to-end integrated stacked deep learning method to precisely detect COVID-19 infections using CT images. It uses three different fine-tuned CNN models and achieves accuracy of 96.58% for the categorization of COVID-19 and non-COVID CT images with a high value of specificity. However, using chest CT images alone can lead to misdiagnosis of severe COVID-19 patients, which would bring potential infection risk; therefore, CT images were not recommended for an independent screen tool (Li et al., 2020a).

Audio signal analysis is another promising technique to determine overall health status of individuals. Xia et al. (2021) and Muguli et al. (2021) proposed a study using large-scale respiratory audio dataset with wide variety of demographics and health conditions to explore the potential of affordable health status prediction through audio-based machine learning method. Orlandic et al. (2021) developed COUGHVID, a cough audio dataset that includes over 25,000 crowdsourced cough recordings representing participants with different ages, gendersm and COVID-19 status. The dataset is partially labeled and used for audio classification tasks. Although the technology makes it feasible to monitor audio signals like cough, sneeze, breathing, and speech, there is a need of validation by performing gold standard test like chest CT or X-ray analysis by experts to have close-to-zero false negative rates for using such a tool for combating COVID-19 (Deshpande et al., 2022). Jing et al. selected 5,240 samples from 2,478 English-speaking participants and split them into participant-independent sets for model development and validation and the unbiased model yielded an AUC-ROC of 0.71 (Han et al., 2022).

The critical issue of using audio analysis is distinguishing COVID-19 cough from other illnesses, and tracking disease progression characteristics and patterns of recovery (Muguli et al., 2021; Schuller et al., 2021). Deshpande et al. emphasized that identifying the markers of COVID-19 in speech and other human generated audio signals requires other methods using along. For example, by using chat-bots from Microsoft, Apple, or other health system, it can differentiate over 20,000 diseases and is able to identify COVID-19 from other diseases with an accuracy of 96.32% (Deshpande and Schuller, 2020). Dang et al. explored the potential audio samples over time for COVID-19 progression prediction and recover pattern with test results, yielding an AUC-ROC of 0.79, and it suggests that monitoring COVID-19 evolution via longitudinal audio data is beneficial in the tracking of individuals' COVID-19 progression and recovery (Dang et al., 2022).



2.3.4. Machine learning models

To reduce hospital admission pressure related to COVID-19, AI-assisted edge computing systems use edge-centric e-healthcare models for monitoring patient symptom to predict the risk levels according to the monitored symptoms (Adhikari et al., 2021). Also, a variety of COVID-19 prediction models have been proposed, ranging from decision trees, Naive Bayes classifier, adaptive network-based fuzzy inference system, Multi-Layer perceptrons, and Support Vector Machines (Ardabili et al., 2020). These models have been designed to run on edge devices (Adhikari et al., 2021) as well as on the cloud (Awal et al., 2021; Elbasi et al., 2021; Jing et al., 2021), with some models on the cloud utilizing stored data such as temperature data, audio data, and heart rate data (Kanmani et al., 2021) to make COVID-19 diagnoses. Deep learning methods also have been utilized to predict COVID-19 infection using the data gathered from wireless devices. One example of this work is a learning pipeline that utilizes data from IoT devices to predict COVID-19 infections using a Long Short-Term Memory (LSTM) (Vekaria et al., 2020). Furthermore, another approach uses reinforcement learning COVID infection data to build neural networks capable of predicting COVID-19 (Wang et al., 2020).




2.4. Telemedicine

Telemedicine is the treatment of patients remotely using wireless devices, such as telecommunication devices. It has been a rising trend because of its convenience and the popularity of the use of IoT devices (Bahl et al., 2020). More recently, due to the need of reducing face-to-face consultations in the COVID-19 pandemic, telemedicine systems have been implemented globally (Ganapathy et al., 2020) as with telemedicine, a patient does not need to go to a heath-care center (e.g., hospital) to get a diagnosis, reducing the risk of spreading the virus by face-to-face interaction (Lukas et al., 2020).

As a result, there has been a body of research conducted on the application of telemedicine for remote prediction and consultation of COVID-19 using IoT medical devices (Ohannessian et al., 2020; Kocsisné and Attila, 2021). Many examples of the technologies to monitor patients and detect COVID-19 early are based on the uses of traditional smart medical sensors that measure the patients' pulse, thermal information, and blood oxygen level (Elagan et al., 2021; Iqbal et al., 2021). Jiang et al. analyzed existing wearable devices and proposed a wearable tele-health solution for monitoring a set of physiological parameters that are critical for COVID-19 patients. This new device shows promising results with performance comparable to or better than similar commercial devices, which makes the proposed system an ideal wearable solution for long-term monitoring of COVID-19 patients and other chronic diseases. These devices can still be utilized after patients are detected with COVID-19 positive, so their health condition can still be monitored virtually (Jiang et al., 2021). With the possibility of using telemedicine devices to predict, diagnose, control, and track patient conditions, the pressure and tension on healthcare professionals can be reduced. At the same time, it potentially can eliminate medical faults, reduce workload (Kichloo et al., 2020), increase medical staff productivity, reduce long-term healthcare costs, enhance patient satisfaction during COVID-19 pandemic. The telemedicine treatments can be extended in other areas such as cancer, neurology, and urology and so on (Gadzinski et al., 2020; Ganapathy et al., 2020; Royce et al., 2020; Awotunde et al., 2022).

It should be noted, however, that although telemedicine has been an effective solution of delivering healthcare while keeping everybody safe, it is not without its faults that need to be ironed out going into the future. Telemedicine has three main challenges. First, telemedicine services need to be connected between national health systems and low level primary care clinics or community pharmacies so the patients' information is always updated (Omboni, 2020). Second, appropriate training will be needed for medical staffs doing remote consultation in clinical practice, and patients need to be informed on how to use telemedicine technology to provide doctors with the information they need (Iyengar et al., 2020). Third, patients' data privacy is imperative to be secured. It will need engineering effort to integrate technology such as federated learning, and blockchain (a back-linked database with cryptographic protocols) to achieve the goal (Sufian et al., 2020; Alam and Rahmani, 2021; Hassan et al., 2021; Tahiliani et al., 2021). With telemedicine and related IoT devices fully equipped, health systems can be more prepared for COVID-19 and other future pandemics (Gupta et al., 2021).



2.5. Security

The data that is used for diagnosis and tracking of patients for combating COVID-19 is often extremely sensitive and any leakage of the data would severely compromise the privacy of the patients. As a result, one area of research in the field of using wireless devices for COVID-19 prediction has been data privacy and security. Research has been conducted on evaluating the current security risks that exist with using patient data for the purpose of contact tracing and it found that there are a multitude of attacks that are possible in contact tracing (Sowmiya et al., 2021). These attacks range from wireless device tracking, denial of service attacks, enumeration attacks that count the number of people infected with COVID-19, and blue-snarfing attacks that hijack the Bluetooth connection and obtain personal data including pictures and videos on a users phone (Sowmiya et al., 2021). There also has been work that demonstrates that learning models are prone to security issues as well through adversarial examples (AEs), which are intentionally designed inputs to cause the ML model to make mistakes (McLachlan et al., 2020; Rahman et al., 2020).

One solution for some of the security issues is integrating IoT devices with the blockchain technique (Fernández-Caramés et al., 2020; Singh et al., 2021; Jain et al., 2022). A blockchain is a shared, in-mutable ledger that facilitates the process of recording transactions and tracking assets in a business network (IBM, 2022). Block chain integrated federated learning has been proposed to effectively build COVID-19 predicting models without compromising privacy (Aich et al., 2022). Blockchain technology is also able to improve clinical trial data management by reducing delays in regulatory approvals, and streamline the communication between diverse stakeholders with immutability, decentralization, and transparency. The integration of block chain technology has also been researched for the purpose of contact tracing during COVID-19, and it offers enhanced data security and functionality without compromising user privacy at reasonable blockchain transaction fee (Tahiliani et al., 2021) which ensuring that the information received is more reliable and trustworthy at low cost.

Abhishek et al. proposed to use blockchain-based platform to combat the COVID pandemic that provides improved solutions, outbreak tracking, user privacy protection, performance of the medical supply chain, donation tracking, and safe day-to-day operations (Ng et al., 2021). Dounia et al. presented a blockchain-based system using Ethereum smart contracts and oracles to track COVID-19 related data from trusted source with economical feasibility to ensure data integrity, security and traceability among stakeholders (Sharma et al., 2020). Similarly, Liu et al. (2023) implemented a COVID-19 contact tracing scenario framework based on blockchain that protects the privacy of close contacts with some cryptographic tools. Also, by using aggregated signatures, the verification is more efficient. The authors suggested using public and private locations for better tracing solutions with higher-level security.

Another avenue of research exploring solutions to many of these security issues in using wireless devices for predicting and monitoring COVID-19 is minimizing the number of communications between a device and medical center through a mobile sink (a mobile node that connects the sensor network to an existing communication infrastructure with minimal energy and delay) (Al-Turjman and Deebak, 2020). Another avenue of work is illustrated by Ni et al. who proposed LPP-SVM-PI, a labeling privacy protection support vector machine that enhances the security of the labeling scheme while maintaining the classification performance (Ni et al., 2021a).

Federated learning has also been researched to solve some of the security issues (Xu et al., 2022). In federated learning, the data is no longer shared between each device and a central server. Rather, it is on the device that collects the data. The devices send their trained model parameters to the central server, and the trained model is then shared among various devices Dataset, 2017). This architecture of learning has been a focus for COVID-19 infection prediction due to the fact that many medical devices such as wrist bands are edge devices which can transmit data to smart phone and process the information (Hassan et al., 2021). Federated learning has been utilized for both traditional learning as well as transfer learning (Sufian et al., 2020; Alam and Rahmani, 2021). To provide further security protection and scalability, research has been conducted in integrating federated learning systems into the cloud. The traditional fog based architecture enhances the system's responsiveness to events by processing the data in the site, while the cloud layer offers good performances for deep learning and machine learning techniques. Federated learning takes advantage of both architectures and also enhances the security and performance at the same time (Fourati and Samiha, 2021; Kallel et al., 2022).




3. Future work and technical challenges

Although there has been a great amount of research work conducted on the topic of using wireless devices for the purpose of predicting COVID-19, there are still many challenges that lay ahead.

One challenge is data privacy. Due to the fact that a majority of the data collected in this case is often sensitive medical information, it is imperative that any usage of this data is done in a secure way without compromising the privacy of the patient. Future directions of work to address this challenge include the use and integration of technologies such as differential privacy, which is a privacy technique that uses random noise to ensure that the public record doesn't change if one record in the dataset changes (Müftüoğlu et al., 2020), Federated Learning, and the blockchain. Even with these robust technologies, the challenge remains within effectively using these techniques to provide stronger security and privacy protection as illustrated by Hauer and Santos-Lozada (2021); who found that using differential privacy will sometimes introduce substantial distortion in COVID-19 mortality rates, causing mortality rates to exceed 100 percent and hindering our ability to understand the pandemic. Therefore, there is a need of balancing data privacy and utility.

One avenue of future work that lays ahead in this line of COVID-19 detection and prediction work is the integration of the proposed detection technologies into the current healthcare and city infrastructure. Although the work and research being conducted in this field is revolutionary and beneficial, much of this work has yet to be deployed on a large scale. The gap between theory and practice has yet to be closed in this field.

Another avenue of future work is to use AI power to minimize interactions between healthcare workers and patients in all phases while keeping a high accuracy of diagnosis. Optimizing the benefits of AI in health care will require a balanced approach that enforces accountability and transparency while promoting innovation. There are challenges of improving the accuracy of the AI diagnosis and reducing the false negative diagnosis rate. For COVID-19, researchers may combine chest imaging with clinical symptoms, exposure history, and laboratory tests in the diagnosis of COVID-19.

Finally, Smart cities and buildings need more attention since more effective and broader smart city initiatives can improve how critical data is retrieved, processed, stored and disseminated, potentially improving outbreak detection and mitigation while reducing the execution time to act. This is a promising solution against the devastating effects of the COVID-19 pandemic. However, there is no golden rule for building smart cities yet. Each city has to consider its unique situations before implementing certain technologies and systems (Costa and Peixoto, 2020).



4. Conclusion

In this paper, we present a survey of the current research work on the use of mobile IoT devices, AI and Telemedicine for the purpose of COVID-19 detection and prediction. In this paper, we first introduce monitoring and detection methods and their purposes, and then the contact tracing methods that can reduce the spread of the virus. We also present machine learning based approaches to aid combating the COVID-19 pandemic. Next, we present the use of telemedicine as a new approach for pandemics diagnosis. Lastly, we present security methods for privacy protection of users in combating COVID-19. COVID-19 is here to stay, and we must use all of the tools we can to effectively combat and mitigate its impact on our daily lives. Although there has been a great amount of research work done, there are still many challenges that lay ahead. Thus, we also illustrate the future work and challenges in using mobile IoT devices for combating COVID-19.



Author contributions

All authors contributed to producing the paper. All authors contributed to the article and approved the submitted version.



Funding

This research was supported in part by U.S. NSF Grants NSF-1827674, NSF-1822965, FHWA Grant 693JJ31950016, Microsoft Research Faculty Fellowship 8300751, and the Commonwealth Cyber Initiative (CCI) (2021UVA-02.005, HV-4Q21-001, and H-4Q21-011), an investment in the advancement of cyber research, innovation and workforce development. For more information about CCI, visit cyberinitiative.org.



Conflict of interest

The authors declare that the research was conducted in the absence of any commercial or financial relationships that could be construed as a potential conflict of interest.



Publisher's note

All claims expressed in this article are solely those of the authors and do not necessarily represent those of their affiliated organizations, or those of the publisher, the editors and the reviewers. Any product that may be evaluated in this article, or claim that may be made by its manufacturer, is not guaranteed or endorsed by the publisher.



References

 Abueg, M., Hinch, R., Wu, N., Liu, L., Probert, W., Wu, A., et al. (2021). Modeling the effect of exposure notification and non-pharmaceutical interventions on COVID-19 transmission in Washington state. NPJ Digit. Med. 4, 1–10. doi: 10.1038/s41746-021-00422-7

 Adhikari, M., Ambigavathi, M., Menon, V. G., and Hammoudeh, M. (2021). Random forest for data aggregation to monitor and predict COVID-19 using edge networks. IEEE Internet Things Mag. 4, 40–44. doi: 10.1109/IOTM.0001.2100052

 Ahmed, S., Shrestha, A., and Yong, J. (2021). “Towards a user-level self-management of COVID-19 using mobile devices supported by artificial intelligence, 5g and the cloud,” in Proc. of International Conference on Health Information Science (Melbourne, VIC: Springer), 33–43. doi: 10.1007/978-3-030-90885-0_4

 Aich, S., Sinai, N. K., Kumar, S., Ali, M., Choi, Y. R., Joo, M.-I., et al. (2022). “Protecting personal healthcare record using blockchain & federated learning technologies,” in Proc. of 2022 24th International Conference on Advanced Communication Technology (ICACT) (PyeongChang: IEEE), 109–112. doi: 10.23919/ICACT53585.2022.9728772

 Alam, M. U., and Rahmani, R. (2021). Federated semi-supervised multi-task learning to detect COVID-19 and lungs segmentation marking using chest radiography images and raspberry pi devices: An internet of medical things application. Sensors 21, 5025. doi: 10.3390/s21155025

 Alanazi, S. A., Kamruzzaman, M., Alruwaili, M., Alshammari, N., Alqahtani, S. A., and Karime, A. (2020). Measuring and preventing COVID-19 using the sir model and machine learning in smart health care. J. Healthcare Eng. 2020, 8857346. doi: 10.1155/2020/8857346

 Al-Emran, M., and Ehrenfeld, J. M. (2021). Breaking out of the box: wearable technology applications for detecting the spread of COVID-19. J. Med. Syst. 45, 1–2. doi: 10.1007/s10916-020-01697-1

 Almalki, F. A., Alotaibi, A. A., and Angelides, M. C. (2022). Coupling multifunction drones with AI in the fight against the coronavirus pandemic. Computing 104, 1033–1059. doi: 10.1007/s00607-021-01022-9

 Al-Qaness, M. A., Ewees, A. A., Fan, H., and Abd El Aziz, M. (2020). Optimization method for forecasting confirmed cases of COVID-19 in China. J. Clin. Med. 9, 674. doi: 10.3390/jcm9030674

 Alsarhan, A., Almalkawi, I. T., and Kilani, Y. (2021). New COVID-19 tracing approach using machine learning and drones enabled wireless network. Int. J. Interact. Mobile Technol. 15, 111–126. doi: 10.3991/ijim.v15i22.22623

 Al-Turjman, F. (2021). “AI-powered cloud for COVID-19 and other infectious disease diagnosis,” in Personal and Ubiquitous Computing (Springer), 1–4. doi: 10.1007/s00779-021-01625-1

 Al-Turjman, F., and Deebak, B. D. (2020). Privacy-aware energy-efficient framework using the internet of medical things for COVID-19. IEEE Internet Things Mag. 3, 64–68. doi: 10.1109/IOTM.0001.2000123

 Andreas, A., Mavromoustakis, C. X., Mastorakis, G., Batalla, J. M., Sahalos, J. N., Pallis, E., et al. (2021). “IoT cloud-based framework using of smart integration to control the spread of COVID-19,” in Proc. of ICC 2021-IEEE International Conference on Communications (Montreal, QC: IEEE), 1–5. doi: 10.1109/ICC42927.2021.9500528

 Anjali, K., Anand, R., Prabhu, S. D., and Geethu, R. (2021). “IoT based smart healthcare system to detect and alert COVID symptom,” in Proc. of 2021 6th International Conference on Communication and Electronics Systems (ICCES) (Coimbatore: IEEE), 685–692.

 Ardabili, S. F., Mosavi, A., Ghamisi, P., Ferdinand, F., Varkonyi-Koczy, A. R., Reuter, U., et al. (2020). COVID-19 outbreak prediction with machine learning. Algorithms 13, 249. doi: 10.3390/a13100249

 Arun, M., Baraneetharan, E., Kanchana, A., Prabu, S., et al. (2020). Detection and monitoring of the asymptotic COVID-19 patients using IoT devices and sensors. Int. J. Pervasive Comput. Commun. 18, 407–418. doi: 10.1108/IJPCC-08-2020-0107

 Ashwin, V., Menon, A., Devagopal, A., Nived, P., Gopinath, A., Gayathri, G., et al. (2021). “Cost-effective device for autonomous monitoring of the vitals for COVID-19 asymptomatic patients in home isolation treatment,” in Proc. of Advances in Computing and Network Communications (Singapore: Springer), 3–13. doi: 10.1007/978-981-33-6977-1_1

 Awal, M. A., Masud, M., Hossain, M. S., Bulbul, A. A.-M., Mahmud, S. H., and Bairagi, A. K. (2021). A novel Bayesian optimization-based machine learning framework for COVID-19 detection from inpatient facility data. IEEE Access 9, 10263–10281. doi: 10.1109/ACCESS.2021.3050852

 Awotunde, J. B., Folorunso, S. O., Bhoi, A. K., Adebayo, P. O., and Ijaz, M. F. (2021). “Disease diagnosis system for IoT-based wearable body sensors with machine learning algorithm,” in Proc. of Hybrid Artificial Intelligence and IoT in Healthcare (Singapore: Springer), 201–222. doi: 10.1007/978-981-16-2972-3_10

 Awotunde, J. B., Jimoh, R. G., AbdulRaheem, M., Oladipo, I. D., Folorunso, S. O., and Ajamu, G. J. (2022). “IoT-based wearable body sensor network for COVID- 19 pandemic,” in Advances in Data Science and Intelligent Data Communication Technologies for COVID-19, eds A.-E. Hassanien, S. M. Elghamrawy, I. Zelinka (Cham: Springer), 253–275. doi: 10.1007/978-3-030-77302-1_14

 Bahl, S., Singh, R. P., Javaid, M., Khan, I. H., Vaishya, R., and Suman, R. (2020). Telemedicine technologies for confronting COVID-19 pandemic: a review. J. Indus. Integrat. Manage. 5, 547–561. doi: 10.1142/S2424862220300057

 Barnawi, A., Chhikara, P., Tekchandani, R., Kumar, N., and Alzahrani, B. (2021). Artificial intelligence-enabled internet of things-based system for COVID-19 screening using aerial thermal imaging. Future Generat. Comput. Syst. 124, 119–132. doi: 10.1016/j.future.2021.05.019

 Canziani, A., Paszke, A., and Culurciello, E. (2016). An analysis of deep neural network models for practical applications. arXiv preprint arXiv:1605.07678. doi: 10.48550/arXiv.1605.07678

 Chakkor, S., Baghouri, M., Cheker, Z., El Oualkadi, A., el Hangouche, J. A., and Laamech, J. (2021a). “Intelligent network for proactive detection of COVID-19 disease,” in Proc. of 2020 6th IEEE Congress on Information Science and Technology (CiSt) (Agadir: IEEE), 472–478. doi: 10.1109/CiSt49399.2021.9357181

 Chakkor, S., Baghouri, M., El Oualkadi, A., El Hangouche, J. A., Laamech, J., and Belfkih, R. (2021b). “Intelligent monitoring system to aid in the proactive and early detection of people infected by COVID-19,” in Proc. of Artificial Intelligence for COVID-19 (Springer), 383–411. doi: 10.1007/978-3-030-69744-0_22

 Chegini, H., Naha, R. K., Mahanti, A., and Thulasiraman, P. (2021). Process automation in an IoT-fog-cloud ecosystem: a survey and taxonomy. IoT 2, 92–118. doi: 10.3390/iot2010006

 Chen, J., Li, K., Zhang, Z., Li, K., and Yu, P. S. (2021). A survey on applications of artificial intelligence in fighting against COVID-19. ACM Comput. Surv. 54, 1–32. doi: 10.1145/3465398

 Choyon, M. M. S., Rahman, M., Kabir, M. M., and Mridha, M. (2020). “IoT based health monitoring & automated predictive system to confront COVID- 19,” in Proc. of 2020 IEEE 17th International Conference on Smart Communities: Improving Quality of Life Using ICT, IoT and AI (HONET) (Charlotte, NC: IEEE), 189—193. doi: 10.1109/HONET50430.2020.9322811

 Costa, D. G., and Peixoto, J. P. J. (2020). COVID-19 pandemic: a review of smart cities initiatives to face new outbreaks. IET Smart Cities 2, 64–73. doi: 10.1049/iet-smc.2020.0044

 Dadon, Z., Levi, N., Orlev, A., Belman, D., Alpert, E. A., Glikson, M., et al. (2022). The utility of handheld cardiac and lung ultrasound in predicting outcomes of hospitalised patients with COVID-19. Can. J. Cardiol. 38, 338–346. doi: 10.1016/j.cjca.2021.11.016

 Dang, L. M., Piran, M. J., Han, D., Min, K., and Moon, H. (2019). A survey on internet of things and cloud computing for healthcare. Electronics 8, 768. doi: 10.3390/electronics8070768

 Dang, T., Han, J., Xia, T., Spathis, D., Bondareva, E., Siegele-Brown, C., et al. (2022). Exploring longitudinal cough, breath, and voice data for COVID-19 progression prediction via sequential deep learning: model development and validation. J. Med. Internet Res. 24, e37004. doi: 10.2196/37004

 Dataset. (2017). Federated Learning: Collaborative Machine Learning Without Centralized Training Data. Available online at: from https://ai.googleblog.com/2017/04/federated-learning-collaborative.html (Retrieved May 16, 2022).

 Dataset. (2022a). Apple COVID-19 Screening Tool. Available online at: https://www.apple.com/covid19/

 Dataset. (2022b). Aura: Detect Risk of COVID-19 and Other Respiratory Infections in Real Time. Available online at: https://www.empatica.com/en-int/aura/

 Dataset. (2022c). COVID-19 Checkup. Available online at: https://symptomate.com/

 Dataset. (2022d). COVID-19 Self-Assessment Tool. Available online at: https://www.mayoclinic.org/covid-19-self423assessment-tool

 Dataset. (2022e). Johns Hopkins Medicine: Coronavirus (COVID-19) Self-Checker. Available online at: https://www.hopkinsmedicine.org/coronavirus/covid-19-self-checker.html

 Dataset. (2022f). Leveraging Whoop Technology to Predict COVID-19 Risk. Available online at: https://www.whoop.com/thelocker/predict-covid-19-risk/

 Dataset. (2022g). Bouy Health. Available online at: https://www.buoyhealth.com/

 Deshpande, G., Batliner, A., and Schuller, B. W. (2022). AI-based human audio processing for COVID-19: a comprehensive overview. Pattern Recogn. 122, 108289. doi: 10.1016/j.patcog.2021.108289

 Deshpande, G., and Schuller, B. W. (2020). Audio, speech, language, & signal processing for COVID-19: a comprehensive overview. arXiv preprint arXiv:2011.14445. doi: 10.48550/arXiv.2011.14445

 Dhadge, A., and Tilekar, G. (2020). “Severity monitoring device for COVID-19 positive patients,” in Proc. of 2020 3rd International Conference on Control and Robots (ICCR) (Tokyo: IEEE), 25–29. doi: 10.1109/ICCR51572.2020.9344386

 Ding, X., Clifton, D., Ji, N., Lovell, N. H., Bonato, P., Chen, W., et al. (2020). Wearable sensing and telehealth technology with potential applications in the coronavirus pandemic. IEEE Rev. Biomed. Eng. 14, 48–70. doi: 10.1109/RBME.2020.2992838

 Dmitrienko, M., Singh, A., Erichsen, P., and Raskar, R. (2020). Proximity inference with wifi-colocation during the COVID-19 pandemic. arXiv preprint arXiv:2009.12699. doi: 10.48550/arXiv.2009.12699

 Dogan, O., Tiwari, S., Jabbar, M., and Guggari, S. (2021). A systematic review on AI/ML approaches against COVID-19 outbreak. Complex Intell. Syst. 7, 2655–2678. doi: 10.1007/s40747-021-00424-8

 Elagan, S., Abdelwahab, S. F., Zanaty, E., Alkinani, M. H., Alotaibi, H., and Zanaty, M. E. (2021). Remote diagnostic and detection of coronavirus disease (COVID-19) system based on intelligent healthcare and internet of things. Results Phys. 22, 103910. doi: 10.1016/j.rinp.2021.103910

 Elbasi, E., Topcu, A. E., and Mathew, S. (2021). Prediction of COVID-19 risk in public areas using IoT and machine learning. Electronics 10, 1677. doi: 10.3390/electronics10141677

 Elbir, A. M., Gurbilek, G., Soner, B., and Coleri, S. (2020). Vehicular networks for combating a worldwide pandemic: preventing the spread of COVID-19. arXiv preprint arXiv:2010.07602. doi: 10.1016/j.smhl.2022.100353

 Fahad, S. D., Gharghan, S. K., and Hussein, R. H. (2022). Diagnosis of COVID-19 based on artificial intelligence models and physiological sensors. Biomed. Eng. Appl. Basis Commun. 34, 2250006. doi: 10.4015/S1016237222500065

 Fernández-Caramés, T. M., Froiz-Míguez, I., and Fraga-Lamas, P. (2020). An IoT and blockchain based system for monitoring and tracking real-time occupancy for COVID-19 public safety. Eng. Proc. 2, 67. doi: 10.3390/ecsa-7-08207

 Fourati, L. C., and Samiha, A. (2021). “Federated learning toward data preprocessing: COVID-19 context,” in Proc. of 2021 IEEE International Conference on Communications Workshops (ICC Workshops) (Montreal, QC: IEEE), 1–6. doi: 10.1109/ICCWorkshops50388.2021.9473590

 Gadzinski, A. J., Gore, J. L., Ellimoottil, C., Odisho, A. Y., and Watts, K. L. (2020). Implementing telemedicine in response to the COVID-19 pandemic. J. Urol. 204, 14–16. doi: 10.1097/JU.0000000000001033

 Ganapathy, K. (2020). Telemedicine and neurological practice in the COVID-19 era. Neurol. India 68, 555. doi: 10.4103/0028-3886.288994

 Ghayvat, H., Awais, M., Gope, P., Pandya, S., and Majumdar, S. (2021). Recognizing suspect and predicting the spread of contagion based on mobile phone location data (counteract): a system of identifying COVID-19 infectious and hazardous sites, detecting disease outbreaks based on the internet of things, edge computing, and artificial intelligence. Sustain. Cities Soc. 69, 102798. doi: 10.1016/j.scs.2021.102798

 Goergen, C. J., Tweardy, M. J., Steinhubl, S. R., Wegerich, S. W., Singh, K., Mieloszyk, R. J., et al. (2022). Detection and monitoring of viral infections via wearable devices and biometric data. Annu. Rev. Biomed. Eng. 24, 1–27. doi: 10.1146/annurev-bioeng-103020-040136

 Gouissem, A., Abualsaud, K., Yaacoub, E., Khattab, T., and Guizani, M. (2021). A novel pandemic tracking map: from theory to implementation. IEEE Access 9, 51106–51120. doi: 10.1109/ACCESS.2021.3067824

 Gupta, D., Bhatt, S., Gupta, M., and Tosun, A. S. (2021). Future smart connected communities to fight COVID-19 outbreak. Internet Things 13, 100342. doi: 10.1016/j.iot.2020.100342

 Han, J., Xia, T., Spathis, D., Bondareva, E., Brown, C., Chauhan, J., et al. (2022). Sounds of COVID-19: exploring realistic performance of audio-based digital testing. NPJ Digit. Med. 5, 1–9. doi: 10.1038/s41746-021-00553-x

 Hassan, M. R., Hassan, M. M., Altaf, M., Yeasar, M. S., Hossain, M. I., Fatema, K., et al. (2021). B5G-enabled distributed artificial intelligence on edges for COVID-19 pandemic outbreak prediction. IEEE Netw. 35, 48–55. doi: 10.1109/MNET.011.2000713

 Hauer, M. E., and Santos-Lozada, A. R. (2021). Differential privacy in the 2020 census will distort COVID-19 rates. Socius 7, 2378023121994014. doi: 10.1177/2378023121994014

 Hossain, M. S., Muhammad, G., and Guizani, N. (2020). Explainable AI and mass surveillance system-based healthcare framework to combat COVID-i9 like pandemics. IEEE Netw. 34, 126–132. doi: 10.1109/MNET.011.2000458

 IBM (2022). What Is Blockchain Technology? - IBM Blockchain. IBM. Available online at: https://www.ibm.com/topics/what-is-blockchain (Retrieved May 16, 2022).

 Iqbal, F. M., Joshi, M., Davies, G., Khan, S., Ashrafian, H., and Darzi, A. (2021). Design of the pilot, proof of concept remote-COVID trial: remote monitoring use in suspected cases of COVID-19 (SARS-CoV-2). Pilot Feasibil. Stud. 7, 1–7. doi: 10.1186/s40814-021-00804-4

 Islam, M. N., Inan, T. T., Rafi, S., Akter, S. S., Sarker, I. H., and Islam, A. N. (2020). A systematic review on the use of AI and ML for fighting the COVID-19 pandemic. IEEE Trans. Artif. Intell. 1, 258–270. doi: 10.1109/TAI.2021.3062771

 Iyengar, K., Jain, V. K., and Vaishya, R. (2020). Pitfalls in telemedicine consultations in the era of COVID 19 and how to avoid them. Diabetes Metab. Syndrome Clin. Res. Rev. 14, 797–799. doi: 10.1016/j.dsx.2020.06.007

 Jain, G., Shukla, G., Saini, P., Gaur, A., Mishra, D., and Akashe, S. (2022). “Secure COVID-19 treatment with blockchain and IoT-based framework,” in Proc. of Intelligent Sustainable Systems (Singapore: Springer), 785–800. doi: 10.1007/978-981-16-6369-7_70

 Jeong, S., Kuk, S., and Kim, H. (2019). A smartphone magnetometer-based diagnostic test for automatic contact tracing in infectious disease epidemics. IEEE Access 7, 20734–20747. doi: 10.1109/ACCESS.2019.2895075

 Jiang, W., Majumder, S., Kumar, S., Subramaniam, S., Li, X., Khedri, R., et al. (2021). A wearable tele-health system towards monitoring COVID-19 and chronic diseases. IEEE Rev. Biomed. Eng. 15, 61–84. doi: 10.1109/RBME.2021.3069815

 Jing, S., Qian, Q., She, H., Shan, T., Lu, S., Guo, Y., et al. (2021). A novel prediction method based on artificial intelligence and internet of things for detecting coronavirus disease (COVID-19). Sec. Commun. Netw. doi: 10.1155/2021/7812223

 Josephine, M., Lakshmanan, L., Nair, R. R., Visu, P., Ganesan, R., and Jothikumar, R. (2020). Monitoring and sensing COVID-19 symptoms as a precaution using electronic wearable devices. Int. J. Pervasive Comput. Commun. 16, 341–350. doi: 10.1108/IJPCC-06-2020-0067

 Kallel, A., Rekik, M., and Khemakhem, M. (2022). Hybrid-based framework for COVID-19 prediction via federated machine learning models. J. Supercomput. 78, 7078–7105. doi: 10.1007/s11227-021-04166-9

 Kanmani, R., Muthulakshmi, S., Radhapoorani, R., Suganya, N., and Sriranjani, M. (2021). “Prediction of COVID disease using advanced IoT and support vector machine,” in Proc. of 2021 7th International Conference on Advanced Computing and Communication Systems (ICACCS) (Coimbatore: IEEE), 546–550. doi: 10.1109/ICACCS51430.2021.9442040

 Karmore, S., Bodhe, R., Al-Turjman, F., Kumar, R. L., and Pillai, S. K. (2022). IoT-based humanoid software for identification and diagnosis of covid-19 suspects. IEEE Sens. J. 22, 17490–17496. doi: 10.1109/JSEN.2020.3030905

 Karthi, P., and Jayakumar, M. (2020). Smart integrating digital contact tracing with IoMT for COVID-19 using RFID and GPS. J. Xi?an Shiyou Univ. Nat. Sci. Ed. 16, 38–43.

 Ke, G., Meng, Q., Finley, T., Wang, T., Chen, W., Ma, W., et al. (2017). “LightGBM: a highly efficient gradient boosting decision tree,” in Advances in Neural Information Processing Systems, Vol. 30, eds I. Guyon, U. von Luxburg, S. Bengio, H. Wallach, R. Fergus, S. Vishwananathan, and R. Garnett (Red Hook, NY: Curran Asssociates), 3149–3157.

 Khatib, E. J., Perles Roselló, M. J., Miranda-Páez, J., Giralt, V., and Barco, R. (2021). Mass tracking in cellular networks for the COVID-19 pandemic monitoring. Sensors 21, 3424. doi: 10.3390/s21103424

 Khelili, M., Slatnia, S., Kazar, O., and Harous, S. (2022). IoMT-fog-cloud based architecture for COVID-19 detection. Biomed. Signal Process. Control 76, 103715. doi: 10.1016/j.bspc.2022.103715

 Kichloo, A., Albosta, M., Dettloff, K., Wani, F., El-Amir, Z., Singh, J., et al. (2020). Telemedicine, the current COVID-19 pandemic and the future: a narrative review and perspectives moving forward in the usa. Family Med. Commun. Health 8. doi: 10.1136/fmch-2020-000530

 Kocsisné, G. S., and Attila, K. (2021). “COVID-19's telemedicine platform,” in Proc. of Information Science and Applications (Springer), 317–327. doi: 10.1007/978-981-33-6385-4_30

 Kumar et al. (2003). Managing Ideas: Commercialization Strategies for Biotechnology by Joshua S. Gans and Scott Stern. Available online at: http://www.kellogg.northwestern.edu/biotech/faculty/articles/managingideas.pdf

 Kumar, K. R., Magesh, S., Magesh, G., and Marappan, S. (2022). Monitoring and analysis of the recovery rate of Covid-19 positive cases to prevent dangerous stage using IoT and sensors. Int. J. Pervasive Comput. Commun. 18, 365–375. doi: 10.1108/IJPCC-07-2020-0088

 Li, K., Fang, Y., Li, W., Pan, C., Qin, P., Zhong, Y., et al. (2020a). CT image visual quantitative evaluation and clinical classification of coronavirus disease (COVID-19). Eur. Radiol. 30, 4407–4416. doi: 10.1007/s00330-020-06817-6

 Li, W., Zhang, B., Lu, J., Liu, S., Chang, Z., Peng, C., et al. (2020b). Characteristics of household transmission of COVID-19. Clin. Infect. Dis. 71, 1943–1946. doi: 10.1093/cid/ciaa450

 Liu, M., Zhang, Z., Chai, W., and Wang, B. (2023). Privacy-preserving COVID-19 contact tracing solution based on blockchain. Comput. Standards Interfaces 83, 103643. doi: 10.1016/j.csi.2022.103643

 Lo, B., and Sim, I. (2021). Ethical framework for assessing manual and digital contact tracing for COVID-19. Ann. Internal Med. 174, 395–400. doi: 10.7326/M20-5834

 Lubecke, L. C., Ishmael, K., Zheng, Y., Borić-Lubecke, O., and Lubecke, V. M. (2021). “Identification of COVID-19 type respiratory disorders using channel state analysis of wireless communications links,” in Proc. of 2021 43rd Annual International Conference of the IEEE Engineering in Medicine & Biology Society (EMBC) (Mexico City: IEEE), 7582–7585. doi: 10.1109/EMBC46164.2021.9630016

 Lukas, H., Xu, C., Yu, Y., and Gao, W. (2020). Emerging telemedicine tools for remote COVID-19 diagnosis, monitoring, and management. ACS Nano 14, 16180–16193. doi: 10.1021/acsnano.0c08494

 Lv, H., Shi, L., Berkenpas, J. W., Dao, F.-Y., Zulfiqar, H., Ding, H., et al. (2021). Application of artificial intelligence and machine learning for COVID-19 drug discovery and vaccine design. Brief. Bioinform. 22, bbab320. doi: 10.1093/bib/bbab320

 Magesh, S., Niveditha, V., Rajakumar, P., Natrayan, L., et al. (2020). Pervasive computing in the context of COVID-19 prediction with AI-based algorithms. Int. J. Pervasive Comput. Commun. 16, 477–487. doi: 10.1108/IJPCC-07-2020-0082

 Maghded, H. S., Ghafoor, K. Z., Sadiq, A. S., Curran, K., Rawat, D. B., and Rabie, K. (2020). “A novel AI-enabled framework to diagnose coronavirus COVID-19 using smartphone embedded sensors: design study,” in Proc. of 2020 IEEE 21st International Conference on Information Reuse and Integration for Data Science (IRI) (IEEE), 180–187. doi: 10.1109/IRI49571.2020.00033

 Maghdid, H. S., and Ghafoor, K. Z. (2020). A smartphone enabled approach to manage COVID-19 lockdown and economic crisis. SN Comput. Sci. 1, 1–9. doi: 10.1007/s42979-020-00290-0

 Malloy, M. L., Hartung, L., Wangen, S., and Banerjee, S. (2022). Network-side digital contact tracing on a large university campus. arXiv preprint arXiv:2201.10641. doi: 10.1145/3495243.3517029

 Mcheick, H., Hassan, H. H., and Kteich, H. (2021). “D2D communication: COVID-19 contact tracing application using wi-fi direct,” in Proc. of 2021 International Conference on Smart Applications, Communications and Networking (SmartNets) (Glasgow: IEEE), 1–6. doi: 10.1109/SmartNets50376.2021.9555423

 McLachlan, S., Lucas, P., Dube, K., Hitman, G. A., Osman, M., Kyrimi, E., et al. (2020). Bluetooth smartphone apps: are they the most private and effective solution for COVID-19 contact tracing? arXiv preprint arXiv:2005.06621. doi: 10.48550/arXiv.2005.06621

 Mir, M. H., Jamwal, S., Mehbodniya, A., Garg, T., Iqbal, U., and Samori, I. A. (2022). IoT-enabled framework for early detection and prediction of COVID-19 suspects by leveraging machine learning in cloud. J. Healthcare Eng. 2022, 7713939. doi: 10.1155/2022/7713939

 Müftüoğlu, Z., Kizrak, M. A., and Yildlnm, T. (2020). “Differential privacy practice on diagnosis of COVID-19 radiology imaging using efficientnet,” in Proc. of 2020 International Conference on Innovations in Intelligent Systems and Applications (INISTA) (Novisad: IEEE), 1–6.

 Muguli, A., Pinto, L., Sharma, N., Krishnan, P., Ghosh, P. K., Kumar, R., et al. (2021). Dicova challenge: dataset, task, and baseline system for COVID-19 diagnosis using acoustics. arXiv preprint arXiv:2103.09148. doi: 10.21437/Interspeech.2021-74

 Muhammad, G., Alqahtani, S., and Alelaiwi, A. (2021). Pandemic management for diseases similar to COVID-19 using deep learning and 5g communications. IEEE Netw. 35, 21–26. doi: 10.1109/MNET.011.2000739

 Mukati, N., Namdev, N., Dilip, R., Hemalatha, N., Dhiman, V., and Sahu, B. (2021). Healthcare assistance to COVID-19 patient using internet of things (IoT) enabled technologies. Mater. Tdy Proc. doi: 10.1016/j.matpr.2021.07.379

 Mumtaz, R., Zaidi, S. M. H., Shakir, M. Z., Shafi, U., Malik, M. M., Haque, A., et al. (2021). Internet of things (IoT) based indoor air quality sensing and predictive analytic–A COVID-19 perspective. Electronics 10, 184. doi: 10.3390/electronics10020184

 Ng, W. Y., Tan, T.-E., Movva, P. V., Fang, A. H. S., Yeo, K.-K., Ho, D., et al. (2021). Blockchain applications in health care for COVID-19 and beyond: a systematic review. Lancet Digit. Health 3, e819?e829. doi: 10.1016/S2589-7500(21)00210-7

 Ni, T., Zhu, J., Qu, J., and Xue, J. (2021a). Labeling privacy protection svm using privileged information for COVID-19 diagnosis. ACM Trans. Internet Technol. 22, 1–21. doi: 10.1145/3475868

 Ni, X., Ouyang, W., Jeong, H., Kim, J.-T., Tzavelis, A., Mirzazadeh, A., et al. (2021b). Automated, multiparametric monitoring of respiratory biomarkers and vital signs in clinical and home settings for COVID-19 patients. Proc. Natl. Acad. Sci. U.S.A. 118, e2026610118. doi: 10.1073/pnas.2026610118

 No, T. A. (2001). Mayo foundation for medical education and research. Intellect. Property 632, 5539480.

 Ohannessian, R., Duong, T. A., and Odone, A. (2020). Global telemedicine implementation and integration within health systems to fight the COVID-19 pandemic: a call to action. JMIR Public Health Surv. 6, e18810. doi: 10.2196/18810

 Omboni, S. (2020). Telemedicine during the COVID-19 in italy: a missed opportunity? Telemedicine e-Health 26, 973–975. doi: 10.1089/tmj.2020.0106

 Orlandic, L., Teijeiro, T., and Atienza, D. (2021). The coughvid crowdsourcing dataset, a corpus for the study of large-scale cough analysis algorithms. Sci. Data 8, 1–10. doi: 10.1038/s41597-021-00937-4

 Otoom, M., Otoum, N., Alzubaidi, M. A., Etoom, Y., and Banihani, R. (2020). An iot-based framework for early identification and monitoring of COVID-19 cases. Biomed. Signal Process. Control 62, 102149. doi: 10.1016/j.bspc.2020.102149

 Peladarinos, N., Cheimaras, V., Piromalis, D., Arvanitis, K. G., Papageorgas, P., Monios, N., et al. (2021). Early warning systems for COVID-19 infections based on low-cost indoor air-quality sensors and LPWANs. Sensors 21, 6183. doi: 10.3390/s21186183

 Purnomo, A. T., Lin, D.-B., Adiprabowo, T., and Hendria, W. F. (2021). Non-contact monitoring and classification of breathing pattern for the supervision of people infected by COVID-19. Sensors 21, 3172. doi: 10.3390/s21093172

 Rahman, A., Hossain, M. S., Alrajeh, N. A., and Alsolami, F. (2020). Adversarial examples-security threats to COVID-19 deep learning systems in medical IoT devices. IEEE Internet Things J. 8, 9603–9610. doi: 10.1109/JIOT.2020.3013710

 Rehman, M., Shah, R. A., Khan, M. B., Ali, N. A. A., Alotaibi, A. A., Althobaiti, T., et al. (2021). Contactless small-scale movement monitoring system using software defined radio for early diagnosis of COVID-19. IEEE Sens. J. 21, 17180–17188. doi: 10.1109/JSEN.2021.3077530

 Royce, T. J., Sanoff, H. K., and Rewari, A. (2020). Telemedicine for cancer care in the time of COVID-19. JAMA Oncol. 6, 1698–1699. doi: 10.1001/jamaoncol.2020.2684

 Rustam, F., Reshi, A. A., Mehmood, A., Ullah, S., On, B.-W., Aslam, W., et al. (2020). COVID-19 future forecasting using supervised machine learning models. IEEE Access 8, 101489–101499. doi: 10.1109/ACCESS.2020.2997311

 Sathyamoorthy, A. J., Patel, U., Savle, Y. A., Paul, M., and Manocha, D. (2020). COVID-robot: monitoring social distancing constraints in crowded scenarios. arXiv preprint arXiv:2008.06585. doi: 10.1371/journal.pone.0259713

 Schmidtke, H. R. (2020). Location-aware systems or location-based services: a survey with applications to COVID-19 contact tracking. J. Reliable Intell. Environ. 6, 191–214. doi: 10.1007/s40860-020-00111-4

 Schuller, B. W., Batliner, A., Bergler, C., Mascolo, C., Han, J., Lefter, I., et al. (2021). The interspeech 2021 computational paralinguistics challenge: COVID-19 cough, COVID-19 speech, escalation & primates. arXiv preprint arXiv:2102.13468. doi: 10.21437/Interspeech.2021-19

 Seshadri, D. R., Davies, E. V., Harlow, E. R., Hsu, J. J., Knighton, S. C., Walker, T. A., et al. (2020). Wearable sensors for COVID-19: a call to action to harness our digital infrastructure for remote patient monitoring and virtual assessments. Front. Digit. Health 2, 8. doi: 10.3389/fdgth.2020.00008

 Sharma, A., Bahl, S., Bagha, A. K., Javaid, M., Shukla, D. K., and Haleem, A. (2020). Blockchain technology and its applications to combat COVID-19 pandemic. Res. Biomed. Eng. 38, 173–180. doi: 10.1007/s42600-020-00106-3

 Shi, J., Sheng, W., Kar, P., Roy, M., and Datta, S. (2021). “A novel framework for predicting the spread of COVID-19 by contact tracing through smartphone,” in Proc. of 2021 International Wireless Communications and Mobile Computing (IWCMC) (Harbin: IEEE), 570–575. doi: 10.1109/IWCMC51323.2021.9498988

 Shorfuzzaman, M. (2021). IoT-enabled stacked ensemble of deep neural networks for the diagnosis of COVID-19 using chest CT scans. Computing 1–22. doi: 10.1007/s00607-021-00971-5

 Singh, P., and Kaur, R. (2021). Implementation of the QoS framework using fog computing to predict COVID-19 disease at early stage. World J. Eng. 19, 80–89. doi: 10.1108/WJE-12-2020-0636

 Singh, P. D., Kaur, R., Dhiman, G., and Bojja, G. R. (2021). BOSS: a new QoS aware blockchain assisted framework for secure and smart healthcare as a service. Expert Syst. e12838. doi: 10.1111/exsy.12838

 Siriwardhana, Y., Gür, G., Ylianttila, M., and Liyanage, M. (2021). The role of 5g for digital healthcare against COVID-19 pandemic: opportunities and challenges. ICT Express 7, 244–252. doi: 10.1016/j.icte.2020.10.002

 Sowmiya, B., Abhijith, V., Sudersan, S., Sakthi Jaya Sundar, R., Thangavel, M., and Varalakshmi, P. (2021). A survey on security and privacy issues in contact tracing application of COVID-19. SN Comput. Sci. 2, 1–11. doi: 10.1007/s42979-021-00520-z

 Sufian, A., Ghosh, A., Sadiq, A. S., and Smarandache, F. (2020). A survey on deep transfer learning to edge computing for mitigating the COVID-19 pandemic. J. Syst. Arch. 108, 101830. doi: 10.1016/j.sysarc.2020.101830

 Swayamsiddha, S., and Mohanty, C. (2020). Application of cognitive internet of medical things for COVID-19 pandemic. Diabetes Metab Syndrome Clin. Res. Rev. 14, 911–915. doi: 10.1016/j.dsx.2020.06.014

 Tahiliani, A., Hassija, V., Chamola, V., Kanhere, S. S., and Guizani, M. (2021). Privacy-preserving and incentivized contact tracing for COVID-19 using blockchain. IEEE Internet Things Mag. 4, 72–79. doi: 10.1109/IOTM.0211.2100002

 Tan, L., Yu, K., Bashir, A. K., Cheng, X., Ming, F., Zhao, L., et al. (2021). Toward real-time and efficient cardiovascular monitoring for COVID-19 patients by 5g-enabled wearable medical devices: a deep learning approach. Neural Comput. Appl. 1–14. doi: 10.1007/s00521-021-06219-9

 Thangamani, M., Ganthimathi, M., Sridhar, S., Akila, M., Keerthana, R., and Ramesh, P. (2020). Detecting coronavirus contact using internet of things. Int. J. Pervasive Comput. Commun. 16, 447-456. doi: 10.1108/IJPCC-07-2020-0074

 Ting, D. S. W., Carin, L., Dzau, V., and Wong, T. Y. (2020). Digital technology and COVID-19. Nat. Med. 26, 459–461. doi: 10.1038/s41591-020-0824-5

 Tu, P., Li, J., Wang, H., Wang, K., and Yuan, Y. (2021). Epidemic contact tracing with campus wifi network and smartphone-based pedestrian dead reckoning. IEEE Sens. J. 21, 19255–19267. doi: 10.1109/JSEN.2021.3091135

 Uddin, T., Uddin, M. B., Islam, A. M., Islam, S., and Shatabda, S. (2021). “Application of internet of things for early detection of COVID-19 using wearables,” in Proc. of 2021 International Conference on Software Engineering & Computer Systems and 4th International Conference on Computational Science and Information Management (ICSECS-ICOCSIM) (Pahang: IEEE), 405–410. doi: 10.1109/ICSECS52883.2021.00080

 Vaishya, R., Javaid, M., Khan, I. H., and Haleem, A. (2020). Artificial intelligence (AI) applications for COVID-19 pandemic. Diabetes Metab. Syndrome Clin. Res. Rev. 14, 337–339. doi: 10.1016/j.dsx.2020.04.012

 Vedaei, S. S., Fotovvat, A., Mohebbian, M. R., Rahman, G. M., Wahid, K. A., Babyn, P., et al. (2020). COVID-SAFE: an IoT-based system for automated health monitoring and surveillance in post-pandemic life. IEEE Access 8, 188538. doi: 10.1109/ACCESS.2020.3030194

 Vekaria, D., Kumari, A., Tanwar, S., and Kumar, N. (2020). ξboost: an AI-based data analytics scheme for COVID-19 prediction and economy boosting. IEEE Internet Things J. 8, 15977–15989. doi: 10.1109/JIOT.2020.3047539

 Wang, B., Sun, Y., Duong, T. Q., Nguyen, L. D., and Hanzo, L. (2020). Risk-aware identification of highly suspected COVID-19 cases in social IoT: a joint graph theory and reinforcement learning approach. IEEE Access 8, 115655–115661. doi: 10.1109/ACCESS.2020.3003750

 Wang, L., Shen, H., Enfield, K., and Rheuban, K. (2021). “COVID- 19 infection detection using machine learning,” in Proc. of 2021 IEEE International Conference on Big Data (Big Data) (Orlando, FL: IEEE), 4780–4789. doi: 10.1109/BigData52589.2021.9671700

 Wang, S. -C. (2003). “Artificial neural network,” in Interdisciplinary Computing in Java Programming (New York, NY: Springer), doi: 10.1007/978-1-4615-0377-4_5

 Wojtusiak, J., Wang, Y., Vakkalagadda, V., Alemi, F., and Roess, A. (2021). “Using wi-fi infrastructure to predict contacts during pandemics,” in Proc. of 2021 IEEE 9th International Conference on Healthcare Informatics (ICHI) (Victoria, BC: IEEE), 347–356. doi: 10.1109/ICHI52183.2021.00059

 Xia, T., Spathis, D., Ch, J., Grammenos, A., Han, J., Hasthanasombat, A., et al. (2021). “COVID-19 sounds: a large-scale audio dataset for digital respiratory screening,” in Thirty-fifth Conference on Neural Information Processing Systems Datasets and Benchmarks Track (Round 2).

 Xu, X., Tian, H., Zhang, X., Qi, L., He, Q., and Dou, W. (2022). Discov: distributed COVID-19 detection on x-ray images with edge-cloud collaboration. IEEE Trans. Serv. Comput. 15, 1206–1219. doi: 10.1109/TSC.2022.3142265

 Yi, F., Xie, Y., and Jamieson, K. (2021). “Cellular-assisted COVID-19 contact tracing,” in Proc. of the 2nd Workshop on Deep Learning for Wellbeing Applications Leveraging Mobile Devices and Edge Computing (Madison, WI), 1–6. doi: 10.1145/3469258.3469848

 Zhang, L., Zhu, Y., Jiang, M., Wu, Y., Deng, K., and Ni, Q. (2021). Body temperature monitoring for regular COVID-19 prevention based on human daily activity recognition. Sensors 21, 7540. doi: 10.3390/s21227540

 Zhou, T., Lu, H., Yang, Z., Qiu, S., Huo, B., and Dong, Y. (2021). The ensemble deep learning model for novel COVID-19 on CT images. Appl. Soft Comput. 98, 106885. doi: 10.1016/j.asoc.2020.106885

 Zuhair, M., Patel, F., Navapara, D., Bhattacharya, P., and Saraswat, D. (2021). “BloCoV6: a blockchain-based 6g-assisted UAV contact tracing scheme for COVID-19 pandemic,” in Proc. of 2021 2nd International Conference on Intelligent Engineering and Management (ICIEM) (London: IEEE), 271–276. doi: 10.1109/ICIEM51511.2021.9445332





OPS/images/frai-05-1034732-t005.jpg
References

Magesh et al. (2020)

Vedaei et al. (2020)

Purnomo etal. (2021)

Almalki et al. (2022)

Alsarhan et al. (2021)

Fahad et al. (2022)

Barnawi et al. (2021)

Karmore et al. (2022)

Mir et al. (2022)

Muhammad et al. (2021)

Khelili et al. (2022)

Singh and Kaur (2021)

Alanazi et al. (2020)

Zhou et al. (2021)

Shorfuzzaman (2021)

Orlandic et al. (2021)

Xia etal. (2021)

Dang etal. (2019)

Ardabili et al. (2020)

Vekaria et al. (2020)
Wang etal. (2020)

Journal/conference

Iternation Journal of Pervasive

Computing and Communications

IEEE access

Sensors

Computing

International Journal of Interactive

Mobile Technologies
Biomedical Engineering:
Applications, Basis and
Communications

Future Generation Computer
Systems

IEEE Sensors Journal

Journal of Healthcare Enginering

IEEE Network

Biomedical Signal Processing and
Control

World Journal of Engineering

Journal of healthcare engineering

Applied soft computing

Computing

Scientific Data

NeurIPS

Journal of Medical Internet
Research

Algorithms

IEEE Internet of Things Journal
IEEE Access

Data

Thermal, Acoustic

Health parameters

Breathing Movement

UAV Thermal image

Contact tracing data

CT images

UAV Termal image

Humanoid modules

IoT Sensors

Cough sound, Chest X-ray

X-ray images

Framework measurement

COVID-19 data

CT images

CT images

Audio dataset

Audio dataset

Audio dataset

COVID dataset

IoT and economy data

Data modality ML
12 RNN, LSTM
4 SVM, Decistion tree

2
5

Social Internet of Things (SIoT) data 2

XGBoost, MECC
CNN, MANN

RL

AI-PSR model

CNN, DCNN
Decision tree, TCN
SVM, decision tree,
NB, LR, NN

FL

CNN

Fog computing
Statistic analysis
CNN, Transfer
learning, Ensemble

learning

CNN

XGB, CV

SVM, CNN
GRU
MLP, ANFIS

LSTM
FL, GNN

Metrics

N/A

Accuracy: 68.9-76.9%,
Fl-score: 69.7-77.3%
Accuracy: 87.38%

Accuracy: 82.63%, F-1 score:
0.98

Packet loss probability:
0.1-0.4, Arrival rates: 80-120
N/A

Accuracy: 98-99.4%,
Precision: 100%, 96-99%
Sensitivity: 95.39%,
Specificity: 97.60%, Precision:
95.47%, Accuracy: 97.95%
SVM Accuracy: 93.0%

Accuracy: 95%, Precision:
97%-99%

Classification: 97%, Precision:
100%

Classification: 81.2%, Kappa:
0.732, RMSE: 0.241

N/A

Accuracy: 97-99.05%

Accuracy: 96.58%, Precision
& Specificity: 99.16%, AUC
score: 96.6%

Precision: 95.4%, Sensitivity:
78.29%, Specificity: 95.3%,
Balanced Accuracy: 86.7,%
AUC: 96.4%

AUC: 75% Sensitivity: 70%,
Specificity: 70%

AUC: 79%, Sensitivity: 75%,
Specificity 71%

N/A

MAPE: 1.27%, RMSE: 6308
N/A





OPS/images/frai-05-1034732-t003.jpg
Row

References

Awal et al. (2021)
Xu et al. (2022)

Elbasi et al. (2021)
Omboni (2020)

Seshadri et al. (2020)
Tahiliani et al. (2021)

Lo and Sim (2021)

Mir et al. (2022)

Tan etal. (2021)

Tuetal. (2021)

Jiang et al. (2021)

Orlandic et al. (2021)
Jeong et al. (2019)

Vekaria et al. (2020)
Wang et al. (2020)

Zhou etal. (2021)

Country

Bangladesh
China

Kuwait

Italy

USA
India

USA
India
USA
China
USA

Switzerland

South Korea

USA
UK

China

Journal/conference

IEEE Access

IEEE Transactions on
Services Computing
Electronics
Telemedicine and
e-Health

Front. Digit. Health
IEEE Internet of Things
Magazine

Annals of Internal
Medicine

Journal of Healthcare
Engineering

Neural Computing and
Applications

IEEE Sensors Journal

IEEE Reviews in
Biomedical Engineering
Scientific Data

IEEE access

IEEE access
IEEE access

Applied soft computing

Method or focus

ML framework (Section 2.3.4)
ML and edge-cloud (Section 2.5)

ML algorithms (Section 2.1)
Case study (Section 2.4)

Survey (Section 2.1.2)
Blockchain (Section 2.4, Section
2.5)

Survey (Section 2.1)

IoT-enabled framework (Section
232)
5G and LSTM (Section 2.1.2)

CNN for PDR positioning
trajectory (Section 2.2.2)

Aland sensor fusion (Section 2.4)

Fleiss’ Kappa scores (Section 2.3.3)
Magnetometer-based diagnostic
test (Section 2.2.1)

LSTM model (Section 2.1.1)
Reinforcement learning (Section
2.34)

CNN, Transfer learning (Section
233)

Functionality

Detection from inpatient data

Detection on X-ray images

Public space monitoring
Create interconnection and
multidisciplinary research
Digital health platforms

Data security and user privacy

Framework for assessing contact
tracing

Detection and prediction on IoT
data

Real-time cardiovascular
monitoring system

Contact tracing

Long-term monitoring for chronic
diseases
Cough detection and classification

Automatic contact tracing

Health monitoring

Risk-aware identification

COVID detection and classification





OPS/images/frai-05-1034732-t004.jpg
Setting

Indoor

Outdoor

References

Wojtusiak et al. (2021)

Dmitrienko et al. (2020)
Mcheick et al. (2021)
Jeong et al. (2019)
Gouissem et al. (2021)
Abueg et al. (2021)
Thangamani et al. (2020)
kumar et al. (2003)

Lo and Sim (2021)

Li et al. (2020b)

Yi etal. (2021)

Khatib et al. (2021)

Shi et al. (2021)
Tuetal. (2021)

Malloy et al. (2022)

Maghdid and Ghafoor (2020)
Elbir et al. (2020)

Otoom et al. (2020)

Gupta et al. (2021)

Ting et al. (2020)

Schmidtke (2020)

Platform/application

Wifi

Wifi-Direct

Magnetometer

Wifi and Bluetooth
Individual-based model

Wifi and IoT

IoT

Smartphone apps framework
Household cohort study
Cellular

Smartphone

Wifi

GPS

Vehicular network

ToT

Tracking application

Approaches

Five complex algorithms

Deterministic classifiers
Statistical analysis

Pearson correlation coefficient
Mathematical models
Statistical analysis and ENS
Machine learning

Machine learning

Manual and digital

Statistical analysis

Deep neural networks
Statistical analysis

Social network, mobility, Susceptible Exposed Infected Recovered (SEIR)

Convolutional neural network

Contact graph

Clustering

Machine and federated learning
Machine learning

Machine learning and cloud computing
deep learning

Proximity, fingerprinting, and triangulation





OPS/xhtml/Nav.xhtml




Contents





		Cover



		A survey of COVID-19 detection and prediction approaches using mobile devices, AI, and telemedicine



		1. Introduction



		2. Survey of COVID-19 detection and prediction work



		2.1. Detection and monitoring



		2.1.1. Monitoring before infection



		2.1.2. Monitoring after infection









		2.2. Contact tracing



		2.2.1. Indoor setting



		2.2.2. Outdoor setting









		2.3. Machine learning framework and approaches



		2.3.1. Machine learning on IoT devices



		2.3.2. Cloud and 5G platforms



		2.3.3. Multimodal datasets



		2.3.4. Machine learning models









		2.4. Telemedicine



		2.5. Security







		3. Future work and technical challenges



		4. Conclusion



		Author contributions



		Funding



		Conflict of interest



		Publisher's note



		References

















OPS/images/cover.jpg
& frontiers | Frontiers in Artificial Intelligence

A survey of COVID-19 detection
and prediction approaches using
mobile devices, AI, and
telemedicine





OPS/images/frai-05-1034732-t001.jpg
Sections Section 2.1 Section 2.2 Section 2.3 Section 2.4 Section 2.5

Topic and # of Detection and Contact tracing Machine learning framework Telemedicine Security
references monitoring (Andreas et al, 2021) and approaches (Almalki et al., 2022) (Andreas et al,, 2021)

(Awotunde etal., 2022) (Gouissem et al., 2021)





OPS/images/frai-05-1034732-t002.jpg
Section Category

References

Detection and monitoring

Indoor contact
Contact tracing .
tracing
Outdoor contact
tracing
Machine learning ML on IoT
framework and
approaches
Cloud and 5G
Multimodal
datasets
ML models
Telemedicine
Security

(Arun etal., 2020; Choyon et al., 2020; Dhadge and Tilekar, 2020; Ding et al., 2020; Hossain et al., 2020; Josephine et al.,
2020; Karthi and Jayakumar, 2020; Seshadri et al., 20205 Swayamsiddha and Mohanty, 20205 Al-Emran and Ehrenfeld,
20215 Anjali et al., 2021; Ashwin et al., 2021; Awotunde et al., 2021, 2022; Chakkor et al,, 2021a,b; Elbasi et al., 2021; Lo
and Sim, 2021; Lubecke et al,, 2021; Mukati et al.,, 2021; Mumtaz et al., 2021; Ni et al., 2021b; Peladarinos et al., 20215
Rehman et al., 2021; Tan et al., 2021; Uddin et al., 2021; Zhang et al., 2021; Dadon et al., 2022; Goergen et al., 2022)
(Jeong et al., 2019; Dmitrienko et al., 2020; Kumar et al., 2022; Li et al,, 2020b; Otoom et al., 2020; Schmidtke, 20205
Thangamani et al., 2020; Abueg et al., 2021; Lo and Sim, 2021; Mcheick et al., 2021; Wojtusiak et al., 2021)

(Elbir et al., 2020; Maghdid and Ghafoor, 2020; Ting et al., 2020; Gouissem et al., 2021; Gupta et al., 2021; Khatib et al.,
2021; Shi et al,, 2021; Tu et al, 2021; Yi et al., 2021; Malloy et al., 2022)

(Karmore et al,, 2022; Magesh et al., 2020; Maghded et al., 2020; Sathyamoorthy et al., 2020; Vedaei et al., 2020; Alsarhan
etal, 2021; Barnawi et al., 2021; Ghayvat et al,, 2021; Purnomo et al., 2021; Zuhair et al, 20215 Almalki et al., 2022;
Dataset, 2022b,f; Fahad et al., 2022)

(Alanazi et al., 20205 Al-Qaness et al., 2020; Rustam et al., 2020; Ahmed et al., 2021; Al-Turjman, 2021; Andreas et al.,
2021; Chegini et al,, 2021; Muhammad et al., 2021; Singh and Kaur, 2021; Siriwardhana et al,, 2021; Dataset, 2022a,c,d,e,g3
Khelili et al., 2022; Mir et al., 2022)

(Wang, 2003; Canziani et al., 2016; Ke et al., 2017; Deshpande and Schuller, 2020; Islam et al., 20205 Li et al., 2020a;
Vaishya et al., 2020; Chen et al., 2021; Dogan et al., 2021; L et al., 2021; Muguli et al., 2021; Orlandic et al,, 2021; Schuller
etal, 2021; Shorfuzzaman, 2021; Wang et al., 2021; Xia et al., 2021; Zhou et al,, 2021; Dang et al., 2022; Deshpande et al.,
2022; Han et al., 2022)

(Vekaria et al., 2020; Wang et al., 2020; Adhikari et al,, 2021; Awal et al., 2021; Elbasi et al,, 2021; Jing et al., 2021; Kanmani
etal, 2021)

(Bahl et al., 2020; Gadzinski et al., 2020; Ganapathy et al., 2020; Iyengar et al., 2020; Kichloo et al., 2020; Lukas et al., 20205
Ohannessian et al., 2020; Omboni, 2020; Royce et al., 2020; Sufian et al., 2020; Alam and Rahmani, 2021; Elagan et al.,
20215 Gupta et al., 2021; Hassan et al,, 2021; Iqbal et al., 2021; Jiang et al,, 2021; Kocsisné and Attila, 2021; Tahiliani et al.,
2021; Awotunde etal., 2022)

(Dataset, 2017; Al-Turjman and Deebak, 2020; Fernandez-Caramés et al., 2020; McLachlan et al., 2020; Rahman et al.,
2020; Sharma et al., 2020; Sufian et al., 2020; Alam and Rahmani, 2021; Fourati and Samiha, 2021; Hassan et al.,, 2021; Ng
etal, 2021; Ni et al,, 2021a; Singh et al., 2021; Sowmiya et al., 2021; Tahiliani et al,, 2021; Aich et al., 2022; Jain et al., 2022;
Kallel et al., 2022; Xu et al., 2022; Liu et al,, 2023)










OPS/images/crossmark.jpg
(®) Check for updates





OPS/images/logo.jpg
& frontiers | Frontiers in Artificial Intelligence





