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Research on pathogenic organisms is crucial for medical, biological and agricultural developments. However, biological agents as well as associated knowledge and techniques, can also be misused, for example for the development of biological weapons. Potential malicious use of well-intended research, referred to as “dual-use research”, poses a threat to public health and the environment. There are various international resources providing frameworks to assess dual-use potential of the research concerned. However, concrete instructions for researchers on how to perform a dual-use risk assessment is largely lacking. The international need for practical dual-use monitoring and risk assessment instructions, in addition to the need to raise awareness among scientists about potential dual-use aspects of their research has been identified over the last years by the Netherlands Biosecurity Office, through consulting national and international biorisk stakeholders. We identified that Biorisk Management Advisors and researchers need a practical tool to facilitate a dual-use assessment on their specific research. Therefore, the Netherlands Biosecurity Office developed a web-based Dual-Use Quickscan (www.dualusequickscan.com), that can be used periodically by researchers working with microorganisms to assess potential dual-use risks of their research by answering a set of fifteen yes/no questions. The questions for the tool were extracted from existing international open resources, and categorized into three themes: characteristics of the biological agent, knowledge and technology about the biological agent, and consequences of misuse. The results of the Quickscan provide the researcher with an indication of the dual-use potential of the research and can be used as a basis for further discussions with a Biorisk Management Advisor. The Dual-Use Quickscan can be embedded in a broader system of biosafety and biosecurity that includes dual-use monitoring and awareness within organizations. Increased international attention to examine pathogens with pandemic potential has been enhanced by the current COVID-19 pandemic, hence monitoring of dual-use potential urgently needs to be encouraged.
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INTRODUCTION
Research on pathogenic organisms is crucial for innovations in the medical, biological and agricultural fields. To ensure safe and secure research, there are biorisk management guidelines for research organizations, including hospitals, biotechnology companies, and universities (ISO, 2019). These guidelines include both biosafety measures, focusing on preventing unintentional release of hazardous biological agents (WHO, 2020a), and biosecurity measures, focusing on preventing intentional release of biological agents (WHO, 2006). Though, research on biological agents, including information and techniques developed to improve health, welfare, and safety, can also be misused for harmful purposes with potential public health, ecological, economical, and societal consequences. Well-intended research with potential for malicious use is been referred to as dual-use research and poses a threat to public health and the environment. Examples thereof include yeast strains converting sugars into opiates, paving the way for homemade heroin (Ehrenberg, 2015) or reconstruction of a pandemic virus, that could be misused by malicious actors as a biological weapon (Tumpey et al., 2005). However, dual-use awareness amongst life science researchers remains a topic that needs continuous attention (NASEM, 2017; Sarwar et al., 2019). In today’s society, anyone can obtain online information about science and technology relatively easily. Researchers are responsible for the information they provide and have a duty to prevent misuse of their research (KNAW, 2009). Therefore, increased awareness of biosecurity and dual-use among researchers is crucial and dual-use potential should be assessed (KNAW, 2009; iGEM Team Bielefeld, 2015; EBRF, 2016; NASEM, 2018; IWG, 2020; IWG, 2021). This was also one of the conclusions of the 2004 report Biotechnology Research in an Age of Terrorism of the National Research Council (NRC, 2004). The report recommended to create an expert committee to provide advice, guidance, and leadership for a system of review and oversight of experiments of concern, which led to the establishment of the National Science Advisory Board for Biosecurity in the United States in 2005. Biosecurity and dual-use receive increasing international attention. Subsequently, WHO recently published a report on the findings of an international horizon scan on dual-use research of concern in the life sciences (WHO, 2021) and the International Health Regulations (IHR) benchmarks describe countries need to develop documents for dual-use research in order to achieve a demonstrated capacity in biosafety and biosecurity (WHO, 2019). Several countries developed national guidelines on dual-use and responsible science (German Ethics Council, 2014; DURC Policy, 2014a; PHAC, 2018), including the Royal Netherlands Academy of Arts and Sciences’ (KNAW) report Improving biosecurity, Assessment of dual-use research (KNAW, 2013) and Guidelines for researchers on dual-use and preventing misuse of research published by a collaboration of five Flemish universities (Flemish Interuniversity Council, 2017). Nevertheless, in the past decade several publications have raised concerns with health security experts and government authorities. This includes concerns about publishing knowledge about the gain of mammalian transmissibility for influenza A/H5N1 virus (Herfst et al., 2012; Imai et al., 2012) and publication of the methods for the synthesis of a viable and infectious horsepox virus, a virus related to smallpox (Noyce et al., 2018). The dual-use potential of these papers was often discussed at the very end of a research cycle, as authorities assess flagged research with dual-use concerns often only during the publication process. Furthermore, the last decade saw a sharp increase in the number of high-containment biological laboratories in order to do more research on and improve our understanding of new and re-emerging dangerous pathogens (Lentzos and Koblentz, 2021). However the possibility of accidents, thefts or malicious use increases with each additional laboratory and the degree of oversight and control varies (Peters, 2018). The current COVID-19 pandemic leads to even more international attention to examine pathogens with pandemic potential (Grange et al., 2021) and causes Gain-of-Function experiments to be reconsidered (Imperiale and Casadevall, 2020). This highlights the urgent need for better assessment of potential dual-use research of concern (Jonas et al., 2020). The 2004 report of the National Research Council mentions seven types of experiments and fifteen pathogens that can be labeled as dual-use research of concern (NRC, 2004). However, there are more types of experiments and pathogens that could possibly also lead to dual-use concerns (Wintle et al., 2017). Concrete instructions and clear guidance for researchers on how to perform a dual-use risk assessment is lacking. A need for practical dual-use monitoring and risk assessment instructions, in addition to the need to raise awareness among scientists about potential dual-use aspects of their research was internationally recognized by amongst other the Global Health Security Agenda action package Biosecurity and Biosafety (GHSA, 2020), the international working group on strengthening the culture of biosafety and biosecurity (IWG, 2021), and the Global Biosecurity Dialogue (NTI, 2021).
To meet these needs, the Netherlands Biosecurity Office developed a web-based tool to identify potential dual-use aspects in research. This Dual-Use Quickscan consists of 15 questions about different aspects of research that may affect dual-use potential. Researchers working with microorganisms can use the Quickscan prior to the start of their research as well as periodically to assess potential dual-use risks of their research. The results of the Quickscan provide the researcher with an indication of possible dual-use potential of their research and can be used as a basis for further discussion with a Biorisk Management Advisor. Biorisk Management Advisors are staff, such as biological safety officers, consultant microbiologists, occupational hygienists, or safety personnel, designated to provide advice, guidance, and assurance on biorisk management issues as described in ISO 35001:2019 (ISO, 2019). Assessment throughout the research cycle, at the start, during and at the end of a research project, enables timely management of the dual-use character to ensure that research will progress in a safe and secure way and publication is not hampered. In addition, this tool contributes to stimulate dual-use awareness among researchers. This paper describes the development, application, and implementation of the Dual-Use Quickscan.
DEVELOPMENT
For the development of the Dual-Use Quickscan an extensive literature search was performed to identify existing documents dealing with frameworks to assess dual-use potential of the research concerned. Areas to assess were identified from a broad range of literature (Table 1), including the report Biotechnology Research in an Age of Terrorism of the National Research Council (NRC, 2004), the report Improving biosecurity, Assessment of dual-use research by the Royal Netherlands Academy of Arts and Sciences (KNAW) (KNAW, 2013), and United States Government Policy for Institutional Oversight of Life Sciences Dual Use Research of Concern (DURC Policy, 2014a). Questions from existing dual-use assessment frameworks were extracted and grouped by theme. A team of biorisk experts assessed the relevance of the themes and formulated yes/no questions to assess dual-use characteristics of research corresponding to the themes. The questions are formulated in such a way to stimulate discussion and increase awareness of possible dual-use aspects of scientific research. To meet the need of a clear, concise, to-the-point assessment tool, only the most important dual-use aspects were selected for the Quickscan. For better understanding of the question, the team of biosecurity experts provided each question with an explanation and some typical examples from literature that demonstrate the corresponding dual-use characteristics in research. Each literature example was given a title reflecting the dual-use characteristic, an explanation of the dual-use aspect, and a summary of the study. A citation and link are provided for further reading. The formulated questions can be grouped into three categories: 1) Characteristics of biological agent such as virulence, production rate, transmission, distribution, tropism, availability of medical countermeasures, and resistance to clinically relevant medical countermeasures or to other characteristics that may make the agent interesting as a biological warfare agent, 2) Knowledge and technology about the biological agent, relating to knowledge, methods and technologies, and 3) Consequences of misuse, concerned with the possible consequences of misuse in the field of ecology, economy and society.
TABLE 1 | Overview of literature used to extract questions and areas to assess for the Dual-Use Quickscan.
[image: Table 1]To check for practical applicability, correctness and ease of use, the Dual-Use Quickscan was reviewed by an expert committee consisting of renowned researchers, biological safety officers and safety experts from academia, industry and government. The expert committee was requested to provide feedback on the content, design, scope and relevance of the Dual-Use Quickscan. This included assessing if the formulated questions include all important aspects for assessing dual-use research, if themes are missing or superfluous, and if there are sources missing that should be consulted for the development of the Quickscan. The expert committee also provided feedback on correct and understandable wording of the questions and explanations. The feedback of the reviewers was incorporated, leading to the final Dual-Use Quickscan consisting of 15 questions.
Finally, the Dual-Use Quickscan was made freely available as a web-based tool at www.dualusequickscan.com. For security reasons, the web-based tool is filled out anonymously and no data of entered fields or results are saved. The data entered in this tool will not be sent via the Internet and is not stored by the Biosecurity Office. Data are stored locally on the user’s computer only using cookies. This way, it is possible to complete the Dual-Use Quickscan at another time. The entered data can be deleted, for instance to repeat the Dual-Use Quickscan, by a build-in “Clear data” button. The results can be stored for the researcher’s own administration by saving the results locally as PDF.
APPLICATION
The Dual-Use Quickscan is a web-based tool and consists of 15 contextualized questions about different aspects of research that may contribute to dual-use potential. The themes and questions included in the Dual-Use Quickscan are displayed in Table 2. The questions concern not only the biological agent, including bacteria and viruses, but also toxins produced or derived from it. Furthermore, the Quickscan is not limited to human pathogens, but also focuses on animal and plant pathogens. For example gene drives could be used for malicious purposes, such as altering populations of agricultural plants or livestock with harmful intents (Oye et al., 2014). As dual-use risks are not only associated with high-risk pathogens, the questions also relate to lower classified pathogens or research with harmful consequences for ecology, economy or society. Examples thereof include yeast strains converting sugars into opiates, paving the way for homemade heroin (Ehrenberg, 2015) and bacteria that can break down metals, whereby such biological agents could also be used to destroy working electronics (IGEM, 2018). Literature examples are provided for each question. An overview of all literature examples included in the Dual-Use Quickscan is also presented in Table 2. Each question can be answered with: yes, no or unknown. For a complete dual-use assessment overview, all questions will need to be answered.
TABLE 2 | The 15 themes and corresponding questions of the Dual-Use Quickscan.
[image: Table 2]The results of the Quickscan provide a general representation of the dual-use potential of the research concerned. The outcome will lead to one of three interpretations. 1) One or more questions are filled in with “yes”. The more questions are filled in with “yes”, the more likely it is that the research contains dual-use characteristics. 2) One or more questions are answered with “unknown”, indicating that at the time of completing the questionnaire, it is not clear whether associated dual-use aspects may be present, but this may change during the course of the research studies. 3) If all questions are answered with “no”, it is unlikely that aspects of dual-use potential are associated with the study, but this cannot be ruled out. When one or more questions have been answered by “yes” or “unknown”, it is important to discuss the outcome with a Biorisk Management Advisor. The questions are intended to raise awareness on potential dual-use aspects of the research and therefore can form the starting point for a discussion on dual-use potential of the research and how to deal with this. In addition, the results can also be discussed with direct colleagues aiming to create awareness about potential dual-use aspects of the research. The results of the Quickscan are made available to the user as a PDF document. It should be noted that the answers to the Quickscan reflect the current situation only. During the course of the study, it may occur that questions will be answered differently, depending on e.g., the results achieved by the study. Therefore, it is important to use the Quickscan periodically to revise whether the right biosecurity measures are in place, e.g., using a plan-do-check-act cycle as described in ISO 35001:2019 (ISO, 2019).
IMPLEMENTATION
The Dual-Use Quickscan has been developed for people employed in the field of life sciences, who are working with (parts or products of, or knowledge on) microorganisms, and perform (laboratory) activities for research, development or production processes (Figure 1). The life-sciences include, but is not limited to the field of physiology, neurobiology, cell biology, developmental biology, ecology, evolutionary biology, microbiology, virology, plant biology, bioinformatics, synthetic biology, or nano- or molecular biology. A Biorisk Management Advisor, as described in ISO 35001:2019 (ISO, 2019), could advise to whom the Dual-Use Quickscan is applicable. The scope of the Dual-Use Quickscan covers the entire research, development or production process and is not limited to a single separate experiment, but might be applicable for the research program of the entire department. The organization is responsible for Biorisk management and should calculate the interval of the Dual-Use Quickscan. This might differ per institute and could depend on various factors, such as the nature of the research or other dual-use considerations. In general, completing the Dual-Use Quickscan is useful for new research (for example when applying for a grant), in case of important changes to a current research project, or when any unforeseen results of the research occur, or prior to publication.
[image: Figure 1]FIGURE 1 | Graphical display of the target users of the Dual-Use Quickscan. The Quickscan is developed for users employed in the field of life sciences, working with (parts or products of, or knowledge on) microorganisms, and performing (laboratory) activities for research, development or production processes.
After completion of the Quickscan, the first screening on dual-use potential is completed. The researcher shares the results of the Quickscan with the Biorisk Management Advisor, who in some cases may decide to discuss the outcome with the researcher to gain more in-depth information about the results of the Dual-Use Quickscan and to further assess the potential dual-use characteristics of research concerned. In this next phase (Figure 2), a risk assessment can be performed possibly leading to measures to ensure that the research progress is not hampered and to manage the dual-use characteristics of the research concerned. In this case the Biorisk Management Advisor and researcher together develop a BioRisk Mitigation Plan. After implementation of mitigation measures, the research will be reviewed. If the measures are sufficient, the plan can be approved and critical projects are allowed to continue to enhance scientific knowledge. If no unambiguous solution or conclusion can be found, or if there is still doubt on the possible dual-use nature, a consultation at institute level can be used, for example with the Biorisk Management Committee, as described in ISO 35001: 2019 (ISO, 2019). This committee may consist of researchers, the person responsible for biological safety, top management, and possibly supplemented with other disciplines (e.g., virologists or ethicists). The discussion can continue in this committee to evaluate the research project in order to manage the potential dual-use character of the research. In these meetings, risks can be assessed based on models from literature, such as Tucker’s model (Tucker, 2012); a decision making framework for ethical questions. Considerations described within this model can be helpful in this regard, and are also mentioned in the KNAW report Improving biosecurity, Assessment of dual-use research (KNAW, 2013). The companion guide titled Tools for the Identification, Assessment, Management, and Responsible Communication of Dual Use Research of Concern and the United States Government Policy for Institutional Oversight of Life Sciences Dual Use Research of Concern also offers guidelines for further assessment of the dual-use potential of research (DURC Tools, 2014; DURC Policy, 2014a).
[image: Figure 2]FIGURE 2 | Graphical representation of the steps using the Dual-Use Quickscan and meeting with a Biorisk Management Advisor (BMA) for further assessment. Researchers are requested by a BMA or decide themselves to fill in the Dual-Use Quickscan. The researcher provides the results of the Quickscan to the BMA. This cycle is performed regularly. In case the Quickscan gives an indication of dual-use potential, the BMA and researcher should have a meeting to further discuss the results of the Quickscan, to perform a risk assessment and manage the risks. This meeting only has to take place in some cases.
DISCUSSION
The Dual-Use Quickscan addresses the international need for a clear and practical dual-use assessment for life science researchers. The current COVID-19 pandemic accelerates the need for better, practical dual-use assessment. Using a synthetic genomics platform, the SARS-CoV-2 virus was rapidly reconstructed and shared (Thi Nhu Thao et al., 2020). This synthetic genomics platform can be used to create viruses with large complex genomes within as little as a week. The dual-use nature of this technology might also pose biosecurity and dual-use risks to our society (Gao et al., 2020), such as the deliberate spread of dangerous viruses by malicious actors. In addition, the SARS-CoV-2 pandemic has led to an increased interest in the study of coronaviruses and other biological agents with pandemic potential. It is of vital importance for public health and society to generate and share new and important knowledge on the emerging pathogens. However, the risks of potential misuse should also be well assessed. The Joint External Evaluation (JEE) developed by the World Health Organization (WHO) describes for the indicator biosafety and biosecurity a target including securing and monitoring dangerous pathogens and reducing dual-use risks (IHR, 2005). An important aspect to assess this is whether there is a mechanism for biosecurity oversight of dual-use research. The WHO Laboratory Biosafety Manual monograph Biosafety programme management places emphasis on biosecurity oversight and assessment, including dual-use potential (WHO, 2020b). The Dual-Use Quickscan aims to close the gap in dual-use assessment and can be the first step towards structural assessment to increase oversight. The Quickscan should be placed in a broader risk management system including biosafety, biosecurity, dual-use monitoring and awareness within organizations. Although the Dual-Use Quickscan focuses on potential dual-use characteristics of the research itself, researchers should also be aware of collaborating partners, their role and their interests, and the funder(s) of research, not only nationally but also internationally. To generate a safe and secure culture of biosecurity, organizations need to work on the eight pillars of good biosecurity practice: Biosecurity awareness, Personnel reliability, Transport security, Information security, Accountability for materials, Emergency response, Management, and Physical security and assess these pillars (Sijnesael et al., 2014; Meulenbelt et al., 2019). There are tools available to assess laboratory biosafety and biosecurity risks, such as the Biosecurity Checklist developed by the Association of Public Health Laboratories (APHL) (APHL, 2019) and the Biosecurity Checklist for Laboratory Assessment and Monitoring (Brizee et al., 2019). Furthermore, the Biosecurity Resource Toolbox containing both biosecurity and dual-use resources and tools, available on the website of the European Biosecurity Regulators Forum (EBRF), may provide guidance on good biosecurity practice (EBRF, 2020). Many of these tools are complimentary in a full institutional biorisk approach.
CONCLUSION
This paper describes a web-based tool to assess the dual-use potential of life science research. The aim of the tool is to provide a clear and practical dual-use risk assessment of research concerned and to create dual-use awareness amongst life-science researchers, as explicitly stated in the WHO Benchmarks for International Health Regulations Capacities. The results provide an indication of the dual-use potential and offers advice on the need of further assessment in consultation with a Biorisk Management advisor. The Dual-Use Quickscan can be embedded in a broader Biorisk management system within organizations.
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