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Current research on smart contracts focuses on technical, conceptual, and legal aspects but neglects organizational requirements and sustainability impacts. We consider this a significant research gap and explore the relationship between smart contracts and sustainability in supply chains. First, we define the concept of smart contracts in terms of supply chain management. Then, we conduct a content analysis of the literature to explore the overlapping research fields of smart contracts and sustainability in supply chains. Next, we develop a semi-structured assessment framework to model the potential environmental and social impacts induced by smart contracts on supply chains. We propose a conceptual framework for supply chain maturity by mapping the relationships between organizational development, sustainability, and technology. We identify smart contracts as a foundational technology that enables efficient and transparent governance and collaborative self-coordination of human and non-human actors. Thus, we argue that smart contracts can contribute to the economic and social development of networked value chains and Society 5.0. To stimulate interdisciplinary research on smart contracts, we conclude the article by formulating research propositions and trade-offs for smart contracts in the context of technology development, business process and supply chain management, and sustainability.
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INTRODUCTION

The idea of sustainability dates back to forestry in the eighteenth century when increasing industrialization fueled the demand for wood. Forest owner and lumberjack Hans Carl von Carlowitz considered sustainability in the context of trees' natural reproduction rate to ensure the long-term survival of his enterprise (Carlowitz, 1713). While this first approach to sustainability focused on economic and ecological dimensions, later developments also considered social aspects (WCED, 1987). In 1994, Elkington coined the concept of the triple bottom line (TBL, Elkington, 2004). The integrative view on people, planet, and profit creates a complex interdependency system, leading to different literature interpretations. For instance, Seuring and Müller (2008, p. 1700) perceive the TBL as “a minimum performance […] to be achieved in the environmental, economic and social dimensions,” while Kirchherr et al. (2017, p. 224) formulate: the “three aims […] must be accomplished simultaneously.” Elkington (2018) himself recalls that the TBL's stated goal from the outset was the transformation of capitalism by introducing breakthrough change and asymmetric growth, rather than just introducing a novel accounting system.

Despite TBL's introduction over 25 years ago, significant environmental and social challenges remain unsolved. In context with the overuse of natural resources, Hardin (1968) describes the underlying problem as the “Tragedy of the Commons.” Commons-based resources are free of ownership (e.g., world climate, high seas); property rights are indistinct or cannot be enforced (Tornell and Velasco, 1992). Due to existing externalities, individual costs for exploiting the commons are lower than overall costs imposed on society. Therefore, individuals often behave against group interests (Loebbecke and Picot, 2015) and hinder the business case for sustainable products and services (Burrit and Christ, 2016). In addition to opportunistic behavior, lacking knowledge and skills lead to gradual sustainability adoption. For consumers, the effects of their individual choices are often nebulous due to complex sustainability implications and poor availability of information (Sörqvist and Langeborg, 2019). Companies are starting to recognize the benefits and competitive advantage by incorporating sustainability to a growing extent (Bonilla et al., 2018). Challenges in the development of CSR strategies, sustainable business models, and products comprise a necessary shift in conventional thought, additional competencies, technologies, and tools (Burrit and Christ, 2016).

Slow transformation toward sustainability leads to poor social performance in the current state of the climate crisis. The United Nations (2015) defines 17 Social Development Goals (SDGs) to address critical areas for humanity and our planet.1 To meet these SDGs, companies need to rethink and redesign their business strategy and operations to eliminate waste, use resources more efficiently, and contribute to communities (Tate et al., 2010). Furthermore, the evolving nature of Society 5.0 drives socially inclusive Industry 5.0. The envisioned “super-smart society” strives to create a “sustainable, inclusive socio-economic system, powered by digital technologies” (Sato, 2019, online). Convergent innovation concepts lead to integrative technological-social-institutional innovations and post-humanization through digitalization in social society, industrialized economy, and open institutions (Herneth, 2020). The adequate use of technological and social advancements becomes essential to ensure welfare, economic, and social value capture for future generations (Porter and Kramer, 2011).

The challenging objectives for a sustainable future comprise the fundamental revision of business models and business processes along the supply chain. Supply chains consist of all parties directly or indirectly involved in the design, production, storage, delivery, sales, finance, and use of a single product. This holistic approach to joint value creation and delivery leads to complex global economic and social networks (Mentzer et al., 2001). For example, Toyota's upstream tier 1–3 supply chain consists of 13 sub-networks with 2,191 suppliers located all around the globe (Kito et al., 2014). Supply chain management (SCM) pursues the goal of managing all flows of goods, materials and services, funds, and information across these complex networks of independent stakeholders (Kummer and Groschopf, 2019). The increasing number of parties and transactions along the supply chain fuels the search for “new ways of coordinating activities such as task allocation, coordination, and supervision of a group of people who share common economic interests” (Voshmgir, 2017, p. 501). Formal contracts, information-sharing for forecasting and monitoring purposes, and trust are the main approaches to achieve alignment. Information transparency and aligned incentives reduce opportunistic behavior and transaction costs between supply chain partners (Narayanan and Raman, 2004). Besides, a recent study conducted by Connelly et al. (2018) reveals the importance of integrity-based trust over competence-based trust in inter-organizational relationships to lower transaction costs.

To improve supply chain sustainability, SCM needs to reduce the negative environmental and social effects of focal companies, suppliers, and customers without compromising their economic performance (Seuring and Müller, 2008). In this context, sustainable SCM (SSCM) refers to corporate plans and activities integrating environmental and social goals into SCM. Fields of activity include internal processes like production, logistics, and initiatives to lower impacts of supplier and customer-related processes (Gimenez et al., 2012). Raising institutional and stakeholder pressure influences corporate sustainability strategies (Herold et al., 2018). Emerging technologies and tools increase data availability and foster transparency in supply chain sustainability (e.g., carbon accounting tools for logistics operations, Groschopf et al., 2019).

For centuries, transactions have required trust between parties involved or a trustworthy intermediary as a centralized ledger, resulting in hierarchical hub-and-spoke transaction systems (Wheeler, 2017). Emerging digital technologies provide alternatives to present centralized approaches and solve critical problems, such as trust issues (Giusti et al., 2019). For instance, distributed ledger technology (DLT) and blockchain as a concept of DLT enable permanent, immutable, and transparent record-keeping of transactions in decentralized systems (Burkhardt et al., 2019). The joint use of innovative technologies along the supply chain shows great potential for addressing information needs and reducing sustainability-related uncertainty (Busse et al., 2017). The combined application of innovative technologies (e.g., blockchain and the internet of things) allows for new approaches to trace the origin and track the current status of products, supplier identity, and reputation, and to reduce fraud and costs along the supply chain (Treiblmaier, 2018). Adding an application layer on top of the technology stack expands the scope of opportunities toward supply chain governance. In this context, a promising concept is smart contracts, initially developed by Nick Szabo in 1997 to build trust in distributed environments without a central authority (Reyna et al., 2018). Smart contracts enable self-enforcement of transactions in supply chains (Prause, 2019), automated relationship management, and a flexible definition of governance rules for individual transactions (Voshmgir, 2017). Due to their complex nature, different approaches to defining smart contracts exist (see section Smart Contracts). Forthcoming smart contract development may lead to automated inclusion of sustainability in supply chains. Technological and conceptual innovation toward autonomous business process and supply chain management will “eventually eliminate the need for management altogether” (Mendling et al., 2018, p. 11).

While numerous publications discuss the potential uses and benefits of blockchain and smart contracts (Kosba et al., 2016; Nofer et al., 2017; Surujnath, 2017), we identify several research gaps to be addressed by the following questions: (1) Which elements are necessary for a comprehensive definition of smart contracts in the context of supply chain management? (2) What knowledge is provided in the literature at the intersection of smart contracts and supply chain sustainability? (3) How can possible relationships between smart contracts and supply chain sustainability be classified? (4) Which levels of digital supply chain maturity support blockchain and smart contracts to improve sustainability? (5) Which main propositions need to be addressed in a research agenda for sustainable smart contracts in supply chains?

The contribution of this article is threefold: First, we contribute to theory development within the theoretical framework for blockchain-based SCM research introduced by Treiblmaier (2018) at the intersection of blockchain, smart contracts, and sustainable supply chain management by systematically matching supply chain and organization maturity with relevant technology and sustainability challenges. Second, we present a new approach to assess technology investments' impacts by categorizing possible relationships between smart contracts and supply chain sustainability. Third, we propose future research directions for academia and industry to develop and implement sustainable smart contract solutions and increase supply chain sustainability through smart contract deployment.

To achieve these ambitious goals, we use various research methods and structure our work as follows: section Contracts and Smart Contracts analyzes different approaches to defining smart contracts and presents a comprehensive definition. Section State of the Field of Smart Contracts and Sustainability in Supply Chains provides a qualitative synthesis of relevant publications on smart contracts and supply chain sustainability. In both sections, we use a content analysis-based literature review (Seuring and Gold, 2012). In section Semi-Structured Assessment Framework for the Sustainability of Smart Contracts, we explicate possible relationships between smart contracts in supply chains and sustainability by constructing a bi-dimensional, semi-structured assessment framework. Section A Conceptual Framework for Supply Chain Maturity Linking Organization, Digitalization, and Sustainability contains a conceptual framework to map relationships between supply chain maturity from an organizational, sustainability, and technology perspective. We address the individual maturity aspects through the lens of multi-dimensionally aligned maturity models with a focus on blockchain and smart contracts. Section Research Propositions for Smart Contracts in Sustainable Supply Chains provides central propositions for future research on smart contracts and supply chain sustainability. Section Conclusion concludes the article.



CONTRACTS AND SMART CONTRACTS

This section discusses the nature and types of contracts to introduce the basic concept of smart contracts. First, we describe the main elements of contracts and contracts' different purposes in the relationship lifecycle from a general legal and economic perspective. Then we analyze different approaches to defining smart contracts and propose a general definition. We conclude this section by critically reflecting on the role of distributed ledger technologies regarding the concept of smart contracts.


Contracts

A contract is a legally binding oral or written agreement between two or more legal entities to govern voluntary exchange relationships (Suchman, 2003). The main elements of a contract need to be present to create legal ties between the parties involved (LawDepot, 2019). In a business context, contracts between firms and other legal entities usually exist in the form of structured documents that are subject to contract law (Schwartz and Scott, 2003). The main elements of a contract are the parties involved, the agreement's subject, and a series of norm clauses regulating the expected activities of parties involved (Aires et al., 2019). To a large extent, contracts contain penalties in case of partial or total non-performance.

Through a historical lens, legal systems and contract types applied evolved in conjunction with human development. Predominant societal and economic systems, types of goods and services traded, and transactions' complexity interact with the development of legal systems. Harayama (2017) distinguishes five types of societies: hunter, agrarian, industrialized, information, and human-centered smart high-tech society (Society 5.0). Savelyev (2017) discusses the predominant contract types aligned to the different phases of societal evolution. For example, the dominant contract type in agrarian economies was individual agreements with all terms negotiated directly between the parties involved “at arm's length.” Concerning industrialized societies, modern economic literature analyzes firms mainly from a competence-related or contractual perspective (Foss, 1993). The latter emphasizes costs incurring during the creation and monitoring of transactions. The main challenges in this context comprise information gathering and handling, formulation, monitoring, and policing contracts (Hodgson, 1998). Industrial societies with developed mass markets address these issues by using simplified forms of contracts. The latter rely on standardized terms such as Incoterms to minimize individual negotiation processes, human involvement, and transaction costs (Savelyev, 2017).

While agreements within organizations are often informal, formal contracts between legally independent entities facilitate different functions along the relationship life cycle (Mesquita and Brush, 2008). Central phases of the relationship life cycle are exploratory, expansion, and maturity phases (Dwyer et al., 1987; Jap and Ganesan, 2000). Contracts facilitate safeguarding and coordination throughout these phases to a different extent: The exploratory phase is characterized by low mutual trust between the parties involved and high insecurity about the relationship's future directions. Safeguarding against opportunistic behavior is essential in environments of low mutual trust. Formal agreements in this phase ensure equity and proportional benefits to investments. During the expansion phase, mutual trust and understanding rise. The main purpose of contracts then shifts toward improving efficiency. In mature relationships, the safeguarding and coordination functions of contracts become significant (Shen et al., 2020). For example, recent incidents in automotive supply chains show the need for clear and enforceable contracts to ensure safeguarding even in mature relationships as customers tend to refuse contract performance.

In information societies, contractual arrangements aim to further reduce human involvement during the contract agreement phase and execution over the entire contract period (Savelyev, 2017). To balance economic development with the resolution of social issues in emerging human-centered, knowledge-intensive Society 5.0 (Deguchi et al., 2020), contractual arrangements will need to incorporate and codify respective rules and norms. To anticipate the emerging contractual relations in Society 5.0, we understand its post-humanization driver “as the disappearance of the modern metanarratives of the enlightenment and human emancipation” (Herbrechter, 2013, p. 78). A post-humanized society and its organizations expand membership to intelligent social actors beyond just human beings (Gladden, 2019) “that contribute to the structure, activities, or meaning of that society” (Gladden, 2018, p. 98). Increasing human-robot collaboration and autonomous systems require rules, regulations, knowledge, awareness, and behavior to organize new collaborative self-coordination in intelligent machine-service teams. Normative legal contracts, as well as arrangements for motivational, social behavior, need to represent the expansion of human actors' and software agents' societal membership to “living” intelligent human-machine ecosystems of systems. In essence, ongoing technological and societal development will lead to new types of agreements, which could fundamentally change intercompany transactions and transform social as well as legal institutions (Sklaroff, 2017). One compelling approach to incorporate these developments and impact the “notion of the social contract within society” (Swan, 2015, p. 17) is smart contracts, referred to in the next section.



Smart Contracts

Given the relatively novel nature of the concept and its complex technological basis, up to this point, no universal definition of smart contracts exists (ISDA, 2017; Lauslahti et al., 2018). Considering the lack of consensus regarding the terminology, it seems to be of utmost importance to provide an overview of existing approaches and refine a suitable definition. Hence, after briefly explicating and reflecting on existing definitions for smart contracts, we propose an abstract conceptualization.

Scholars and practitioners have different approaches to defining smart contracts. The main approaches to defining smart contracts are “smart legal contracts,” “smart contract code,” and narrow definitions in connection with application-specific implementation. In his analysis of commonly used ways to characterize smart contracts, Stark (2016) concludes by differentiating basic forms – with the first variant being operational and involving software agents fulfilling certain obligations and exercising defined rights. These agents can be referred to as “smart contract code.” An alternative perspective emphasizes how legal contracts can be expressed and implemented in software. Stark (2016) uses the term “smart legal contract” to subsume these specific characteristics. This approach includes operational aspects as well as issues relating to how to write and interpret legal contracts.

The term smart contract was originally coined by Szabo (1997, online), who argues that smart contracts are a combination of technology and promises communicated via interfaces “to formalize and secure relationships over public networks,” thereby providing a basis for their implementation. In this respect, Szabo (1997) differentiates between mental and computational transaction costs. Computational transaction costs form a small proportion of total costs, in cases where all parameters of the contract are computable. Transaction costs concerning fraud, theft, or unforeseeable incidents form essential cost components to be addressed by smart contracts. Pãnescu and Manta (2018, p. 236) also understand smart legal contracts as protocols that allow “to digitally facilitate, verify, or enforce the negotiation and performance of a contract.” From a technological perspective, Macrinici et al. (2018, p. 2338) recognize smart contracts as “containers of code that encode and mirror the real-world contractual agreements in the cyber realm.” They correspondingly note that “the agreement has to be enforceable by law and can be used to replace intermediaries between contract members leveraging automatic code execution […].” In recent literature, smart contracts are often subject to joint-use cases with blockchain technology (Wright and De Filippi, 2015; Garrod, 2016; Kosba et al., 2016; Nofer et al., 2017; Surujnath, 2017). Consequently, Lauslahti et al. (2017, p. 21) define smart contracts in the context of blockchain as “code-based programs that can be used to generate contractual effects between parties.” As a concept of distributed ledger technologies, blockchain consensually keeps, updates, and validates all transactions fulfilled by parties involved in the decentralized network (Risius and Spohrer, 2017). Besides, Treiblmaier (2018, p. 547) regards blockchain as a digital, “decentralized and distributed ledger in which transactions are logged and added in chronological order to create permanent and tamper-proof records.” Table 1 lists different smart contract definitions.


Table 1. Smart contract definitions (based on respective sources).
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Another group of scholars strives to define smart contracts by systematically assessing their underlying characteristics. For example, Sillaber and Waltl (2017) recognize (1) the contractual arrangements between the parties, (2) the governance of pre-conditions necessary for the contractual obligations to take place, as well as (3) the actual execution of the contract as relevant factors. Savelyev (2017) provides a more sophisticated approach by identifying the following features: (1) solely electronic nature; (2) software implementation; (3) increased certainty; (4) conditional nature; (5) self-performance; (6) self-sufficiency. Bottoni et al. (2020) summarize the main features of smart contracts as (1) automation; (2) determinism; (3) distribution; (4) immutability; (5) transparency; (6) trust. All definitions based on key characteristics encompass contract execution as a constituting element. We conclude that a comprehensive definition of the term “smart contract” should cover both of the above-mentioned approaches. Hence, with reference to Clack et al. (2016), this paper adopts a higher-level definition.

A smart contract is a mutual agreement between two or more parties that is automatable, although some parts may require human input and control, and where enforceability is achieved either by legal enforcement of rights and obligations or by tamper-proof execution of computer code (adapted from Clack et al., 2016).

The definition above relies on two core features used as central and constituting elements regarding the idea of smart contracts: automation and enforceability. On the one hand, the contract must be enforceable, without precisely pre-specifying which aspects are being enforced. Regarding smart legal contracts, complex rights and obligations must be addressed, while smart contract code may be enforced by applying programmed code. Describing smart contracts as “automatable” rather than using the term “automated” considers that there may be parts of legal agreements whose performance still requires human input and control in practice. Nevertheless, to categorize contracts as “smart,” it is necessary that at least some part of the agreement is capable of automated execution by electronic means (Clack et al., 2016). It seems essential to note that automation of transactions per se does not transform “the automaton into a smart contract or makes the transaction itself smart” (Mik, 2017, p. 274).

Although smart contracts have always been intriguing from a theoretical perspective, at the time of their conceptualization, economic limitations and insufficient communications infrastructure often imposed obstacles to adopting smart protocols in real-world applications (Omohundro, 2014). However, recent advancements in cryptoeconomics have given rise to numerous blockchain-based applications, including smart contracts (Cong and He, 2019). In this respect, it is worth noting that Szabo (1997) already developed the concept of the smart contract long before the pseudonymous Nakamoto (2008) proposed the fundamental idea of blockchain. Nevertheless, we acknowledge that Szabo's original idea gained increasing attention due to current developments and dynamics caused by blockchain (Pãnescu and Manta, 2018).

Savelyev (2017) assumes blockchain-based smart contracts to become a “paradigm-shifter” in the sphere of contracting by enabling decentralized, tamper-proof storage of transactions as well as automation along the contract lifecycle. The author defines smart contracts in context with blockchain as “agreements existing in the form of software code implemented on the blockchain platform, which ensures the autonomy and self-executive nature of smart contract terms based on a pre-determined set of factors” (Savelyev, 2017, p. 116). Although theoretically recognizing and postulating that, in its simplest form, “a smart contract is an agreement whose performance is automated,” the author later justifies his rather narrow interpretation of the term. He points out that otherwise, one could “hardly identify the difference of actual smart contracts from related contractual constructs implementing automated performance, such as vending machines” (Savelyev, 2017, p. 120). Other authors also emphasize the role of blockchain as a foundational technology (Iansiti and Lakhani, 2017). For example, Greenspan (2016, online) portrays a smart contract as “a piece of code which is stored on a blockchain, triggered by blockchain transactions, and which reads and writes data in that blockchain's database.” Lauslahti et al. (2017) focus on blockchain consensus architecture-based smart contracts. Clack et al. (2016) also explicitly address that smart contracts may be based on different types of distributed ledger technologies and thus avoid defining a certain technological form of implementation as a constituting factor. We share this compromise-oriented view and thus reflectively opt for a more general definition, encompassing all forms of smart contracts based on centralized and decentralized ledger technology without rigorously excluding variants not employing blockchain technology.




STATE OF THE FIELD OF SMART CONTRACTS AND SUSTAINABILITY IN SUPPLY CHAINS

DLT provides a platform for hosting and executing smart contracts (ISDA, 2017). Joint use of smart contracts and DLT like blockchain removes typical barriers and facilitates the deployment of inter-organizational processes (Mendling et al., 2018). A common definition, the legal status, and implications of smart contracts for contract law are still discussed (Lauslahti et al., 2018). The concepts of supply chains, SSCM (Beske and Seuring, 2014), and sustainability (Carter and Rogers, 2008) are relatively new and complex domains. The effects of blockchain adoption in the supply chain (Dobrovnik et al., 2018; Treiblmaier, 2018) and effects on supply chain sustainability are still in their infancy (Kouhizadeh and Sarkis, 2018). The same applies to smart contracts. Adoption of digital technologies like smart contracts and blockchain could potentially “create new foundations for our economic and social systems” (Iansiti and Lakhani, 2017, p. 2703). Research on sustainability effects of technology adoption in the context of DLT and smart contracts in general, but especially regarding SSCM, is at a very early stage. This section provides a content analysis-based literature review in the form of a qualitative synthesis of recent scientific and business-related publications to assess the knowledge base at the intersection of smart contracts and sustainable supply chains.


Sustainability and Sustainable Supply Chain Management

Linton et al. (2007) describe sustainability as an interdisciplinary topic, combining natural and social sciences. Economic activity along the supply chain has multiple effects on the natural environment and influences life quality. Communities and governments influence supply chain strategies and practices through the external pressure, legal frameworks, and policy development. Salmerón-Manzano and Manzano-Agugliaro (2019) conducted a bibliometric study on the role of smart contracts in sustainability and highlighted worldwide research trends. Their review covers more than 1,700 publications, showing exponential growth in smart contract-related publications since 2014. More than half of the publications are conference papers and reviews, a typical development in emerging topics. Computer science, engineering, and mathematics are the main thematic fields of publications. The authors mention different use-cases as regards traceability, supporting SSCM information needs (Busse et al., 2017). Interestingly, neither sustainability nor supply chain or SSCM form part of the identified research clusters or related keywords, leading to the authors' conclusion that smart contracts could contribute to sustainability in the near future (Salmerón-Manzano and Manzano-Agugliaro, 2019).

The value of timely, accurate, and relevant information in corporate decision-making (Feltham, 1968), as well as the value of sharing specific information in the form of inventory levels, order status, forecasts, and production scheduling across firms along the supply chain (Lee and Whang, 2000), is manifold. The literature on SSCM addresses the value of information and information-sharing in different ways: Beske and Seuring (2014) refer to enhanced communication and technology integration as enablers for long-term collaboration along the supply chain, requiring joint structures and processes to contribute to SSCM. Dubey et al. (2017) describe enabling information technology as a linkage variable in their strategic framework formulation of SSCM. Busse et al. (2017) describe the task, source, and supply chain uncertainty as obstacles for SSCM. The authors identify sustainability-related information processing as a pre-requisite and instrument for successful SSCM, requiring further research in order to achieve the goal of transparency along the supply chain formulated by Carter and Rogers (2008).

Saberi et al. (2019) examine the relationships between blockchain technology and SSCM, describing smart contracts as a central element in blockchain-based supply chains. Smart contracts enable credible transactions without involving third parties and lead to improvements by governing supply chain processes and defining process rules. The authors show sustainability opportunities of different blockchain-use cases, mainly in the field of environmental sustainability, and discuss barriers to blockchain adoption. Their concluding propositions and research agenda imply efficiency gains and reduced supply chain risks by using smart contracts, contributing mainly to the economic and environmental dimensions of SSCM. So far, the relationship between smart contracts and sustainability both in general and in SSCM is underrepresented in the specific literature.



Economic, Environmental and Social Aspects of Smart Contract Implementation Along the Supply Chain

Essentially, smart contracts form a central element in supply chain transformation by fulfilling verification processes and the generation of new transactions on a ledger (Kouhizadeh and Sarkis, 2018; Saberi et al., 2019). Implementation of technology in the context of Industry 4.0 along the supply chain enables self-organizing and self-optimizing production and logistics systems. Technological advancements applied include IoT, cyber-physical systems, and data science (Prause, 2019). The combination of IoT and blockchain provides an interesting example in manufacturing, logistics, and SCM (Treiblmaier, 2018). Smart contracts add value by coordinating self-execution and self-enforcement of transactions between internal and external supply chain partners (Lauslahti et al., 2018; Prause, 2019). Besides, smart contracts facilitate the management and control of IoT-systems by maintaining access control between IoT devices, managing data-sharing among devices, and user authentication (Sultana et al., 2020). Huh et al. (2017) provide a proof of concept using Ethereum blockchain and smart contracts to manage configuration and build a key management system for IoT-devices.

From an economic perspective, reliable, standardized, and automatic execution of transactions and resulting disintermediation in distributed systems support low transaction costs (Kouhizadeh and Sarkis, 2018; Prause, 2019). The main cost components of blockchain-based systems comprise computation, data storage and transmission, and the creation of smart contracts. The latter represents a relatively high-cost fraction, leading to cost allocation questions between supply chain partners (Weber et al., 2016). In different Industry 4.0 scenarios, timing is essential; for example, in certain IoT-equipped environments. These use-cases require smart contracts to fulfill real-time requirements to satisfy timing constraints and prevent inconsistencies or conflicts (Fournier and Skarbovsky, 2019). This need for speed results in the necessity for performant equipment, networks and the willingness to pay higher fees for fast smart contract execution, e.g., in the form of performance-related “gas prices” on Ethereum (Rosic, 2017).

The conclusion of a contract triggers activities along the supply chain. Contractual disputes resulting from incidents like misunderstandings, fraud, or lack of performance can harm supply chain partnerships and disrupt necessary supply chain activities (Min, 2019). Moreover, disputes can have negative economic and possibly social and environmental consequences due to unused production and logistics capacities, prolonged throughput times, and longer cash-to-cash cycles. Sound self-enforcing smart contracts contribute to economic sustainability by creating trust between supply chain partners. In contrast, bugs and technical vulnerabilities can lead to opposite effects, like the Parity Wallet library contract's vulnerability, resulting in high losses for individuals using multi-sig wallets (Alois, 2017). In this context, Nikolić et al. (2018) define three categories of trace vulnerabilities of smart contracts: Greedy contracts locking funds indefinitely, prodigal contracts leaking funds to random users, and suicidal contracts, which can be killed by anybody. Further development is necessary to overcome these vulnerabilities and strengthen trust in decentralized systems and the positive relationship between smart contracts and economic sustainability.

Besides economic aspects, sustainability considerations with smart contracts need to address environmental and social aspects, resulting interdependencies, and economic impacts on supply chain partners. On the one hand, smart contracts help to green the supply chain in different ways. Pre-defined quality standards or environmental conditions can be checked for transaction approval, for example, supplier-, material-, or product-related certifications (Saberi et al., 2019). Besides, smart contracts enable environmentally friendly business models and supply chain designs. Recent literature discusses different energy sector applications (Park et al., 2018; Wu and Tran, 2018; Zhao et al., 2018; Andoni et al., 2019). The use of smart contracts enables decentralized energy trading, including wholesale trading, platforms providing end consumers access to wholesale markets, and microgrid solutions using smart meters as external oracles. Other applications focus on trading services for environmental assets and carbon certificates using blockchain and smart contracts (Andoni et al., 2019). Besides forward-oriented processes, smart contracts provide opportunities for managing reverse flows along the supply chain. In reverse logistics and waste management, supplier performance indicators for waste reduction, an obligation for certified disposal of hazardous waste, or fulfillment of regulatory take-back policies can be defined in smart contracts (Kouhizadeh and Sarkis, 2018).

On the other hand, negative environmental and related social impacts of digitalization, blockchain, and smart contract implementation along the supply chain need to be considered (Bonilla et al., 2018). Challenges include the life cycle assessment of physical assets and energy, enabling the use of smart contracts. Important aspects comprise activities along the entire supply chain and respective categories of environmental and social effects. The main categories comprise land and resource use for data centers, network infrastructure and hardware for smart contract computation, electric energy consumption during the operational phase, as well as end-of-life and recovery processes for data centers and technical equipment (see Figure 1). For example, specific IT equipment used for bitcoin mining outdates on average every 1.5 years due to technological advancements. The annual amount of electronic waste from bitcoin mining corresponds to Luxembourg's electronic waste amount (Digiconomist, 2019a). In contrast, for Ethereum mining, regular graphics processing units are used (Digiconomist, 2019c), processing at least twice the bitcoin network's transactions at less than one-third of bitcoin's electricity consumption (Kamiya, 2019).


[image: Figure 1]
FIGURE 1. Main input factors, environmental and social effects along the smart contract supply chain.


As regards energy demand and greenhouse gas emissions from data center operations, network design decisions define data center locations, cooling requirements, available energy sources, and respective greenhouse gas emissions. Large miners often choose locations offering cheap electricity sources such as geothermal or hydropower (Vranken, 2017). Transaction-related energy consumption varies across different system architectures, specific hardware equipment, and consensus algorithms used. While transactions in centralized systems like credit card transactions consume 0.01 kWh per transaction (Brosens, 2017), top-down estimates for the energy consumption of decentralized blockchain systems vary considerably between 22 and 37 kWh for Ethereum (Brosens, 2017; Hurwitz, 2019) and from 200 to 613 kWh for Bitcoin transactions (Brosens, 2017; Digiconomist, 2019b). The estimates for total network energy consumption provided by scientific literature vary substantially (Vranken, 2017) and are still subject to discussion (Truby, 2018).

In essence, smart contracts' energy consumption relates to different operations performed and the amount of computational power required for each operation. For example, in Ethereum, smart contracts are usually coded in Solidity, requiring a certain amount of computational power for different operations measured in Ethereum Gas (Rosic, 2017). Wood (2017) defines a Gas fee schedule in his Ethereum whitepaper for different operations affecting transactions. Hurwitz (2019) offers an approximation accounting for the energy consumption of mining validators of 0.0004 kWh per Ethereum Gas as a lower boundary to determine the energy consumption of different specific smart contract operations, as shown in Table 2.


Table 2. Energy consumption of different specific smart contract operations [based on Wood (2017) and Hurwitz (2019)].
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The estimates in Table 2 provide insights into smart contract-induced energy consumption. Current publications show a contradictory picture of the relationship between smart contracts and environmental sustainability. Bonilla et al. (2018) suppose smart contracts to have a negative impact due to increased energy flows. Regulatory measures for miners (Truby, 2018) toward using renewable energy and operation of dedicated power plants for data centers, certified end-of-life processes for IT equipment, and technological advancements using alternative consensus algorithms could support a positive relation between smart contracts and environmental sustainability. For example, Ethereum plans to introduce a new proof-of-stake consensus algorithm called Caspar, leading to massive energy consumption reductions (Digiconomist, 2019c).

Further research is necessary to reveal the total environmental footprint and social effects induced by smart contract implementation along the supply chain. Accurately designed and comparable case studies can lead to valuable insights for academia and industry. A pre-requisite to achieve cross-case study comparability is to follow clear guidelines, such as those proposed by Treiblmaier (2019) for blockchain case studies.




SEMI-STRUCTURED ASSESSMENT FRAMEWORK FOR THE SUSTAINABILITY OF SMART CONTRACTS

In this section, we explicate possible relationships between smart contracts in supply chains and sustainability by constructing a bi-dimensional, semi-structured assessment framework. Frameworks provide normative guidance and explicit explanations (Manuj and Mentzer, 2008) by structuring influencing factors and providing decision support (Tummala and Schoenherr, 2011). Applying a consistent set of principles and employing a transparent procedure is essential to achieve sustainability assessment progress. Sala et al. (2015) propose an adequate scope, core indicators, and potential data sources as fundamental principles. First, we provide a bi-dimensional framework to assess the main risks and introduce transparency (Carter and Rogers, 2008) on smart contracts' overall sustainability performance. With reference to the last section of this article, we consider the life cycle-oriented sustainability performance of the smart contract supply chain on one dimension. The second dimension consists of the sustainability effects of smart contract use along the implementing supply chain. First, we elaborate on both aspects and then present the integrating framework in Figure 2.
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FIGURE 2. Semi-structured assessment framework for sustainability effects of smart contracts.


Smart contracts and blockchains represent digital products, often provided as services by specialized technology companies. Main service components consist of code developed and implemented and physical assets for computation and transmission - the latter consisting of hardware, data centers, and networks. The sustainability performance of smart contracts depends on the underlying supply chain. In this sector, Gartner (2017, online) expects “consolidation of existing solutions into broader, multidomain suites” as well as fragmentation “of new point solutions that will support innovation, address specific needs and offer new value” to happen simultaneously. According to Columbus (2019), the worldwide public cloud service market will grow from $182.4bn in 2018 to $331.2bn in 2022. Main areas of application for Software as a Service (SaaS) include supply chain management and enterprise resource management systems. To assess smart contracts' overall sustainability performance, related social and environmental effects of smart contract implementation and execution need to be considered (e.g., eco-efficiency of transactions). Figure 1 shows the main stages along the smart contract supply chain life cycle, considering the production of raw materials, components, and finished products in the form of IT equipment and data centers. Subsequent life cycle phases consist of the operating phase and end-of-life of physical assets. In addition, we map the main input factor categories, environmental and social effects (Kummer and Groschopf, 2019), along the smart contract supply chain.

Each supply chain stage may face various sustainability challenges simultaneously. Resource consumption and modern slavery-related issues play a major role during the production phase considering raw materials extraction, building construction, logistics operations, and end-of-life (ASCI, 2019). According to a recent study by Kim and Davis (2016), almost 90% of companies in the electronics and transport equipment industry cannot determine if the minerals used for material and component production are conflict-free, due to the global nature and complexity of upstream supply chains. During the operating phase, computation, data storage, and bandwidth capacities induce high electricity consumption levels, partially wasted due to consensus algorithms (Mendling et al., 2018). Main electricity consumers consist of computing power for smart contracts, related blockchain computation, and data center infrastructure. To develop eco-efficient, green smart contracts (Hurwitz, 2019), energy sources and algorithm efficiency need to be assessed and improved.

The second dimension of the assessment framework proposed in Figure 2 addresses smart contract use sustainability effects along the implementing supply chain. Extreme values indicate the range of potential positive (enable) to negative effects (backfire). Enable refers to positive sustainability impacts by enabling new business processes that increase process sustainability and lower environmental effects. For example, the implementation of smart purchasing contracts could tackle the current challenges of supplier sustainability assessment in dis-integrated, global supply chains (Kim and Davis, 2016). On the opposite end of the scale, backfire indicates the occurrence of the rebound effect. Rebound effects refer to a rise in efficiency which does not lead to the same level of decline in resource consumption (York and McGee, 2016). Backfire occurs when efficiency gains result in higher total demand. For example, a rise in energy efficiency can induce different effects, totally outweighing energy efficiency gains – a phenomenon frequently discussed in connection with energy efficiency gains and rising total energy demand in the transport sector (Matos and Silva, 2011; Yu et al., 2013; York and McGee, 2016). A wide interpretation of the term backfire refers to overall negative sustainability effects along the implementing supply chain.

The proposed framework supports decision-making and evaluation of smart contract design and application regarding sustainability impacts in a supply chain context. The color code used in Figure 2 indicates the capability of the solution to meet sustainability goals. Red denotes an overall unsustainable setup, resulting in an imperative for a redesign. Yellow indicates the need to optimize smart contract conception and/or implementation, while green characterizes a sustainable solution along both dimensions.

To achieve desirable sustainability levels when implementing smart contracts along the supply chain, all partners involved need to fulfill a set of pre-requisites. To address this issue, we develop a conceptual framework mapping supply chain maturity levels from different perspectives. We characterize and assess current and future sustainability effects of smart contracts and corresponding development issues by systematically integrating the parameters organization, sustainability, and digitization.



A CONCEPTUAL FRAMEWORK FOR SUPPLY CHAIN MATURITY LINKING ORGANIZATION, DIGITALIZATION, AND SUSTAINABILITY

Based on the literature analyzed and the sustainability assessment framework presented in Figure 2, we develop a conceptual framework for classifying supply chain maturity. We systematically link supply chain organization, sustainability, and digitalization in context with smart contracts and blockchain technologies.

The underlying concept of “maturity” refers to a “state of being complete, perfect, or ready” (Simpson and Weiner, 1989, online) and thereby implies a certain level of progress in the development of a system. The term conveys the idea of development from an initial state to an advanced state (Lahti et al., 2009). Accordingly, maturing systems (e.g., biological, organizational, or technological) increase their capabilities over time regarding the achievement of a desirable future state (Schumacher et al., 2016). In this context, maturity also refers to the degree of preparedness for setting new business challenges and the ability to develop capabilities (Rudnicka, 2017). Quantitative and qualitative metrics using discrete or continuous scales facilitate assessing a system's individual maturity level (Kohlegger et al., 2009). Maturity models are commonly employed as vehicles to conceptualize and measure organizational or process maturity regarding specific target states. Schumacher et al. (2016) interpret maturity models as frameworks to define starting points for development processes and initialize corresponding transformation activities. Numerous authors have developed maturity models regarding business process and supply chain management (Lockamy and McCormack, 2004; Lockamy et al., 2008; Cronemyr and Danielsson, 2013; Tarhan et al., 2016), interpreting maturity as the ability of an organization and its processes to deliver better business results systematically (Kalinowski, 2016). Seminal work includes the Capability Maturity Model (CMM) for software developed by the Software Engineering Institute at Carnegie Mellon University (Paulk et al., 1991; Paulk, 2002) and the SCM process maturity model developed by Lockamy and McCormack (2004).

In the context of supply chain management (SCM), different researchers use process-oriented supply chain maturity models (SCMM) to examine activities that supply chains go through in an attempt to improve their effectiveness and efficiency (cf. Jording and Sucky, 2016 for a systematic analysis). Although these various models differ concerning the number of phases or their underlying terminology, they all have the same primary intention. They aim to break down the process of reaching supply chain maturity into distinct phases and identify each phase's characteristics. Thereby, they provide a valuable tool for studying supply chain processes (Varoutsaa and Scapens, 2015).

For instance, Lockamy and McCormack (2004) integrate the concepts of process maturity, business process orientation, and CMM using SCOR framework process types to differentiate five SCM maturity levels. Paché and Spalanzani (2007) have developed a five-level maturity framework to capture organizational and SCM maturity, addressing sustainable development in level five. While Lockamy and McCormack (2004) define target states on the progression of activities toward process maturity and effective SCM practices, the maturity levels modeled by Paché and Spalanzani (2007) represent integration objectives for each maturity level, depicted as successive and interlocking levels of progress in SCM. Both maturity models emphasize the importance of multi-firm supply chains but rank this development on different maturity levels. In addition to organizational development perspectives covered in both maturity models, Paché and Spalanzani (2007) address environmental and societal supply chain sustainability as the highest maturity level (see Table 3).


Table 3. SCM maturity models [based on Lockamy and McCormack (2004) and Paché and Spalanzani (2007)].
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Recent approaches to defining supply chain maturity emphasize specific aspects focusing on digital transformation or sustainability. For example, Kurnia et al. (2014) propose a SSCM capability maturity framework to help organizations identify potential areas of improvement. Correia et al. (2017) stress the contribution of developing such maturity models with a focus on sustainability to research in SSCM and provide a systematic literature analysis categorizing existing work in this area. The authors employ a SSCM maturity model based on Reefke et al. (2010, 2014) to describe typical development phases. Most recently, a growing body of literature also addresses digital readiness and proposes progression models for organizations and supply chains to master digital transformation (e.g., Schumacher et al., 2016; Klötzer and Pflaum, 2017; Herneth, 2018).

Although the before-mentioned maturity models already address aspects of supply chain organization, sustainability, and digitization individually, they fail to provide an integrated perspective. Clohessy et al. (2019) address these three dimensions in context with blockchain adoption. In this study, we use a synthesizing approach to investigate interconnected development phases and progression paths. We conceptually adapt and link existing domain-specific maturity models using the approach proposed by Paché and Spalanzani (2007) to develop a conceptual framework for supply chain maturity linking organization, sustainability, and digitalization. Furthermore, we use blockchain (Swan, 2015; Yang et al., 2018; Herneth, 2019; Xu et al., 2019) and smart contract development stages (Szabo, 1997; Clack et al., 2016; Savelyev, 2017) as contextualizing and influencing factors. Figure 3 depicts the underlying relationships between the three domain-specific concepts of maturity and contextual factors.
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FIGURE 3. A conceptual framework linking organizational, sustainable, and digital supply chain maturity considering smart contract and blockchain development.


Links in the framework are classified as reciprocal (two-way) and directed (one-way). Furthermore, the framework differentiates enabling/supporting and requiring relationships. While the former type describes that higher levels of maturity in one domain positively influence the feasibility of advancing in the dependent domain, the latter expresses that development in a certain area depends on progress in a different domain. The reciprocal linkage between organizational and digital maturity is identified for both enabling/supporting and requiring relationships. We assume a positive impact of organizational and digital maturity on supply chain maturity and that supply chain maturity depends on progress in these two areas. Although neither DLT in the broader sense nor blockchain in the narrower sense are constituting elements for smart contracts, recent advancements in the field of DLT inspire new developments regarding smart contracts (cf. section Smart Contracts and Pãnescu and Manta, 2018). However, both smart contracts and distributed ledger technologies are applicable to supply chains and potentially enable advanced states of supply chain digitalization. At the same time, supply chains require a certain digital readiness level to employ these technologies successfully.

In the next step, we use the relationships presented in Figure 3 to explicate an integrated perspective on supply chain maturity by incorporating and adapting existing maturity models, as shown in Figure 4. The subsequent paragraphs explain and discuss the individual development phases by employing organizational supply chain maturity as a guiding classifier and structuring dimension. In the context of digital supply chain maturity, “digitization” refers to the migration from analog to digital. At the same time, “digitalization” encompasses business process modernization (Rejeb et al., 2020) using “digital technologies to change a business model and provide new revenue and value-producing opportunities” (Gartner, 2020, online).
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FIGURE 4. Integrated view of organizational, sustainable, and digital supply chain maturity considering smart contract and blockchain development.


Supply chain 1.0 is characterized by undefined processes executed in an ad-hoc manner (Lockamy and McCormack, 2004). Tasks and activities are typically “paper-based,” while data collection and storage occur fragmented for single supply chain activities. Employees fulfill single orders, mainly adopting local communication in separate business functions. Lacking digitization of paper-based data implies low digital organizational maturity, which neither supports blockchain technology nor smart contract deployment. The scalability of supply chain organizations is very limited, as changes require physical reorganization to improve functional effectiveness. Corporate performance is described based on historical information using descriptive analytics (Cruijssen, 2020). The lack of transparency and information often reflects the absence of sustainability efforts. Consequently, even basic and ad-hoc compliance applies to a limited number of supply chain stakeholders at this maturity level.

Supply chain 2.0 is still “predominantly paper-based,” exhibiting low levels of digitization. Supply chain partner integration focuses on intra-organizational aspects (Paché and Spalanzani, 2007; Estampe et al., 2013) to overcome internal functional silos. Basic business process orientation evolves (e.g., by defining and documenting processes; Lockamy and McCormack, 2004), while process execution and data entry into IT systems are still performed manually. Digital organizational capabilities are limited; available data is often fragmented and inconsistent, thereby providing limited opportunities to improve business decisions (Herneth, 2018). Simple smart contracts in the form of smart terms allow for the specification of clauses within a traditional, paper-based contract to reduce complexity and facilitate efficient agreements. Pre-defined tasks, expressed in the form of such terms, improve transparency, and enhance trust. Task execution can be confirmed either manually or in respective applications. The application of basic smart terms improves supply chain visibility on an activity level by capturing production, transportation, or warehousing records (Herneth, 2018). Effective internal supply chain execution across functional silos predominantly depends on personal skills and relationships. Corporate performance is aggregated and reported as KPIs for diagnostic purposes (Cruijssen, 2020 and Herneth, 2018).

Supply chain 3.0 describes the subsequent stage of supply chain maturity. Main intra- and inter-organizational processes are well-defined, and corresponding IT systems are in place to support digitalization, while extended inter-organizational integration is limited to key customers and suppliers. This maturity stage allows for a comprehensive approach to SCM and performance measurement (Paché and Spalanzani, 2007; Estampe et al., 2013). While material flow control is visualized mainly within single organizations, data flows between IT systems are integrated and validated. Digital capabilities for collaborative supply chain management evolve, introducing basic algorithms for planning, forecasting, and decision support to introduce predictive analytics (Cruijssen, 2020) and strengthen alignment across organizational boundaries (Herneth, 2018). Smart terms (SmC 1.0) emerge by leveraging e.g., blockchain-technologies toward distributed ledger-based smart contracts (Swan, 2015; Yang et al., 2018; Xu et al., 2019). Consequently, smart contract code (SmC 2.0) refers to coded components of traditional legal contracts negotiated by human contractual parties. Trust or the history of “immutable lies” results from a distributed ledger of automatic fixed legal consent with binding security. Improved supply chain visibility and traceability derive from trapping production and logistics records. Single point of contact (SPOC)-star organization efficiency is introduced for resource planning and execution. Vertical integration of corporate functional hierarchies and systems using standardized business processes facilitates consistent data flows. Corporate and SC process performance is reported in detailed KPIs and analytics using dashboards (Herneth, 2018, 2019). Supply chain 3.0 enables the evolution of comprehensive sustainability-performance measurement systems toward fully integrated concepts employing proactive measures within a company's extended supply chain (Reefke et al., 2010).

Supply chain 4.0 introduces a new paradigm by enabling a holistic supply network view on operational business processes. The concept of supply chain control towers facilitates integrated, end-to-end (e2e) supply chain data visibility (Strategy & PWC, 2017). Fast and granular prescriptive analytics (Cruijssen, 2020) support decision-making across all partners to ensure cost-efficient, perfect fulfillment on the order execution level (e.g., on perfect order delivery date, PODD) (Herneth, 2018). Advanced algorithms and machine learning enable collaborative demand and supply planning to align the supply chain organization toward a digitally optimized supply chain-service orchestration, which rapidly responds to demand and supply changes at all tiers.

Blockchain 3.0 is implemented on mainnets (Robinson, 2020) such as EOS (Cai et al., 2019), enabling large-scale decentralized applications (DApps) (Wang et al., 2019). Technological advantages comprise increasingly resource-efficient consensus algorithms, raising cross-chain scalability (Robinson, 2020), the ability to conduct large-scale business governance, and high protocol performance, resulting in transaction rates exceeding one million transactions per second (TPS, Ventura, 2020). Smart contracts 3.0 are rule-based and machine-optimized standard contracts creating trust from the automatically fixed legal context with binding fulfillment security within a defined decentralized community. These smart legal contracts improve supply network knowledge on traceability and authentication (who did what and when?). Using data from external oracles (e.g., IoT sensors), automated workflows validate production and transportation records against the smart legal contract. Organizations' horizontal collaboration with corporate supply chain partners on a functional level enables alignment toward a customer-driven lean value chain (Duarte and Cruz-Machado, 2017). Main organizational maturity aspects include joint goals, standardized supply chain data-models, and system interfaces facilitating operational pairing of common workflows. Resulting e2e supply chain transparency on a business process level allows for aggregation and analysis of interdependent demand and supply data in real-time KPI concentrators and performance dashboards (Herneth, 2019).

While elaborated supply chains already meet the above-mentioned maturity level 4.0, supply chain 5.0+ denotes future states exceeding today's business practices and technological foundations. Connected value networks (CVN) (Stabell and Fjeldstad, 1998; Allee, 2008; Smith and Allee, 2009; Allee et al., 2015) achieve seamless actionable SC visibility and value exchange from peer to peer and autonomous actor communication in real-time. Customer order, transport fulfillment, and experience data are enriched with process and context information from different digital sources, constituting the next level toward digital transformation. For example, using a responsibility assignment matrix (RAM) determines which upskilled actors need to align on deviations across dependent business processes, while AI applications improve the process by introducing contextualization (Cabanillas et al., 2018).

Integrated supply chain planning with execution feedback schedules semi-autonomous fulfillment-oriented human-robot collaboration (HRC) (Bauer et al., 2008) and intelligent machine service (iMS)-teams (Hoffman and Breazeal, 2004; Herneth, 2018; Iqbal and Riek, 2019). Resulting adaptive supply networks (ASN) are digital and secure networks for autonomous collaboration and intelligent decision-making (Rodewald et al., 2015; Herneth, 2019). Supply chain services are risk-aware and proactively respond to exceptions and deviations with distributed decision management (DMN) (Object Management Group (OMG), 2019) and automated decision-making (ADM) (Newell, 1979; Fink, 2006) as distributed automated decision-making (DADM) processes (Herneth, 2018). For example, systems decide on re-planning vs. accepting alternative process actions and anticipate threats to solve them before their actual materialization.

The concept of Blockchain 4.0 (Seele, 2018) considers general conditions of emerging Society 5.0, while previous blockchain generations predominantly focused on technical performance improvement. In a supply chain context, BC 4.0 adds value by uniting HRC as customer and supplier iMS-teams, e.g., through governing adaptable contracts in decentralized autonomous organizations (DAO) (Norta et al., 2015; Goertzel et al., 2017; Herneth, 2019). Smart contracts 4.0+ introduce autonomous actors and intelligent agent-based (iAgent) (Allee, 2008; Allee et al., 2015; Herneth, 2019) negotiation of motivational and socially-inspired contracts. Automatic, machine-negotiated, legally binding contracts with adaptive, safe, and secure fulfillment establish trust in a distributed community.

In supply chain 5.0+, a shared value network provides a secure ecosystem for knowledge-sharing as intellectual property (e.g., designs, bills of material, production, and shipping schedules) among suppliers, manufacturers, and shippers. Multiple, hyper-adaptive 5A (automated, autonomous, agile, aligned, adaptive) (Lee, 2004; Herneth, 2019) component SCs are governed in near real-time and allow for self-organization and -optimization within decentralized systems of systems (Ssystems) (DeLaurentis, 2005) of complimentary component capabilities. The networked value chain (NVC) organization incubates fair fulfillment-actor-behavior (Gloeckler and Herneth, 2000). For example, the smart contract's SC-fulfillment auto-capture function traps activities on an atomic level. It facilitates real-time traceability while contextual machine learning (ML) and AI, as a form of intelligent process mining, extract the value-creating network intelligence (Bechetoille, 2010) as intelligent network operating cultures (INOCs) (Herneth, 2019). These INOCs address the issue of adding vitality of the human mind and behavioral interactions to the knowledge and value creation challenge, governing the evolution of “open living systems of systems” toward an innovative, healthy, socially responsible, and environmentally sound ecosystem.



RESEARCH PROPOSITIONS FOR SMART CONTRACTS IN SUSTAINABLE SUPPLY CHAINS

Recent literature formulates a set of future research directions in the form of research questions or propositions regarding the relevant topics blockchain, smart contracts, sustainability, and supply chain management. Treiblmaier (2018) provides a theoretical framework for blockchain-related theory development and formulates exemplary research questions to create middle-range theories. Mendling et al. (2018) develop research propositions for future business process-related blockchain research. Adams et al. (2017) provide a blockchain research agenda, raising questions on sustainability issues. Other authors formulate research propositions for blockchain adoption along the supply chain (Francisco and Swanson, 2018; Queiroz et al., 2019; Wang et al., 2019) and in context with sustainable supply chain management (Kouhizadeh and Sarkis, 2018; Saberi et al., 2019). Unterweger et al. (2018) formulate future privacy-preserving smart contract development challenges considering cost and capacity issues. Sklaroff (2017) addresses challenges for future smart contract deployment, considering legal and cost aspects. Hu et al. (2019) systematically frame eleven open research challenges for blockchain-based smart contracts along different dimensions. Clack et al. (2016) propose long-term research challenges for smart contract language development and standardization, including legal aspects.

Technological advancements, streamlined business processes, and supply chain stakeholders need to embrace and contribute to the development of a sustainable and socially inclusive society. Corporate and governmental organizations and academia have to enhance digital capabilities, as well as understand the challenges and opportunities of technology and impacts on society to support societal goals. So far, authors addressing smart contracts, blockchain, and sustainability follow different paths. In this context, literature separately focuses on future research in relevant subdomains, while joint research on smart contracts, supply chains, and sustainability is scarce. The complex concept of smart contracts demands a multifaceted approach to research covering legal, functional, technological, sustainability-related, and other perspectives. Following results from Salmerón-Manzano and Manzano-Agugliaro (2019), we assess smart contracts and sustainability research at a very early stage. We formulate corresponding research propositions considering technology, business process and supply chain management, and sustainability to address this gap. We structure our research propositions from short- to long-term perspectives and address the main trade-offs to be considered to facilitate and guide prospective research.


Technology

Technological innovation enables new approaches to value creation in the form of business models and the redesign of business processes. Blurring industry boundaries and combined use of different technologies lead to technology convergence. Technological readiness and shrinking costs support technology use along the supply chain and enable the integration of information technology and operational technologies. From a sustainability perspective, trade-offs between reduced resource consumption due to improved operational efficiency and resource consumption enabled by convergent innovation in technology need to be adopted and considered.


Research Proposition 1

Convergent innovation in different key technologies, including telecommunication standards (e.g., 5G), blockchain, IoT, and AI, supports adoption and diffusion of smart contracts in supply chains to meet business needs.

Technology enables new approaches to value creation as well as cost savings. From a cost perspective, the total cost of ownership is essential. Smart contracts can reduce costs during individual contract conclusion and enforcement (e.g., labor costs) but imply additional costs for smart contract deployment and operations. From a sustainability perspective, trade-offs between environmental effects along the smart contract supply chain and possible changes in employment levels in administration, especially legal departments, procurement, and logistics, need further investigation.



Research Proposition 2

Society 5.0 requires socially inclusive Industry & Logistics 4.0 and massive parallel-enhanced operations; technological advancements and smart contract maturity decrease transaction costs and enhance transparency and security along the supply chain.

Technological development, as well as industry-specific applications of smart contracts, are at a very early stage. Today, different types of smart contract platforms compete on developing a dominant design in terms of functions, business logic, and underlying consensus algorithms. From a sustainability perspective, creating a dominant design could imply lower energy use and risks for corporate technology investments but raise questions on dominant market players' economic and social effects.



Research Proposition 3

Proprietary solutions and open alternatives will compete for being accepted as (de-facto) standards/dominant designs in markets and their global supply chains.



Research Proposition 4

The emergence of dominant designs will facilitate smart contract diffusion in supply chains due to a reduced risk of technological obsolescence and business acceptance.




Business Process and Supply Chain Management

Supply chains aim at fulfilling customer needs by joint value creation across numerous legal entities. The number of interfaces and the need for coordination determine the complexity of the supply chain. Main influencing factors include the nature of the underlying goods or services, the number of actors, and local dispersion. The lack of alignment of single business processes is a particular challenge in highly fragmented environments. The introduction of automated collaboration using AI and distributed automated decision-making increases alignment between business processes along the supply chain and opens the research field for digitized “situational awareness.” From a sustainability perspective, trade-offs between process performance and resulting environmental and social effects need consideration.


Research Proposition 5

The high degree of fragmentation in specific supply chains and the resulting need for coordination bear a high potential for adopting smart contract standards as common IT systems and SC organization-integration bridges.

Recent technology adoption circles around specific business processes and industries to enable new business models or address actual pain points. Growing numbers of use cases and developing a vision, strategy, and roadmap for the creation of digital end-to-end business processes within and across companies support technology adoption along the supply chain. Evolution toward connected value networks could help supply chain partners develop common goals and agree upon shared value creation approaches in adaptive supply networks (e.g., perfect order delivery date) and related digitization standards. From a sustainability perspective, trade-offs between process efficiency, environmental goals, the value of social relationships, and new approaches to supplier and customer relationship management in digital ecosystems need further consideration.



Research Proposition 6

The field of supply chain management will adopt smart contracts step-by-step from single business processes to holistic, industry-specific frameworks.

Understanding the dimensions of human vitality and applying such cybernetic and behavioral interaction cycles to knowledge and value creation in complex systems may open a pathway to evolve the current business and AI development toward an “Open Living System” design and corresponding corporate and supply chain culture. From a sustainability perspective, trade-offs with the current short and medium-range individual economic objectives and social developments need to be addressed.



Research Proposition 7

Industry-specific smart contract frameworks will convert toward industry-agnostic blueprints, enabling decentralized, autonomous business networks.




Sustainability

Emerging technologies need to demonstrate economic benefits to achieve user acceptance and large-scale adoption in different sectors. The development of hardware and algorithms mainly focuses on economic advances in speed, capacity, and costs. Energy-consuming consensus algorithms, electronic waste, and the environmental effects of data centers impose actual sustainability challenges.


Research Proposition 8

Short and mid-term smart contract adoption will lead to ecological rebound effects due to disproportional resource consumption.

Reducing the environmental effects of technology creates value for society and companies. From a corporate perspective, the development of green smart contracts leads to a competitive advantage in different ways. Savings on energy costs and risk mitigation in context with upcoming environmental taxes support cost leadership. A shift in customer requirements toward sustainable service provision and raising interest in supply chain discovery and life cycle-oriented supply chain assessment create new business opportunities and support differentiation strategies.



Research Proposition 9

On a long-term basis, eco-efficient smart contracts will gradually replace dominant proof-of-work-based solutions.

The state of climate crisis creates public awareness and stakeholder pressure toward the environmental sustainability of goods and services. Sustainability research provides a growing number of tools to assess environmental effects from economic activity along the supply chain. The urgency of environmental topics and low attention to social challenges along the supply chain will continue to steer research and regulatory attention toward topics associated with environmental rather than social sustainability.



Research Proposition 10

Existing environmental challenges of smart contracts will be addressed prior to social challenges.

So far, knowledge about the overall social effects of digitization is limited. In the context of employment levels, industrial process automation mainly affects standardized tasks and the respective low to mid-skilled workforce. Automated contract execution and autonomous contract conclusion substitute human work by technology and are likely to influence employment levels in various business functions along the supply chain. Impacts of automated contract execution or even autonomous contract conclusion on employment in existing occupational areas need to be contextualized with jobs created in raising areas and resulting implications for social welfare systems. Future research is necessary to provide deeper insights into the intersection between smart contract adoption's overall economic and social effects.



Research Proposition 11

Mass adoption of smart contracts in supply chains and the resulting autonomous self-organization will lead to social backfire on employment levels in different business functions.

Algorithms draw rule-based decisions in order to optimize output. Today, underlying smart contract rules are negotiated and coded by human beings. Future developments point toward growing capabilities of AI and convergence of operational and information systems along the supply chain. The resulting integrated networks gradually develop into autonomous, self-learning systems of systems. Public discussion and interdisciplinary research on ethics, social values, and legal frameworks are necessary to introduce new governance paradigms and create a desired future state of society and economy in a digitally transforming world.



Research Proposition 12

As AI and the concept of autonomy become inherent elements of smart contracts, ethical aspects of computing, governance, and societal values will gain importance.

The concept of smart contracts represents a major opportunity for corporate sustainability management and SSCM. Sustainability strategies and goals are defined on a corporate level but need alignment with supply chain partners. In global supply chains, safeguarding compliance of operations throughout all business processes along the supply chain is rare today. The main challenges are network complexity and anonymity of supply chain partners. Smart contracts introduce the basis for operationalizing sustainability goals as coded elements. Besides developing methods for assessing supply chain sustainability, research on trusted sources of data (e.g., external oracles) is necessary, especially in raw material extraction and processing, logistics, and the end-of-life phase of products and assets.



Research Proposition 13

Implementation of smart contracts along the supply chain introduces a new paradigm for corporate and governmental sustainability strategies following societal development goals.

Developing societal concepts formulate the basis for future human coexistence. Governing economic and social transactions with smart contracts enables implementing sustainability goals in governmental and corporate decision-making and operational procedures. Civil society, governmental institutions, and academia need to collaborate with industry to create a common sense of predominant societal goals, general norms, and implementation-related rules to achieve overall society objectives.





CONCLUSION

Smart contracts' implementation will become a foundational capability of supply chains, potentially having vast impacts on today's manual monitoring and control business models, thus reducing throughput time, human error, and cost. Szabo (1997) introduced the basic idea of smart contracts long before the emergence of blockchain and the corresponding bitcoin hype. Ongoing technological development (e.g., IoT devices as external oracles) will facilitate the diffusion of smart contracts in specific business processes along the supply chain. While recent publications address technological advancements and possible applications, transdisciplinary research areas like sustainability are still underrepresented. Given the relatively young nature of the underlying academic field, many important questions at the intersection of supply chain management, sustainability, and smart contracts remain to be addressed.

This paper contributes to the state of the field in various ways and frames possible directions for future research but has limitations due to the novelty of the field and the underlying research approach. The article provides a comprehensive definition of smart contracts in the context of supply chain management and shows the state of the field of smart contracts and sustainability in supply chains, using a content analysis-based literature review. Furthermore, it identifies the possible effects of smart contracts on supply chain sustainability in the form of a semi-structured assessment framework. It proposes a conceptual framework to map relationships between supply chain maturity from an organizational, sustainability, and technology perspective, focusing on blockchain as a use case of DLT and smart contracts. It identifies different supply chain maturity levels and gives an outlook on possible future development perspectives. Finally, it offers research propositions and trade-offs for smart contracts regarding technology development, business processes along the supply chain, and sustainability. Limitations result from the literature-based and conceptual research approach and our individual blind spots. Nevertheless, the work at hand supports introducing the new paradigm of a paired physical and digital world for self-organizing and -optimizing supply chains in living Industry 5.0 and Society 5.0 ecosystems. In a nutshell, the authors strive to stimulate future research and practical applications through this article.
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FOOTNOTES

1For detailed information on the 17 SDGs, please refer to: https://sdgs.un.org/goals.
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Definition

“A smart contract is an automatable and enforceable agreement. Automatable by computer, although some parts may require
hurman input and control. Enforceable either by legal enforcement of rights and obligations or via tamper-proof execution of
computer code.”

“Smart contracts combine protocols, user interfaces, and promises expressed via those interfaces, to formalize and secure
relationships over public networks.”

“We define smart contracts (...) as digital programs that (a) Are written in computer code and formulated using programrming
languages (b) Are stored, executed and enforced by a distributed blockchain network (c) Can receive, store and transfer digital
assets of value (d) Can execute with varying outcomes according to their specified internal logic.”

[Smart contracts are] “containers of code that encode and miiror the real-world contractual agreements in the cyber realm
[representing] a binding agreement between two or more parties.”

“(...) smart contracts, a protocol which allows to digitally facilitate, verify, or enforce the negotiation and performance of a
contract (...).

“In this publication, smart contracts are defined as digital programs, based on the blockchain consensus architecture, which will
self-execute when the terms of the agreement are met, and due to their decentralized structure are also self-enforcing and
tamper-proof.”
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Lockamy and McCormack (2004)

Extended: Competition is based on multi-firm supply chains. Multi-firm
SCM teams shape common goals and processes. Joint investments,
performance improvement and revenue sharing are common
Responsibilties are transferred without legal ownership.

Integrated: Organizational structures are based on SCM procedures, and
supply chain partners cooperate on a process level. Common targets are
reliably achieved, leading to prediictable process performance.

Linked: Strategic SCM faciltates cross-functional and inter-organizational
Gooperation among supply chain partners. Set targets are often achieved,
s0 process performance becomes more predictable.

Defined: Basic SCM processes are defined and documented. Targets are
defined; process performance becomes more predictable.

Ad hoc: The supply chain is unstructured and ill-defined. Functional
cooperation is low and organizational structures do not match SC
processes. Process performance is unpredictable.

Paché and Spalanzani (2007)

Societal maturity: Companies integrate sustainabilty-performance
dimensions (environment, society) and seek a kind of performance that
is valuable in a broader societal context. The main goal is to enhance
global and societal performance.

Multi-chain maturity: Each company is integrated into a complex
network of relationships. Each company contributes to progress by
oftering inter-sectorial performance approaches.

Extended inter-organizational maturity: Extension of SCM to al
actors in a specific chain, including common approaches for
performance improvements.

Inter-organizational maturity: Integration of direct supply chain
partners (suppliers, customers). Introduction of joint performance
management.

Intra-organizational maturity: The goal is to integrate different
corporate functions (marketing, production, and logistics) and manage
internal performance.
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