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Birth registration is a critical element of newborn care. Increasing the coverage of birth
registration is an essential part of the strategy to improve newborn survival globally, and is
central to achieving greater health, social, and economic equity as defined under the
United Nations Sustainable Development Goals. Parts of Eastern and Southern Africa have
some of the lowest birth registration rates in the world. Mobile technologies have been
used successfully with mothers and health workers in Africa to increase coverage of
essential newborn care, including birth registration. However, mounting concerns about
data ownership and data protection in the digital age are driving the search for scalable,
user-centered, privacy protecting identity solutions. There is increasing interest in
understanding if a self-sovereign identity (SSI) approach can help lower the barriers to
birth registration by empowering families with a smartphone based process while providing
high levels of data privacy and security in populations where birth registration rates are low.
The process of birth registration and the barriers experienced by stakeholders are highly
contextual. There is currently a gap in the literature with regard to modeling birth
registration using SSI technology. This paper describes the development of a
smartphone-based prototype system that allows interaction between families and
health workers to carry out the initial steps of birth registration and linkage of mothers-
baby pairs in an urban Kenyan setting using verifiable credentials, decentralized identifiers,
and the emerging standards for their implementation in identity systems. The goal of the
project was to develop a high fidelity prototype that could be used to obtain end-user
feedback related to the feasibility and acceptability of an SSI approach in a particular
Kenyan healthcare context. This paper will focus on how this technology was adapted for
the specific context and implications for future research.

Keywords: self-sovereign identity, decentralized identifiers (DIDs), blockchain, birth registration, newborn health,
mobile phones, Kenya
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1 INTRODUCTION

The Sustainable Development Goals agenda (UN General
Assembly, 2015), launched by the United Nations in 2015,
spurred renewed focus on the high rates of neonatal mortality
and low rates of birth registration in low and middle-income
countries (LMICs). Neonatal mortality is a key indicator of the
overall well-being of a society, and birth registration is central to
ensuring not only newborn health, but continued well-being and
access to essential rights and services throughout the lifespan
(Solberg, 2015). Low rates of birth registration, the lack of a
reliable system for vital statistics reporting and tracking of
mother-baby pairs contribute to the problem of excess
neonatal mortality by preventing health care systems from
effectively delivering crucial evidence-based interventions
(Hereward et al., 2019).

An estimated 2.5 million babies globally die during their first
month of life, known as the neonatal period, and approximately
47% of all the deaths of children under 5 years old occurred in the
neonatal period (Hug et al., 2019). Birth registration is almost
universal in most high income countries where the vast majority
of births take place in facilities. But in LMICs, where many births
take place in the home, about 1 in 4 children under age five are not
registered. Of the children who are registered, an estimated 237
million children under age five globally do not have proof of
registration in the form of a birth certificate (Selim, 2019). Some
of the highest rates of neonatal mortality and lowest rates of birth
registration can be found in parts of Sub-Saharan Africa. SDG
targets 16.9 and 17.9 set forth the goals of providing legal identity
for all, including birth registration, by 2030, and supporting
countries to establish robust civil registration systems
(Hereward et al., 2019). The agenda calls for development of
innovative technologies to help reach these targets, however,
experts are calling for caution that new technologies do not
increase the potential for human rights abuses or further
disenfranchize marginalized populations. A lack of adequate
data governance infrastructure across nations threatens the
ability of identity technologies to protect the personal
identifying data of both children and guardians (Privacy
International, 2018; World Bank, 2018; Hug et al, 2019;
Schoemaker et al., 2019).

Continued growth in mobile device and telecommunication
service penetration, as well as a decreasing gender gap in digital
literacy and device ownership in Sub-Saharan Africa has led to a
proliferation of mobile-phone based programs targeting maternal
and newborn health (GSM Association, 2013; Sahay et al., 2013;
Kurth et al., 2015; Sondaal et al., 2016; Rowntree and Shanahan,
2020). In 2019 Kenya reported 51% penetration of unique mobile
subscribers which was up from 29.9% in 2009. The penetration of
mobile internet use in 2019 was 25.8% (GSM Association, 2020).
For the last 10 years, the NeoInnovate Collaborative Consortium
(NCC), a multidisciplinary group of academic collaborators from
multiple universities, has been developing and studying
technologies to reduce preventable newborn mortality in Sub-
Saharan Africa, with a particular focus on Kenya. Employing a
user-centered design approach with end-users in the Moi
Teaching and Referral Hospital system, the NCC built and
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deployed its foundational technology called mobile Helping
Babies Survive (mHBS). mHBS is a suite of mobile phone-
based applications for training, clinical decision support, and
data collection, developed to support health workers in the scale-
up of Helping Babies Survive programs. The applications were
built on the open source DHIS2 platform, which is also the
national health data reporting system in Kenya (Manya et al,
2012). mHBS was developed for Android smart phones using an
iterative process with multiple rounds of user testing (Bucher
et al., 2020). Integration of birth registration and mother/baby
linkage with mHBS/DHIS2 has been an area of interest to the
collaborative as it could allow for tracking of mother/baby pairs to
provide invaluable data on essential newborn care delivered and
newborn health outcomes (Aluvaala and English, 2020).

In 2018, the Kenyan Ministry of ICT solicited stakeholder
presentations addressing opportunities for use of blockchain
technology in Kenya'. In response to this solicitation, NCC
developed a vision for a birth registration and newborn health
technology incorporating blockchain and self-sovereign identity
(SSI) principles, as a proof of concept project called NeoLinkID.
SSI describes the ability of an individual to have ownership of
their personal data and to control who has access to that data,
without the need for centralized infrastructure, or any control or
authorization by any third party (Allen, 2016). Acknowledging
that blockchain-based technologies were gaining increasing
attention in a landscape of poor global data governance
infrastructure, the project was envisioned as an opportunity to
understand how the SSI approach can offer additional data
protection from within the context of the centralized birth
registration process in Kenya and the challenges involved in
integrating the SSI layer into the existing system.

A partnership with the Evernym ID for Good accelerator?, and
support of Google Summer of Code’, enabled NCC to rapidly
develop a prototype that will allow end-user feedback on the
feasibility and acceptability of this technology approach with both
health workers and families in a facility-based birth registration
use case in Kenya. While the majority of unregistered Kenyan
births take place in the community, the technology platform’s
heavy reliance on connected environments made it clear that
development for community settings would not be possible at the
outset. However, developing this technology would allow for
study of other possible benefits of this approach, such as
facilitating privacy preserving digital linkage with the national
birth certificate acquisition process, contribution of aggregate
newborn health data to vital statistics and public health via
DHIS2 integration, and linkage of mother-baby pairs for
health tracking via a mobile personal health record for
newborns held by guardians. A different research team within
NCC is currently working to develop a solution to work in
environments with limited internet connectivity.

'https://ict.go.ke/taskforce-on-distributed-ledgers-and-artificial-intelligence-
presentation-schedule

*https://www.evernym.com/identityforgood/
*https://summerofcode.withgoogle.com
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FIGURE 1 | Kenyan birth registration process.

2 KENYAN CONTEXT: BIRTH
REGISTRATION AND DIGITAL INNOVATION

Currently, the neonatal mortality rate (NMR) in Kenya is 21/
1,000 (UNICEF*); the SDG NMR target, by 2030, is 12/1,000.
Despite significant changes in the health system over the past few
years, including devolution to the County level (Barker et al.,
2014), and elimination of user fees for facility-based births, rates
of maternal and perinatal mortality have remained stagnant
(Kunkel et al., 2019; Gitobu et al., 2018). The current birth
registration rate in Kenya is 67%, with rural areas having 61%
coverage, and urban areas at 79%’. However, rates as low as 20%
and as high as 90% have been documented across regions (Gelb
et al., 2016). In one study published in 2014 about half of the
participating Kenyan children had birth certificates, with
participants in urban areas more likely to have birth
certificates than in rural locations (Apland et al., 2014).

In Kenya, as in many other LMICs, birth registration is a
process by which “informants” who include health workers in
facilities (primarily midwives), and assistant village chiefs/elders
in the communities, acting on behalf of the Civil Registration
Department (CRD), interact with “guardians” (primarily mothers
and fathers) in order to provide documentation of birth for both
the guardians and for the health and civil registration systems
(Figure 1). Informants verify the parents’ identities via legal
identity documents and document birth details and other
background information as required by Form B1°. Informants
are legally authorized and obligated to do this in relation to their
role as health care providers and assistant village chiefs/elders.
The issuance of a birth notification document, which is the top
portion of Form B1, by the informant to the guardian is the first
step in birth registration. The remaining part of the form is sent to
the local office of the CRD which allows for the birth to be
counted in vital statistics. When parents take the next step of
applying for the birth certificate at the local CRD office, they are
required to present the birth notification document, which will be

*https://data.unicef.org/country/ken/
*https://data.worldbank.org/indicator/SP.REG.BRTH.ZS?
end=2014&locations=KE&start=2003&view=chart
°http://forms.co.ke/forms/41_Birth_Acknowledgement-of-Birth-Notification-
For-Parents_Form-B1.pdf

matched with the lower portion of the form submitted by the
informant (Apland et al., 2014; MEASURE Evaluation, 2014).

Without a birth certificate, Kenyan parents may not be able to
access services, ranging from health insurance to education,
which would ensure a thriving childhood. The birth certificate
is helpful but not required to obtain the current form of national
ID (Apland et al., 2014). However, lacking a birth certificate can
be a profound threat to children during periods of conflict or
forced migration, and a life-long barrier to accessing essential
services such as voting, obtaining a passport, opening a bank
account, and mobile phone ownership which enables access to a
growing range of essential digital services (Apland et al., 2014;
Selim, 2019).

The barriers to birth registration are complex. Although there
are common themes across countries and geographic areas, these
barriers are also highly contextual. Over the last 20 years there
have been multiple initiatives aimed at strengthening the Kenyan
civil registration system including research and targeted
interventions aimed at specifically understanding and
ameliorating the barriers to birth registration. (Apland et al,
2014; MEASURE Evaluation, 2014; Gelb et al., 2016). Barriers fall
into several categories including:

1. Lack of awareness regarding the importance of birth
registration and obtaining a birth certificate.

2. Physical and situational difficulties contribute to the inability
to complete the multi-step process. This may include traveling
long distances to the registration authority and fear of penalties
for late registration, which in Kenya can include not only
monetary fees but prison time. Additionally, language barriers
or illiteracy, or parents not having the personal identity
documents required for registration, such as in the case of
refugees or stateless groups, can also be contributing factors.
There are also cultural beliefs within some groups that are not
aligned with registering newborn births.

3. Discriminatory laws and practices which prohibit certain
groups of people from accessing birth registration based on
race, ethnicity, religion, gender, or other characteristics. This
can include officials requiring bribes to process applications.

4. Inadequate staff and infrastructure to perform birth
registration efficiently, as well as negative attitudes of some
registration workers (Apland et al., 2014; Gelb et al., 2016;
UNHCR, 2017; Kenya Human Rights Commission, 2019).
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Research in Kenya has also found a lack of motivation by
parents to register their children in advance of any particular need
and local officials not placing a high priority on incentivizing
registration (Gelb et al,, 2016). A 2014 study found Kenyan
parents reported high awareness and low practical barriers and
concluded that parents are making a deliberate informed choice
not to pursue birth registration, weighing the cost and benefit.
Suggestions of the researchers included increasing the use of
information and communication technology to impact parental
decision-making (Pelowski et al., 2015). Other interventions have
focused on mass education campaigns, targeted education and
incentivization of community based birth registration including
linking opportunity for registration with other essential services
such as immunization and school enrollment, and introduction of
mobile technology to support the birth registration process
(World Health Organization, 2013; Apland et al., 2014).

Kenya has an extremely active, innovative, and engaged digital
health landscape representing an enabling environment for new
technology. Known as the “silicon savannah” (Schoemaker et al.,
2019), Kenya has led the world in regards to technological
innovations related to mobile banking (e.g, mPESA’),
crowdsourced, decentralized monitoring and reporting
(Ushahidi), and development of vibrant innovation ecosystems
(iHub®). Mobile phone-base health interventions have also
proliferated over the last decade with many focusing on
maternal and child health. However, evidence shows that
many of these interventions have not been evaluated and few
have scaled beyond pilot projects. Additionally, few projects had
been implemented in marginalized areas with more health care
needs (Njoroge et al., 2017).

The Kenyan context also presents myriad challenges for
implementing identity technology including a high proportion
of vulnerable and marginalized populations such as refugees and
other groups of stateless persons, a fragmented identity
ecosystem, increasing reliance on digital services with a private
sector directly connected to the state, and a government with
opaque operations, dense bureaucracy, and a history of
corruption. At the same time, e-Government services are
growing, and the entire health reporting system has been
cloud-based since 2010. The current national debate about a
new form of biometric national ID has brought issues of data
protection to the forefront. The policy landscape related to data
protection is evolving with significant advocacy efforts from
community service organizations and numerous failed
attempts at passing data protection legislation, culminating in
the current Data Protection Act, introduced in 2019, making its
way through the lawmaking process (India, 2013; Gelb et al.,
2016; Kenya Human Rights Commission, 2019; Schoemaker
et al.,, 2019).

“https://techcrunch.com/2015/07/23/the-rise-of-silicon-savannah-and-africas-
tech-movement/
*https://www.dw.com/en/finding-digital-solutions-to-local-problems-kenyas-
innovation-scene-is-no-one-hit-wonder/a-47119339-0
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3 USE CASE: TECHNOLOGY DESIGN AND
DEVELOPMENT

3.1 Self-Sovereign Identity Background

SSI is built upon well established cryptography techniques
(Preneel, 1994) where a securely held private key is used to
sign documents, while a complimentary public key can be used to
verify the signature and that the document has not been tampered
with. Researchers have developed mechanisms (Sporny et al.,
2019) for organisations and individuals to issue signed credentials
to other parties, where each is identified by a unique decentralized
identifier (DID). In this way, any party attesting something about
another party can declare and sign their claim, using their DID
and cryptographic protocols. The signed document is known as a
Verifiable Credential (VC), and is held by the subject of the
credential, or in the case of a child, by a guardian. At a later date,
when the holder of a VC needs to enter into a transaction, a
service provider can request proof of their status or entitlements.
The holder of the credential can generate a Verifiable
Presentation containing assertions from the VC document, to
provide cryptographically verifiable proof of the claims being
made. A level of privacy is provided by the principle of Selective
Disclosure, which allows VC holders to provide presentations
containing only selected elements of credentials, so that they
retain control over the data shared in any individual transaction.
These data models and protocols are implemented in software
toolkits, which can be used by third party developers to add SSI
capabilities to their solutions. The Sovrin network provides the
foundation for many of the toolkits, including the Evernym
platform adopted here, and uses the public-permissioned
Hyperledger Indy blockchain ledger to keep a permanent and
immutable record of the DIDs of public agencies, along with
credential schemas. No personal information is written to the
blockchain (Kondova and Erbguth, 2020).

3.2 Modeling Birth Registration Processes
as an SSI System

Prototype design and development was preceded by a research
phase including a literature review and interviews with Kenyan
facility-based midwives to understand the current birth
registration process. A set of personas representing the two
groups of end users-guardians (parents, primarily mothers)
and informants (facility-based health workers, primarily
midwives), were developed. A high level use case description
based on these personas was conceived and then evolved into user
stories describing the workflows for the two applications.
Assumptions regarding the selected context and users include
consistent mobile device access with the possibility of shared
devices, English language literacy, technology literacy with
Android smartphones, reliable connectivity, and adequate
mobile data. Interactions between informants and guardians
were considered to take place at the facility where the birth
occurred prior to the mother/baby dyad’s discharge home. The
prototype represented the process of creating a digital “copy” of
the birth registration process alongside the current paper-based
process. Personas for the roles of informant and guardian in the
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TABLE 1 | Credentials developed for Prototype.

Credential Issuer Holder
Informant CRD (research team) Informant
Identity verification Informant (for CRD) Guardian
BND Informant (for CRD) Guardian
Link credential Informant (for CRD) Guardian
BCG vaccination Informant (for CRD) Guardian

community-based birth registration process were also developed
to illustrate the challenges of extending this technology approach
to those populations who may have lower language literacy, less
proficiency with smartphones, unreliable connectivity, and less
consistent device and data access.

Designing systems to use decentralized SSI protocols involves
developing an understanding of the participants of the system in
the real world, their differing goals, and the interactions and
dependencies that they have on each other to fulfill those goals. In
previous work (Barclay et al., 2020) the authors introduced an
application of the iStar (Yu, 2011) conceptual modeling
framework as a method of describing the actors and their
interactions in an SSI system, in the context of the birth
registration process. In order to meet their goal of “Get Birth
Certificate”, a newborn’s guardian needs to receive a copy of the
birth notification document (BND), which is issued to them by
the informant. The prototype required that the informant issues
the BND on provision of a suitable proof of the guardian’s
identity. In a deployed system, this type of requirement would
be a government policy decision, and the technology would be
adapted to meet the needs.

3.3 Architecture
The NeoLinkID prototype adopts three participant roles—CRD, as
the credential issuing authority (and represented by the research
team in the prototype design); the informant, or health worker; and
the guardian, as the recipient and holder of the credential. In
interactions, the informant is considered to be a representative of
the CRD, which manifests in the architecture as the informant
requesting the CRD to issue credentials. Credentials developed for
the prototype include a credential to record that the informant has
checked the guardian’s identity, the BND and a linking credential
which creates mother-baby linkage, as detailed in Table 1.
Issues related to the SSI concept of “guardianship™ were not
addressed in credential development, but rather, the Link Credential
was built to provide a mechanism to study context for the
development of a local guardianship framework. Verification of
credentials was not addressed in the first iteration but the design
process allowed for considerations of various verification scenarios.
In the prototype system, the informant is issued with a mobile
web application which accesses a server operated for the CRD.
The server integrates with the core SSI platform, which provides
verifiable credential structures, and populates and issues credentials.
The informant’s web application provides forms to collect

*https://sovrin.org/library/guardianship-white-paper/
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Notes

Allows informant access to system (not implemented in prototype)
Asserts that guardian’s identity has been verified

Birth notification document (one for each child)

Forms a connection between the guardian and each newborn
Sample of one vaccination as a credential given to each child

Guardian
Smartphone App

3. Scan QR Code

Informant
Mobile Web App

1. Request
Connection

2. Return
QR Code

4. Make
Connection

6.Issue
Credentials

5.Request
Credentials

Researchers in role of
Civil Registration Department
(CRD)

Server

FIGURE 2 | Interaction flows between the participants in the system.

information about guardians and newborns, and then requests
the CRD server to sign and issue credentials to the guardian. An
Android smartphone application was developed to receive and hold
credentials for the guardian. No direct connection is established
between the informant’s web application and the guardian’s
application. The informant’s application provides data to the
server to populate and request credentials to be sent to the
guardian’s application. An informant will meet with many
guardians during the course of the day. To issue credentials to
the correct guardian, the informant application creates a connection
between the server and the guardian they are currently meeting by
presenting a QR code to be scanned by the guardian. When the
appointment finishes the informant ends the session, and the
connection is removed. The informant’s application displays
forms that are populated with the guardian and used to generate
and issue credentials. The server sends credentials directly to the
guardian’s mobile application, where they are stored for later use.
Figure 2 shows the handshaking and credential issuing process flows
and the interactions between the three participants. Screenshots of
the applications developed for the informant and the guardian are
shown in Figure 3.

4 DISCUSSION

The goal of the project was to develop a prototype modeling the
first steps of birth registration using SSI concepts that would allow
the team to obtain user feedback from health workers and parents
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Sex
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Type Of Birth
Single
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FIGURE 3 | Mobile applications for informants and guardians.

related to the feasibility and acceptability of an SSI-based
technology approach for facility-based birth in Kenya.

Building on the Evernym SSI platform lowered the barrier to
delivering an initial prototype capable of demonstrating a
complete interaction between the issuer and holder of
credentials. The project team also de-risked delivery, by
adding a simulation mode to the prototype, which used
representations of transitions between the applications to
present pre-loaded credentials to the user of the guardian
application. Ultimately, this has proven to be useful, as the
COVID-19 pandemic resulted in an unexpected delay for the
planned participatory design and user feedback activities in
Kenya. The simulation mode in the applications will enable
researchers to introduce the application and its operations to
facility staff remotely, prior to any future facility-based user trials
being conducted. The use of simulations for the SSI interactions
was not considered prior to the project inception, but will be
considered in future work, as this technique has been found to
provide an efficient way of demonstrating concepts and
interactions. The development process which has been utilized
also allows for understanding of technology issues that, in turn,
can guide future research, as described below.

4.1 SSI Within the Kenyan Healthcare

Context

The prototype was developed as a standalone system, which
enabled the team to focus on the SSI architecture and
technology. Any practical future deployment will require
integration into existing healthcare and civil registration
technology systems for successful adoption, as shown in
Figure 4, with a need for integration between the
credentialing system and existing DHIS2 framework utilized
by the Ministry of Health, as well as digital CRD systems. In

this scenario, a mobile application would be used by informants
to collect information about newborns from parents and
guardians, which would be integrated into the centralized
DHIS2 system. A digital copy of the BND would be issued to
guardians, to maintain on their smartphone. The guardian would
be able to use this digital copy of the BND when they needed to
provide proof for any reason. A claimed benefit of holding the
digital copy in a self-sovereign identity-based system would be
that the guardian has control over access to their data, and can
share it as needed. Selective disclosure means that the guardian

Ministry
of Health

Informant Guardian

Personal Health
Records (PHR)

SSI Server

Civil Registration
Department (CRD)

FIGURE 4 | The prototype in context as part of a larger infrastructure.
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would, theoretically, have control over which parts of the digital
document were shared with third parties. The decentralized
architecture of the SSI system implies that presented
credentials, when used in a SSI ecosystem, could be verified
without the CRD having knowledge of the circumstances. This
proposed architecture, however, does not eliminate the need for
central databases held by government agencies, which can pose
risks to human rights given lack of data protection frameworks
(Dixon, 2017); however, it may provide greater privacy at the
point of transactions.

The current prototype has two applications, one for the
informant and one for the guardian, as shown in Figure 3. In
a future deployment, the informant’s application would need to
be integrated with the existing mHBS application suite, which is
already in use and familiar to the health worker community. User
studies undertaken with the prototype system will help to identify
the most effective point of integration with the mHBS app, such
that it could be most efficiently adopted into the health worker’s
workflow.

The guardian’s application was developed for use by parents
and other guardians, and uses the guardian’s own smartphone to
receive and store credentials issued by the informant. This
reduces the cost of deployment of the NeoLinkID prototype,
but places a burden onto users to provide the necessary
equipment, and to be comfortable installing the software onto
their own devices. It is clear that this approach will not be
applicable for those areas of Kenya that currently have lowest
birth registration rates, however, it is possible that this approach
could improve birth registration rates among smartphone owners
who are a large and rapidly growing segment of the population
(Rowntree and Shanahan, 2020). Typically in an SSI deployment
this application is based upon the metaphor of a “wallet,” and uses
concepts of credentials and proofs. The NeoLinkID use case
presents an opportunity to provide an application more suited
to its target audience, and to research language and metaphors
that could be readily adopted by that community. The future
vision for this application is a personal health record design
modeled on the paper Mother and Child Health Booklet currently
used in Kenya. The World Health Organization (WHO)
recommends the use of home-based records, as a complement
to facility-based records, for the care of pregnant women,
mothers, newborns, and children (World Health Organization,
2018). Adopting an SSI-based solution as part of nascent personal
health records systems'®'! has the potential to provide data
security and privacy to parents and guardians, such that they
are able to hold a cryptographically secured copy of their health
data which can be used without involvement of a centralized
authority.

4.2 ldentity Verification and Authentication

In the NeoLinkID prototype, informants are required to check the
identity of a guardian against existing identification, e.g., a

"https://news.vumc.org/2017/11/16/teams-mobile-app-helping-healthcare-
workers-in-africa/
""https://www.muzima.org/
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photographic identity card. This identity source is referenced
by its unique identifier in the “Identity Checked” credential, so
that it can form a link between the credential and its holder, and
can be used to provide proof that the credential is being
legitimately presented. A credential is also issued to verify the
birth of the newborn, based on the witness account of the
informant. A further credential links the guardian and the
newborn, and contains identifiers from both the guardian’s
identity credential and the newborn’s credential, to form an
inextricable connection between the two.

Authentication processes are needed to ensure that a
verified identity is subsequently presented by the authorized
person, i.e., that the presented identity matches the person. In
a credential-based system, the verifying party needs to have
assurance that credentials are being presented by the correct
party. The prototype highlighted particular concerns about
providing identity assurance where a phone is shared by
multiple users. Any practical system would need to ensure
that an application storing credentials is protected from
unauthorized use with login protection, so it can only be
accessed by the user of the phone that the “wallet” app
belongs to, and provide assurance that the presenter of the
credential is the authorized party.

For mother and baby pairs, authentication would be necessary
to show that both the mother and the baby being presented match
personal identifiers in their credentials. An architecture can be
designed to include a biometric identifier within a credential, and
used to authenticate the presenter of the credential (Hardman
et al,, 2019). This could be developed in a decentralized manner,
without requiring a national or centralized biometric service, with
the biometric template being used solely to verify the presenter of
the credential. Formally, verification should be matched to
identified assurance levels, as defined by national and/or
international standards, though this may be complicated in
some countries. The biometric mode must be carefully chosen
with consideration for its specificity in newborns. The use of
biometrics for newborns has not been widely studied and is a high
priority research topic for this use case. The authors are exploring
the possibility of applying iris recognition methods adapted to
newborn eyes, due to demonstrated long-term stability of iris
patterns. A slight drop in similarity between iris images as a
function of time between enrollment and verification has been
demonstrated by various research groups (Baker et al., 2009;
Czajka, 2013). The impact of these observed time-related
fluctuations on commercial iris recognition systems has been
found, however, less important than other factors contributing to
potential degradation of recognition reliability, as demonstrated
by NIST in their IREX VI report (Grother et al.,, 2013). The
research to fully understand iris aging is ongoing.

4.3 Interoperability and Open Source

Robust interoperability and open source development are
critical elements of scalable health technology for LMICs'?.
It is an ongoing requirement for the SSI community at large

https://id4d.worldbank.org/principles
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which has led to development of open standards by W3C and
non-profit organizations such as the Decentralized Identity
Foundation and the Hyperledger Foundation, who are
collectively bringing interoperability to the top of their
agenda'’. As well as open standards, open source
implementations of these protocols are also becoming
increasingly ~available'*. Future NeoLinkID work will
prioritize open standards, open source development, and
interoperability of credentials as criteria for platform
selection. Since mHBS and NeoLinkID are being incubated
under the open source community of LibreHealth, there is an
additional opportunity to leverage the expertize of the DHIS2
and OpenMRS developer communities to explore integration
of SSI-based birth registration with both of these health IT
platforms which have been adopted at the national level in
Kenya.

5 CONCLUSION

The NeoLinkID project has successfully developed an SSI-
based prototype modeling the first steps of birth registration
based on the Kenyan process, using a personal health record
approach to store information about newborns and their
guardians. This development phase has provided some
initial insights into the possibilities for improving data
privacy, security, and portability, as well as the possible
limitations of a decentralized approach to birth registration.
The next phase of this work will be a feasibility, acceptability,
and user design study, conducted virtually with Kenyan nurse-
midwives. This paper represents an initial body of contextual
knowledge for SSI-based birth registration in Kenya. SSI
protocols continue to evolve and platforms and
implementations are immature, presenting challenges for
technology adoption outside of research and proof-of-
concept deployments. Areas of high priority for research
include authentication and verification, particularly
integration of newborn biometrics, as well as integration
with DHIS2 and the local framework for guardianship.
Increasing access to birth registration is a critical part of
improving the survival and health of Kenyan newborns
(Malqvist et al., 2008). Creating user-centered systems for
birth registration that prioritize data protection and selective
data sharing could mitigate some of the inherent risks and
barriers of the birth registration process for segments of the
Kenyan population. The experience of adapting SSI technology
for this use case has illuminated multiple challenges that
warrant further research for applying SSI to birth registration
in Kenya and other LMIC settings. Effective solutions will
require detailed understanding of the specific local context.
Systems interoperability will be critical in order to derive
benefits of this technology for increasing both birth
registration rates and birth certificate acquisition, as well as

“https://identity.foundation/interop/
"*https://github.com/decentralized-identity
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the quality of data available for public health and vital statistics
(Labrique et al., 2018; Wang and De Filippi, 2020). Research on
SSI for birth registration should target the diverse local
stakeholders whose collaboration will be essential for
deployment success, including registration, justice, health,
statistics, and civil society, as well as a broad representation
of parent, family, and community stakeholders (AbouZahr et al.,
2015). Investment in SSI-based birth registration solutions for
LMICs should prioritize research to understand the unique
needs and perspectives of all stakeholder groups, particularly
those who are vulnerable to discrimination or exclusion based
on their demographic, health, or political status.
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