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In this article, we discuss a data sharing and knowledge integration framework through autonomous agents with blockchain for implementing Electronic Health Records (EHR). This will enable us to augment existing blockchain-based EHR Systems. We discuss how major concerns in the health industry, i.e., trust, security and scalability, can be addressed by transitioning from existing models to convergence of the three technologies – blockchain, agent-based modeling, and knowledge graph in a decentralized ecosystem. Each autonomous agent is responsible for instantiating key processes, such as user authentication and authorization, smart contracts, and knowledge graph generation through data integration among the participating stakeholders in the network. We discuss a layered approach for the design of the proposed system leading to an enhanced, safer clinical decision-making system. This can pave the way toward more informed and engaged patients and citizens by delivering personalized healthcare.

Keywords: EHR data, blockchains, knowledge integration, knowledge graphs, agent based modeling, data sharing, smart healthcare


INTRODUCTION

Information for a given individual comprises many aspects, such medical history, genetic issues, medications, vital signs, immunizations, surgeries and progress reports, laboratory data, radiology reports, drug allergies, etc. This information is scattered across various healthcare service providers and the challenge is to integrate the necessary data and knowledge from these diverse organizations to improve the interoperability between different discrete functional entities in the whole healthcare ecosystem. This has the potential to reduce medical errors caused by issues of incompleteness in traditional EHR (Capece and Lorenzi, 2020; Tandon et al., 2020) systems.

Daraghmi et al. (2019) has proposed a cloud-based solution to address the interoperation among the stakeholders but the system has the limitation of uploading the documents manually in the data streams. The government of Estonia has deployed blockchain based Estonian National Health Information System (ENHIS) (Heston, 2017) that provides a patient platform named “My E-Health” for sharing medical records in the form of digitized data and accessible to hospitals, doctors, governments and patients. To secure the privacy of the health information on the network, healthcare professionals are issued with a personalized identification card which can be read only by a specialized device, thus blocking any alternate means of logging and accessing the network. While it is not mandatory to use ENIHS for “My E-Health,” it is a regulation in Estonia to upload all the data in the private EHR on the EHNIS portal to ensure a centralized data repository when needed. For instance, if a patient performs an X-ray of any body organ, the respective data on the remote EHR will be uploaded to the EHNIS account of the patient so that it is accessible in some other healthcare center when needed1. However, some issues identified by healthcare professionals in this deployed system were lack of quality data and the need for a more user-friendly interface.

We augment the existing deployed blockchain (Nakamoto, 2009) based healthcare systems by proposing the integration of knowledge graphs and autonomous agents with blockchains for facilitating sharing of EHR records. This will permit the patient to control access to their records and knowledge graphs by giving different types of permissions for the various stakeholders in the network (Medicalchain.Com, 2018). Furthermore, by incorporating agent-based modeling the key processes of the system are automated by creation of agents at different layers for embedding protocols that will adhere to the Patient Access Final Rule2 that will take effect from July 1, 2021. Patient Access Final Rule is a patient-centric rule in the healthcare system allowing the administrators to give access to the patient data when they require it. This rule facilitates the interoperability among stakeholders as well as delivers access to patient health information.

The integration of data achieved through automated agents will model the knowledge in the form of a semantic knowledge graph and, with the knowledge integration, a global knowledge base will be established to describe the related resource and data sharing regulation. Data integrity will be achieved by incorporating a referential matching technology which will ensure uniqueness among all the network users (here, user refers to different stakeholders within the blockchain network) as well as provide access to the network. Through blockchain's consensus mechanism, the consensus on the knowledge can be achieved by a secure and flexible communication process and supported by multiple agents and smart contracts. The agent-based modeling leads to the automation of key processes of the framework. The various functionalities contained in commercial health record systems will be incorporated in our proposed system through agents which will be stored separately on discrete nodes of blockchain.

In our framework, we store the data and knowledge separately. The knowledge shared with all stakeholders only includes the necessary information of accessing the data but it doesn't maintain and include the corresponding data copy itself. The data and related functional tools will be developed and maintained by the corresponding stakeholders locally, while the knowledge will describe the way of using these resources through the blockchain. By sharing the knowledge on blockchain, we protected the consensus of data sharing and led to trustworthiness among stakeholders. Moreover, linkage of knowledge graph databases with Resource Description Framework (RDF) stores will lead to scalable architecture optimized for speed, leading to fast transactions with ultra-high parallelization, giving high throughput even as the data grows. The different components of the proposed framework such as blockchain and knowledge graph (KG) will pave the way to deliver a sustainable and highly secured solution in a decentralized and highly dynamic environment.

The proposed framework can also be helpful to integrate knowledge for various current AI-based or data-driven applications, such as Covid-19 tracing apps which are in line with European Union's (EU) data protection rules (Van Der Sloot et al., 2019) thus ensuring privacy. By providing a common semantic description and customized data regulation policies, the heterogeneous data collected from these applications can be interpreted and shared by others. Such cross-platform knowledge can improve the power and efficiency of the corresponding applications and also holds the promise of a comprehensive view that may be derived from sharing data. For example, through providing knowledge derived from all related shared data, a data-driven diagnosis approach could serve to identify the severity of patients' current health condition, their underlying conditions, their allergy information and their past clinical as well as mental health history, which, when merged with the information from the various Covid-19 tracing apps (Julienne et al., 2020; Morley et al., 2020) can effectively lead to safe decision making.

Digital twin simulations can also use such data sharing to perform predictions based on a particular patient profile. Moreover, complicated decisions often depend on efficient data sharing crossing multiple stakeholder's platforms; for example, the prioritization of various population groups for vaccination programs, or safeguarding the frailest and most vulnerable in society by dedicating or identifying potential isolation areas for advanced caretaking resource planning. This can be done both in terms of personnel and administrative resources, as well as critical resources such as ICU beds and high end equipment for better monitoring of patients' condition. Such complex and potentially life-altering decisions need AI applications or experts capable of accessing comprehensive data which usually is not stored with any single stakeholder. By providing interpretable knowledge of all needed cross-platform data through blockchain, our proposed framework can help public health service providers for better preparedness with respect to current and unforeseen future pandemics as well as endemics.



LINKAGE OF KNOWLEDGE INTEGRATION AND AUTONOMOUS AGENTS WITH BLOCKCHAIN


Permissioned Blockchains

Permissioned blockchains differ from public and private blockchains as they have an additional blockchain security system, which maintains an access control layer to allow certain actions to be performed only by certain identifiable participants, such as the adding and validation of transactions. Similarly, transactions can only be viewed by nodes that have been given access; permissioned blockchain examples include Corda (Brown et al., 2016), Hyperledger Fabric (Androulaki et al., 2018), Multichain (Greenspan, 2013).

Ethereum (Buterin, 2015) can be configured both as private and public blockchain; we use the private version as it is possible to implement permissioning in its application layer. Using Ethereum, we propose to control data access where the system can be configured to generate different dynamic knowledge graphs depending upon the authorization rights validated through multiple smart contracts. For example, a patient may decide to share only medication prescriptions with a pharmacist, dental records with a dental surgeon, etc., or can disclose an integrated knowledge pertaining to a more detailed past history, current medications, mental health history, allergy conditions, and medications, genetic disorders etc. Hence, a patient always controls different views of their own data (privacy) that can be shared among different stakeholders. The level of access control will be achieved according to the FHIR 4.0.1 standard of data exchange.



Knowledge Graph

Knowledge Graphs (KGs) are a powerful data science technique to mine information from diverse data formats (Ehrlinger and Wöß, 2016; Afanasyev et al., 2019). It can be regarded as a knowledge base used by diverse AI programs to enhance their understanding and learning efficiency with information gathered from a variety of sources (Fensel et al., 2020). A KG provides a graph-structured topology to organize data and it can present interlinked descriptions of its entities, i.e., objects, events and situations, as well as abstract concepts with free-form semantics. With this feature, a KG has the ability to integrate diverse data into a common format.



Ontology Based Knowledge Representation

An ontology means a representation, formal naming and definition of the various categories, properties and relations between the concepts, data and entities that make one, many, or all domains of discourse (Gayathri and Uma, 2018). The Resource Description Framework (RDF) (Tripathi, 2001) is a family of World Wide Web Consortium (W3C) specifications originally designed as a metadata data model. In the RDF model, a semantic triple, or RDF triple, or simply triple, is the atomic data entity. As its name indicates, a triple is a set of three entities that codify a statement about semantic data in the form of subject–predicate–object expressions. We propose to use Neosemantics as a linked toolkit for Neo4j and RDF-linked data ontologies to extract knowledge from data before converting it into a semantic KG. The agents can be programmed to extract knowledge from data and convert that knowledge into semantic triples which it then stores in a hierarchical KG. These will be integrated to provide ontology-based background knowledge about the medical domain in the proposed framework.



Agent Based Model (ABM)

An agent is a computer program that can adapt to a certain kind of environment and is capable of autonomous actions to meet its designed objectives (Bolliger, 2006); multiple agents can cooperate on collective and complex tasks. When a distributed system needs to synchronize its behavior with multiple entities, an agent-based approach is general and powerful (Niazi and Hussain, 2011) as it enables complex interaction between different stakeholders. The dynamic consensus of the system arises from the interaction of agents whereby the behavior of the agent is determined by the common cognitive structure. In addition, the ubiquity and multilateral view of the agents results in a larger vision and often offer a better overall result in terms of quality.

In many recent research projects, using agent-based systems to help the blockchain application has been proposed (Kaligotla and Charles, 2018; Pinheiro et al., 2018; Braga et al., 2019). The data-sharing processes of our framework are defined by the knowledge from hierarchical knowledge graphs. The top level of knowledge concerns the profile of each stakeholder, the corresponding permission credentials and the types of interaction between stakeholders. This knowledge is stored on the global KG, which is shared with all stakeholders on the blockchain.

In this study, the role of stakeholders is corresponding to the particular type of users in the data-sharing framework. For instance, the possible roles can be patient, doctor, pharmacist, lab researchers, and so on. An individual user may have multiple roles, as someone could be both a patient and a doctor at different times, but each of the roles has a unique way of sharing and regulating their own data. This means the users need to create a particular schema of data for each of their roles even if it may point to the same local data. For example, a user who is both a patient and a doctor would likely have the same personal name for both roles. Each given role of possible stakeholders has to comply with the consensus on blockchain, but the individual user also can customize data regulation rules based on the given template and functions. All these data schema setting descriptions will be packed into the local KG which will be updated as a node on the global KG. Through this, each user will control the view of their data under the particular role of stakeholders in data sharing.

Each stakeholder can develop its own local knowledge at a lower level and subsequently update any sharable knowledge, which includes setting the related smart contracts (Bhargavan et al., 2016; Knecht and Stiller, 2017; O'Connor, 2017), agents that can manipulate the knowledge on the hierarchical KGs, and any data descriptions into the global KG. All updated knowledge from stakeholders will be regarded as transactions on the blockchain and all such knowledge will then be processed by integration agents into the global KG, before broadcasting the update to all nodes in the network.

After the stakeholders have approved the new transaction, the new principles and knowledge will be updated and confirmed on the blockchain. Based on the corresponding permission credential, each stakeholder may receive a different updated version of KGs and that gives a hierarchical structure of the KG. However, for common global knowledge, all stakeholders always keep a compatible version on the blockchain. For different transactions, the system will activate different agents to respond.

The agent-based modeling of the proposed framework will lead to the automation of certain key processes, such as integrating knowledge from different databases at the data integration layer, establishing consensus-oriented communication and regulation at the data transaction layer, and generating semantic knowledge graphs at the data security layer as shown in Figure 1. When a user submits an application or request, the corresponding agents on the client side will be activated by the behavior of users and start to collect the data from its accessible local dataset. After reading the data from datasets and users, they decide if there is a need to make a transaction. If so, the corresponding agent will extract knowledge from the data and convert it into semantic triples.


[image: Figure 1]
FIGURE 1. Hierarchical data sharing framework illustrating autonomous agents at different layers such as DIA, DTA, and DSA responsible for implementing key system functionalities leading to data integration, smart contracts, and knowledge graphs.


Such semantic triples can describe the context and entities that are related to the corresponding transaction. In our proposal, the semantic triples will be encrypted and packed into a blockchain transaction with the signature of agents. The transactions will be broadcasted to all nodes on the blockchain and verified with these nodes. A Practical Byzantine Fault Tolerance (PBFT) (Castro and Liskov, 2002) algorithm can ensure congruence of every transaction. PBFT is the recommended consensus mechanism for strongly secure domains such as healthcare to help avoid any system failures.



Layered Implementation of Proposed Approach

The layered approach of the proposed system (see Figure 2) adheres to universal standards followed in the healthcare ecosystem. The application layer is responsible for collecting data from multiple sources which will be represented by the standard vocabulary terms according to Systematized Nomenclature of Medicine - Clinical Terms (SNOMED-CT) (Lee et al., 2014). These nomenclatures will be embedded in the data transaction agents responsible for initializing and establishing smart contracts among various stakeholders of the ecosystem. The Health Insurance Portability and Accountability Act (HIPAA) protocol, designed in 1996 (Institute of Medicine (US) Committee on Health Research the Privacy of Health Information: The HIPAA Privacy Rule et al., 2009), caters to the possibility of patients predefining a set of records that may be shared amongst clinicians in the event of them being unconscious or otherwise rendered incapable of granting permissions.


[image: Figure 2]
FIGURE 2. The protocols responsible for accomplishing linkage among blockchain, agent-based modeling, and knowledge graph in a layered architecture.


The agents of the system are embedded with instructions to carry out this protocol so that, in such scenarios, they will automatically initiate a session on behalf of the patient and attend clinicians to enable data sharing. The interoperation among stakeholders would be achieved through embedding the data integration agents with the protocol rules as specified in Fast Healthcare Interoperability Resources (FHIR) (Walinjkar, 2018). Access to the permissioned Ethereum network would be authenticated through by OpenID Connect3 to ensure the sharing of data for a specified limit of time with a token-generation system which will be further automated by multi-agent systems. The transactions as submitted and confirmed on blockchain will be immediately accessible to the patient by the nodes in the network. Unauthorized access of data will also be stored in audits to keep track of any malicious access. All these events occur at the transaction layer. The data sharing will follow either the General Data Protection Rule (GDPR) for European continent and HIPAA for the United states of America.

These protocols will enable the stakeholders to implement sophisticated data sharing transactions. The data accessing regulation, approaches and format can be customized by the stakeholders and the concrete application will be implemented, respectively as it is described on knowledge by smart contracts. For large data sharing issues, the storage cost could be shared based on the consensus between the potential customers who are the users who request data. Such consensus can be reached through negotiation of stakeholders and this negotiation process will be also updated as transactions on blockchain. Once consensus is reached and approved by all stakeholders, it will be implemented by the corresponding smart contracts and programs. The framework only provides users a platform to reach the consensus and protect data sharing between stakeholders.




DISCUSSIONS

Integration of blockchain with KG driven by automated agents make the proposed system robust with multi-layer security offering the following enhanced features:

• Data sharing: Derivation of KGs by automated multi-agent systems makes data sharing possible while maintaining data security and confidentiality. The KG only extracts the relevant data related to the patient transaction while the multi-agents are responsible for maintaining authentication, authorization, and integration.

• Three-fold security architecture: The proposed system ensures 3-fold security validations of the patient data along the three tiers of the framework.

∘ Encryption of data: The data stored in off-chain storage or centralized cloud is encrypted with the private key of the patients, ensuring they have full access to and rights over their personal data. The encryption also ensures the data cannot be accessed even if the network is hacked. Only the partial details will be available to the hacker as only the index is stored on the blockchain. For viewing the data, only a patient's ID and permission will be needed to access the data.

∘ User authentication: The authentication mechanism is designed to establish a connection between different stakeholders, and they are validated through smart contracts. The smart contract verifies permissions through an access control list defined at the configuration level which maintains a database of valid unique identifiers of all the stakeholders participating in the network.

∘ Session integrity with smart contracts: The transaction details between patient and healthcare provider are stored in the form of smart contracts in the off-chain storage with encryption that can only be accessed with patient's consent.

The proposed system will augment or interact with existing information technology systems that perform gatekeeping (such as firewalls, user authentication systems) and there are critical third-party programs that perform these functions. The proposed model can easily be converted to a business architecture with the introduction of assets or incentive mechanisms (Bierer et al., 2017) in the network. Possible incentive mechanisms in our proposed systems could be any or all of the below:

• Generation and validation of quality data: Various sources of data like the use of smart apps related to healthcare tracking can help in generation of quality patient data to upload on the network. The data generated will be validated using algorithms such as information entropy (Xiaoyan et al., 2019) to measure the usefulness and uniqueness of the shared information. If the quality of data meets the prescribed standards, the patient can be incentivised by issuing tokens or credits on insurance policies.

• Fast retrieval of stored data: The efficiency of the nodes to retrieve the data when needed, following the Proof of Retrievability (PoR) (Ren et al., 2018) will be directly proportional to the number of credits or tokens earned by the node.

In this article, we present a framework that uses an agent-based system and a KG to improve customized data sharing using blockchain. This proposed framework provides a potential interdisciplinary solution for data sharing in healthcare. Due to the high sensitivity, privacy, and complexity of health records, sharing data among multiple healthcare stakeholders is very challenging, but important to implement. Our proposed framework has the potential to provide a safe and secure sensitive EHR data sharing by allowing distributed storage. Here each owner customizes data accessing policies. The system can thus be configured to provide a secure, efficient, transparent, and tractable data sharing schema with multiple stakeholders through blockchain. With the high Byzantine fault tolerance and agent-based knowledge integration, the discussed structure will show a great robustness, flexibility, and extensibility for the general EHR data sharing under a complicated context.

This paper provides a promising solution for data sharing in healthcare that is broad enough to be useful for data sharing tasks in other sensitive domains. The proposed framework has the potential to overcome challenges in the current healthcare system and help to extend the efficiency of the system by sharing the data and knowledge safely. This will be especially helpful to society when confronting significant public health issues such as the Covid-19 pandemic. The trade-off between privacy, security and efficiency is an increasingly important balance for modern society, however, with this framework, we introduce a patient-centric model to enable data interchange among all stakeholders of the health ecosystem, which could enable collaborative clinical decision-making in telemedicine and precision medicine.
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1https://e-estonia.com/solutions/healthcare/e-health-record/

2https://www.cms.gov/Regulations-and-Guidance/Guidance/Interoperability/index#CMS-Interoperability-and-Patient-Access-Final-Rule

3Recordon, D., Fitzpatrick, B.: OpenID Authentication 2.0 | Final. (2007) http://openid.net/specs/openid-authentication-2_0.html.
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