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Within the past years, enterprise blockchain solutions were frequently
developed within different industry consortia. In most cases, this resulted in
isolated solutions competing against each other due to similar approaches and
goals. Today, decision makers do not necessarily need to establish entirely new
blockchain consortia, as established ones already exist, and participation is a
considerable way to avoid unreasonable efforts. In this paper, we apply an
iterative literature review to identify different factors relevant for practitioners,
who face the challenge of joining an existing enterprise blockchain consortium.
In a second step, we discuss these factors utilizing supply chain management as
a role model. As a main finding, we propose an evaluation framework for the
purpose of enterprise blockchain consortium analysis. Additionally, we provide
several questions relevant for practitioners during their evaluation stages. With
our evaluation framework we contribute to blockchain research, where -
despite its high relevance - the topic of consortium evaluation has so far
been neglected. We also contribute to research in the field of technology
evaluation by proposing and merging five different evaluation dimensions.

KEYWORDS

distributed ledger technology, blockchain, enterprise consortia, supply chain
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1 Introduction

By their (technical) nature, enterprise blockchain applications are mostly
implemented in decentralized interorganizational settings. Respective collaboration
models vary from partnerships to consortia or joint ventures (Rauchs et al., 2019).
These models are used to enable the initiation of enterprise blockchain consortia and
interorganizational cooperation, not unusually on a coopetition basis (Henke, 2003).
Accordingly, academic literature provides practitioners with recommendations by means
of decision and evaluation frameworks for assessing the usability of blockchain
technology (Lo et al., 2017). But it might not always be necessary to build up a new
enterprise blockchain consortium, as this is not only accompanied by enormous
complexity due to multiple involved parties: in addition, it can be quite difficult to
scale and achieve a corresponding market penetration, particularly for small and medium
enterprises (SMEs) (Ilbiz and Durst, 2019). A possible alternative to establishing a new
consrotium could be to participate in an already existing one. This might be promising
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due to the desired outcome being achieved in a faster and more
efficient way. Likewise, and from the perspective of an existing
enterprise blockchain consortium, new members joining would
also help to scale faster. Considering such a participatory
approach, decision makers face new challenges, as potential
benefits of existing enterprise blockchain consortia in terms of
strategic, technical, but also organizational and social impacts
need to be evaluated (Henke et al., 2020). Additionally, legal and
other jurisdictional questions need to be considered. Whether it
is about an existing blockchain consortium, which can be used
for different use cases' or whether it is about a tailor made
solution designed for a specific enterprise purpose> An
evaluation model considering diverse blockchain specific
criteria is required to support decision makers. Within this
paper we provide insights from different industries, academic
literature and prior research related to supply chain management
and discuss the question:

“Which dimensions and respective factors have to be
considered for the evaluation of enterprise blockchain
consortia?”

The reminder of this paper is structured as follows: section
2 provides detailed information about our unit of analysis.
Additionally, existing approaches for technology evaluation
will be discussed with regard to their suitability for answering
the indicated research question. Based on a gap identified with
regard to existing evaluation approaches, section 3 describes the
applied methods to answer the research question. Section
4 provides an overview on the identified relevant dimensions
and factors for enterprise blockchain consortium evaluation.
Section 5 summarizes the findings and highlights managerial
and theoretical contributions made.

2 Background

2.1 Unit of analysis | Blockchain in supply
chain management as example

Blockchain consortia are a type of strategic alliance among
enterprises that exchange resources, or collaborate in the
development of products, services or technologies (Gulati,
1998; Yuthas et al, 2021). They are not restricted to a
particular blockchain type and may be grounded in different
technical frameworks (Shrestha et al., 2020; Vadgama and Tasca,
2021). Hence, our unit of analysis focuses on enterprise
blockchain consortia in general, including different technical
blockchain types with the following common ground: the
development of inter-organizational blockchain solutions with

1 see for instance: evan.network (https://evan.network/)

2 see for instance: Tradelens (https://www.tradelens.com/)
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multiple involved parties (physical layer) that perform a
blockchain-based information exchange (information layer)
and share a common ledger on transactions, risks, rewards or
else (logic layer) (Smits and Hulstijn, 2020). Enterprise
blockchain consortia account for multiple factors to be
considered before participation can be approved. The
identification of these factors and respective assessment
criteria will be focused in our research. Examples from supply
chain management will serve as an illustration throughout the
paper, as respective blockchain use cases in supply chain
consortia consist of multiple interconnected participants
(Gurpinar et al., 2022b).

As an enterprise function, supply chain management
(SCM) involves the planning and charge of material flow,
information flow and capital flow from suppliers to
manufacturers, distributors or customers, as well as the
necessary information to support smooth operations of
processes. Its essence is the integration of various resources
and processes among different types of business partners in the
supply chain. SCM emphasizes the importance of information
sharing, cooperation, and organizational coordination among
supply chain partners. It also helps diverse stakeholders
monitor the supply chain to promote its responsiveness and
resilience (Yoo and Won, 2018). Thereby, several challenges are
encountered in SCM. Firstly, during information construction,
hardware and especially software costs are increasing due to
more functionalities and a bigger scope. Secondly, the multiple
partners of a supply chain may not provide transparent
information but experience poor trust relationships and
coordination, as well as a lack of accountability. These
challenges become a bottleneck restricting the development
of enterprise collaboration (Saberi et al., 2019; Grofle et al.,
2021).

Blockchain technology addresses trust-, transparency-
and traceability challenges in the supply chain by using
tamper-proof records and a distributed storage for
transactions. With blockchain technology being the most
prominent distributed ledger technology (DLT), we use the
term interchangeably throughout the rest of the paper and
imply that also other DLT’s could be put in place. Supply chain
participants benefit from these systems when integrated with
IoT devices in the following way: First of all, they can
supervise information of the material- and the respective
information flow, helping to predict emergency events and
manage the supply chain. In addition, real-time accessibility
of information facilitates supply chain risk management and
process automation (Saberi et al., 2019). Blockchain
technologies are piloted in a wide variety of industries
(such as agriculture, pharma and automotive) and in a lot
of different use cases (such as tracking and tracing of products,
information sharing and automatized payments) (Shrestha
et al., 2020; Giirpinar et al., 2021). As technical frameworks,
current projects most often utilize private and consortium
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blockchain solutions (such as Hyperledger Fabric), in some
cases hybrid solutions are put in place (Cui et al., 2020).

As mentioned in the previous paragraphs, we focus on a
certain evaluation perspective, i.e., firms considering to
participate in an enterprise blockchain consortium. As
indicated by the title (“To join or not to join?”) this
evaluation can lead to two different results. Either a firm
decides to participate in an enterprise blockchain consortium
different
corresponding

not. Both decisions
The

involvement in the consortium. The degree of involvement

or it does implicate

consequences. former requires
may vary, e.g., depending on the possibilities to participate or
the role and responsibilities the firm takes or is able to
perform. For instance, node operation and voting
participation on certain governance topics might require
certain technical, financial and/or human resources. For the

latter, the following options remain:

o Search for another enterprise blockchain consortium

o Propose amendments regarding critical points for
participation

o Establish a new enterprise blockchain consortium

« Go for a centralized solution, either offered by the firm

itself or by trusted intermediaries

All four options come along with certain advantages/
disadvantages, which will be briefly described. The first option
offers the possibility to participate in another already existing
consortium, which meets the desired consortium design.
Arguments against this option might be that it is not always
possible to find a respective consortium, especially in case the
consortium depends on certain (affiliated) partners to implement
a certain use case. Additionally, this option requires a new
evaluation, which might also lead to a negative result, i.e. no
participation. Therefore, a second option would be to propose
amendments regarding critical points, which led to rejection in
the first evaluation round. This option requires the consortium to
accept the desired changes. The more extensive the amendments,
the less likely their acceptance might be. Apart from the extent of
the proposed changes, there are other factors of success, such as
meaningfulness, significance or importance of the requesting
party to the consortium. The third option offers the possibility to
design a completely new consortium according to own needs and
wishes. On the other hand, it requires certain technical,
organizational and legal efforts, as well as persuasion and
integration of new consortium members. Last but not least, it
might also be an option to generally change the approach and go
for a rather centralized solution, either offered by the firm itself or
by trusted intermediaries. This option may facilitate certain
things, such as decision-making or coordination and voting,
but it would question the legitimacy of an already existing
consortium built on a decentralized basis in general. That is,
the last option can only be considered valid in case there is a

Frontiers in Blockchain

03

10.3389/fbloc.2022.935346

realistic chance for a single trusted party to offer a respective
solution (either the company itself or a vendor).

2.2 Existing approaches for technology
evaluation

For many years enterprises have faced challenges in
evaluating technologies in order to make valid investment
(make or buy) decisions (Uebel and Helmke 2013). In the
information systems domain, Delone and McLean (1992)
developed a framework on the success of information systems
and found that besides technical aspects and system quality,
influences on the organization itself need to be considered.
Ballantine et al. (1996) found that within the evaluation
domains, multiple factors need to be considered and for each
factor partners within the organization would be needed to assess
them. They further found that in organizations both the
evaluation factors as well as appropriate evaluation partners
are only known to a very limited extent. Kesten et al. (2013)
agree that in most cases the identification of evaluation factors is
key and propose an impact chain analysis to identify and present
dependencies between evaluation factors. Similar to that, in the
field of innovation management, Prasad et al. (2018) propose the
application of the total interpretive structural modeling to
The
they focus on factors

elaborate critical success factors for evaluation.
approaches have in common that
relevant for the profitability of the respective systems, but
neglect the consideration of further evaluation domains.

With regard to blockchain solutions, technology evaluation
can be even more challenging due to several different
stakeholders and domains being affected. Furthermore, the
evaluation process gets more complex, as it might require
engaging with existing enterprise blockchain
(Diidder et al., 2021). Literature on blockchain and distributed

ledger technologies propose guidelines helping to determine the

consortia

usefulness and appropriateness of blockchain technology. These
guidelines were successively refined and supplemented by
recommendations on which blockchain type to choose or
what challenges to consider for integration processes. In
recent years, these guidelines were also complemented with
other aspects such as sustainability (Lo et al, 2017), or
transformed into comprehensive models to take into account
regulatory aspects (Pai et al., 2018; Lyons et al., 2019). Recently,
further dimensions were brought up by blockchain scholars that
are deemed necessary to consider when evaluating enterprise
blockchain consortia. Most prominently, opportunities and risks
that are associated with system security (Iqbal and Matulevicius,
2019), as well as rights and obligations that are incorporated in
the blockchain governance (Beck et al., 2018).

Summarizing, the preceding explanations show that some
approaches for technology evaluation already exist. Nonetheless,
these approaches show several shortcomings: Firstly, most of
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them are not intended to be used in the blockchain context and
fall short when considering blockchain specifics such as node
operations, forks, consensus mechanisms, etc. (Seebacher and
Schiiritz, 2019). Secondly, and only in case of approaches
specifically developed for blockchain evaluation, the focus is
rather on the provision of a rationale for the usage of the
technology, e.g., decision paths guiding practitioners with
regard to the overall plausibility of wusing blockchain
technology (Onder and Treiblmaier, 2018). Thirdly, most of
the existing approaches follow a certain perspective, i.e., they
deal with profitability only, or focus on a specific organization
and use case. Hence, none of the existing approaches provides
sufficient evaluation domains and assistance for the evaluation of
enterprise blockchain consortia.

3 Methodology

As shown in the previous section, we already identified
that are still
scattered in literature (profitability, governance, regulation and

several blockchain evaluation perspectives

compliance, technology and security engineering, as well as
sustainability). In order to elaborate concrete evaluation
criteria associated with these perspectives, we chose to apply
an iterative literature review process. On the one hand, a
literature review offers the possibility to collect views on
relevant factors based on different research fields related to
blockchain technology. On the other hand, a literature review
seems appropriate as a starting point for subsequent empirical
research activities. Literature reviews in academic studies can
either follow a systematic or traditional process (Jesson et al.,
2011). The traditional literature review utilizes a summarization
of knowledge without a prescribed methodology, while
systematic approaches establish more transparency and
discussion regarding the selection process (Easterby-Smith and
Lyles, 2011). We followed the traditional approach using the data
sources JSTOR, IEEE Xplore, Wiley, Science Direct, Springer
Link, Wiley, and Scopus. Concerning the coverage, the search
aimed at collecting as many relevant publications as possible,
while focusing on qualitative papers with a representative
character. A keyword search was used as an initial
technique to cover the various perspectives of our paper.
The search was conducted based on the occurrences of the
search terms in the title, abstract, and keywords of the papers.
Proceeding from the iterative research idea, the search terms
were adapted in the course of the literature analysis. After
applying the exclusion criteria (languages other than English
or German; older than 2015, grey literature), 95 sources were
identified in total. The review was not restricted with regard to
publications by certain authors, geographic location,
particular research designs or sources of financial support.
By screening the abstracts that appeared to be relevant for

answering the research question, 38 papers remained and were
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supplemented by another 9 papers through backward and
forward screening.

Based on this approach, the analysis focused on statements
within the retrieved papers representing one or more of the five
different dimensions. We searched for detailed information
about respective factors relevant for each dimension. The
citations in section 4 illustrate the distribution of the retrieved
papers: 8 papers were assigned to the profitability dimension,
10 papers were assigned to the governance dimension, 3 papers
were assigned to the regulation and compliance dimension,
5 papers were assigned to the technology dimension and
15 papers were assigned to the sustainability dimension. As an
assignment of papers was possible to each of the previously
identified dimensions, no further ones were added afterwards.
The next section will now describe the five different dimensions,
the linkage to enterprise blockchain consortia and key factors for
each of them.

4 Blockchain evaluation perspectives

In this chapter we want to introduce the identified
perspectives for the evaluation of enterprise blockchain
consortia in supply chain management. To this end, we follow
a certain structure for each of the perspectives: firstly, we provide
a short motivation for the inclusion of each perspective.
Secondly, we link each perspective to the topic of interest
(enterprise blockchain consortia). Thirdly, we list concrete
factors that need to be considered before joining an enterprise
blockchain consortium. Finally, the dimensions and key
questions representing the main factors are integrated in a
consolidating framework and a structured table at the end of
the paper.

4.1 Profitability

Motivation

One important factor to be considered when planning
blockchain projects is their profitability and generated
the
technology  generated profits

business value. However, challenge of making

has
intensifying for years (Onder and Treiblmaier, 2018). In

measurable been
the course of digitalization, technologies offer more and
more functionalities and expand their strategic scope
within a single and across multiple companies (Uebel and
Helmke, 2013). In particular blockchain solutions have
numerous points of contact within companies, as they
involve IT, procurement, sales, supply chain management
and further functions (Diidder et al., 2021). Moreover,
several external stakeholders can be connected to an
enterprise blockchain consortium, which leads to an even
higher number of distributed costs and benefits. All these
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factors can potentially have an influence on profitability to a
varying degree, and become harder to collect and quantify the
more interdependencies exist among them. This in turn,

might complicate investment decisions.

Profitability and enterprise blockchain consortia

As of now, for the consideration of profitability and business
value for enterprise blockchain consortia, the following
approaches exist:

o Guidelines: Recently, especially guidelines and decision
trees are used to assess whether a blockchain project is
meaningful for a specific use case or application area. The
statement for meaningfulness is then used as a first step
towards profitability. Nevertheless, these guidelines do not
yet deliver information on concrete costs or benefits (Li
et al., 2019; Pedersen et al., 2019).

o Process models: In some cases, the prior given guidelines
were transformed into more comprehensive process
models that take
opportunities and risks, or, as in the case of Fill and

into account indicators such as
Meier (2020), who suggest an evaluation scheme to
compare use cases. Monetary aspects are not considered
in these models (Pai et al., 2018).

o Evaluation models and taxonomies: Giirpinar et al. (2020)
propose an integration model with several evaluation steps
included and extend it with multiple methods to assess
blockchain-based costs and benefits, while Weking et al.
(2020) propose a business model taxonomy to support
enterprises with relevant dimensions and characteristics to
move towards profitability analysis.

Considerable factors

In order to evaluate the profitability and business value of
blockchain projects, the below mentioned factors can be analyzed
(Giirpinar et al., 2020; Weking et al., 2020). It is important to note
that the impacting factors interact with each other and can occur
throughout the entire value chain. For that reason, it is not trivial
to gather all relevant factors and measure them as multiple
uncertainties have to be considered (Hirnle and Hess, 2004).

o Potentials and challenges: With the help of a SWOT
analysis or other tools from strategic management, a
broad consideration can be applied to balance potentials
and challenges of a certain blockchain use case. The
potentials and challenges can then be collected and used
as a basis to derive more concrete revenue streams.

After  the of

meaningfulness, and with the help of an impact chain

« Revenues: preliminary  evaluation
analysis, indirect benefits (like trust and transparency) can
be associated with concrete revenue streams, e.g. savings in
working time, or resources. With regard to resources,

profitability considerations can also be connected to the
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sustainability dimension, as e.g. paperless trade influences
both cost savings and emissions (Wunderlich and Saive,
2020). In this step, business processes of the use case
should have already been analyzed and used as a basis.

Costs: Finally, on the basis of the identified challenges and
the technical framework, as well as the utilized governance

concept, costs can be derived along all project phases -
from initiation until integration and system maintenance.
The costs can then be balanced with the priorly derived
revenues to obtain a profitability statement.

Apart from obvious costs, such as node operations, other factors
may also constitute a matter of expense. For instance, governance
costs, which can result from obligations such as employees taking
part in votings, discussions or meetings within an enterprise
should not be
collaboration

blockchain consortium. Governance efforts

underestimated, especially in cross-company

approaches and are subject of discussion in the next section.

4.2 Governance

Motivation

IT governance can be defined as “the framework for decision
rights and accountabilities to encourage desirable behavior in the
use of IT (...). IT governance is not about what specific decisions
are made. That is management. Rather, governance is about
systematically determining who makes each type of decision (a
decision right), who has input to a decision (an input right), and
how these people (or groups) are held accountable for their role”
(Weill, 2004, p.3). For blockchain-based enterprise consortia, it is
particularly important to note that blockchain technologies come
along with several special features compared to other IT systems.
On the one hand, there are various new roles that can be
responsible for executing a decision (validators, miners, etc.).
On the other hand, blockchain technologies may include forks,
tokens (for incentivization), oracles, but also new ways of
implementing governance. Often a distinction is made
between on-chain and off-chain governance (Honkanen et al.,
2019). On-chain governance describes the implementation and
the execution of governance via software code on the blockchain
architecture itself (De Filippi and McMullen, 2018). This offers
potential for process automation, but it can pose risks to
processes in the event of technical errors or in case reverse
changes are necessary. Off-chain governance describes
governance mechanisms not implemented on the blockchain
protocol and related to the operations of the system itself (De
Filippi and McMullen, 2018). In other words, blockchain
technology is not only a technology to be governed (off-chain
but offers

governance mechanisms by directly inscribing them on the

governance), possibilities to execute certain

protocol (on-chain). This in turn led to different research
approaches on the topic of governance (Schwarzer, 2021). In
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off-chain
governance can be operationalized and applied through

case of an enterprise blockchain consortium,

personal meetings, for instance. It is important to note that
on-chain and off-chain governance are not necessarily mutually
exclusive, but can be used in a complementary manner to cope
with the drawbacks each approach might come along with (De
Filippi and McMullen, 2018).

Governance for enterprise blockchain consortia

The fact that governance is a key requirement for long-term
success of enterprise blockchain collaborations is confirmed by
various studies (BCG, 2019; Deloitte, 2020). Referring to
examples from the field of supply chain management, even
the German Federal Ministry for Economic Affairs and
Energy highlights the necessity for effective governance
models in the logistics sector within their blockchain strategy
paper. Use cases mentioned in the course of this section by the
ministry vary from temperature monitoring to digitization of
paper based logistics processes (German Federal Ministry for
Economic Affairs and Energy, 2019).

A review of the underlying governance model of an
enterprise blockchain consortium reflects a check from a
strategic and organizational, but also from a legal perspective.
The corresponding governance model may already include
technical components and may also be implemented on the
blockchain infrastructure itself, as mentioned before. Despite
its importance for (long-term) project

success, design

recommendations for governance models of enterprise
blockchain applications are still very rare in academic
literature (Lacity, 2018; Ziolkowski et al, 2019). Beck et al.
(2018) address this problem and propose a research agenda

on blockchain governance.

Considerable factors

Within a cross-company collaboration approach, the
definition of decision rights and paths is usually associated
with an increased complexity, simply due to a higher number
of companies involved. For supply chain consortia, several
different types of members are possible depending on the use
case. For reasons of hedging, but also for reasons of efficiency, an
independent legal entity could be a possible way to address
governance issues (Zavolokina et al., 2020). If that applies to
an enterprise blockchain consortium, the legal entity must be
evaluated accordingly. If this is not the case, the company
considering joining such an initiative has to examine how
efficient cooperation is ensured. It must be clarified how the
parties involved relate to each other and how IP rights,
responsibilities,  tasks
controlled and distributed. This also includes the distribution

of financial and development efforts, conflict resolution and how

and decision-making paths are

contractual relationships with new members or third parties can
be concluded (if necessary) (Zavolokina et al., 2020). This legal
review can therefore reveal corresponding possibilities to exert
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influence on decisions, rights of intervention, escalation
processes in case of disputes, and also respective sanction
mechanisms for different types of misbehavior. Additionally, a
governance model could also include technical aspects. This
could possibly include decision rights about the technical
design and handling of forks and oracles. And it may also
include corresponding (technical) roles such as validators,
endorsers or orderers, who (depending on the framework and
consensus mechanism) are responsible for the validation and
finality of transactions. In case blockchain tokens are used, e.g., as
mechanism for incentivization, for on-chain voting or other
reasons, corresponding issuer risks or liability issues should be
clarified depending on the type of tokens issued (e.g. payment
tokens, security tokens, utility tokens) (Sunyaev et al., 2021).

Furthermore, governance should also outline how to proceed
in the event of new or leaving members and define appropriate
on-boarding and off-boarding strategies for such business
consortia (Sunyaev et al., 2021). As mentioned previously, it is
conceivable that parts of the governance are mapped directly to
the underlying blockchain protocol (on-chain governance). This
could include governance compliance monitoring of the
participating parties, which can be verified and enforced
through the use of smart contracts. Due to the large number
of potential topics to be covered by a governance model, a
governance model itself can face the tension between
supporting quick and effective results versus slowing down
processes because of over-regulation (Zavolokina et al., 2020).
Therefore, it is indispensable to check whether a governance
model follows principles of transparency, openness and
inclusiveness, but also simplicity to enable efficient work and
to ensure that the consortium is always capable of acting
(Zavolokina et al., 2020). Obviously, use case, governance and
regulatory aspects are important and interdependent factors for
an enterprise blockchain consortium. Apart from regulatory and
legal factors relevant for an consortium itself, external factors
such as antitrust-, competition-, tax-law and others (possibly also
of different jurisdictions) have to be considered for a compliance
check as well. These regulation and compliance matters will be
discussed in the next section.

4.3 Regulation and compliance

Motivation

Regulation and compliance are closely intertwined fields.
“The importance of compliance has dramatically increased
over the last few years for businesses in several industry
sectors. Essentially, compliance is ensuring that business
processes, operations and practice are in accordance with a
and/or set of norms.

prescribed agreed

requirements may stem from legislature and regulatory bodies

Compliance

(...), standards and codes of practice (...) and also business partner
contracts” (Sadiq et al., 2007, p.149). Hence, compliance means
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not only being compliant with legal and regulatory requirements,
but also meeting own company standards and those of the
participating business partners.

Regulation and compliance for enterprise
blockchain consortia

With regard to the question of whether to join an existing
enterprise blockchain consortium, it is important to consider that
most blockchain applications have an inter-organizational setting
by their nature. Different legal jurisdictions of participating parties
may put even more complexity on regulatory and compliance
checks. Additionally, several use cases exist within supply chain
management, which are subject to special legal requirements as
well. An example from supply chain management would be the
transnational transport of dangerous goods with several parties
involved (Consignor, forwarder, carrier, consignee, etc.) (Perez
and Korth, 2020). Dangerous goods transportation is a process
with several legal guidelines to be met due to reasons of safety.
Blockchain technology itself can take two different roles here. On
the one hand, it is of course an object of assessment, as regulatory
requirements may apply to the underlying use case (e.g. dangerous
goods transportation). However, on the other hand, the technology
may also serve as a tool for implementation, ensuring compliance
(Mylrea and Gourisetti, 2018).

Considerable factors

Blockchain as a tool for implementation. If blockchain is used
to make processes compliant, it is of course important to check
whether the underlying jurisdiction recognizes a blockchain-
based (digital) procedure. An example from supply chain
management would be the digitization of freight documents,
such as the DLT based bill of lading’. Here, it is important to
know whether this procedure is legally accepted in the
respective countries and whether relevant participants
(governmental/regulatory bodies, customs, banks etc.) are
part of the solution designed (Jugovi¢ et al., 2019). If the
respective solution is not recognized by official authorities
yet, it is necessary to check until when regulatory changes
can be expected and whether these changes match with a

companies’ expectations.

Blockchain as an object of assessment. In addition to the
possibility of using blockchain technology as a tool for
realizing compliant processes (compliant with different
legal and regulatory requirements), the technology itself
and the way of its implementation should also be assessed.
Depending on the use case there may be standards (technical,
procedural, etc.) that must be met. For both cases it is
necessary to check whether the compliance rules followed

3 see for instance: CargoX (https://cargox.io/)
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by an enterprise blockchain consortium are in accordance
with the compliance rules of the company interested to join.
With regard to the technology, special checks may be
necessary. In case of the usage of a public permissionless
blockchain, for instance: A compliance check could consider
the question which mining companies are remunerated for
operating the public permissionless system used.
Theoretically, mining companies could be supported, which
use respective rewards from their mining activity for criminal
activities (Whyte, 2019). Summarizing, two different
perspectives can be considered with regard to regulation
and compliance: On the one hand, blockchain can be used
as a tool for the implementation of compliant processes; on
the other hand, the technology itself is also an object to be
evaluated in terms of compliance. Following up, the next

section deals with technology and security engineering.

4.4 Technology and security engineering

Motivation

Possible technical designs of blockchain technologies have
already been mentioned in chapter two. However, it should be
noted that the technologies are rarely used in their pure form for
enterprise applications, as information from external systems are
often required for the realization of different use cases. Bridging
concepts, such as blockchain oracles, can serve as data providing
mechanisms between external systems and blockchains
(Mammadzada et al, 2020). Examples from supply chain
management would be any master data from customers,
partners, etc. or relevant data from existing transport/
warehouse management systems (TMS/WMS). Furthermore,
IoT devices in combination with a light-node architecture are
frequently used as means of data provision (Reilly et al., 2019).
Therefore, the following remarks should not only be considered
with regard to blockchain technology itself, but rather be thought
of as a set of factors to be considered for the evaluation of
enterprise blockchain applications.

Technology and security engineering for
enterprise blockchain consortia

The topic technology and security engineering is also closely
related to the topics of profitability, governance and compliance.
This is because tasks, duties (minimum) requirements, costs and
risks must also be examined and assessed for technical factors.
Additionally, it is also necessary to consider external standards
and requirements for specific use cases. As mentioned within the
previous paragraph, blockchains might be combined with IoT
devices, oracles and other data providing sources leading to data
breaches (Giirpinar et al, 2022a). For that reason security
engineering is of increased importance not only for the
blockchain technology used, but for all included technological
factors. This also includes privacy preserving mechanisms,
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applied privacy-by-design concepts and the overall integrity of
the different technology stacks (Dtidder et al., 2021).

Considerable factors

Relevant factors to be examined before joining an enterprise
blockchain consortium can be of different nature: Minimum
requirements for node operation, handling of forks and oracles,
as well as tasks and duties (which may also be conducted by a
third-party provider). In addition, there may be requirements for
different data storage approaches (cloud vs. on-premise) (Paik
et al., 2019). Special for blockchain use cases is the topic of
interoperability. Either interoperability with other blockchains,
interoperability of different applications on one blockchain or
between a blockchain network and other systems (e.g. TMS/
WMS) (Besangon et al, 2019). Certainly, and especially for
enterprises, it is of interest how identities are managed within
an enterprise blockchain consortium. This can not only be
thought of as identities for employees, but also identities for
vehicles, sensors or (digital) assets in general connected with IoT
devices, for instance. It should be checked how the identity
management is set up, managed and, with regard to new
concepts such as self-sovereign-identity, who is in charge of
the underlying blockchain infrastructure (Kulabukhova et al,
2019). Basically, all of these topics should not only be reviewed,
but also checked for technical conclusiveness and usefulness.
After all, it is not always the case that a business problem has to be
solved by using blockchain technology. Additionally, it might
also be necessary to evaluate the technological framework (and its
consensus mechanism) used within a blockchain consortium

from a sustainability perspective.

4.5 Sustainability and corporate social
responsibility

Motivation

One important factor to be considered when deciding for a
blockchain project is the impact on sustainability. Sustainability
is at the center of many strategic decisions of enterprises and
often aligned to a corporate social responsibility (CSR) concept.
Sustainability in a supply chain context is defined as “the
strategic, transparent integration and achievement of an
organization’s social, environmental, and economic goals in
the systemic coordination of key interorganizational business
processes for improving the long-term economic performance of
the individual company and its supply chains” (Carter and
Rogers, 2008, p. 368). With their definition, Carter and Rogers
(2008) build upon the Triple Bottom Line (TBL) concept that was
developed by Elkington (1997). It entails the three dimensions of
society, environment, and economy that should be used to assess,
measure, report and promote the sustainability of organizations.
The emergence of CSR concepts originated in the first half of the
20th century through debates

on responsibility towards
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stakeholders. The topic of CSR is diverse and therefore overlaps
with other concepts like business ethics, corporate social
responsiveness, or social performance (Nikolaou et al, 2018).
According to Martinez-Rios et al. (2020), CSR is a management
concept that takes into account particular social and environmental
concerns in corporate businesses. Through CSR commitment,
enterprises can attract interested parties, for example buyers or
employees, which are more conscious in terms of sustainability. In
most cases, the main corporate goals in applying both concepts lie in
complying with regulatory restrictions, generating savings and
driving long term growth. Additionally, it is about reducing risks
by transforming the value chain from the supply of materials to
product design, operations, sales and marketing, as well as end-of-
life management (Nauclér, 2021).

Sustainability and enterprise blockchain
consortia

Blockchain projects address and support these goals by
enabling or optimizing sustainability concepts and approaches,
based on the blockchain functionalities described in chapter 2.1.
For decision makers considering to join an enterprise blockchain
consortium, at least the following three concepts are relevant to
understand the impact of a blockchain solution:

« Improving Circular Economy (CE) concepts: First, several
blockchain projects focus on the improvement of CE
concepts that aim at a redesign of value chains and try to
build long-term resilience. The redesign in those concepts
focuses on different concepts such as recycling,
remanufacturing, refurbishment, reuse and reclamation
(Kouhizadeh et al., 2019). Information systems supported
by blockchain technology can improve CE performance at
multiple levels: Its usage is proposed for waste management
and reduction (Vogel et al, 2019); energy saving
management as well as protection of the consortium and
its biodiversity (Zhang et al, 2020); recycling and reuse
management (Zhang et al, 2020); improving production
and resource efficiency (Kouhizadeh et al., 2019; Grofle et al.,
2020); and product life cycle management (Leng et al., 2020).

« Enhancing collaboration and information sharing: Second,
and due to its distributed and secure characteristics,
blockchain technology enhances the involvement of
suppliers and other external stakeholders in order to

and  smoother
blockchain ~ based

information sharing mechanisms can be used for

achieve  transparent  processes

coordination. In  particular,
decentralized emission trading (Saberi et al., 2019) and
the compliance reporting of ethical business practices, for

instance (Tiscini et al., 2020).

Traceability of products and information: Third, the
traceability of products and information is focused in
several blockchain projects with regard to a stronger
involvement of customers and end-consumers. Especially
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FIGURE 1
Framework for enterprise blockchain consortium evaluation.

by increasing the reliability, consistency and availability of
data on provenance and current location, blockchain projects
can have a high impact for society. Respective projects use
blockchain technology for tracking and recording of product
ingredients and working conditions throughout the value
chain (Saberi et al,, 2019; Tiscini et al., 2020; Park and Li,
2021). With regard to CSR, blockchain technology also allows
for optimizing traceability of emission levels and operational
costs (Manupati et al., 2020).

Considerable factors

In order to evaluate the impact on sustainability that a
blockchain project has or will have in the future, the following
factors can be analyzed:

The should be
characterized by digitized (therefore less paper work)

o Operations: enterprise operations
(Martinez-Rios, 2020) and smoother (less disruptions
and recalls) processes (Kshetri, 2021). Also, the amount
of waste should decrease through improved CE concepts.
As a result industry consortia should demonstrate less
bureaucracy and more
(Martinez Rios, 2020).

Product: The product or service of the enterprises

compliance to regulations

should demonstrate a higher perceived value for
society during its entire life cycle (Vogel et al,
2019). Therefore, highly innovative management
decisions should come together with the involvement
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of selected investors and sponsors that pursue
sustainable goals (Benzidia et al., 2021).

o Customer: Finally, the customer satisfaction should be
higher, resulting in more trust and loyalty (Rane et al.,
2020), as well as the willingness to pay a higher price for
the sustainable products or services (Esmaeilian et al.,
2020).

o Technology: In case the blockchain solution utilizes a
public or hybrid framework, where proof-of-work
consensus is involved, the electricity usage has to be
considered. Apart from that it is of general interest to
consider electricity and resource usage resulting from
redundant data storage and other processes related to
blockchain operations (Sedlmeir et al., 2020).

As a summary of our research we provide a framework for
the evaluation of enterprise blockchain consortia (see Figure 1)
and a summary of possible relevant questions for decision
makers (see Table 1). Limitations, recommendations and
other findings will be discussed in the last section.

5 Findings and conclusion

Referring to Figure 1 and Table 1, we highlight the fact that
an evaluation of enterprise blockchain consortia is not a one-
time task, as such initiatives can be subject to changes over
time. May it be due to (new) members joining or leaving, due
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TABLE 1 Possible relevant questions for enterprise blockchain consortium evaluation.

Building blocks

Profitability

Selection of possible relevant questions

- Does your blockchain use case solve real problems and do the potentials outweigh respective challenges?

- On the basis of concrete business processes: Are relevant cost savings and revenue streams generated?

- Costs: Do the long-term benefits exceed respective costs over all stages of the blockchain project?

- Are particular types of costs considered (development, consulting, training and operational costs)?

Governance

- Which other companies are involved in the project and are decision rights and accountability allocated in a satisfying manner?

- How is governance implemented, executed and controlled (on-chain/off-chain governance)?

- What is the legal foundation of the governance model and are potential risks and points of conflicts (e.g. IP rights) addressed?

- How does the organizational structure look like, and which responsibilities or tasks does the structure imply?

- Which mechanisms for incentivization exist (e.g. tokens)? Are these mechanisms considered adequately for the purpose of the

network and compliant with regulation?

- How are conflicts resolved and are escalation mechanisms defined?

- Which procedures are defined for on- and off-boarding of (new) members?

- Is the governance model considered flexible in terms of balancing tensions between overregulation and ensuring the
collaboration’s capability to act and make decisions?

Technology & Security Engineering

- What type of blockchain is used (private permissioned, public permissionless, hybrid)?

- Which external systems and devices are connected to the blockchain and how is interoperability addressed?

- Are there any (minimum-) requirements for participation (data storage approach, IT-security, etc.)?

- Which tasks, roles and duties are required (node operation, maintenance, etc.)?

- How are forks and oracles handled?

Regulation & Compliance

- Do relevant jurisdictions accept blockchain-based implementations?

- To what extent do relevant authorities acknowledge blockchain-based implementations?

- Are relevant processes compliant with regulation and external standards?

- Does the overall approach adhere to a company’s own compliance rules?

Sustainability & CSR

- Is the planned blockchain project outcome in line with corporate sustainability goals?

- Does the project have a long-term positive impact on business processes, the product or service and does it deliver a value for

society and environment likewise?

- Does the customer appreciate the added value of sustainable products and services and is he willing to pay a corresponding price?

to legal or regulatory changes or due to technical
developments. Furthermore, the framework presented
above (see Figure 1) does not imply a certain sequence of
tasks and checks, as we think all tasks are closely related and
may be conducted in different orders depending on the use
case or project stage. An iterative process is necessary to cope
with potential changes during different possible project stages,
e.g. decision, implementation and live stage. As has been
shown, the realization of blockchain use cases is highly
interdisciplinary  (Diidder et al, 2021). Hence, we
recommend a team consisting of different experts in
respective fields for the process of evaluation. We certainly
know that substantial further research is necessary to shed
light on all different dimensions and factors and we do not
claim completeness of the framework. As mentioned in the
introduction, the decision to join an existing blockchain
network may not only be of interest for large enterprises,
but particularly for SMEs due to possible lower initial efforts,
network effects and reasons of market penetration. We
encourage other researchers to conduct further research

Frontiers in Blockchain

either on single dimensions/factors of the evaluation
framework or on enterprise blockchain consortia in
general. For particular dimensions it is of interest how to
evaluate them with regard to maturity or readiness levels.
Today, different tools exist, e.g. TRL (Rodriguez et al., 2019;
Holm and Goduscheit, 2020) for the technology dimension or
the COBIT (De Haes et al., 2020) maturity model for the
governance dimension. Subsequent research could focus on
the question how these measurement tools can be applied to
the identified dimensions. With regard to enterprise
blockchain consortia, it is of interest to identify other
potential factors driving their success, for instance, socio-
technical factors, which might have an impact on the
of blockchain-based
approaches (Paliwal et al., 2020).

performance inter-organizational
In terms of managerial implications
« It was shown that participation in an existing enterprise

blockchain consortium can be a viable way to simplify
blockchain usage and adoption for different use cases.
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The proposed framework can be used as a guiding

evaluation tool for decision makers and is

generalizable for different industries.

Different dimensions and criteria to be necessarily
considered for the evaluation of enterprise blockchain
consortia were discussed.
o The proposed framework can be used in case the intention is to
build a new enterprise blockchain consortium, as it provides
foundational building blocks relevant to convince possible new
members and partners. For that case, the evaluation
dimensions should certainly be thought of as dimensions,
which have to follow certain design principles to incentivize
consortium participation, e.g. (1) inclusiveness and stakeholder
orientation for the governance dimension or (2) consensus
protocol selection for the profitability dimension. Future
research could therefore also shed light on design principles
for successful blockchain enterprise consortia development by
taking the different dimensions as a starting point. It should be
considered that the importance of the evaluation dimensions
could depend on different aspects, for instance:
o The use case: If the underlying use case is of utmost
importance for

parties considering to join a

consortium, certain criteria might experience less
e.g.
respective governance model.

importance, co-determination rights in a

o The consortium: Apart from the problem solved, it can
be of interest for the party considering to join a
consortium, which other parties are part of the
consortium and how it relates to them (competitor,
possible customers, etc.). Hence, and as mentioned
above, possible network effects may play a substantial
role in the decision making process.

o The joining party: SMEs, for instance, might have
different incentives, but also possibilities to actively
participate in a consortium, whereas large enterprises

have respective resources to do so.
In terms of theoretical implications

o The paper contributes a gap, not only in literature of
information systems, as so far none of the existing
evaluation frameworks or guidelines provided a solution
for the evaluation of enterprise blockchain consortia.

« The paper provides a starting point for further research on
theories of new institutional economics. Mentioning

the

regulatory compliant processes (see section 4.3) could

blockchain as a tool for implementation of
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suggest the usage of smart contracts for the automation
of procedural checks, for instance. Same applies to the
topic of governance, where smart contracts could be
responsible for supervising the adherence of members to
previously defined governance rules. These examples
indicate lower ex post transaction costs through the
of Dblockchain
transaction cost theory perspective (Coase, 1937).

usage technology relevant from a

Additionally, sustainability and social implications were
discussed with regard to the usage of blockchain technology.
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