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This article outlines the research and development of a blockchain assessment framework which enables the assessment of the technical suitability, high-level design, adoption approach, economic feasibility, and business value potential of a blockchain solution with a particular organization for a specific process. The framework is a comprehensive, high-level, and generic assessment approach that enables better decision-making regarding blockchain exploration. Blockchain is a novel technology with the potential to disrupt several industries through its possession of many desirable functional characteristics, including, but not limited to, immutability, transparency, decentralization, and secure. Cryptocurrencies and these desirable characteristics have created hype around blockchain, consequently leading to blockchain projects with minimal understanding of what the technology is capable of and beneficial for, resulting in excessively high failure rates. Attempts have been made by researchers to reduce these high failure rates by creating a better understanding of blockchain, as well as creating assessment approaches. However, these approaches tend to apply to specific narrow use cases, or the approach is not comprehensive and only considers one aspect of blockchain assessment. This emphasizes the need for a comprehensive and generic blockchain assessment approach to aid with better decision-making regarding blockchain within organizations. This article aims at addressing this need by creating a blockchain assessment framework to aids with deciding whether it is worthwhile investing more time, effort, and money into blockchain exploration. The context of the study is set in the introduction, this is then followed by a brief explanation of the blockchain technology. Thereafter, the blockchain assessment framework is presented, followed by a brief explanation of the demonstration and validation of the framework using a case study and expert analysis. The framework is most valuable during the initial stages of blockchain exploration and creates momentum for further blockchain exploration in an organization. The study concludes with the limitations and future research recommendations.
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1 INTRODUCTION
Organizations need to continually assess and implement emerging technologies to enhance their competitiveness and productivity (Oliveira and Martins, 2011). There is ample literature and expertise to help with the adoption of a variety of more common technologies. The problem begins where novel, disruptive technologies enter the technology sphere that have the capacity to change the foundation that organizations operate on and leave little time to make an implementation decision.
Blockchain is such a technology with this potential to disrupt the foundations of a variety of industries (Risius and Spohrer, 2017; Sikorski et al., 2017). Often a connection is made directly between blockchain and the financial industry because of its association with cryptocurrencies. However, once blockchain’s copious beneficial characteristics are understood it is seen that there are many industries that could benefit from implementing it, from government to energy to food (Allessie, 2017; Brilliantova and Thurner, 2019; Bürer et al., 2019; Garcia-Torres et al., 2019; Taskinsoy, 2019).
There is a general misunderstanding of blockchain and its capabilities and consequently a universally agreed upon definition does not exist. However, through assessing the different uses of blockchain and identifying its key components, Sultan et al. (2018) proposes an all-encompassing definition to be:
“A decentralized database containing sequential, cryptographically linked blocks of digitally signed asset transactions, governed by a consensus model”—Sultan et al. (2018, pg. 54)
Blockchain has many beneficial characteristics realized through the different elements it implements to operate as intended. These beneficial characteristics include decentralization, distributed, immutable, and transparency. However, blockchain still has its drawbacks and it is certainly not suitable for all cases, where some sources have claimed blockchain project failure rates as high as 92% (Bellini et al., 2019).
This clearly indicates that blockchain is more nuanced than initially expected and rigorous assessment is required before haphazardly implementing a blockchain solution. This is not to say that blockchain has minimal valuable use cases, but rather that the true value of blockchain in a given use case needs to be fully understood before implementation. This is realized through the many real world use cases and the proposed framework for ample more uses.
Das et al. (2022) propose a framework for facilitating data integrity in document management in construction applications by using smart contracts and developing the solution using a blockchain development platform, Hyperledger Fabric. While Ullah and Al-Turjman (2021) present a framework indicating the use of a decentralized application on the Ethereum Virtual Machine which enables the use of smart contracts to manage real estate deals. Reddy et al. (2021) propose a framework for implementing blockchain in the automotive supply chain. These frameworks highlight the potential of blockchain in many different industries.
Krichen et al. (2022) highlight the current blockchain use cases in a variety of industries, from the Internet of Things to military and defense to healthcare. IBM is making big steps to drive up the use of blockchain solutions, such as tradelens which provides participants with a consistent and comprehensive view of shipment data and the corresponding documents. Individuals are also benefitting with networks such as FileCoin which has created a blockchain network that enables the buying and selling of storage in an open market.
Blockchain has been hyped to a point where the expectations surrounding it far exceed its capabilities and thus projects are undertaken when the technology is not suitable. This overhyping tends to occur with nascent technologies that are not fully understood, where misconceptions are created by excessive fanfare and the fear of missing out on the technology motivates blockchain projects that will never be successful and thus brings high project failure rates (Yaga et al., 2018). These high project failure rates may lead to a point where blockchain is seen as an overhyped technology with no real business value, without ever appreciating what blockchain does offer and the potential it has for solving many modern-day business problems.
Academic researchers have realized the value of blockchain and sought to address the general misunderstanding of it, consequently creating a library of useful resources on a variety of topics pertaining to blockchain, from general overviews of the technology to in-depth research on one technical aspect. There is a section of this blockchain literature focused on assessing the technical suitability, economic feasibility, adoption approach, and business value potential of blockchain solutions in a variety of organizations to address the high project failure rates.
However, blockchain is a complex technology with many considerations and different configurations and assessing it can be a challenging undertaking, with the resulting potential implementations just as challenging (Singhal et al., 2018; Yang et al., 2021). Thus, many of the blockchain assessment studies will focus on one specific aspect of assessment or they will concentrate on a specific use case, as opposed to creating a generic approach to blockchain assessment.
These assessment approaches provide good insight into the different aspects of assessment, but a generic blockchain assessment approach stands to produce more value because of the number of organizations that will find such an approach useful, as opposed to just a handful. Multiple attempts have been made at creating generic blockchain assessment approaches concentrating on different assessment aspects, including technical suitability, economic feasibility, high-level solution design, adoption approach, and business value. Intuitively, a complete blockchain assessment approach will include all these aspects to some degree to allow for better decision-making when assessing blockchain solutions.
All these aspects have been addressed in current blockchain literature to some degree. However, some aspects have received multiple, in-depth attempts while others have only been briefly researched. These blockchain assessment studies rarely address all assessment aspects and thus the literature remains scattered. Furthermore, the different approaches for a given assessment aspect often leave out critical information addressed in other studies on the same aspect. Hiring a blockchain professional to assess blockchain for a particular organization would be a lengthy and expensive process, especially if the conclusion is to not implement a blockchain solution. This highlights the opportunity that exists within current blockchain literature and is presented below.
Problem Statement: Literature on the assessment of fundamental blockchain aspects within organizations—technical suitability, economic feasibility, high-level design, adoption approach, business value potential—is scattered and often lacks generality or thoroughness. Consequently, blockchain assessment is a tedious process and often yields subpar results.
With the above problem statement summarizing the current situation within blockchain literature, the main objective of this study can be identified. The main objective is presented below.
Main Objective: Create a comprehensive, generic, and quantitative blockchain assessment approach to assess the technical suitability, economic feasibility, high-level design, adoption approach, and business value potential of a blockchain solution for a specific process within a certain organization.
The ultimate assessment approach developed in this article will help with initiating the blockchain exploration journey and determining whether further blockchain analysis is worthwhile. The developed approach is not used to indicate whether blockchain should or should not be implemented but should rather be used during the early stages of blockchain analysis to identify the next possible steps in blockchain exploration and whether further analysis is worthwhile. Furthermore, the approach and its development provide a strong foundation from which future research can take place.
2 LITERATURE REVIEW
The developed assessment approach does not require any external equipment but relies on the user’s knowledge of their organization and the process being assessed for potential blockchain implementation. As such, a brief understanding of blockchain and its primary components will be beneficial in better understanding the inputs and outputs of the assessment approach.
2.1 Blockchain operation
Understanding how blockchain operates and how its different components lend to its beneficial characteristics will help when using the assessment approach. This narrow technical understanding can be obtained by scrutinizing the definition of blockchain presented by Sultan et al. in Section 1.
The block refers to a mechanism that stores a group of transactions which occur within a specific time domain or until a block size limit is reached, where these blocks are then chronologically “chained” to one another to form an immutable digital ledger (Fernández-Caramès and Fraga-Lamas, 2020). Each of these blocks typically consists of the block body and the block header (Nofer et al., 2017; Yaga et al., 2018). The block body primarily contains the transactions recorded on the blockchain, while the block header contains the block version, timestamp, block hash, parent block hash, and any other necessities that may be required during blockchain operation.
Only the key components of the block header need to be understood to grasp a basic understanding of blockchain’s operation and benefits. The block hash is a 64-character hexadecimal string generated based on the data in both the block header and body, where any slight change in this data will output a completely new hash value (Yaga et al., 2018).
As mentioned previously, the parent block hash (the hash of the block before the current block) is included in the block data with which the hash value for the current block is generated. This is the mechanism that links the blocks in a blockchain because any change in the block data of one block will change the next block’s hash value and thus every block after the altered block will have to update their hash values. Thus, one needs to exert immense computational effort calculating new hashes for every block after the altered block to change just a single piece of data.
Creating hash values is a trivial task for modern computers and so consensus mechanisms are used to ensure that blocks cannot be altered without immense resources and that all block data correlates with previous blockchain data in an environment lacking trust (Zheng Z. et al., 2018). Consensus mechanisms were defined by Swanson (2015) as “the process in which a majority (or in some cases all) of the network validators come to agreement on the state of a ledger. It is a set of rules and procedures that allows maintaining a coherent set of facts between multiple participating nodes.” There are a large variety of consensus mechanisms using different approaches to accomplish the same outcome and the selection of a suitable one is far from straight-forward.
The use of consensus mechanisms and hashing to make blockchains more secure might be more evident, but blockchain’s shared and distributed nature elevates it to a new level. The full history of transactions on the blockchain is shared between all nodes (users and maintainers of the network), enabling an elevated level of transparency among these users (Yaga et al., 2018). The users that have access depend on the blockchain type, which include permissioned, permissionless, private, and public (Pilkington, 2016). Furthermore, nodes are allowed to join from any distributed locations with an internet connection, creating a system without a single point of failure.
With this simple understanding of blockchain fundamentals, the benefits of the technology may be better understood. Firstly, blockchains are practically immutable because of the number of resources required to tamper with existing blocks (Yaga et al., 2018). Attacks are still possible but get increasingly more difficult the more nodes present in the network and the further back the transaction block is because of the number of resources one would need to change the required amount of data (Bastiaan, 2015).
Distrusting parties, or parties with conflicting interests, typically require the services of a mutually trusted intermediary party to facilitate transactions, giving the control to this intermediary who will charge for their services and may potentially be subject to fraudulent activities. Using a consensus mechanism and its distributed nature, one of blockchain’s greatest benefits is its ability to reduce the reliance on an intermediary to facilitate transactions (Pilkington, 2016). Blockchain requires these parties to trust the mechanism rather than another party, allowing these parties to transact in meaningful ways without using an intermediary.
Blockchain also creates elevated transparency through its shared and distributed nature, allowing anyone with the necessary permissions to access the entire transaction history. Finally, the transparency and immutability of blockchain enables extremely effective auditing because transactions can be traced to their origin and no data can be manipulated without immense effort or the knowledge and approval of network users (Zheng Z. et al., 2018).
These are the main beneficial functionalities that a blockchain solution may introduce but implementing blockchain is more nuanced than just deciding that these functionalities will be beneficial for a particular use case. The remainder of this section briefly explores some fundamental blockchain components that will be crucial in developing a useful assessment approach, namely blockchain types and consensus mechanisms.
2.2 Blockchain Type
Blockchain solutions are broadly categorized on two properties: data access and consensus participation. Data access can either be public, where anyone can transact and view transaction history, or private, where access is restricted to a select number of participants who may transact and view transaction history (Bitfury Group, 2022). Consensus participation is either permissioned, where only a predefined group of nodes participate in validating and appending blocks, or permissionless, where anyone is able to participate in the consensus process (Bitfury Group, 2022). These two categories enable four blockchain types to be identified: public permissionless, private permissionless, private permissioned, private permissionless. Private permissionless blockchains have no use case currently because of contradicting properties (Allessie, 2017; Bauer et al., 2019).
2.3 Consensus mechanisms
Consensus mechanisms are used in blockchain to ensure that ledgers present on distributed nodes agree with one another, by implementing a protocol to determine how transactions will be validated (Allessie, 2017; Zheng Z. et al., 2018). The basic technique of consensus mechanisms is performing frequent and secure updates of the distributed ledger, enabling a shared state between all nodes (Lashkari and Musilek, 2021). Through the use of consensus mechanisms, if a node publishes a block that all other nodes are in agreement with, the block is added to each respective node’s blockchain copy (Singhal et al., 2018).
There are a variety of consensus mechanisms available to use in blockchain solutions, however, this study will only consider the most relevant in the current blockchain ecosystem because of the practical experience with them and subsequent deductions that have been and can be made with regards to their use. A brief definition of these common consensus mechanisms is presented below.
1) Proof-of-Work (PoW): a node on the blockchain earns the right to verify and append the latest block by being the first to solve a computationally intensive problem, where this problem is taken as “proof” that the node performed work and is then rewarded for its effort (Yaga et al., 2018).
2) Proof-of-Stake (PoS): a node earns the right to verify and append the latest block and be rewarded for it by being randomly chosen, where the chance of being chosen is proportional to the number of digital tokens that the node has staked in the network (Yaga et al., 2018).
3) Delegated-Proof-of-Stake (dPoS): a node earns the right to verify and append the latest block and be rewarded for it by being voted in by the network to be one of a few limited verifying nodes (Yaga et al., 2018). The remaining nodes of the network have voting power that is equal to their digital tokens staked and they receive rewards proportional to this stake if the node they voted for verifies a block (Yaga et al., 2018; Veinović, 2021).
4) Proof-of-Elapsed-Time (PoET): random wait-times are generated and assigned to nodes using specialized hardware and software, where a node gets the chance to verify and append the latest block and get rewarded once their wait-time has elapsed and no other node has taken the chance (Nguyen and Kim, 2018; Yaga et al., 2018).
5) Practical Byzantine Fault Tolerance (pBFT): a leader node is selected by a group of validating nodes (which can change each round) to validate and group transactions into the latest block after a time or size limit is reached (Castro and Liskov, 1999; Sukhwani et al., 2017). Three stages commence once a block has been broadcast to the validating nodes: the pre-prepare phase, prepare phase, and commit phase (Nguyen and Kim, 2018). These stages are used to ensure that each new block additions is valid and that there is consensus among nodes and that this validated block is broadcast to all non-validating nodes.
2.4 Smart Contracts
Business contracts are mechanisms which facilitate the relationship between multiple parties that require trust and a common understanding of the expected transactions that will take place between them. Contracts have three important characteristics which were originally outlined by Szabo (1997).
1) Observability—the ability for the parties involved in the contract to observe one another’s performance or prove their performance of the contract’s stipulations.
2) Verifiability—the ability for the parties involved in the contract to prove that contract stipulations have been performed or breached, or the ability to find such information through other means.
3) Privity—third parties, other than intermediaries and adjudicators, should not have a say in contract enforcement. Only parties for which knowledge and control over the performance and contents of the contract is necessary for the performance and enforcement of the contract should have this knowledge and control.
Blockchains enforce contracts through the use of smart contracts, which is simply contractual agreements formatted in computer code and stored and executed on the respective blockchain, allowing parties to verify that obligations have been fulfilled and enables faster and automated settlement (Hon et al., 2016; Mattila, 2016). These contracts are tamper-proof, automatically enforced, and self-executing, thus reducing the need for human intervention and making the process less risky and more cost-effective (Mattila, 2016). These contracts need to be deterministic, in that they should be able to be represented as a logical flow chart, such as “if A, then B, else C” (Mattila, 2016; Morabito, 2017).
2.5 Blockchain use cases
Feasibly capturing the value of blockchain has proven to be tougher than anticipated, clearly shown by the high blockchain project failure rates. An indication of verifiable blockchain use cases with proven value will help with identifying where blockchain is valuable. There have been a variety of approaches attempting to classify the taxonomy of blockchain use cases. Crosby et al. (2016) classified them into financial and non-financial uses cases, while Swan (2015), Zhao et al. (2016), and Angelis and da Silva (2019) classified the use cases according to the progressive versions of blockchain (i.e. 1.0, 2.0, and 3.0). Finally, Zheng Z. et al. (2018) and Casino et al. (2019) classified the use cases according to major blockchain application areas, such as financial, education, IoT, governance, data management, etc.
Scouring the literature presented a logical approach for classifying blockchain use cases according to the potential value it provides in a use case. Mougayar (2016) identified six areas where blockchain provides value and they can be represented by the mnemonic ATOMIC (Assets, Trust, Ownership, Money, Identity, and Contracts). Each element is programmable and enables blockchain to add value in a business context.
Carson et al. (2018) similarly identifies six categories of blockchain use cases which are split into “Record Keeping” and “Transactions”. These categories correlate well with the ATOMIC concept presented by Mougayar (2016) and is both logical and encompasses all use cases in a concise and relevant fashion. The split of these use case categories and their respective definitions are outlined below.
2.5.1 RECORD KEEPING (storage of static information)

• Static Registry—distributed database for storing reference data.
• Identity—distributed database with identity-related information (specific case of a static registry).
• Smart Contracts—set of conditions recorded on a blockchain triggering automated, self-executing actions when these predefined conditions are met.
2.5.2 TRANSACTIONS (registry of tradeable information)

• Dynamic Registry—dynamic distributed database that updates as assets are exchanged on the blockchain network.
• Payments Infrastructure—dynamic distributed database that updates as payments are made among network participants.
• Other—a standalone use case that does not fit any categories and is often composed of several of the previous categories.
2.6 Design features comparison
These two components of blockchain, type and consensus mechanism, are the two main components involved with designing a blockchain solution that will affect blockchain performance. Thus, the different options of blockchain types and consensus mechanisms are compared against one another using a set of criteria that will enable an effective comparison of these different components’ choices. This comparison is presented in Table 1, where the definitions of the comparison criteria can be found in Table 7.
TABLE 1 | Design Feature Comparison.
[image: Table 1]3 METHOD AND VALIDATION
The following section is focused on presenting the method that can be used to assess blockchain solutions within an organization. This is followed by briefly exploring the method used to validate the assessment approach.
3.1 Blockchain assessment framework
The blockchain assessment framework is used to help and organization quantitatively assess the feasibility of a blockchain solution within a particular process during the early stages of blockchain exploration and enables the user to envision what a solution might look like and what to consider when contemplating a blockchain solution. The blockchain assessment framework can be seen in Figure 1. The framework is broken into five different elements and when completing an element refer to the relevant section below on the specifics of completing the element.
[image: Figure 1]FIGURE 1 | Blockchain Assessment Framework.
The blockchain assessment framework is split into two main phases: “Capability Assessment” and “Solution Scope”. The “Capability Assessment” phase consists of the “Blockchain Critical Assessment” and the “Blockchain Fit Analysis” and focuses on what a blockchain solution is capable of providing a particular organization and whether it is suitable for an organization based on the needs and characteristics of the organization and relevant process. The “Solution Scope” phase consists of the “High-Level Blockchain Design”, “Blockchain Adoption Approach”, and “Blockchain Value Analysis” and focuses on what a blockchain solution might look like for an organization and the most optimal way to go about extracting value from this solution and the things to consider for the organization and relevant process.
The specific workings of each element are presented in their relevant sections below. The overall framework merely indicates the relation between each element and certain decisions to be made before and after certain elements. Most notably is the decision gate at the end of the “Blockchain Value Analysis” whereby the user decides if any performance or cost adjustments are necessary and then whether more detail is required or more information is present and thus another iteration could be beneficial. If the user decides to end the assessment, the true usefulness of the framework comes to light where the user will consider the outputs of every element in conjunction with one another to draw insight and use this insight to make a decision on further blockchain exploration. The remainder of this section provides the step-by-step procedure for completing each element.
3.2 Blockchain critical assessment
This element is focused on allowing the user to swiftly determine whether blockchain is applicable in their specific scenario using critical factors and evaluation questions to gauge these critical factors. This assessment provides a concise method for determining the applicability of blockchain based on the features it enables and the features that a use case may require. All questions are simple yes/no questions and while an affirmative answer is not required for every factor, the case for blockchain implementation becomes weaker the more negative answers there are because the solution becomes too nuanced. The critical factors, evaluation questions, and the flow of the assessment are presented in Table 2 and Figure 2 below.
TABLE 2 | Critical Factor Evaluation Questions.
[image: Table 2][image: Figure 2]FIGURE 2 | Blockchain Critical Assessment Framework.
As can be seen from Figure 2, the first three critical factors are required for the implementation of a blockchain solution, while at least six of the remaining nine factors are required. As mentioned previously, the blockchain solution becomes more nuanced the more negative answers that are present, moving the solution space further away from the ideal in which a blockchain solution would operate. Consequently, any more than three negative answers indicate the solution space becomes too nuanced and the solution will not be used to its full potential.
3.3 Blockchain fit analysis
This element of the framework quantitatively assesses how well suited blockchain is for a particular organization and process. This analysis is broken into two sections to assess the fit that is represented by two scores: “Organizational Fit Score” and “Process Fit Score”. The flow of this element of the framework is presented in Figure 3. Once each respective score is calculated, they can be plotted onto a graph, as shown in the figure, where the threshold values are indicated. If the user falls into a borderline case, it is up to their discretion whether they want to continue with the remaining elements of the assessment or not based on the scores they obtained. The calculation of each score is now presented for the remainder of this section.
[image: Figure 3]FIGURE 3 | Blockchain Fit Analysis Process.
3.3.1 Process fit score
There are certain factors that can be used to gauge how well suited blockchain is for a particular process. These factors, along with relevant evaluation questions, are presented in Table 3 below.
TABLE 3 | Process Factor Evaluation Questions.
[image: Table 3]When gauging a characteristic, the evaluation questions are answered on a scale of 0–10 or they are simply yes/no/maybe answers or specialized answers as identified in Table 3. Different ranges in the 0–10 scale represent different levels of agreement with the question specified as outlined in Table 4. Furthermore, Table 3 identifies threshold values in bold that refers to the value within the range that indicates the threshold between blockchain being suitable and not being suitable.
TABLE 4 | Answer Range.
[image: Table 4]The importance weighting indicates the factor’s importance to a suitable blockchain fit within a particular process and falls on a 0–1 scale, where different ranges indicate different levels of importance, as indicated below. The weightings are assigned based on the effect that not satisfying the factor would induce, where a greater effect leads to a higher importance. 
• Not Important: 0–0.25
• Mildly Important: 0.26–0.50
• Important: 0.51–0.75
• Very Important: 0.76–1.0
With the information presented, the “Process Fit Score” can now be calculated. The fuzzy weighted average method is used to account for the importance weightings and answer values of each process factor, which was originally proposed by Dong and Wong (1987) shown in Eq 1 below.
[image: image]
Where wi = importance weighting, xi = factor answer value, and n = number of factors. This formula is used to calculate the “Process Fit Score” based on the respective answer and importance weighting of each factor, where non-numeric answers are scored as shown in Table 5.
TABLE 5 | Non-Numeric Answer Values.
[image: Table 5]Everything is available for the user to calculate their “Process Fit Score”. Using the same process outlined above with the threshold values and importance weightings identified in Table 3. The threshold value for the Process Fit Score is 5.63. A score above this threshold indicates that blockchain is a good fit for the process, while a lower score indicates that blockchain is not a good fit for the process.
3.3.2 Organizational fit score
As with a process, there are certain factors that can be used to gauge how well suited blockchain is for a particular organization. These factors, with relevant evaluation questions and statements, are presented in Table 6 below.
TABLE 6 | Organizational Factor Evaluation Questions and Statements.
[image: Table 6]All questions are simple yes/no/maybe answers, while all statements are answered on a scale of 0–10, where different ranges indicate various levels of agreement with the factor’s statement, where these ranges are presented in Table 4 above. Again, there are the threshold values which indicate the threshold between a blockchain solution being suitable and not being suitable. The importance weightings are assigned using the same method as for the process factors and have the same range as indicated in Section 3.1.2.1. The fuzzy weighted average method is used once again, as presented in Eq 2 below. 
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Where wi = importance weighting, xi = factor answer value, and n = number of factors. The non-numeric answers are scored as shown in Table 5. All tools are now available to calculate the “Organizational Fit Score” for the user’s organization. Using the above outlined process and the threshold values and importance weightings presented in Table 6, the threshold score can be calculated. The threshold value for the Organizational Fit Score is 5.34. A score above this value indicates that blockchain is a good fit for the organization, while a score below this value indicates that blockchain is not a good fit for the organization.
3.4 High-level blockchain design
As mentioned in Section 2.6, the two main design components which will affect a blockchain solution’s performance are the blockchain type and consensus mechanism chosen. Thus, this element is focused on presenting a method that can be used to identify the best design features for a given scenario. Using the comparison of the design features presented in Table 1, a description and answer range is given for each comparison criterion in Table 7.
TABLE 7 | Design Feature Comparison Criteria Ranges.
[image: Table 7]Each comparison criterion has an answer range to gauge the preferences of the user and is linked with a score from 1–5, which is in turn linked to the key of Table 1. The user will simply select their preference for each criterion and identify the relevant score of each criterion. Furthermore, an importance weighting between 0–1 should be assigned to each criterion using the range presented in Section 3.3.1. These inputs can then be used to identify the most suitable blockchain solution for the user’s particular use case using the process identified in Figure 4 below.
[image: Figure 4]FIGURE 4 | High-Level Blockchain Design Process.
3.5 Blockchain adoption approach
This element of the framework is focused on presenting the user with a framework that can be used to identify adoption considerations to be taken throughout the solution’s lifecycle for their specific use case. The outcome of this element will enable the user to gain deeper insight into the adoption process and what can be expected during a blockchain solution’s lifecycle. The framework is an adaptation of the GRAAL (Guidelines Regarding Architecture Alignment) presented by Zarvić and Wieringa (2014). The framework can be used in its blank state to identify potential considerations, where each cell of the framework represents the context of a certain set of considerations that take place within a certain enterprise architecture layer at a certain stage in a blockchain solution’s lifecycle. A brief explanation of each enterprise architecture layer used in the framework is given below.
3.5.1 Enterprise architecture layers

• Enterprise Environment—this layer represents the context of the environment that the organization operates in, with reference to external influences.
• Business Layer—this layer focuses on the organization from a business strategy viewpoint (Bucher et al., 2006), where the organization is typically arranged into different responsibilities that are centered around critical value-creating activities and ensuring that these activities work well together (Janssen, 2009).
• Process Layer—this layer focuses on how processes within the enterprise are organized, indicating boundaries, relationships, inputs, and outputs (Bucher et al., 2006; Janssen, 2009).
• Application Layer—this layer is focused on the coding that is required for the desired functionalities, which are commonly in the form of applications that are used as the interface between the end user and system (Singhal et al., 2018; Rehmani, 2021).
• Blockchain Layer—this layer is focused on a combination of blockchain layer, namely the execution layer, consensus layer, network layer, and data layer. The execution layer is responsible for executing instructions that are received from the application layer (Singhal et al., 2018). The consensus layer focuses on ensuring that there is a consistent and valid state of the ledger typically using a consensus mechanism (Singhal et al., 2018; Zhai et al., 2019). The network layer is responsible for managing and operating the communication mechanism used in the network for discovering, communicating, syncing, and broadcasting (Singhal et al., 2018; Rehmani, 2021). Finally, the data layer is responsible for defining the data structure in blocks, the data storage mechanism, and linking blocks to one another (Yu et al., 2018; Zhai et al., 2019).
• Hardware Layer—this layer is focused on the underlying hardware required for successful operation of the system and represents the organization of this hardware used by the system (Rehmani, 2021).
• Foundation Layer—this layer represents the foundations of the enterprise and thus it extends beyond the boundaries of individual layers and is crucial throughout all layers.
There are many ways to conceptualize the lifecycle of an IT system, where different terms may be used but the general idea can be easily identified and extracted. Miraz and Ali (2020) argue that a software development life cycle is not suited to the nature of blockchain. A Product-Service-System (PSS) lifecycle is considered due to blockchain being an Information System consisting of hardware and software to provide a service. Cavalcante and Gzara (2018) propose a holistic PSS lifecycle model that correlates well with the models proposed by Wang et al. (2016), Beck and Müller-Bloch (2017), and Kharitonov (2017) for blockchain solutions. The proposed four-stage blockchain lifecycle is defined below based off of these models.
3.5.2 Blockchain lifecycle stages

• Discovery—this first stage is responsible for studying the feasibility of blockchain and the opportunity it presents through creating, recognizing, elaborating, and articulating this opportunity. Furthermore, this also includes stimulating interest and building an internal community along with scrutinizing the potential solution and strategizing a possible way forward.
• Implementation—this stage evolves the opportunity from the discovery stage into a business proposition, requirements, design, development, experimentation, training, and lastly integrating the solution into the relevant process.
• Operation—this stage is, as the name suggests, focused on the regular operation, optimization, and maintenance of the employed solution.
• Disposal—this stage is triggered when the benefits of the solution fall lower than the costs of it, thus making the solution obsolete. At this point, the solution is converted into experience and knowledge and phasing out the solution will begin, often in favor of a newer solution.
These definitions enable a deeper understanding of the individual cells of the adoption considerations framework. As mentioned previously, the framework can be used in its blank state, but the framework presented in Figure 5 is presented with reference considerations already filled in. These reference considerations are included because a blank canvas can be an intimidating prospect and these reference considerations simply help the user conceptualize what these cells might entail.
[image: Figure 5]FIGURE 5 | Reference Adoption Consideration Framework.
The use of this reference adoption considerations framework should be completed in two simple steps.
1) Select relevant considerations from the reference framework. The framework considerations may exceed what an organization needs to consider.
2) Add other relevant, unaccounted for considerations. The reference framework does not consist of an exhaustive list of considerations and may lack some that may be relevant for an organization.
This considerations framework, with the relevant considerations identified, can be used to identify the different factors which will be important throughout the blockchain solutions lifecycle and in different layers of the relevant enterprise. This element of the blockchain assessment framework is more aimed at presenting a thought experiment for the user to enable thought on the many different aspects of blockchain by structuring the user’s thoughts in a logical way, guided by the considerations framework.
The definitions for each of the considerations presented in the reference considerations framework are presented in Table 8 as extracted from the work of Wang et al. (2016), Allessie (2017), Kharitonov (2017), Morabito (2017), Yaga et al. (2018), Joannou et al. (2020), and Toufaily et al. (2021). These sources were obtained by using the keywords blockchain, adoption, implementation, considerations, and challenges on Google Scholar. The results were evaluated, and relevant sources were identified based on whether the article addressed blockchain adoption or implementation and the challenges or considerations associated with this. Considerations were extracted from these sources by ensuring they were present in more than a single source or they correlated logically with previous blockchain literature.
TABLE 8 | Blockchain Adoption Considerations Definitions.
[image: Table 8]3.6 Blockchain value analysis
Due to the scarcity of performance and cost data, the blockchain value analysis element is used to enable deep contemplation on the different aspects involved with the costs and benefits of the blockchain solution rather than presenting a quantitative value analysis. The framework presented for this element is used to identify potential costs, relevant performance metrics, and process cost reductions. The framework is used to highlight the areas where costs, performance and cost reductions will most likely be present. The value analysis framework is presented in Figure 6.
[image: Figure 6]FIGURE 6 | Value Analysis Framework.
The framework proceeds in a simple linear fashion so the user is able to logically conceptualize how certain choices will affect specific outcomes. The framework begins by identifying preferences for a set of development cost influencers, which are simply a set of factors or features which will influence the time spent on development and the costs incurred, with their options outlined below as identified through the previous work of the literature review and the work of Leewayhertz (2019) and Gopalakrishnan et al. (2021). These sources were obtained by using the keywords blockchain, adoption, implementation, cost, and development on Google Scholar. The results were evaluated, and relevant sources were identified based on whether the source identified factors or features that would influence the cost of a blockchain solution. Due to the limited results, the search was conducted again on Google to find blockchain development platforms or businesses that indicate the different features and factors that would influence the cost. The cost influencers were extracted from these sources by ensuring that they correlated logically with previous blockchain literature.
• Blockchain Type—public permissionless, public permissioned, private permissioned, private permissionless
• Financial Transactions—requires financial transactions, does not require financial transactions
• Network-User Interaction—web interface, mobile interface, admin interface, desktop interface
• Proof of Concept—PoC required, PoC not required
• Deployment—third-party cloud computation, no cloud computation (on-premises), hybrid
• Developers—in-house, freelancers, agency/outsourcing
• Operation Complexity—blockchain network is its own information system, blockchain network interacts with other information systems outside itself
• Development Approach—from scratch, integrated with existing system, blockchain development platform (Hyperledger, Ethereum, R3, etc.)
• Development Speed—normal, fast, immediate
• Number of User Types—any size required, where increased users affect performance (user types: customers, suppliers, administrators, customer support, etc.)
Based on the preferences identified, the insight gained from the adoption considerations, and the blockchain design, the costs can be identified according to the categories identified in the framework. This is aided by presenting typical cost items that are present in each category, which are presented below as identified by Takyar (2019), Davies (2021), and Gopalakrishnan et al. (2021). These sources were obtained by using the keywords blockchain, adoption, implementation, cost, and development on Google Scholar. The results were evaluated, and relevant sources were identified based on whether the source identified the costs of a blockchain solution. Due to the limited results, the search was conducted again on Google to find blockchain development platforms or businesses that indicate the different costs of a blockchain solution. The costs were extracted from these sources by ensuring that they correlated logically with previous blockchain literature and were present in more than a single source.
• Consulting Costs—consultant fees
• Design Costs—white paper cost, prototype development
• Development Costs—solution development, smart contracts development, user interface development, cryptocurrency/token integration
• Quality Assurance Costs—security (sales, cyber), legal costs, know your customer costs, anti-money laundering, agency costs, individual costs
• Deployment, Operation and Maintenance Costs—node hosting costs, system migration, maintenance and upgrading, continuous integration, storage and energy costs, infrastructure
Again, using the development preferences, insight gained from the adoption considerations, and the blockchain design, relevant performance metrics can be identified which can be used to compare blockchain solutions with one another, as well as with traditional solutions.
The definitions for these metrics are presented below as defined by Hyperledger Performance and Scale Working Group (2018), Maharjan (2018), Kombe et al. (2018), Sukhwani et al. (2018), Zheng P. et al. (2018), Kuzlu et al. (2019), Bergman et al. (2020), Dabbagh et al. (2020), Smetanin et al. (2020), Monrat et al. (2020), Ruan et al. (2021), Dabbagh et al. (2021), and Khan et al. (2022). These sources were obtained by using the keywords blockchain, performance, evaluation, analysis, and metrics on Google Scholar. The results were evaluated, and relevant sources were identified based on whether the article addressed analyzing a blockchain solution’s performance. Blockchain performance metrics were extracted from these sources by ensuring they were present in more than a single source and could feasibly be used to compare blockchain to more traditional solutions.
• Throughput—successful transactions or read operations per second.
• Latency—response time for transactions or read operations from initialization to execution and commitment.
• Scalability—the number of participants the network can accommodate.
• Success Rate—the ratio of successful operations performed to the total number of operations.
• Transactions Per CPU/GPU—the degree to which a CPU/GPU is consumed for blockchain operations.
• Transactions Per Memory Second—the degree to which memory is consumed per second of transactions for temporary operations that require memory for computation efforts.
• Transactions Per Disk I/O—the degree to which I/O is consumed by blockchain operations for reading from the hard disk (permanent storage) and writing to it.
• Transactions Per Network Data—the degree to which the network flow (upload and download capabilities) is used for blockchain operations such as transferring data blocks.
Using the costs and performance metrics identified, the user can identify potential process cost reductions from the set presented in the value analysis framework. The framework does not present an exhaustive list but provides some of the most common cost reductions that can be expected from a blockchain solution.
Definitions for each of the process cost reductions are listed below as identified by Hedman and Kalling (2003), Wang et al. (2016), Hassani et al. (2018), Niranjanamurthy et al. (2019), Panuparb (2019), and Chen et al. (2022). These sources were obtained by using the keywords blockchain, cost, benefit, value, business, and SWOT on Google Scholar. The results were evaluated, and relevant sources were identified based on whether the article addressed the cost reductions or value a blockchain solution provides. The cost reductions were extracted from these sources by ensuring they were present in more than a single source or they correlated logically with previous blockchain literature.
• Verification Costs—Blockchain enables data to be distributed between multiple parties securely and thus reduces unnecessary duplication of data and constant requests for data, consequently saving time and money.
• Improved Settlement Speeds—With one shared version of the truth, parties can transact with greater trust and thus reduce the need for intermediaries to process transactions to ensure integrity, thus reducing time and saving money.
• Enhanced Security & Data Integrity—Data cannot be changed, and all new information is shared with the relevant parties, making it secure because alterations can be tracked and monitored, thus requiring less effort in ensuring data integrity.
• Debugging Costs—Due to synchronization mishaps, data between organizations may be misaligned and addressing these misalignments can be time-consuming and costly, whereas blockchain removes the possibility of such misalignment.
• Policing & Enforcement Costs—Blockchain’s transparency and immutability allow regulators to more easily and swiftly scrutinize any transactions to ensure compliance and that all parties stick to the terms of an agreement.
• Transactions Costs—Reducing the need for constant administrative searching and communication activities, eliminating intermediaries, and increasing process transaction efficiency will reduce overhead costs because blockchain allows distributed access to a single, immutable source of truth.
• Bargaining Costs—Smart contracts can be used to automatically execute certain code based on set conditions in a transparent and efficient manner, thus reducing the need for complex and time-consuming human interaction to reach agreement between parties on an appropriate contract.
• Search & Information Costs—Blockchain provides a “single line of sight”, enabling more agile responses to events and more inter-organizational collaboration, while reducing the need for costly administrative searching and communication activities.
As mentioned previously, this element of the framework is used to provoke deep contemplation and does not provide tangible outcomes. Inputs are less important, the framework more acts as a guideline to structure thoughts logically. The framework helps to guide the thoughts of the user to identify the potential costs and benefits of a blockchain solutions by highlighting the links between specific choices and the outcomes they might affect.
3.7 Validation
The blockchain assessment framework was demonstrated with the use of a case study and validated with expert analysis. These methods are briefly explained below.
1) Case Study—an enterprise asset management company (simply referred to as “the company” throughout) wished to investigate a particular process for blockchain implementation, thus providing the necessary inputs required to use the blockchain assessment framework.
2) Expert Analysis—two experts that were involved with the case study were taken through the steps of the blockchain assessment framework and presented with the outcomes of the assessment, whereby a semi-structured interview took place to gain the experts’ perspective on the usefulness and rational of the framework.
3.7.1 Case study
The process selected by the company was a complex flow of work orders and invoices between the company and a client. All inputs were received from the company’s divisional manager and head of product development and were used to complete the blockchain assessment framework. The framework indicated blockchain to be a plausible solution for the process, but that the technology is still in its infancy and the company is in a good position to follow the role of other companies within this space, rather than being the disruptors themselves.
3.7.2 Expert analysis
A presentation was used to present the framework and its results to the company representatives and was aimed at ensuring they were happy with the insight produced by the framework and to receive feedback on the framework itself. A semi-structured interview approach was used to promote feedback while ensuring that the company representatives were never pressured into giving feedback on topics they had not pondered, while allowing the conversation to be guided to receive the necessary feedback. The main points of feedback are summarized below, followed by the insights that were gained and the actions that can be taken presented in Table 9 as presented by Spencer-Hicken (2022).
• The framework conglomerates a collection of blockchain knowledge which helps to advance the understanding and application of the technology in organizations.
• The framework covers the primary aspects of assessment to provide important outcomes and guidelines.
• The framework helps to generate momentum with blockchain exploration and the future steps to be taken within an organization.
• The elements of the framework are clear, complete, and purposeful, while flowing logically between one another and being easy to understand and use.
• The framework helps with efficient decision-making regarding potential further blockchain analysis.
• Certain improvements can be made to the framework to make it more helpful with blockchain implementation, rather than just indicating if further blockchain analysis will be beneficial or not.
TABLE 9 | Feedback Insights.
[image: Table 9]As can be seen from Table 9, the actions that are taken on the insight are either translated into future research recommendations or by altering the final framework. The blockchain assessment framework addresses a need and, while there are improvements that can be made, the framework helps with assessing blockchain and starting a blockchain exploration process.
4 LIMITATIONS AND RECOMMENDATIONS
As mentioned previously, the blockchain assessment framework is helpful when initiating the blockchain exploration journey but is less helpful further on when deeper analysis is required. The study is limited by the blockchain research that is available because being a new technology there has not been a lot of time to build up a strong research base. Furthermore, there is a lack of blockchain standards within industries, such as standards for measuring blockchain performance and thus different studies use different metrics for blockchain performance indication. This lack of standards limits how research can be compared with one another.
The framework has only been tested in a single industry with a single company and thus there is more insight to be gained from other industries, limiting the outcome of this study until its value is proven further in other industries. A further limitation are the potential design features excluded in the high-level design because of the lack of data linking these features to the comparison criteria. Lastly, subjective inputs are used and thus the blockchain assessment framework is limited by the perspective and biases of potential users.
Clearly the framework has aspects that have the potential to be improved. As such, there are areas of future research that can be used to enhance the blockchain assessment framework. The recommendations for future research are listed below as presented by Spencer-Hicken (2022).
• Blockchain Development and Implementation Costs—gather empirical data on the cost of developing and implementing blockchain solutions to enable the creation of cost models that can be used to more accurately predict blockchain costs.
• Different Blockchain Configuration Performances—gather empirical data on the performance of different blockchain solution configurations based on a wide variety of performance metrics to enable more accurate predictions of blockchain solution performance.
• Blockchain Cost Reductions—create mathematical models that can be used to estimate the cost savings introduced by a blockchain solution based on the time it saves during different operations.
• Blockchain Design Choices—investigate how different design features and their relevant options will affect the performance of different comparison criteria of a blockchain solution.
• Design Comparison Criteria Trade-offs—investigate how the different comparison criteria identified affect each other and the relationship between them.
• Introduce Objectivity into the Framework—investigate how more objective inputs can be used within the blockchain assessment framework to reduce the biases of potential users and increase the accuracy of results. Further investigate how different multi-criteria decision-making methods affect the results produced by the assessment framework and which produces the most accurate results.
5 DISCUSSION
The validity of this study was ensured by using multiple different sources of data, with the main being existing blockchain literature but also using a demonstrative case study and expert analysis to guide the development of the framework. A gap of knowledge was identified, and subjectivity and bias were minimized, by ensuring that this gap was translated into literature topics systematically so that replication of the logic of the research is possible. Presenting the outcome of this study as a framework with tangible outcomes, opposed to a discussion format or decision-making model, is to provide potential framework users with practical value and quantitative indicators.
The framework itself is high-level and helps with blockchain decision-making during the early stages of blockchain exploration. It is a great tool for initiating the blockchain exploration journey and helping decide whether further blockchain analysis is worthwhile. Furthermore, this study has gathered relevant knowledge regarding blockchain assessment and provides a strong foundation from which future blockchain assessment research can be built upon.
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Comparison
Criteria

Description

Answer Range

3 (o)

Energy Efficiency ‘The ability of the solution to operate Minimal Low Average High Maximal
while producing minimal resource waste
and cost.

Latency Performance ‘The amount of time it takes from the Very High (10 - 65) Average (6 - 45) Low (4 - 1) Very low (<15)
initiation of a transaction to the high (>10s)
‘commitment.

Throughput Performance | The amount of read or write operations | Very low Low Average High Very high
that can be performed per unit time (<100tps) (100 - 500tps) (500 - 1000tps) (1000 - 2000tps) (>2000tps)
(usually transactions per second, tps).

Hardware Dependence | The solution’s dependence on hardware Full Above average Average Slight None
to be implemented and operate.

Centralization ‘The amount by which the None Low control Average control High control Full
implementation of a specific solution
promotes centralization.

Scalability (validating | The ability of the solution to scale up the Not Minimal Average High Maximal

nodes) number of validating nodes in the
network.

Scalability (client nodes) | The ability of the solution to scale up the
number of client nodes in the network.

Fault Tolerance ‘The solution’s ability to handle faults or None Minimal Average High Maximal
security breaches.

Settlement Finality ‘The finality of a transaction, which can Probabilistic
either be deterministic (immediate) or
probabilistic (subject to change).

Incentivization ‘The ability of the solution to incentivize Yes No
the validation mechani

Organization Control | The control that the organization issuing | Very low Low Average High Very high
the network will have over the other
network parties.

External Transparency | The transparency of data to those not None High Control Average control Low control Full
within the system.

Immutability ‘The inability of users of the solution to None High control Average control Low control Full
tamper with data.

Consensus Participation | The permissions of nodes able to Permissionless Permissioned
participate in the consensus process.

Data Accessibility (read) | The ability of the public to read data on Public Private
the network.

Data Accessibility (write) | The ability of the public to write data to
the network.

Actor Identities (clients) | The transparency of the identities of Unknown Known

Actor Identities
(validators)

clients to actors of the systems.

‘The transparency of the identities of
validators to actors of the system.
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Blockchain enables data to be distributed between multiple parties securely and thus
reduce unnecessary duplication of data and constant requests for data, consequently
saving time and money.

Add quantitative values to indicate the cost reductions that can be experienced compared
to a traditional solution based on the blockchain solution’s design.

Provide quantitative values to indicate the performance of a chosen solution.

Add more design features to make the blockchain design step more detailed and specific to
the user.

Indicate the trade-offs between the different design criteria when identifying a relevant
design choice.
Include more objectivity into the high-level design step of the blockchain solution.

Indicate the value of doing multiple passes with the framework to gain a better
understanding with each iteration.

Future Research: current research lacks the data to estimate costs based on design features
and the implementation approach.

Future Research: current research lacks the data to estimate cost reductions based on
design features.

Future Research: current research lacks the data to estimate the performance of a
blockchain solution based on its configuration.

Future Research: the current literature review does not allow the comparison of different
design choices based on the effect they would have on the criteria identified for the high-
level blockchain design.

ore research is required to determine the interaction of the different
design criteria and how they could affect each other.

Future Research: more research would be required to add filters to create more objectivity,
such as the definition of a relevant use case that is already present.

Final Framework Iteration: the final iteration includes a decision gate after the
“Blockchain Value Analysis” that promotes more iterations for better accuracy.
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Consider existing use cases within the same (or similar) industry demonstrating success with a similar use case context.

Consider any applicable current and possible future laws and regulations the solution should be compliant with when handling
data, ensuring constant communication with authoritative stakeholders to address concerns in this dynamic environment.

Consider the position of all possible external stakeholders and address their concerns and ensure their satisfaction with the
solution’s direction.

Understand the current technological situation so both the current and future strengths, weaknesses, opportunities and threats of
blockchain can be identified.

‘The acceptance of the shift brought about through a blockchain solution, both within an organization and the industry asa whole, is
crucial for its success.

Consider potential ecosystem stakeholders® availability of organizational resources for IT innovation adoption (financial,
infrastructure, and human resources) and their capacity to use and adapt to new and innovative knowledge.

Consider the purpose blockchain is being regarded opposed to other solutions and whether there is a feasible approach to realize
this purpose using a blockchain solution.

Disregarding start-ups, consider how blockehain will integrate with the current business model and processes and the consequent
effect on reputation, knowledge, and Return on Investment (ROI). One needs to strategically plan how to effectively incorporate the
blockchain solution with the current business model.

Consider the importance of educating users on the use of blockchain and the opportunites it presents, allowing users to realize
opportunities within their domain and understand it to know if it is being used optimally or possibly maliciously.

Consider the position of all internal stakeholders and address their concerns and ensure their satisfaction with the solution’s
direction.

Consider the availability of particular organizational resources required for IT innovation adoption (financial, infrastructure, and
human resources) and the capacity for utilizing and adapting to new and innovative knowledge.

Consider the gap or opportunity that the current process presents and determine how a blockehain solution will be used to address
this gap and whether it is feasible.

Consider what assets will be involved in blockchain transactions and whether they can be digitized and furthermore what type of
asset data will be made available and hence transacted.

Consider that new technologies will not achieve their potentials from the frst version and see this as a method for uncovering areas
of improvement and continue to drive change by engagement and collaboration.

Consider how the business process will be redesigned, to improve quality, output, cost, speed, service, etc. by utilizing a blockchain
solution, using a business process re-engineering approach.

Consider whether your use case will implement smart contracts and who will be designated with coding them and whether they will
be deterministic or non-deterministic and how they will be coded during the blockchain solution’s operation.

Consider the importance of the speed of the output of the system, where blockchain solutions tend to lag behind more traditional
solutions and what hardware will be needed to achieve the required performance.

Consider the importance of sustaining performance as the blockchain system grows, where scalability concerns are more easily
accounted for during development by considering what method of scaling might be used (off-chain, side-chain, and anchoring
techniques) and what hardware might be required to achieve this

Consider what data will be stored on the blockchain and the storage requirements to o so,and whether any special techniques will
be used to reduce these storage requirements (off-chain or anchoring) and what hardware will be required to achieve th

Consider whether the use of tokens wi the blockchain solution could be beneficial to the specific use case and how this token
will be used to create value within the network.

Consider how the blockchain blocks will be structured, essentially considering what information does each block require in the
header and body and how big will each block be (transaction limit or size limit).

Consider the effect of a convincing PoC that demonstrates the solid use case of a blockchain solution to potential stakeholders.

Consider that higher blockchain adoption leads to quicker definition of standards and protocol and better leverage of network
effects (higher value with greater use/adoption).

Consider the agreements that must be reached on how the blockchain solution will operate within the industry, including
governance, updates, responsibilities, and management. Further consider whether incentives can be used to promote cooperation
between parties and what type of incentive could work.

Permissionless blockchain applications must consider the possibility of 51% attacks, hard forks, and system bugs, while
permissioned blockchain applications must consider the possibility of centralized control, fraud, data tampering and the lack of
consensus mechanisms.

With blockehain solutions disclosing more data than traditional solutions, it is important to consider what data is available to which
participants on the network under what circumstances and ensuring that this complies with regulations and confidentiality
agreements. Further consider what mechanisms will be used to ensure this.

Consider the current lack of industry standards due to the developing nature of blockchain and how the evolution of these
standards might affect your use case.

Consider the change management approach to be adopted to prepare and support the organization with the strategization and
integration of a blockchain solution with legacy systems and processes (phased implementation, parallel running, or direct
changeover techniques).

Consider the costs associated with blockchain implementation (infrastructure, education, development, etc.) required for long-
term success and to ultimately receive the benefits of the solution.

Consider who will verify initial blockchain data entries and relevant vetting processes and structures to prevent invalid entries.
Consider the different oracles required and determine the taxonomy of each.

Consider the approach that will be taken when acquiring or developing (in-house, freelance, or outsource) a blockchain solution,
where it is important to never separate business expertise and the development process. Consider what development approach will
be used (from scratch, integrated with a current system, or using a blockchain development platform). If using a development
platform, consider the optimal one for the specific use case.

Blockchain software, being written by humans, will always be imperfect and existing bugs and poorly written code make the system
vulnerable to malicious activity and will increase as the complexity and interconnectedness of the software increases.

Consider how users of the network will interact with the system (web interface, mobile application, or administrative interface).
Consider how the blockchain system will be deployed (on-premises, third-party clouds, or a hybrid).

Consider that blockehain interoperability is still in its infancy, making it difficult to connect separate ledgers and facilitate cross-
chain communication and value transfer. Consider the tools you can use to promote interoperability (off-chain, side-chain, and
anchoring techniques) and how these might be used in practice.

Consider the importance of managing your public and private keys and how to approach this, generally using methods including
safekeeping and key recovery.

Consider whether the system permissions will allow enough granularity to differentiate specific roles that may be required to
perform certain actions within the system. It will also help to determine which users need access to what specific data.

Consider how and who administers the required permissions and whether permissions can be revoked and how this will be done.

Consider what infrastructure might be needed to implement blockchain for the required process based on the network
requirements, storage requirements, process power requirements, consensus mechanism requirements, and the node requirements
(cloud-based or server-based).

Consider the complexities of operating within an interconnected environment and the constant need to ensure the system is
operating as intended and all stakeholders are satisfied. Consider what mechanisms will be used to ensure this.

Consider whether altering historical records should be possible in the system and how it will be implemented to ensure data
integrity (permissions, agreement, ctc..

Consider how the system will be maintained and evolved and what methods will be implemented to o so and who will be
responsible for it.

Consider the roles of system stakeholders and what the rules and protocols would be that govern the system and who sets up this
governance and how it would be changed if necessary and how it would be enforced on stakeholders.

Consider the reduction in the effort of transacting with counterparties by reducing the steps involved in a process using a
blockchain solution.

Consider the climination of opportunism by the imposition of extreme transparency and the possible automatic execution of
certain tasks using smart contracts.

Consider the increase in trust within data exchanges due to the elimination of opportunism and the transparency with which one
can analyse transactions.

Consider that system stakeholders may have conflicting goals and objectives or be in direct competition and majority of
participants must agree in order to validate transactions, giving increased control to counterparties in transactions.

Consider how the availability and transparency of the full history of digital asset transactions will affect the current process by
considering who will have access to this data.

Consider how a blockchain solution might enable streamlined processes by making transactional steps transparent to users, both
internally and possibly externally, and by reducing the need for intermediaries.

Consider that blockchain will increase the protection against errors/forgery because data will need to correlate with previous data
and data tampering is near impossible without the knowledge of the network.

Eliminating the need for centralization by sharing the ledger across the network and ensuring data correlation increases data
integrity by allowing casy auditing of reliable transaction data.

Consider that monitoring the input and behaviour of system actors will be decentralized and thus reduce the need for hierarchical
‘monitoring and will open the network to scrutinization from all involved parties.

Consider that blockchain systems are not easy to scale and that large and efficient scaling operations will require large capital
investment. However, permissioned blockchains tend to be more scalable due to the lower number of validating nodes.

Consider the ease with which compromised nodes can be identified because of the extreme transparency and availability of the full
transaction history and the requirement to digitally sign transactions.

Consider the ease with which conflicting data can be identified due to the extreme transparency and availability of the full
transactional history and the use of consensus to validate data.

Consider how the commitment of stakeholders will be dissolved once the blockchain solution has run its course and the approach
that will be best suited for this dissolution.

Consider how the blockchain solution will be evaluated at the end of its life to determine whether it met its expectations during its
lifetime.

Consider whether the system users will be migrated to a new system and what methods will be used to accomplish this user
migration.

Consider whether the system data will be migrated to a new system and what methods will be used to accomplish this data
‘migration.

Consider whether the system hardware will be redeployed for use in a new system or if it will be disposed and consider how this
redeployment or disposal will be approached and completed.

Consider how the financing/investing needed for the blockchain solution will be acquired and the agreements that will be necessary.
Furthermore, consider how much capital will be required and how it will be allocated.

Consider the amount and type of knowledge that will be created during such a large and complex project and how it will be created,
organized, used, and shared to ensure that the right knowledge is casily accessible to those who need it when they may need it.
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Data Store/Exchange* Do you need to store or exchange data?*
Multiple Distributed Parties* Are there multiple parties inputting, updating, and reading information from distributed locations?*
Validated Transactional Data* Are exchanges/transactions involved in the process or is data transactional and must these transactions be validated?*
Lack of Trust s there a lack of trust or conflicting interests among involved parties?
Lack of a Trusted Intermediary s there a lack of a trusted intermediary or a need/want to remove them?
Consistent Set of Rules Can a consistent set of rules help achieve the process outcome?
Consistent Governing Rules Wil the governing rules be consistent over time?
 Interelated Transacton History s transaction history required and are transactions dependent or interrelated?
Mapping Parties Transactions Must parties be mapped to their transactions or do transactions have increased value when claimed by a participant?
Transparency Importance Is transparency of the transactions a beneficial feature?
Immutability and Auditability Importance | 15 an immutable, audiable record of transactons benefical?
Censorship or Attack Reduction Can a distributed infrastructure reduce the risk of censorship or attack?
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