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In Bitcoin blockchain, miner nodes are likely to choose transactions with high fee to be included in a block. This makes transactions with high fee being processed fast, affecting the amount of transaction fee that users want to pay. The reward for a winning miner consists of transaction fee and newly issued coins, and hence the amount of newly issued coins also affects the miner decision to participate in the mining competition. In addition, mining reward also affects the total hash computing power, which plays an important role of Bitcoin security for reducing the success probability of security attack by a malicious miner. In this paper, we develop a mathematical model for analyzing the interaction between miner decision making and user actions in terms of transaction fees, transaction-confirmation time, and security. We analyze the transaction-inclusion process with queueing theory, while decision making processes of miners and users are analyzed in the context of Nash equilibrium. The numerical examples show how the mining costs and newly issued coins affect miner decision making.
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1 INTRODUCTION
The blockchain is a decentralized cryptocurrency technology that works securely by incentivizing participants to follow a pre-specified protocol. There are no auspices of a trusted and centralized authority and are open to a variety of security attacks. Therefore, the blockchain protocol is needed to ensure consensus even in the presence of such adversaries. One of the established protocols for ensuring consensus is Proof of Work (PoW), the most common consensus mechanism. PoW supports mainstream cryptocurrencies, including Bitcoin and Ethereum, which account for more than two-thirds of the cryptocurrency market share He et al. (2020).
It is reported in Möser and Böhme (2015) that in the Bitcoin blockchain, transactions with high fees are likely to be included faster in a block than those with low fees. That is, the higher the fee, the faster the transaction is included in a block. Therefore, end users are interested in the fees required for transactions to be processed with acceptable delays, while miners are motivated by high fees included in transactions in order to increase their revenue.
The interplay between users and miners in the blockchain exhibits an intricate dynamic nature of the decentralized system. This paper is concerned with a mathematical model that captures the unique features of cryptocurrency systems, and then using this model to study participant behavior and effect of newly issued coins and mining costs on equilibrium state of the system. Our mathematical model consists of two decision making processes for users and miners. In the user decision making process, a user decides to join the blockchain service according to the expected transaction-confirmation time which is dependant on the fee. In terms of the decision making for miners, a miner decides to perform mining according to the winning reward composed of newly issued coins and total amount of fees in the mined block.
Note that the miner decision making results in the total hash power for mining, which then affects the transaction-confirmation time required for preventing from the security attack. Note also that the transaction-confirmation time affects the user incentive to join the blockchain service. That is, the user decision making interacts with the miner one through the transaction fee and transaction-confirmation time.
For the user decision making, we consider a utility function in which the transaction fee and transaction-confirmation time are taken into consideration. Here, the transaction-confirmation time consists of the transaction-inclusion time and confirmation latency. The mean transaction-inclusion time is analyzed by a single-server queueing model with batch service, while the confirmation latency is determined such that the resulting attack success probability of malicious miners is smaller than certain security level. In terms of the miner decision making, we consider a utility function which includes newly issued coins and the total amount of transaction fee included in the mined block. For both utility functions, we consider Nash equilibrium, investigating the impact of newly issued coins on the equilibrium state of the blockchain system.
The main contribution of the paper is as follows.
1. We develop a mathematical model for the interaction of decision making between users and miners, taking into account fundamental elements of 1) transaction fees, 2) newly issued coins, 3) total hash rate, 4) security, and 5) transaction-confirmation time consisting of transaction inclusion time and confirmation latency. Note that the previous research related to the interplay between users and miners for the blockchain considers some of the five elements listed above, and this is the first work in which all the five elements are considered in the model.
2. We conduct Nash equilibrium analysis for both the user decision making process and miner one, deriving the optimal strategies for users and miners.
3. In numerical examples, we show how the total hash rate and confirmation latency evolves, investigating the existence of convergence points of the two performance measures. We also investigate how the newly issued coins and mining cost affect the existence of convergence points.
The rest of the paper is organized as follows. In Section 2, related work is presented. Section 3 illustrates the mathematical model for details, and equilibrium strategies for users and miners are analyzed in Section 4. Numerical examples are presented in Section 5, and Section 6 concludes the paper.
2 RELATED WORK
There has been much literature on the mathematical analysis of the incentive mechanism of blockchains. The literature is categorized into decision making for users and miners, transaction-inclusion delay, and system security.
The interaction of decision making between users and miners in Bitcoin blockchain are considered in Huberman et al. (2017); He et al. (2020); Yan et al. (2020). In Huberman et al. (2017), users make decision to join or opt out the blockchain service in terms of the utility function for the transaction fee and transaction-inclusion time. In terms of the decision making for miners, the hash-power cost and the reward consisting of newly issued coins and transaction fee are taken into consideration. Through the Nash equilibrium analysis, the monopoly pricing issue is discussed in comparison with traditional payment system. In Huberman et al. (2017), however, the impact of security attacks and newly issued coins on decision making for users and miners is not taken into consideration. He et al. (2020) develop the interaction model of Huberman et al. (2017) to the one in which confirmation latency is introduced for the security guarantee of the blockchain service. However, in He et al. (2020), the impact of newly issued coins on the incentive of miners is not also considered. Yan et al. (2020) consider the miner’s transaction-selection policy and analyze its effect on the transaction fee with a dynamic game model in which the interaction between user’s payment of transaction fee and miner’s transaction selection is taken into consideration.
Note that there are five fundamental elements of decision making for users and miners: 1) transaction fees, 2) newly issued coins, 3) total hash rate, 4) security, and 5) transaction-confirmation time. The decision making for users depends on transaction fees, security, and transaction-confirmation time, while that for miners is affected by transaction fees, newly issued coins, and their hash rates. The literature listed above considers some of the five elements, however, no research work takes all the five elements into consideration. Our research scope in this paper is the clarification of how the amount of newly issued coins affects the interaction of decision making between users and miners, which has not been studied in the existing literature.
Another stream of work related to our study focuses on the mechanism for determining transaction fees, comparing the performance of various auction mechanisms with the current “pay your bid” transaction fee mechanism. Within this area, the literature of Lavi et al. (2022); Yao (2020); Basu et al. (2019) considers different auction mechanisms for determining transaction fees.
Transaction fees also affect the transaction-inclusion time, the interval from the time at which a transaction is issued by a user to the time point at which the block including the transaction is eventually added to the blockchain. A typical approach to characterizing the transaction-inclusion time is queueing analysis. In Li et al. (2018) and our previous work Kawase and Kasahara (2017); Kawase and Kasahara (2018); Kasahara and Kawahara (2019); Kawase and Kasahara (2020), a main interest is to characterize the queueing dynamics of transactions in miner nodes. From this point of view, a basic model of the Bitcoin blockchain is a single-server queueing system, in which transactions waiting in the memory pool and block-generation time are taken into consideration. Huberman et al. (2017) and He et al. (2020) consider the M/MK/1 system for the transaction-inclusion time. In this paper, we use the result of mean transaction-inclusion time of Huberman et al. (2017), applying the priority queueing analysis to the transaction-inclusion time.
There exist much literature on game-theoretic analysis for decision making by miners In Ma et al. (2018), a mining game played by miners is modeled as a dynamic game, and the equilibrium state achieved by Proof-of-Work is analyzed. Selection problem, in which pool managers make decision of how much reward to give to miners while miners decide which mining pool to join. They consider an equilibrium model for mining pools and its symmetric subgame perfect equilibria, discussing how risk-sharing affects the mining-pool centralization and global hash rate.
Capponi et al. (2021) develop a two-stage game model to analyze the correlation nature of the hardware investment and mining competition. In the first stage of the model, miners decide how much to invest in mining equipment, while in the second stage, miners make decision on hash rates to win mining competition. The authors analyze the Nash equilibrium for the model, discussing centralization in mining and the impact of the equipment investment and mining reward on the decentralization in mining.
In Altman et al. (2020), focusing on the miner decision making, the authors consider multiple blockchain services supported by edge computing service providers, where a miner chooses which service provider to use and which blockchain to mine. They model the miner’s decision making as a non-cooperative game, investigating its Nash equilibrium.
The security threat is also an important issue of the decision making for users and miners. Chiu and Koeppl (2017) consider a mining game model in which miners are classified into honest and malicious ones, and the incentives of malicious miners to conduct double spending attack are analyzed in terms of the total hash rate. In Pagnotta (2018), focusing on the token economy of Bitcoin blockchain, the authors consider the evolution process of Bitcoin price under mining competition, in which security threat is taken into consideration. Chatterjee et al. (2018) propose concurrent ergodic games for modeling long-term economic aspects of security violations.
In Prat and Walter (2018), a miner-entry decision model based on real options theory is proposed, in which the interaction between Bitcoin/US dollar exchange rate and the hash power of the Bitcoin network is taken into consideration. The authors analyze the equilibrium of the payoff rate for miners, discussing how miners response to the price evolution of Bitcoin.
Wang and Liu (2015) propose a formula to estimate the total hash power based on the number of blocks created in a day and the difficulty. Pagnotta and Buraschi (2018) address the valuation of Bitcoin and other blockchain tokens in a decentralized financial network. In their model, total hash rate and the bitcoin price are jointly determined.
In terms of the analysis of the security attack by malicious miners, Goffard (2019) model a public blockchain and a malicious blockchain as two independent counting processes, analyzing the probability distribution of the time at which the malicious chain catches up the public blockchain.
3 MODEL
In this section, we present a mathematical model that incorporates the operational features of blockchain systems, the interplay between miners and users, and the security issue associated with the decentralized nature of the blockchain system.
In our model, we assume zero latency for transactions to propagate through the network. This implies that a transaction issued by a user immediately arrives at the memory pool of all miner nodes. Suppose that transactions arrive at the memory pool according to a Poisson process with arrival rate λ. The miners select transactions from the memory pool in order of highest fee and processes up to K transactions into a block during a process called hashing or mining. We assume that the time interval between consecutive blocks follows an exponential distribution with rate μ. Then the blockchain system is modeled as a single-server queue with batch service M/MK/1.
As miners seek to increase their own revenue, service discipline is prioritized by the fee b that a user is willing to pay to process his/her transaction; the higher the fee, the more quickly the transaction will be selected and processed. Each miner generates a new block with transactions in the memory pool up to the block limit K. The miner that wins the mining competition is awarded the sum of the total fees in the block and the new coins issued. Let B denote the amount of new coins issued in one-block mining. Assuming that the mined block includes K transactions, miners revenue is given by the sum of B and the mean amount of total fees in the block [image: image]. Note that the mean amount of total fees in the mined block depends on the user decision making.
We define q as the hash power of a miner. Since miners are likely to replace mining machines and sometimes leave mining operations, we assume that q follows a distribution function GM. We also assume that a miner with the hash power q incurs the mining cost CM(q) for one-block mining. The incentive for miners to participate in the mining competition increases or decreases depending on the total fees from users. We model the miner’s decision making by (pM, GM), where pM is the probability a miner will join the mining competition of the blockchain system. We assume that miners are homogeneous, i.e., all the miners make decision according to (pM, GM).
When a user sends a transaction, the user pays the transaction fee b. The transaction fee b [image: image]) is independent and identically distributed (i.i.d.) with a distribution function Gu. Here, [image: image] is the minimum fee of a transaction required to be accepted by miners. Assume that the user incurs the waiting cost c per unit time. Then the user waiting cost is given by cWu, where Wu is the transaction confirmation time as Wu. Here, the transaction-confirmation time Wu consists of the transaction-inclusion time and confirmation latency. The transaction-inclusion time is the time interval from the time epoch when the transaction is sent by a user to the time point at which the block including the transaction is added to the blockchain. The transaction-confirmation latency is the time after which the block including the transaction is confirmed as the longest chain. Let z denote the number of blocks which are added to the blockchain after the block including the transaction. Then, the mean transaction-confirmation latency is given by z/μ. Note that z is determined such that the probability of malicious miner’s tampering with the blockchain, e.g., double spending attack, is smaller than a prespecified value.
We assume that the user gains Ru when the transaction is confirmed. Note that a user makes decision to send transactions according to the utility in terms of the user gain Ru, the minimum entrance fee [image: image], and the waiting cost cWu. We model the user’s decision making by (pu, Gu), where pu is the probability that a user sends a transaction to the system, and Gu is the distribution of the transaction fee b. That is, a user with decision making (pu, Gu) decides to send a transaction with probability pu and to pay its fee b distributed with Gu(b). Suppose that there exist a fixed number of users joining the blockchain network. We define Λu as the overall transaction-arrival rate and suppose that users’ decision making is homogeneous, i.e., all the users in the system make decision to issue transactions according to (pu, Gu). Since a user joins the blockchain system with probability pu, the overall transaction-arrival rate to the blockchain λ is given by puΛu.
Let [image: image] denote the total hash rate of miners joining the blockchain network. We assume that mining difficulty is immediately adjusted1 and that [image: image] is independent of the block-generation rate μ. Note that from this assumption, [image: image] does not affect the transaction-inclusion time, i.e., the transaction-sojourn time in the memory pool. On the contrary, [image: image] affects the transaction-confirmation latency z/μ required to prevent double spending attack. We define A and η as the malicious miner’s hash rate and the probability that the malicious miner succeeds double spending attack. When the malicious miner’s hash rate A is relatively large in comparison with [image: image], this increases η and the malicious miner is likely to succeed double spending attack. In such case, we need to increase z in order to make η small in order to prevent the double spending attack.
As a summary, our model consists of the following four phases.
1. The total hash power [image: image] affects the number of subsequent blocks z required for block approval.
2. z affects the user’s decision making (pu, Gu).
3. The user decision making (pu, Gu) affects the miner’s revenue.
4. The miner’s revenue affects the miner’s decision (pM, GM), which determines the total hash power [image: image] of miners joining the blockchain network.
We illustrate the transitions of decision making for users and miners in Figure 1.[image: Figure 1]FIGURE 1 | Transition of equilibrium state.
4 EQUILIBRIUM ANALYSIS OF OPTIMAL STRATEGIES FOR USERS AND MINERS
4.1 User’s optimal strategy
The analysis of the user’s optimal strategy in this section follows He et al. (2020); Huberman et al. (2017). In our model, the transaction-confirmation time for a user, Wu, consists of the transaction-inclusion time and confirmation latency. Since the transaction-inclusion process is M/MK/1, the mean transaction-inclusion time is given by the mean sojourn time of a transaction in M/MK/1. Denoting Wqueue(λ) the mean transaction-inclusion time, we have (Huberman et al. (2017), Lemma A2)
[image: image]
where x0 is given as unique solution of the following polynomial equation in the interval [0,1) (Kleinrock (1975)).
[image: image]
We consider a transaction-inclusion process in which transactions with high fee are included into a block faster than those with low fee. Note that the arrival rate of the transactions whose fee is greater than b is given by λ(1 − Gu(b)). Noting also that the overall transaction-arrival rate to the blockchain λ is given by puΛu, the mean transaction-inclusion time for such transactions is given by [image: image].
Assume that Wu is the function of transaction fee b given that the user decision making is (pu, Gu) and that the number of blocks regarded as the longest chain is z, denoted as Wu(b|(pu, Gu), z). Then we have
[image: image]
Let fu denote the utility function of a user with decision making (pu, Gu), defined as
[image: image]
Let [image: image] denote the utility function of a user who takes the strategy (pu, Gu) when the strategy of all other users is [image: image]. We obtain
[image: image]
Let [image: image] be the user’s strategy in Nash equilibrium, then [image: image] satisfies
[image: image]
From Appendix, the optimal user’s strategy [image: image] satisfies
[image: image]
Thus, the following equation holds.
[image: image]
which yields
[image: image]
Applying 1) to 2) and noting [image: image] yield
[image: image]
If [image: image], the utility of a user is positive and the user joins the system, which implies [image: image]. If [image: image], the user decides not to join the system, i.e., [image: image]. If [image: image], on the other hand, the following equation holds.
[image: image]
From (4), the equilibrium user’s probability to participate is given as
[image: image]
From (3), the equilibrium fee distribution [image: image] is obtained as
[image: image]
Let Φ* denote the equilibrium total fee included in the mined block when user decision making is [image: image]. Noting that Φ* depends on the minimum fee [image: image], we obtain (He et al. (2020), A.3)
[image: image]
When Ru − c (Wqueue (Λu) + z/μ) < 0 holds, we have
[image: image]
We can easily verify that Φ* of (8) is a decreasing function of [image: image]. On the contrary, when Ru − c (Wqueue (Λu) + z/μ) ≥ 0, we have
[image: image]
From (9), we can see that Φ* is a linear function of [image: image] if [image: image]. We can also verify easily that Φ* is a decreasing function of [image: image] if [image: image].
From (8) and 9, the minimum entrance fee [image: image] that maximizes user’s total fee is obtained as follows.
[image: image]
4.2 Miner’s optimal strategy
Let ΛM denote the population size of miners. Remind that the miner’s decision making is expressed with (pM, GM) where pM is the probability that the miner will join the mining competition and GM is the distribution function of hash power. Let [image: image] be the strategy of all other miners, and denote [image: image] as the utility of the miner with strategy (pM, GM). Since the difficulty adjustment is immediate, the block generation rate is constant. We have
[image: image]
The first term in the integral of (11) is the mean reward earned by a miner with hash power q during one-block mining period. CM(q) is the mining cost per one-block mining period, which is the function of hash power q. Assuming that the mined block includes K transactions, the revenue of the winning miner is given by the sum of the mean value of the total fees included in the mined block [image: image] and the newly issued coins B. Then the equilibrium strategy [image: image] is formulated by
[image: image]
We consider the optimal strategy [image: image] from the miner’s utility (11). Similarly to the user’s optimal policy of [image: image], we define fM as
[image: image]
From Appendix, the optimal miner’s strategy [image: image] satisfies
[image: image]
Assuming a large population of miners, i.e., ΛM ≫ 0, we can approximate the denominator of the first term in (13) with
[image: image]
From (14) and (15), we obtain
[image: image]
Integrating (16) with q and noting that CM(0) = 0, we obtain
[image: image]
Note that the above equation of CM(q) is the necessary condition of the existence of Nash equilibrium, implying that the mining cost CM(q) of a miner with hash power q has a form proportional to q. For simplicity, we write CM(q) = CM ⋅ q where CM is constant and given by
[image: image]
[image: image], the total hash rate of miners joining the blockchain network, is given by2
[image: image]
Let ζ denote the probability that a malicious miner wins a mining competition. We define γ(ζ, z) as the probability that a malicious miner with winning probability ζ succeeds in tampering with the blockchain under confirmation latency z. Assuming that mining competitions are independent, we obtain (Rosenfeld (2014))
[image: image]
Since the hash power of the malicious miner is A and the total hash power is [image: image], ζ is given by [image: image]. Given A and [image: image], the confirmation latency z* can be calculated by
[image: image]
where η is a prespecified constant for security requirement.
5 NUMERICAL RESULTS
In this section, we show some numerical examples for analytical results. In our numerical experiments, we used the parameter values of He et al. (2020). Table 1 shows the parameter setting for numerical experiments.
TABLE 1 | Parameter setting.
[image: Table 1]In terms of the reality of parameter setting in Table 1, the amount of newly issued coin B = 12.5 is the value during 2016–2020. The inverse number of the block-generation rate μ = 1.67 × 10−3 is almost 10 min, following the real Bitcoin protocol. In terms of the block size K, it is reported that the median transaction size is around 226 bytes3. Since the upper limit of block size is 1 Mbytes, the upper limit of the number of transactions in one block is estimated as 106/226 ≈ 4,400 transactions.
5.1 Minimum entrance fee that maximizes user’s total fee
In this subsection, we investigate the relation of the minimum transaction fee [image: image] with the total fees paid by users [image: image] and user’s waiting cost c.
Supplementary Appendix Figure 1A shows the total fees paid by users [image: image] against the minimum transaction fee [image: image]. We calculate [image: image] from (7) in cases of user’s waiting cost c from 4 × 10−7 to 1 × 10−6 in 2 × 10−7 increments. We also plot the case of c = 6 × 10−6. In this figure, [image: image] linearly grows with increase in [image: image] and then decreases, achieving certain maximum value for each c case. The increase of the minimum entrance fee grows the total fee linearly. However, a high entrance fee demotivates users to use the blockchain service, and when the minimum entrance fee exceeds the acceptable range of users, they stop the use of the blockchain. This is why the total fee achieves the maximum. It is also observed in this figure that a small c results in a small [image: image] when [image: image] is small. This is because a low transaction-waiting cost makes users tolerate to a long transaction-confirmation time, resulting in users’ low-fee payment. On the contrary, a small c results in a large [image: image] for large [image: image]. This suggests that lowering the transaction waiting cost is effective to increase the miners’ revenue.
Supplementary Appendix Figure 1B illustrates the minimum transaction fee [image: image] against the user waiting cost c. We calculate [image: image] from (10). This figure shows that as the user’s waiting cost c increases, the minimum transaction fee set by the miner decreases. This is because when users are less incentivized to join the blockchain service due to a large user waiting cost. This result also implies that when the user’s waiting cost is high, miners are likely to encourage users to join the blockchain service by lowering the minimum transaction fee.
5.2 Equilibrium point transition for attack success probability and confirmation latency
In this subsection, we show how user decision making interacts with miner one, by illustrating the evolution of equilibrium points of the ratio of the malicious miner’s hash rate to the total one [image: image] and confirmation latency z. Note that [image: image] is equivalent to the attack success probability. The procedure of this numerical experiment is as follows
.1. The transaction-confirmation time Wu(b|(pu, Gu), z) is calculated from (1).
2. The optimal user decision making [image: image] is determined by (5) and (6).
3. The miner revenue is calculated and total hash rate [image: image] is estimated from (17), resulted from the optimal miner decision making [image: image].
4. The confirmation latency z is calculated from (19).
5. Go to step 1 with updating z.
The above steps are repeated until the point of [image: image] converges or the termination condition is satisfied.Supplementary Appendix Figure 2A shows the equilibrium state transitions when B = 0 and CM = 1.5 × 10−12. We consider two cases for the initial value of z, z = 4 and 5. The blue points are calculated from Step 3, while the red ones are from Step 4. When the z is initially set to three or 4, [image: image] moves to the points in which both the confirmation latency and the hash-rate ratio decrease, and finally converges to the point (2, 0.024). Note that the decrease in the hash-rate ratio implies the increase in the total hash rate. When the initial value of z is set to 5, on the contrary, no transition occurs. In this case, the confirmation latency of z = 5 is large for users, causing that users leave the blockchain service. This also decreases the number of miners to join the mining competition.
Supplementary Appendix Figure 2B shows the equilibrium state transitions when B = 0 and CM = 3.8 × 10−12. In this figure, the initial value of z is 2. We observe that [image: image] moves to the points in which both elements increase and diverge. This implies that if mining cost is high, miners will not join the mining competition and the confirmation latency is required to be increased to prevent from malicious miner’s attack. This results in a large transaction-confirmation time, making the number of users joining the blockchain service small.
Supplementary Appendix Figure 2C shows the equilibrium state transitions when B = 12.5 and CM = 1.5 × 10−12. We observe in this figure that any initial value of z greater than or equal to two induces in the convergence point (2, 0.018). This is because of high amount of newly issued coins B. In this situation, there exist a certain number of miners who are incentivized with newly issued coins regardless of the total fees.
Supplementary Appendix Figure 2D illustrates the equilibrium state transitions when B = 12.5 and CM = 3.8 × 10−12. In this case, interestingly, we observe four convergence points of [image: image]. Note that when initial value of z is smaller than or equal to three, [image: image] converges to (3,0.057). When the initial value of z is four or 5, the value of z for the convergence point is the same as the initial value.
When the initial value of z is greater than 5, [image: image] converges to the convergence point (10, 0.18). This is because of the high mining cost of CM. Consider the case of the initial value of z equal to seven for instance. There are some miners who are incentivized with the newly issued coins B. However, due to the high mining cost of CM, there are a certain number of the miners who decide to leave the mining competition. This makes the confirmation latency z large. The convergence point (10, 0.18) is also a situation where all users no longer submit transactions due to the large confirmation latency z = 10.
5.3 Impact of newly issued coins
Comparing Supplementary Appendix Figure 2A, C, when the initial confirmation latency is 6, the total hash rate [image: image] continues to increase and converge to a stable equilibrium point when the newly issued coin is 12.5 [BTC] (Supplementary Appendix Figure 2C). When the newly issued coin decreases to 0 [BTC] (Supplementary Appendix Figure 2A), on the other hand, the fraction of the hash rate of malicious miners [image: image] is too large and there is no confirmation latency that can reduce the probability of success of a double spending attack below 0.001.
Comparing Figures 2B,D, when the newly issued coin is 12.5 [BTC] (Supplementary Appendix Figure 2D), [image: image] converges to one of four stable equilibrium points. On the other hand, when the newly issued coins decrease to 0 [BTC] (Supplementary Appendix Figure 2B), the total hash rate decreases and the confirmation latency continues to increase, regardless of the initial confirmation latency.
These results imply that the decrease of newly issued coins significantly causes security issues such as selfish mining and double spending attack. Supplementary Appendix Figure 2A suggests that if the mining cost is small, setting a small confirmation latency is effective to prevent these security problems. However, we observe from Supplementary Appendix Figure 2B that in case of a large mining cost, adjusting the confirmation latency cannot work well against the security issues. More careful investigation is needed for clarifying the relation between the incentive mechanism and security issues.
6 CONCLUSION
In this paper, we developed a blockchain model that describes the interaction between user decisions and miner ones, taking into account the transaction fees, mining costs, newly issued coins, minimum entrance fee, and security. In numerical results, we investigated the relationship between minimum entrance fee that miners set to increase reward and user’s waiting cost. We found that the minimum entrance fee decreases linearly with respect to waiting costs.
In our proposed model, we implicitly assumed that transactions sent by users immediately arrive at miners. If transactions arrive at miners with large delay, the resulting transaction-confirmation time increases. Note that users cannot identify what causes the large transaction-confirmation time. If the transmission delay is smaller than the block-generation time, users are likely to pay high fee for sending transactions. If the transmission delay is larger than the block-generation time, on the contrary, users find that high-fee payment is not effective for reducing the transaction-confirmation time, being discouraged from sending transactions.
In terms of the decision making for miners, the utility function for miners does not include some heterogeneity factors that capture changes in miners’ situation. We need to refine the cost function of miners in which changes in miners’ situation are capture in a realistic sense.
Recently, the Bitcoin mining is conducted by several mining pools, and hence mining pool selection for miners is also an important incentive mechanism issue. For future work, we develop our mathematical model to the one in which mining pool selection is taken into consideration.
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FOOTNOTES
1In the real world, the difficulty target assigned for each block is fixed, and the reward provided for a unit hash power is fixed (i.e., independent of other miners’ activities).
2The equation (17) shows that the total hash rate is proportional to the miners’ revenue. In Appendix, we report the proportional relationship between miners’ revenue and the total hash rate, which is based on the data from blockchain.com. See Supplementary Appendix Figure 3.
3https://bitcoinvisuals.com/chain-tx-size.
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