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The rise of Distributed Ledger Technology (DLT) is revolutionizing financial
systems, introducing innovations such as programmable payments, and
allowing Machine-to-Machine (M2M) payments, which are essential for
Industry 4.0. Despite their potential, DLT-based financial systems face barriers,
including operational efficiency, regulatory uncertainty, limited institutional
acceptance, and challenges in integrating with conventional financial systems.
Trigger solutions emerge as a promising approach to bridge these gaps by
combining the programmability and immutability of DLT systems with the
regulatory certainty and established trust of conventional financial systems.
This work explores key requirements for trigger solutions to support
interoperability between DLT-based and conventional financial systems,
enabling high-frequency programmable payments and regulatory compliance
for industry 4.0. We present a state channel–based trigger solution (SCTS)
tailored to meet industry’s requirements, offering a blueprint for integrating
advanced payment capabilities into conventional financial systems. SCTS
leverages the concept of justified trust-building on technological advantages
to enable scalable programmable payments. We find that SCTS enables
businesses to adapt to the technological demands of Industry 4.0.
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1 Introduction

The emerging digital economy refers to a heterogeneous economy of diverse
participants, e.g., IoT devices, digital entities, software agents running in the cloud, and
humans that can enter binding agreements and execute business transactions (Poddey and
Scharmann, 2019).

The rapid evolution of digital payment systems supporting the emerging digital
economy, driven by Distributed Ledger Technology (DLT), is reshaping the financial
landscape toward open finance. In these open financial systems, the digital representation of
value and programmable value transfers (i.e., payments) are essential components for
enabling seamless and efficient economic transactions. As a result, conventional financial
systems and industry stakeholders are increasingly disrupted by DLT-based financial
systems (Schwarzer et al., 2022). The emergence of crypto-assets, stablecoins, and other
types of digital money enables programmable payments, fostering automation in value
transfer (Bechtel et al., 2022). These advancements allow participants to automate processes
such as Machine-to-Machine (M2M) transactions, which are highly anticipated by industry
stakeholders for use cases in Industry 4.0. However, DLT-based financial systems also face
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significant challenges, including regulatory uncertainty, a lack of
standards, and limited institutional adoption. This underscores the
strategic importance of developing future financial systems that
enable states to maintain their sovereignty in an increasingly
globalized world (Schwarzer et al., 2022; Balz, 2021).

Discussions around central bank digital currencies further
underscore the shift towards digitization in financial services. The
development of open finance frameworks, such as those advocated
by the European Union, highlights the need for interoperability and
openness within financial systems. However, it is unclear how recent
advancements will integrate with conventional financial systems to
support use cases within Industry 4.0 (Zachariadis and
Ozcan, 2017).

Trigger solutions seem promising for ensuring seamless
interoperability, mitigating risks, and fostering trust across
conventional and emerging financial systems. They are technical
bridges that connect DLT-based systems with conventional financial
systems, allowing the automatic initiation (triggering) of payments
in the conventional financial systems, using them as a medium for
transaction settlement (Mridul et al., 2024). By automatically
executing payment processes upon predefined conditions, trigger
solutions facilitate programmable payments. Trigger solutions
combine the technical advantages of DLT-based systems while
building on the extant accountability and regulatory certainty of
conventional financial systems, thereby providing a trusted
environment to its users—a concept we refer to as justified trust.
Trigger solutions can facilitate DLT-based transactions (e.g., micro-
transactions, state updates) by building on conventional financial
systems, addressing regulatory requirements, and supporting the
adoption of programmable payments across various
industry sectors.

Existing trigger solutions, such as those by the German
Bundesbank, are limited to wholesale use, meaning they are
tailored for the needs of financial institutions rather than
industry applicants (Deutsche Bundesbank, 2024). Increasing
globalization and competition in Industry 4.0 accelerate the
adoption of advanced technologies such as M2M payments.
Companies that fail to adapt to these innovations risk losing
their competitive edge to more agile competitors. In response to
this, private entities, such as Tether (Tether, 2024) and Circle
(Circle, 2024), have begun developing (unregulated) payment
systems tailored to the requirements of industrial applications.
While offering flexibility, these solutions risk fragmenting
payment ecosystems, hindering standardization,
interoperability, and widespread adoption across sectors
(Fliche et al., 2023).

To mitigate these challenges, a more inclusive and open
approach to developing trigger solutions is necessary, one that
bridges the gap between the requirements of financial institutions
and the business needs of industry stakeholders.

To support the development of trigger solutions suitable to the
industry’s needs, we approach the following research questions:

1. What are key requirements for trigger solutions to enable
programmable payments in Industry 4.0?

2. What are the key characteristics of a trigger solution design
that meets industry’s needs?

To answer the research questions, we apply a three-step research
approach. First, we gathered an overview and identified conceptual
gaps through a comprehensive review of existing trigger solutions
and developed a preliminary concept of our state channel–based
trigger solution. The second phase involved the identification of
industry key requirements derived from the expert interviews. The
final phase focused on refining the trigger solution through
successive rounds of expert interviews. This refinement continued
until no further improvements were suggested (Myers, 2013).

The primary purpose of this work is to support the development
and adoption of programmable payments for Industry 4.0, by
offering a trigger solution that can bridge the gap between DLT-
based and conventional financial systems. In particular, this work
has the following main contributions: First, we present a
requirements catalog of 11 key business, technical, and regulatory
requirements for designing trigger solutions in Industry 4.0,
providing a foundation for future developments. Second, we
explain the foundational concept of justified trust to better
understand how trigger solutions leverage conventional financial
systems and how they can increase widespread adoption of
programmable payments. Third, we present SCTS, a state
channel–based trigger solution design with three core layers,
offering flexibility and incremental adoption aligned with
industry’s needs and technological advancements. Lastly, we
address practical design decisions, including token standard
compatibility (e.g., ERC20, ERC721), to enhance the adaptability
and usability of trigger solutions for diverse industrial applications.

Our proposed trigger solution offers a regulation-compliant,
transitional pathway that can be implemented in the short term,
enabling industry stakeholders to integrate DLT-based operations
within a regulated environment. By combining the advantages of
decentralized technologies with established payment systems, we
aim to provide the necessary flexibility for further evolution
alongside the regulatory framework.

2 Distributed ledger technology,
programmable payments, and
trigger solutions

The following section systematically introduces the key concepts
and building blocks in a structured manner, providing readers with a
clear understanding of trigger solutions and
programmable payments.

2.1 Distributed ledger technology

Distributed Ledger Technology (DLT), including blockchain
technology, is a key enabler of programmable payments in open
financial systems. DLT provides a decentralized infrastructure that
allows for secure, transparent, and immutable recording of
transactions (Kirste et al., 2023). DLT can help standardize
processes related to digital payments by offering a shared and
unified infrastructure that ensures consistency in transaction
processing and reconciliation across different payment service
providers (Lamberty et al., 2024).
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One of the fundamental features of DLT systems is the ability to
execute programmable logic through smart contracts. These are self-
executing contracts with the terms of the agreement directly written
into code, securely embedded within the DLT system (Kannengießer
et al., 2020). Smart contracts facilitate programmable payments by
automating transactions based on predefined rules or conditions
(Kannengiesser et al., 2021). When specific conditions are met, the
smart contract automatically triggers the payment, eliminating the
need for intermediaries and reducing the potential for human error
or fraud. This capability transforms conventional payment processes
by introducing conditional logic that can handle complex financial
arrangements (Schwartzbach, 2020).

The immutability and transparency of smart contracts in DLT
systems ensure that once a smart contract is deployed, its logic
cannot be altered, and all parties involved can verify the contract’s
terms and the execution of payments (Kannengiesser et al., 2021).
This builds trust among participants and enhances the security and
reliability of financial transactions.

2.2 Scaling distributed ledgers

Naive application of DLT does not inherently provide cost and
time efficiency. Therefore, the scalability of DLTs is an inherent
problem that must be overcome. Payment, state, and generalized
state channels are promising approaches designed to minimize the
number of required on-chain interactions. An overview of
generalized state channels is provided by reference (Dziembowski
et al., 2018; Coleman et al., 2018). These state-of-the-art approaches
enable secure and trustless, off-chain interactions, ensuring security
and dispute resolution by anchoring critical transactions
on the DLT.

Exemplary state channel implementations include hash time-
locks (Poon and Dryja, 2016; Miller et al., 2019), ForceMove (Close
and Stewart, 2018), and Perun (Dziembowski et al., 2019b).
Extensions to state channels can increase on-chain efficiency and
allow for multi-party interactions, enabling broader applicability
and scalability. (Dziembowski et al., 2019a; Close, 2019).

State channels collectively facilitate secure off-chain
transactions, significantly reducing costs and delays while
ensuring trusted settlement. State channel implementations
integrate seamlessly with DLT systems while addressing
scalability and performance challenges.

2.3 Programmable payments

Conventional Real-Time Gross Settlement (RTGS) systems like
TARGET2, have historically served as the cornerstone of global
financial markets, ensuring transaction reliability, safety, and
operational robustness. Such conventional financial systems
operate within an established trust framework built on legal
systems, regulatory oversight, and institutional guarantees,
providing users with a high degree of confidence and
predictability in executing and recording financial transactions
(Dupont and Karpoff, 2020).

However, these systems operate within centralized and often
fragmented architectures, characterized by high operational costs,

batch processing, and reliance on multiple intermediaries for
clearing and settlement (IMF, 2023). These limitations hinder
their ability to adapt to the growing demand for programmable
payments enabling real-time, seamless, and cost-efficient financial
transactions (Mancini-Griffoli, 2024).

In emerging digital economies, the digital representation of
value and programmable value transfers are crucial for enabling
seamless and efficient economic transactions. Digital value
representation refers to the digitization of assets, currencies, and
other forms of value, allowing them to be stored, transferred, and
managed electronically (Lamberty et al., 2023). Programmable
payments enable transactions to be automated based on
predefined rules or conditions, thereby creating secure and
efficient economic ecosystems (GFMA, 2023). They involve
conditional logic, enabling complex rules and conditions to
govern when and how payments are made. This increases
payment efficiency by streamlining processes, eliminating
intermediaries, and reducing transaction times and costs. When
implemented through smart contracts, programmable payments
also increase transparency security allowing all parties to view
the terms and conditions embedded in smart contracts.

Programmable payments enable programmable forms of
money, which integrates rules directly into the currency to
govern or constrain its functionality (Morgan, 2024). Each digital
currency unit is embedded with its own rules and conditions for use,
allowing it to operate autonomously and adapt to a wide range of
applications. Programmable money represents a subset of digital
money (e.g., digital euro), which is typically recognized as a central
bank-backed store of value with legal tender status. Digital money is
distinct from crypto-assets (e.g., Bitcoin), which refer to a broader
range of non-central bank-backed representations of value
(European Union, 2023).

2.3.1 Implementation of programmable payments
Programmable payments have been implemented through

various approaches, both within DLT systems and in
conventional financial systems. In non-DLT environments,
programmable payment systems rely on centralized
infrastructures, such as automated clearing houses, to schedule
and execute payments. Services like PayPal (PayPal Inc, 2024)
and Stripe (Stripe Inc, 2024) integrate programmable features
within traditional payment infrastructures, allowing for
automated transactions based on predefined conditions
(Zachariadis and Ozcan, 2017).

In DLT systems, smart contracts are utilized to automate
payments on blockchain platforms (Kannengießer et al., 2020).
Ethereum’s ERC-20 token standard, for example, enables the
creation and transfer of tokens on the Ethereum blockchain,
facilitating programmable payments through self-executing
contracts (GFMA, 2023). Enterprise-grade frameworks like
Hyperledger allow programmable payments to be integrated into
larger business networks, enhancing efficiency and transparency
(BWCon, 2023).

2.3.2 Applications of programmable payments
The potential applications of programmable payments are vast

and transformative. One example is machine-to-machine (M2M)
transactions, where fully automated payments occur between
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devices, such as an electric vehicle independently paying a charging
station without human intervention. This automation facilitates
settlement without requiring manual intervention, increasing
efficiency while minimizing risks, delays, and operational costs
(Lamberty et al., 2023).

Usage-based consumption is also significant, involving direct
payments based on consumption or usage. An example is a leased
manufacturing machine calculating the cost of individual usage
units and independently processing the related payments. Other
applications include supply chain automation, where automated
payments occur upon fulfillment of contractual obligations,
enhancing efficiency in supply chain management. Insurance
claims processing benefits as well, with automatic disbursement
of funds when specific events occur, such as natural disasters
triggering insurance payouts (Deutsche Bundesbank, 2021).

2.4 Trigger solutions

Trigger solutions, sometimes referred to as payment adapter or
payment extension, have emerged as a vital mechanism for bridging
DLT-based systems and conventional financial systems (European
Central Bank, 2024). The term trigger, in its narrower sense, refers to
the automatic initiation of transactions based on predefined
conditions. Trigger solutions enable the automatic execution of
value transfers in conventional financial systems based on
predefined conditions or events occurring within a DLT
environment, facilitating programmable payments across
platforms (European Central Bank, 2024; Bank for International
Settlements, 2022). For instance, the German Bundesbank has
investigated integrating wholesale Central Bank Digital Currency
(wCBDC) with its RTGS system, TARGET2, to combine the
strengths of DLT with traditional financial infrastructure. Despite
their promise, such integrations face challenges related to divergent
technical architectures and regulatory frameworks (Deutscher
Sparkassen- und Giroverband DSGV, 2021). Trigger solutions
address these issues as an interim approach, enabling the
adoption of programmable payments while bridging the gap
between these distinct systems, thereby facilitating
interoperability and enhancing the programmability and
efficiency of financial transactions.

Common implementations of trigger solutions monitor
events on a DLT system and initiates corresponding actions in
the conventional financial system (Deutscher Sparkassen- und
Giroverband DSGV, 2021). For example, when a smart contract
condition is fulfilled on a blockchain, the trigger solution is able
to detect this event and triggers a payment through established
conventional financial systems. This approach allows
organizations to leverage the benefits of DLT and smart
contracts enabling programmable payments without requiring
all parties to transfer the value with cryptographic assets in the
DLT system.

This allows trigger solutions to process transaction logic and
initiation within the DLT environment, leveraging smart contracts
for automation and programmability, while actual value transfer is
settled through conventional financial systems. This integration
enables organizations to benefit from the advantages of DLT,
such as immutability and programmability, while anchoring the

settlement within the regulated and secure framework of
conventional financial systems (Deutsche Bundesbank, 2024).

2.4.1 Implementations of trigger solutions
The Deutsche Bundesbank Trigger Solution enables the

settlement of DLT-based wholesale financial transactions using
central bank money by bridging DLT platforms with the
Eurosystem’s TARGET2 RTGS infrastructure. Their trigger
solution prioritizes interoperability between existing financial
systems to provide a compliant and efficient settlement
mechanism for financial institutions (Deutsche Bundesbank,
2024). Technically, the Deutsche Bundesbank Trigger Solution
uses advanced hash time-locks to enable atomic settlement of
DLT-based securities and TARGET2 cash transfers to minimize
counterparty risks. However, the Deutsche Bundesbank Trigger
Solution heavily relies on nodes hosted by Deutsche Bundesbank
to govern the operation of the system.

The DLT2Pay solution by GFT exemplifies an innovative
approach to bridging DLT networks and traditional banking
systems (GFT, 2024). A pre-defined token type, called
“PaymentOrderToken,” functions similarly to a digital payment
instruction. DLT2Pay enables seamless payment processing via
SEPA, TARGET2, and SWIFT. This ensures compatibility with
conventional accounting practices and regulatory requirements.
However, its limitations, such as latency and lack of support for
real-time streaming payments, highlight ongoing challenges in
enabling fully integrated, Industry 4.0 use cases (GFT, 2024).

While practical trigger solutions exist for demonstration
purposes, each has distinct design trade-offs in architecture,
scalability, target audience and adoption feasibility. The Deutsche
Bundesbank Trigger Solution ensures strong compliance with
TARGET2, but its reliance on central bank accounts creates
limitations in the target audience (i.e., wholesale user). DLT2Pay,
developed by GFT, introduces a tokenized payment order model to
bridge DLT and banking networks, but its batch processing
approach lacks real-time streaming support, which limits
Industry 4.0 applications.

2.4.2 Related work on trigger solutions
The development of trigger solutions to bridge DLT-based and

conventional financial systems aligns with ongoing innovations in
digital ecosystems and emerging technologies. Recent studies
highlight the integration of DLT and smart contracts to enhance
payment processes but significant gaps in addressing industrial
requirements (Bechtel et al., 2022).

Mridul et al. (2024) have developed a DLT-based framework to
enhance the efficiency and security of cross-border payments
through the use of smart contracts, while aligning with
international standards (e.g., ISO20022). They emphasize
automation and compliance, but they give limited attention to
promoting interoperability across various financial ecosystems
(Mridul et al., 2024). Other works delve into technical challenges
and propose solutions tailored to specific use cases. Flynn et al.
designed a cross-language system for data integration in
decentralized finance (DeFi) but lacks compliance with financial
standards (Flynn et al., 2023).

Luo et al. (2019) propose a blockchain-based framework that
automates payment triggers through smart contracts (Luo et al.,
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2019). Their work highlights the importance of formalizing trigger
conditions into executable logic and leveraging blockchain for
transparency in the construction industry. This means, their
proposed solution is tailored to linear, milestone-based payment
structures typical in construction projects, which do not fully
translate to more dynamic and high-frequency payment
environments seen in Industry 4.0.

3 Methodology

The methodology applied in this work involved a series of semi-
structured expert interviews designed to refine and validate our
proposed trigger solution design for programmable payments in
Industry 4.0. Participants were selected through a broad network of
professionals with deep expertise across economic, technical, and
regulatory domains related to financial systems and Industry 4.0.

The interviewees comprised senior professionals from banking,
consulting, and industrial sectors, ensuring a high level of domain
expertise and familiarity with both, DLT-based and conventional
financial systems. All participants possessed at least 5 years of
professional experience in their respective domains. This diversity
enabled a comprehensive and multifaceted validation of our design.
Table 1 provides an overview of the interviewees’ backgrounds.

The development of our trigger solution design followed a three-
step research process. First, we identified conceptual gaps through a
comprehensive review of existing trigger solutions and developed a
preliminary concept based on the state-channel architecture
(Bryman, 2012). This phase focused on programmable payments,
emphasizing industrial applications and operational efficiency. The
second phase involved the identification of industry key
requirements derived from expert interviews (Bryman, 2012).
The final phase focused on refining the trigger solution through
successive rounds of expert feedback. This refinement continued
until no further improvements were suggested (Myers, 2013;
Mayring, 2014).

Semi-structured interviews were selected for their flexibility,
balancing structured questions with open-ended exploration to

foster in-depth discussions (Myers and Newman, 2007). This
approach supported identifying key requirements and validating
conceptual frameworks, adhering to qualitative research best
practices (Bryman, 2012). The method allowed participants to
express nuanced needs and constraints while critically evaluating
our trigger solution design.

A semi-structured interview guide was developed to facilitate
the interviews, following established practices in qualitative
research (Bryman, 2012; Myers, 2013). The guide consisted of
five parts. In the first part, we introduced the interviewees to the
research project and obtained their consent to record the
interview. In part two, we clarified the technological
background and concepts used in this work. In the third part,
we focused on the gathering of key requirements for trigger
solutions. Then, we presented our trigger solution concept and
details on the state channel architecture in the fourth part.
Finally, the fifth part of the interview focused on validating
the feasibility of the proposed solution by guiding open-ended
discussions. This allowed us to refine the conceptual architecture
(Myers, 2013).

Feedback from each interview was systematically documented
and analyzed to refine the trigger solution (Mayring, 2014). In total,
eleven expert interviews were conducted and each expert interview
took about 55 min on average.

During the first two interviews, the core concept of using state
channels to facilitate high-frequent and efficient transactions was
generally well-received, though participants emphasized areas of
refinement. Both interviewees emphasized the importance of
minimizing collateral requirements. They suggested that
depending on the trust level between contracting parties, the
trigger solution could primarily serve as a bookkeeping
mechanism on the blockchain rather than requiring large upfront
collateral deposits. This feedback led to the incorporation of a
negotiation phase, enabling users to mutually agree on the
under-collateralization of state channels depending on the
established trust between both transacting parties. Therefore, the
state channels function as an efficient bookkeeping mechanism,
significantly reducing the capital intensity of the trigger solution.

TABLE 1 Overview of expert interviewees.

No. Domain expertise Professional role Sector

1 Finance, Enterprise Technology Product Owner, Manager Manufacturing Industry

2 DLT, Industry 4.0, Finance Product Owner (DLT) Industry, Consulting

3 Automotive Systems, Technology, DLT Director, Product Owner Automotive, Technology

4 Technology Consulting, Industry, DLT Chief Executive Officer Consulting, Industry

5 Finance, Banking, Enterprise Technology Vice President Cash Management Finance, Banking

6 Research, Finance, DLT Researcher Research, Consulting

7 Finance, Consulting, DLT Director (DLT) Finance, Consulting

8 Industry, Regulation, DLT Product Owner (DLT) Finance, Industry

9 Financial Technologies, DLT Head of Financial Technologies Finance, Industry

10 Automotive Systems, DLT Product Owner (DLT) Automotive

11 Finance, Enterprise Technology, DLT Chief Technology Officer Finance, Banking
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Feedback from the fourth and fifth interviews focused on the
necessity of supporting various tokenized assets for collateralization,
including different stablecoins and other tokenized asset
representations, such as non-fungible token. Six of our experts
suggested leveraging stablecoins to reduce volatility related to
genuine cryptocurrencies, even if they’re solely used for
collateralization. As a result, the refined design incorporated
mechanisms for handling multiple currencies.

The later interviews addressed risk mitigation strategies for
payment settlement. Two experts recommended extensions
through insurance models to hedge against payment defaults if
transacting parties agreed on an under-collateralization. This
feedback led to the enhancement of new stakeholders in the
process, such as insurance companies providing the collateral for
users, ensuring a more capital-efficient solution.

Ultimately, we reached the ending condition after 11 interviews
as the interviewees in the last three interviews did not mention
additional criticisms and improvements related to our
trigger solution.

4 State channel–based trigger
solution (SCTS)

Our proposed state channel-based trigger solution (SCTS)
operates as a bridge between DLT-based systems and
conventional financial systems (e.g., SEPA, Target2). Our design
leverages smart contracts and state channels on a DLT to facilitate
high-frequency micro-transactions and accounting and integrates
into the conventional financial system for actual value transfers
(i.e., settlement). The solution leverages the ISO 20022 messaging
standard, utilizing established formats such as pain.001, pain.002,
and camt.054 to ensure seamless interoperability and compliance
with conventional banking processes. The proposed design enables
innovative payment models for Industry 4.0.

4.1 Trigger solution requirements catalog

We gathered and aggregated requirements for trigger solutions
through a structured qualitative content analysis of expert interviews
(Mayring, 2014). Using a coding process, recurring themes and
patterns were identified and organized into three categories: Business
Requirements, Technical Requirements, and Regulatory
Requirements. This systematic approach ensures thorough
coverage of all essential aspects while aligning with industry
expectations (Mayring, 2014).

4.1.1 Business Requirements
• [R-BU1] Programmable Payments: The system must support
programmable payments, such as streaming payments and
pay-per-use models, to foster innovative business applications.
This requirement allows dynamic, condition-based pricing
structures that align payments with real-time usage, which
directly contributes to business innovation.

• [R-BU2] Cost-Effectiveness: The system shall reduce
transaction fees, operational costs, and processing expenses
for low-value, high-frequency transactions to encourage

adoption and ensure economic competitiveness compared
to existing payment systems.

• [R-BU3] Multi-Currency Support and Plurality: The system
must support transactions involving multiple types of
currencies, including fiat (USD, EUR) and cryptocurrencies
(BTC, ETH), as well as alternative value units represented
digital assets.

• [R-BU4] Usability and Adoption: The system shall offer a
seamless onboarding process to reduce barriers to adoption
and simplify operational complexity. This includes integration
with existing enterprise systems, such as ERP and CRM, to
ensure compatibility with established workflows without
disrupting existing processes.

• [R-BU5] Information Protection: The system shall protect
sensitive business information to prevent third-party analysis
of payment behaviors.

4.1.2 Technical requirements
• [R-TE1] Smart Contracts and Programmability: The system
must implement smart contract functionality to automate and
execute payments based on predefined conditions, such as
flexible payment intervals or event-driven triggers. This
requirement highlights the technical mechanisms necessary
to realize automated payments, reduce manual intervention,
improve process accuracy, and ensure automated transactions.

• [R-TE2] Performance and Scalability: The system must
efficiently process low-value, high-frequency transactions to
guarantee high transaction throughput with low latency. It
should scale effectively to accommodate increasing business
demands and ensure high availability and minimal downtime.

• [R-TE3] Interoperability and Integration: The system must
integrate seamlessly with enterprise infrastructure (e.g., ERP,
CRM, and conventional financial systems like SEPA) as well as
banking interfaces such as EBICS. This ensures compatibility
with established payment workflows, minimizes disruptions,
and leverages existing resources for efficient financial
operations.

• R-TE4] Confidentiality: The system shall implement
mechanisms for securing sensitive transaction data to
protect confidentiality.

4.1.3 Regulatory requirements
• [R-RE1] Regulatory and Legal Compliance: The system must
comply with all relevant financial regulations and legal
frameworks to maintain operational integrity and mitigate
legal risks.

• [R-RE2] Auditability: The system must ensure immutable
transaction tracking to support dispute resolution and
adhere to regulatory standards.

4.2 Technical overview

4.2.1 Architecture of the state channel–based
trigger solution

The trigger solution consists of three layers. First, the banking
layer with the conventional financial system that is used to settle
payments, utilizing the existing payment systems (e.g., SEPA,
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Target2). Second, the DLT layer which implements the custodian
contract, that is a trusted anchor for all users in the system. Third,
the state channel layer which consists of peer-to-peer state channels
between users of the trigger solution.

4.2.1.1 Banking layer
The foundational banking layer represents the conventional

financial systems, making use of established payment networks
such as SEPA, Target2 or SWIFT to settle transactions in
established fiat currencies. By operating within the regulated
financial system and well-regulated procedures, this layer
provides a trusted and compliant mechanism for executing and
recording payments.

Governmental institutions regulate the banking layer, fostering
trust among users who believe in the government’s oversight
(Dupont and Karpoff, 2020). We refer to this established trust
framework as justified trust within the banking layer. This is
crucial, as it provides legal certainty in corporate environments,
fostering broader adoption and reducing the risks associated with
emerging payment technologies.

4.2.1.2 DLT layer
The DLT layer implements the custodian contract, which serves

as both, a trustworthy intermediary and a dispute resolution
mechanism, as a smart contract running on a DLT.

The custodian contract serves as a central component of our
trigger solution and takes custody of the deposited funds between
the transacting users. Once deployed, the contract’s code cannot be
altered (Kannengiesser et al., 2021), nor can deposited funds be
accessed by external parties, ensuring trustless interactions between
participants. Upon successful business completion, payment
settlement is executed through conventional payment systems,
while both users’ staked funds are held in custody for potential
dispute resolution if the settlement through conventional payment
systems fails.

A notable feature of the custodian contract is its role as an
adjudicator, capable of resolving disputes that may arise during
execution. In the event of a disagreement, the contract can mediate
by evaluating predefined conditions and chained cryptographic
proofs provided by the disputing users, ensuring a fair and
unbiased resolution process. This built-in dispute resolution
mechanism strengthens trust in the system while reducing
reliance on external arbitration.

The custodian contract acts as both a custodian and an
adjudicator minimizing the required trust of users into other
users or their banks. By enabling decentralized, automated
dispute resolution, it aligns with the requirements for secure
financial transactions.

4.2.1.3 State channel layer
The state channel layer enables efficient off-chain, peer-to-peer

exchanges of value between participants. State channels allow users to
conduct high-frequency transactions without incurring on-chain fees or
latency for every interaction. Periodically, these off-chain states are
reconciled to the DLT layer, ensuring that disputes and final settlements
can be resolved in a trust-minimized and verifiable manner.

In environments where trust between participants is already
established, the state channel layer can function purely as a

bookkeeping mechanism. In such cases, transactions are recorded
within the state channel without the need for full collateralization.
This mechanism reduces the capital intensity typically associated
with state channels.

The state channels in the trigger solution are capable of
executing smart contract code, allowing users to execute
programmable payments in the state channel. By combining the
stability and compliance of conventional financial systems with the
programmability and efficiency of state channels, our trigger
solution design supports fast and cost-effective programmable
payments for industrial use cases.

4.2.2 Negotiation and initialization
The initialization of the custodian contract (see Figure 1)

between two or more users begins with the negotiation of
contract terms (Step 0). During this phase, users mutually define
key parameters of the state channel, such as the funding rate, type of
collateral, collateralization ratio, and the settlement interval in the
banking layer. These agreed-upon parameters are securely stored in
the custodian contract, serving as a reference in case a dispute
resolution becomes necessary. Once the parameters for the
custodian contract have been agreed upon, either user can
proceed to start the instantiation of the state channel (Step 1).
Following the instantiation, each participant is required to deposit
their designated collateral into the custodian contract (Step 2). The
custodian contract securely holds this collateral, ensuring its
availability for dispute resolution scenarios, should they arise.
After both users have successfully deposited their agreed
collateral into the custodian contract, the custodian contract fully
instantiates the state channel (Step 3). Afterwards, the state channel
becomes active and users can start to transact using the
state channel.

4.2.3 Economic interaction and high-frequency
transactions

The transacting users engage in economic activities, where the
state channel enables high-frequency off-chain transactions. In
addition, the state channel serves as a high-frequency
bookkeeping mechanism that records value transfers between
users. Users can then update the state channel and begin
executing high-frequency off-chain transactions. Each transaction
transitions the state channel to a subsequent state, enabling efficient
and seamless updates without the need for on-chain interactions for
every individual transaction (Step 4 in Figure 1). The state channel is
settled and reverted in intervals as agreed between the users using
the conventional financial system in the banking layer. The
settlement mechanisms are described in the following.

4.2.4 Settlement and re-balancing
The high-frequency bookkeeping state channels are settled in

accordance with the terms specified in the custodian contract and
agreed upon by the users. The settlement process is depicted
in Figure 2.

To settle and rebalance the state channel to its initial state, User
A, who is in debt in this scenario, initiates a bank payment mA at
Bank A to transfer the outstanding amount to User B’s account at
Bank B (Step 1). Typically, this is facilitated via a pain.001 message
sent by User A to instruct the payment. Bank A acknowledges
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receipt of the payment instruction by signing and sending a pain.002
status message, providing confirmation of processing or acceptance
and leading to the signed message mA,BA. This acknowledgment is
then sent to User A and, optionally, to User B as well (Step 2).

To rebalance the state channel, User A creates a new state
transition and appends the counter-signed payment message mA,BA

to the state channel record (Steps 3 and 4), resulting in state update
N + 1 which has equal balances as state 0 in the initialization phase
(see Figure 2).

After Bank B confirms receipt of the payment from Bank A, it
counter-signs the bank payment message (e.g., via CAMT.054),
resulting in mA,BA,BB, which serves as a confirmation of the
successful fund transfer (Step 5). Next, User B signs the state
channel update initiated by User A and appends mA,BA,BB,
completing the rebalancing process of the state channel (Step 6).
Finally, after the successful external fund transfer, the two
transacting users can continue to engage in high-frequency off-
chain transactions (Step 7).

4.2.5 Dispute resolution
In our trigger solution design, the custodian contract plays a

central role in dispute resolution by leveraging chained
cryptographic proofs submitted by transacting users and banks.
Any user can initiate a dispute resolution process by submitting the

latest state of the state channel to the custodian contract and
requesting settlement. The custodian contract verifies whether
any user has outstanding settlement obligations. If such
obligations exist, the indebted user is granted a predefined
timeout period to either provide a more recent state of the state
channel or submit verifiable proof of executing the required
settlement. Once the timeout expires or both users provide their
latest state and settlement proof, the custodian contract utilizes the
most recent state of the state channel provided and resolves the
outstanding amounts by liquidating the collateral of the indebted
user. This approach ensures the enforceability of settlements while
maintaining the integrity of the dispute resolution process.

In the first scenario for dispute resolution, depicted in Figure 3,
user A acts maliciously by refusing to settle the state channel through
the banking layer (Step 2). As a result, user B does not receive the
expected payment and subsequently submits the current state of the
state channel to the custodian contract, requesting settlement by
claiming the corresponding portion of user A’s collateral (Step 3).
Upon initiation of this dispute process, user A is allocated a
predefined timeout period within which they must either provide
a more recent state of the state channel or submit verifiable proof of
having executed the settlement transaction mA,BA (Step 4). In this
instance, user A, having denied settlement, is unable to provide the
required transaction proof or an updated state. Consequently, the

FIGURE 1
Negotiation and initialization of the custodian contract.
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custodian contract forcibly terminates the state channel (Step 5) and
resolves the outstanding obligation by transferring the appropriate
portion of user A’s collateral to user B (Step 6). This mechanism
ensures the integrity and enforceability of settlements despite user
misconduct.

In the second scenario, depicted in Figure 4, User B fraudulently
asserts that they did not receive the payment. Initially, User A
executes the settlement (Step 2), obtains the signed transaction
confirmation mA,BA (Step 3), and updates the state channel to
state N + 1 (Step 4). User B, however, denies this update (Step
5.1) and dishonestly initiates settlement enforcement through the
custodian contract by submitting stateN. Upon receiving this claim,
the custodian contract initiates the dispute resolution process and
allocates a timeout period for User A to provide verifiable proof of
settlement or amore recent state of the state channel (Step 6). User A
responds by submitting state N + 1 along with the settlement proof
mA.BA, confirming that the bank executed the payment (Step 7). The
custodian contract then validates mA,BA via standardized banking
interfaces (e.g., EBICS) to confirm the authenticity of the payment
execution (Step 8). Based on the verified outcome, the custodian
contract finalizes the state channel at state F (Step 9). Since User A
successfully executed the payment, the state channel can be closed

without requiring the use of collateral for forced settlement,
ensuring integrity and accountability in the dispute resolution
process. The state channel is closed by clearing and returning
any remaining collateral to respective users.

4.3 Requirements mapping

To validate our proposed state channel–based trigger solution
design, we map its functionality against the gathered requirements
(Palomares et al., 2021). Below, we describe how our proposed
design satisfies the business, technical, and regulatory requirements.

4.3.1 Business requirements
• [R-BU1] Cost-Effectiveness: The proposed trigger solution
reduces transaction fees compared to conventional financial
systems. This is achieved through leveraging state-of-the-art
implementations of state channels for scaling to enable cost-
efficient micro-transactions.

• [R-BU2] Programmable Payments: Our trigger solution
achieves programmable payments by leveraging smart
contracts and state channels to encapsulate transaction

FIGURE 2
Settlement and external re-balancing via banking layer.

Frontiers in Blockchain frontiersin.org09

Lamberty et al. 10.3389/fbloc.2025.1563960

https://www.frontiersin.org/journals/blockchain
https://www.frontiersin.org
https://doi.org/10.3389/fbloc.2025.1563960


rules and conditions directly. Programmability is achieved
through the integration of smart contracts that encode the
specific rules and conditions governing the payment
process. These conditions may include milestones, time
delays, or external data inputs provided by trusted oracles.
Within the state channel, these rules are executed off-chain,
enabling iterative or conditional interactions without
incurring the costs and latency associated with on-chain
transactions.

• [R-BU3] Multi-Currency Support and Plurality: The trigger
solution achieves multi-currency compatibility by employing
a modular architecture capable of supporting diverse
tokenized assets, including fungible (e.g., ERC-20, ERC-
777) and non-fungible tokens (e.g., ERC-721). This is
ensured through a whitelist of supported tokens.

• [R-BU4] Usability and Adoption: The trigger solution
promotes usability and adoption by aligning with existing
systems, workflows, and standards, such as ERP platforms,
bookkeeping guidelines, and ISO 20022. This combination of
standards alignment addresses usability challenges and
fosters adoption.

• [R-BU5] Information Protection: The architecture of the
trigger solution prioritizes data confidentiality by anchoring
sensitive transaction data on the respective state channel layer
while only essential information is reconciled on the public
DLT. Additionally, state channel technology ensures that
transactional details remain private between the involved
users, reducing exposure to third-party observation. This

dual-layered design aligns with industry needs for secure
and compliant data management.

4.3.2 Technical requirements
• [R-TE1] Smart Contracts and Programmability: The proposed
trigger solution leverages smart contract technology to
automate payment processes and execute programmable
payments. By embedding payment logic directly into the
DLT and state channel layer, the system ensures that
transactions are executed based on pre-defined criteria,
reducing the need for manual oversight. This enables use
cases such as dynamic payment intervals, usage-based
payments, and automated dispute resolution, significantly
enhancing operational efficiency.

• [R-TE2] Performance and Scalability: The trigger solution
addresses performance bottlenecks by utilizing generalized
state channels to process low-value, high-frequency
transactions off-chain. This approach minimizes latency
and transaction fees, as only the final settlement states are
anchored on-chain. With the capacity to handle transaction
throughput exceeding 100,000 TPS (Dziembowski et al.,
2018), the solution ensures exceptional performance and
scalability, making it ideal for industrial environments.

• [R-TE3] Interoperability and Integration: A core design
principle of the trigger solution is its seamless integration
with existing enterprise infrastructure, such as ERP systems.
This interoperability is facilitated through standardized APIs
and data exchange formats, such as EBICS and ISO

FIGURE 3
Dispute resolution–Scenario 1.
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20022 standards, allowing for real-time synchronization of
payment data across systems. This enables the interoperability
with various DLT and conventional financial systems.

• [R-TE4] Confidentiality: The trigger solution ensures
confidentiality through a multi-layered security
approach. Sensitive transaction data is primarily
processed within the state channel layer, which
maintains privacy by conducting all high-frequency
transactions off-chain. Only aggregated state updates are
periodically anchored on the DLT layer, minimizing data
exposure while ensuring immutability and verifiability.
Furthermore, the banking layer adheres to strict
confidentiality protocols and secure data transmission
standards (e.g., TLS and encryption). By combining off-
chain processing, cryptographic anchoring, and secure
banking protocols, the design effectively safeguards
sensitive information, preventing unauthorized access or
observation. This approach aligns with modern
confidentiality demands, providing trust and security for
all users involved.

4.3.3 Regulatory requirements
• [R-RE1] Regulatory and Legal Compliance: Compliance with
regulatory frameworks can be embedded at every layer of the

trigger solution. Most important, the banking layer ensures
that the actual value flows, all fiat-based settlements, are
conducted in the banking layer through fully-regulated
conventional financial systems (e.g., TARGET2, SEPA).
Smart contracts deployed on the DLT layer are designed to
reflect contractual agreements that adhere to national and
international legal requirements and standards (e.g., AML,
CFT), reducing the risk of regulatory breaches.

• [R-RE2] Auditability: Auditability is achieved through
bilateral off-chain transaction recording and on-chain
cryptographic anchoring. State channels generate
cryptographic proofs (e.g., signed transactions) stored
securely and periodically hashed. Instead of detailed on-
chain data, an aggregated state hash ensures privacy while
providing an immutable anchor for verifying transaction
history. The custodian contract validates state hashes
against chained cryptographic proofs during disputes or
compliance reviews, ensuring integrity without accessing
individual transaction details.

In conclusion, our proposed trigger solution effectively
addresses the business, technical, and regulatory requirements
essential for facilitating secure, efficient and scalable
programmable payments. This mapping highlights the

FIGURE 4
Dispute resolution–Scenario 2.
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applicability and effectiveness of the concept, positioning it as a
viable bridge between decentralized DLT environments and
centralized conventional financial systems.

5 Discussion

This work presents SCTS, a state channel–based trigger solution
designed to address the unique demands of Industry 4.0. By bridging
DLT and conventional financial systems, SCTS facilitates secure and
efficient programmable payments. In the following, we discuss our
principal findings, point out the main contributions and limitations
of this work, and outline future research directions.

5.1 Principal findings

This study uncovers pivotal insights into the domain of trigger
solutions, demonstrating their practical relevance and their role in
bridging DLT systems with conventional financial systems.

We find that the domain of trigger solutions remains
predominantly driven by practical, industry-led initiatives rather
than academic research. This underscores the need for trigger
solutions to address real-world challenges and bridge gaps in
programmable payments and conventional financial systems. The
rise in industry interest highlights the relevance of trigger solutions
as a transitional mechanism within evolving digital economies,
paving the way for further academic exploration.

We observe that programmable payments emerge as a
cornerstone for the next-generation of industrial applications,
particularly in the context of Industry 4.0 and open finance.
Their ability to automate high-frequency, condition-based
payments is recognized by industry stakeholders as essential for
enabling advanced use cases, such as pay-per-use, delivery-vs-
payment (DvP) and machine-to-machine (M2M) transactions.
However, these use cases impose stringent requirements on
transaction throughput and operational efficiency.

We recognize that state channels, as a scaling mechanism,
exhibit both significant potential and inherent limitations. They
are effective in facilitating cost-efficient, high-frequency micro-
transactions but are constrained by their capital intensity. The
refinement process of SCTS identified flexibility in the degree of
collateralization (e.g., via under-collateralization) as pivotal for
adoption. Feedback suggested that state channels could operate
primarily as a bookkeeping mechanism in scenarios with high
trust between transacting users, significantly reducing capital
intensity of state channels. This would also decrease potential
delays caused by the settlement through conventional
financial systems.

Finally, we observe that while SCTS adheres to messaging
standards that facilitate interoperability with conventional
financial systems, regulatory compliance remains an important
area requiring further attention. For instance, Basel III—a global
banking regulatory framework—imposes capital reserve
requirements that could significantly influence how deposits are
managed within the (under-) collateralized state channels utilized by
SCTS (King and Tarbert, 2011).

These findings underscore the necessity for continued
interdisciplinary research to optimize and expand the adoption of
trigger solutions in industrial applications.

5.2 Contributions

This work makes four contributions to the field of
trigger solutions.

First, we highlight practical design decisions of trigger solutions,
such as the acceptance of token standards (e.g., ERC20, ERC721),
which expand the adaptability of trigger solutions by supporting
diverse collaterals. This guides practitioners in developing flexible
and usable trigger solutions suitable for various industrial
applications.

Second, by leveraging the concept of justified trust, we help
practitioners understand theoretical concepts utilized in trigger
solutions. Applying this concept creates a more rigorous
understanding of trigger solutions and how they bridge the gap
between DLT systems and conventional financial systems while
preserving regulatory certainty.

Third, we present a structured requirements catalog including
11 key business, technical, and regulatory requirements for trigger
solutions in Industry 4.0, as detailed in Section 4.1. This catalog
serves as a foundation for designing trigger solutions that can
combine the cost-efficiency and scalability with the compliance
and reliability of conventional financial systems.

Fourth, by proposing SCTS, we extend the trigger solution
design space. Our trigger solutions design consists of three core
layers (Banking layer, DLT layer, and state channel layer),
prioritizing flexibility and enabling corporations to adopt and
evolve their use of trigger solutions incrementally. This helps
researchers get a broader view of trigger solution designs that
meet market demands and leverage technological advancements
(e.g., in light of commercial bank money tokens or central bank
digital currencies).

Through these contributions, our work provides a robust
framework for implementing trigger solutions and establishes a
pathway for enabling programmable payments tailored to the
needs of Industry 4.0. By leveraging DLT-based mechanisms
such as smart contracts and state channels, the design facilitates
seamless integration with regulated, conventional financial systems,
fostering scalability and operational feasibility for innovative
industrial use cases.

5.3 Limitations and future work

While the proposed trigger solution demonstrates significant
potential in bridging DLT-based systems and conventional financial
systems, certain limitations remain. The state channel layer allows
for high-frequency bookkeeping and aggregating settlement. The
rebalancing of state channels through settlement in conventional
financial systems is less suited for singular micro-transactions (e.g.,
below 1 cent). Therefore, users must optimize rebalancing intervals
to reduce cost caused by the settlement through the conventional
financial system.
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SCTS allows industry players to leverage programmable
payments while relying on the compliance and regulatory
certainty of the conventional financial system. However, SCTS
requires users to deposit their collateral in the form of tokenized
assets, requiring its users to hold digital representations of value,
which could introduce new risks and require adoption. Additionally,
the state channel’s reliance on collateral within may raise concerns
about capital efficiency. Exploring mechanisms such as insurance-
or bank-collateralized state channels could improve liquidity
management and reduce the possible adoption barriers for
participants.

Scalability and interoperability pose additional challenges,
particularly when integrating with diverse DLT ecosystems.
While SCTS adopts token standards to enhance adaptability,
variations in protocol design and technical infrastructures require
continuous adjustment.

Finally, global adaptability can be improved by developing
frameworks for seamless cross-border multi-currency support,
including native central bank digital currencies and emerging
tokenized assets (e.g., commercial bank money tokens).
Collaboration with regulators and industry stakeholders will also
be critical in evolving compliance mechanisms to support
broader adoption.

6 Conclusion

This work presents a scalable state channel–based trigger
solution (SCTS) designed to bridge the capabilities of
programmable payments enabled through DLT and conventional
financial systems, while addressing the requirements of Industry
4.0 applications. SCTS combines the programmability, scalability,
and cost-efficiency of DLT-based state channels with the reliability,
regulatory compliance, and usability of conventional financial
systems. By leveraging interoperable frameworks and
standardized messaging protocols, such as ISO 20022, SCTS
ensures seamless integration in conventional financial systems,
leveraging their widespread trust and operational efficiency.

By presenting SCTS, we contribute to the advancement of
modern financial infrastructures that bridge the gap between
emerging DLT systems and established financial infrastructures.
We envision SCTS as a foundational step toward enabling
programmable, real-time, and cost-efficient payments to the
demands of automated, high-frequency environments
characteristic of Industry 4.0.

SCTS provides a robust framework for future research and
development, paving the way for the adoption of DLT-driven
innovations in financial ecosystems.
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