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Since the mid-1990s, the evolution of internet technologies has significantly transformed global connectivity and digital interaction. Today, advances in computing and networking continue to support the development of emerging paradigms such as the metaverse and digital twins—concepts that aspire to bridge physical and digital experiences. Parallel to this, blockchain technology is reshaping traditional notions of trust by enabling immutable transaction records and smart contract automation, thereby fostering the rise of decentralized autonomous organizations (DAOs). Building on these foundations, this study presents a biometric blockchain-based e-passport system designed to improve the operational efficiency of automated border control (ABC) systems. At the core of our approach is the concept of a DAO-inspired framework for border control wherein identity verification and management tasks are executed through atomic smart contracts and recorded immutably on the blockchain. Our system incorporates biometric authentication and decentralized identity features to digitize border documentation and automate verification processes. This creates a secure, verifiable digital representation of an individual’s identity that can interact with ABC workflows. Performance evaluations conducted using Hyperledger Caliper demonstrate the potential of the proposed system, showing a 3.5-fold improvement in processing efficiency compared to traditional ABC setups.
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1 INTRODUCTION
Due to the COVID-19 pandemic in 2021 and the recent war between Russia and Ukraine, border control has increasingly become an issue. This is not only because there is a sharp increase in border crossing demand but also because of a shortage in border control officers due to sick leave. Moreover, according to PwC (2014), border crossing demand in 2025 will reach 887 million for land, air, and sea travelers in the EU compared with 722 million in 2020, with an increase rate of approximately 5% per year. Similarly, the estimated number of individual (non-commercial) files to be stored in border control agent systems will be 128 million in 2025 compared with 104 million in 2020, with an annual growth rate of approximately 4.6%. Existing border agent capability is thus capped, so border control efficiency needs to be improved. Figure 1 shows a 15-km lorry queue waiting at the Dover border checkpoints, with lorry drivers stalled for up to 8 hours to cross the border (Brown, 2024).
[image: A long line of trucks is seen on a rural road, surrounded by fields with a port visible in the distance. Inset images show an aerial view of the coastal road and the port area with additional trucks lined up near the water.]FIGURE 1 | Dover 15-km lorry queue to cross the border (Brown, 2024).The causes of existing low border control efficiency are twofold: manual documentation verification and the existing static e-passport system. Establishing border crossing legitimacy involves a substantial amount of documentation verification, such as identity credential e-passports, individual immigrant border visas to prove legitimacy, and customs clearance documentation to establish the legitimacy of commercial products crossing borders. Apart from existing e-passports, all other documentary verification must be manually conducted by border control officers, which is very time-consuming. Most importantly, current e-passports contain static information that is locked in the e-passport book microchip, which is not only inconvenient due to distance but also makes linking dynamic border crossing legitimacy information to identities extremely difficult.
Theoretically speaking, to improve existing border control efficiency and counter the criticism of being a centralized system, smarter and further automatization and decentralization are indispensable (Xu et al., 2022; Xu et al., 2019; Xu et al., 2020). With existing computing technology, it is quite feasible to automate existing border control procedures, but two requirements must be fulfilled.
First, automatization of documentation verification and border crossing recording requires digitization of border crossing documentation. In the case of border control, digitized border crossing documentation requires fidelity, which must be a genuine reflection of the real world; therefore, digital twin technology is deployed (Aleksi et al., 2022). For a formal definition, digital twin technology is a digital representation of a real-world object that serves as its indistinguishable digital counterpart for purposes such as simulation, testing, and monitoring (Lee et al., 2021). Digital twins are thus able to construct a veracity map from a real-world object to the digital world with high fidelity and consciousness, requiring existing attributes of the real-world object to be best mapped to the digital world (Wang et al., 2022). Moreover, by enabling this duplication mapping, digital twins also enable artificial intelligence and computing-assisted management, predictions, and simulations applicable to real-world objects (Far and Rad, 2022).
Second, apart from documentation digitization, the owner of the digitized document has to be accurately identifiable so that a border crossing permit may be granted to the lawfully correct person after documentation verification. Thus, constructing an individual’s bodily digital twin is the second premise. However, a person’s digital twin can be difficult to construct because verifying a physical person over the open internet is problematic and digital identity is forgeable. As a well-known internet phrase claims, “no one knows you are a dog if you are on internet” (Dmitrienko et al., 1993), alluding to the same problem: digital identity authentication is always a risk-based assurance process (Grassi et al., 2020; NIST FIPS, 2004). Therefore, we propose a biometric blockchain-based e-passport system to construct an individual person’s digital twin. Taking advantage of the blockchain transaction’s immutable property, online biometric identity authentication through a blockchain-generated biometric e-passport not only establishes the presence of a real human over the internet but also improves the assurance of digital identity authentication.
Blockchain has been an established computing technique since its introduction in 2008. It applies cryptography to a distributed network and builds a timestamped and immutable chain of hashed blocks. Blockchain has very favorable innate features that are derived from the system architecture, such as disintermediation, self-execution, and immutable and irreversible transactions (Nakamoto, 2008). Most importantly, it shifts the root of trust from a system administrator to the computational power attached to a system, creating a new form of economy. Decentralized autonomous organization (DAO) takes advantage of the blockchain technology, being easy to join, entirely digitally native, and global in reach (Wright, 2021). Instead of a conventional manager and managing board who are the central authority of an organization, DAO introduces blockchain self-execution smart contracts to automatically control an organization’s behavior and organizational decision-making through blockchain’s consensus mechanism.
This study proposes automating border control systems by constructing a border control metaverse DAO on top of the Hyperledger Fabric blockchain. This innovation enables the automation of border control procedures using blockchain smart contracts. Crucially, the immutable and atomic properties of smart contracts ensure that the system operates without human intervention, making our proposed biometric blockchain-based automated border control (BBC ABC) system significantly more reliable and tamper-proof.
Unlike typical metaverse concepts involving immersive 3D or social media environments, our metaverse DAO represents a comprehensive digital ecosystem that integrates all stakeholders involved in border control—such as van drivers, service providers, and HMRC officials—within a unified automated framework. This digital scenario facilitates secure and transparent interactions across all parties. Our work on the metaverse DAO innovatively explores the virtualization of border control by digitizing identity verification through cutting-edge technologies such as biometrics, blockchain, and e-passports. In response to the growing demand for border crossings and shortages in staffing, the proposed solution offers a groundbreaking transformation. By integrating a biometric blockchain-based e-passport system, border control processes can be seamlessly automated, greatly enhancing the efficiency and security. The use of digital twins allows for real-time traveler verification, while smart contracts within this decentralized autonomous organization ensure autonomous, transparent border management. This system promises to alleviate bottlenecks, thus providing a scalable, tamper-proof solution that redefines the future of border control.
2 PRELIMINARIES
This section covers the preliminaries of this proposal, including both blockchain and digital twin technologies in the metaverse DAO. Specifically, atomic and self-executed smart contract and blockchain innate properties will be explained. Moreover, to best construct a metaverse DAO, its construction framework and relationship with digital twins are both introduced.
2.1 Blockchain
The price of Bitcoin, a blockchain-based cryptocurrency, was approximately $0.0009 per token at its inception in 2008. By 2023, its value had peaked at over $65,000 before stabilizing at approximately $25,000, representing a dramatic increase over the last 15 years (Yahoo, 2023). This exponential growth highlights the significant real-world impact and transformative potential of blockchain technology in decentralized financial systems and beyond.
Blockchain is a type of distributed ledger technology (DLT) that enables decentralized networks to reach a consensus without relying on a central authority (Anthony et al., 2021). In traditional computing systems, a centralized trusted authority is typically required to resolve the problem of equivocation and to ensure data integrity and consistency. In contrast, blockchain replaces this central authority with a network of distributed nodes that use cryptographic algorithms and consensus mechanisms to validate and create immutable records of transactions in a time-stamped ledger (Li et al., 2021). This structure enhances the transparency, resilience, and trust in decentralized systems.
Transactions are a fundamental component of blockchain systems as they represent the core data operations being recorded and verified. Other blockchain components—digital signatures, consensus mechanisms, and network protocols—are primarily designed to ensure that transactions are securely validated and consistently recorded across all nodes (Omar et al., 2021). Each transaction consists of various subcomponents, such as scripts and cryptographic signatures, enabling a wide range of operations on the blockchain. Validated transactions are stored in a distributed ledger, which is shared across the network. These ledgers are cryptographically timestamped and designed to be tamper-evident. While blockchain is often described as “immutable,” this immutability is conditional—it is maintained so long as the majority of the network adheres to the existing consensus rules. In cases such as user-activated soft forks or contentious hard forks, previously recorded transactions can be altered or excluded, highlighting that consensus rules, rather than absolute immutability, underpin the trust model of blockchain systems (Nakamoto, 2008; Bodkhe et al., 2020). This makes consensus mechanisms critical as they determine the legitimacy and permanence of recorded data.
2.1.1 Digital signature
The function of a digital signature in a blockchain system is twofold. It guarantees the integrity of the transaction, and it verifies the identity of the message sender. Unlike conventional cryptographic encryption, in which discrete logarithm and integer factorization are normally imposed, the Bitcoin Blockchain elliptic curve digital signature algorithm (ECDSA)’s distinctive sub-exponential-time algorithm uses a different approach. It is claimed that “…the strength-per-bit is substantially greater in an algorithm that uses elliptic curves” (Johnson et al., 2014). Most importantly, the digital signature verifier is able to verify a signature by the signer’s public key, even though the signature itself is created using the private key.
2.1.2 Consensus rule
In a decentralized system, all nodes in a blockchain behave completely independently. They are fully connected with each other so as to realize the system’s common goal (Kleinrock, 1985). When all nodes agree with the current status of the system, they reach a consensus; the rule of how to reach the agreed current state of the system is called the “consensus rule” (Bodkhe et al., 2020).
Currently, there are two consensus rules that dominate the blockchain architecture: proof of work (PoW) and proof of stake (PoS). PoW updates the current global status of a blockchain system by doing some computational work, which specifically refers to a node increment nonce value for every try made until a valid block hash value is found. The quickest node will be the creator of that block and will be rewarded for maintaining the system consensus. In PoS, the stake can be the account balance and/or the age of the cryptocurrency. After the block is validated, the node with the most stakes will be voted the block creator and be rewarded from the system.
2.1.3 Smart contracts
Smart contracts are foundational components in many blockchain systems. Major platforms offer varying descriptions—Bitcoin describes them as “transactions which use the decentralized Bitcoin system to enforce financial agreements” (Bitcoin developer Guide, 2024); Ethereum defines them as “a program that runs on the Ethereum blockchain” (Wackerow, 2024); Hyperledger refers to them as “business logic running on a blockchain” (Bharathan, 2024)—but these definitions are not exhaustive. More accurately, a “smart contract” is a conditional computer program deployed on a blockchain, which automatically executes predefined actions only when specific conditions encoded in the contract are met (Konstantinos and Devetsikiotis, 2016). The conditional execution mechanism ensures trustless automation and enforces agreed-upon rules without the need for intermediaries, making it a cornerstone of decentralized applications and processes.
The aim of using a smart contract is to enable non-intermediary, trusted, and peer-to-peer transactions (Wang et al., 2020). Compared with conventional online banking and digital services, the benefits of deploying blockchain smart contracts are three fold:
	• Trust of executing a specific contract is given to the computer program of the smart contract rather than any third party, and the security of the smart contract system depends on the computational power attached to the system rather than any central authority controlling the system (Lu et al., 2020).
	• Non-intermediary: all smart contract-initiated transactions are non-intermediary and peer-to-peer, saving a lot of transaction fees compared to a conventional business contract mode (Wang et al., 2019).
	• Automatic execution: smart contracts will automatically execute as soon as a new parameter is given; due to its atomic nature, the transaction has either not yet started or is otherwise completed after initiation (Matheus et al., 2021).

2.2 Digital twin in the metaverse DAO
The metaverse is commonly described as a persistent, interactive, and shared virtual space that integrates aspects of social interaction, gaming, work, and commerce (Kashif, 2022). It builds upon 3D interfaces to extend traditional 2D computing environments, offering immersive simulations that enhance user engagement. While some companies, such as Meta (formerly Facebook), envision the metaverse as a fully immersive digital realm (Kashif, 2022), this ideal remains aspirational. In current research and development, the metaverse is better understood as an evolving concept that aims to extend digital interactivity rather than fully merge digital and physical realities.
The term “metaverse” originated in Neal Stephenson’s 1992 science fiction novel Snow Crash, where it depicted a shared, immersive virtual world. In recent years, interest in the metaverse has resurged, notably when Facebook rebranded as “Meta” in 2021 to emphasize its strategic focus on immersive digital environments. Conceptually, the metaverse is associated with cross-reality (XR) technologies—including virtual reality (VR), augmented reality (AR), and mixed reality (MR)—which aim to enhance user interaction through three-dimensional, immersive interfaces (Stylianos, 2022). These 3D environments are positioned as improvements over traditional 2D interfaces, especially in fields like online education. For instance, Stylianos (2022) highlights how limitations in 2D learning platforms, such as Zoom fatigue and emotional isolation, have contributed to disengagement and high dropout rates, thus motivating interest in 3D alternatives that offer immersive experiences and greater perceptual realism via XR.
As discussed above, the metaverse emphasizes immersive interaction over an open internet. This involves not only the use of 3D user interfaces but also the accurate mapping of real-world entities into the digital environment to enhance user experience. This mapping, often referred to as a digital twin (Far and Rad, 2022), represents a virtual replica of physical assets or processes. While blockchain technology is proposed as a means of establishing immutable links between real-world objects and their digital counterparts (Thien et al., 2023), practical implementation remains challenging. The creation of reliable digital twins requires precise data acquisition methods, such as laser scanning or sensor integration, and robust identity verification to ensure data integrity and authenticity. These are crucial to bridging the gap between physical reality and its metaverse representation and remain active areas of research and development. Formally, a digital twin is a digital representation of an actual real-world object that serves as its indistinguishable digital counterpart for the purpose of simulation, testing, and monitoring (Lee et al., 2021). The digital twin constructs the mapping from a real-world object to the metaverse with high fidelity and consciousness, and this requires existing attributes of the real-world object to be mapped to the metaverse as much as possible (Wang et al., 2022). Furthermore, by enabling this mapping, digital twins also enable first-hand data collection from digital twin devices so that artificial intelligence and computing-assisted management, predictions, and simulations can be enabled (Far and Rad, 2022).
Metaverse applications in logistics (Xu et al., 2019) and individual identity are of interest to our research. Digital twin-based logistics and transportation systems have a significant impact on the visibility of a vehicle, and this enables machine learning and other computing methods applicable to the overall logistics system (Moshood et al., 2021; Alharthi et al., 2023). It requires surveillance systems such as sensors, actuators, and CCTV cameras to collect live data from the real world and then constantly send these to the digital metaverse to reflect the current status of the object (Moshood et al., 2021).
3 PRIVACY-AWARE BIOMETRIC BLOCKCHAIN-BASED E-PASSPORT SYSTEM FOR AUTOMATIC BORDER CONTROL
This section proposes an e-passport system based on privacy-aware biometric blockchain (BBC) for automatic border control (ABC). The proposed system consists of two separate blockchains: one is for e-passport privacy-preserving biometric blockchain-based identity digital twins, and the other is automatic border control metaverse DAO (see Figure 2 for a demonstration of the proposed BBC ABC full workflow).
[image: Diagram illustrating a border crossing system using biometric and blockchain technology. End user devices include fingerprint, facial recognition, BBC VID, and Android phone. Border IoT devices capture live data. A border crossing request initiates data matching through smart contracts on Hyperledger. Verified information is recorded in blockchain sections labeled as Block 1, Block 2, etc. Remote monitoring is conducted by a certification authority (CA). The e-passport application links back to the system via Smart Contract 1.]FIGURE 2 | Full workflow of the proposed BBC ABC system.3.1 Main participants in the BBC ABC
To ensure that functions can be fulfilled in the proposed BBC ABC system, participants take different responsibilities in accordance with their different roles within the proposal. The main participants in the proposed system are as follows.
	• Fabric Certificate Authority (Fabric CA). Since BBC ABC is built upon the Hyperledger Fabric permission blockchain, a certificate authority is required to issue identity certificates based on the public keys of users. These certificates enable user access to the blockchain network; without a Fabric CA-issued certificate, access to BBC ABC is denied. Additionally, Fabric CA enforces transport layer security (TLS) protocols to secure internet communications.
	• System Central Authority (System CA). BBC ABC employs a system CA as the orderer node responsible for transaction ordering and maintaining the global consensus of the Hyperledger Fabric blockchain. Importantly, the System CA is the sole entity authorized to issue border crossing permits and to immutably record border crossing events on the blockchain. This centralized authority reflects the permissioned and regulated nature of BBC ABC, balancing decentralization benefits with operational and regulatory requirements.
	• The Driver and Vehicle Licensing Agency (DVLA) endorses border crossing permit applicant transactions and verifies vehicle-related documentation for border crossing legitimacy.
	• Her Majesty’s Revenue and Customs (HMRC) endorses transactions related to customs clearance, verifying commercial product documentation and identifying missing clearance documents in border crossing applications.
	• The surveillance system endorses border crossing applications by reconciling applicant data with real-time checkpoint data from CCTV cameras, x-ray scanners, and weight sensors deployed at border crossings.
	• Applicants submit border crossing permit applications and identity credentials via an Android-based decentralized application developed specifically for BBC ABC.

3.2 BBCVID for biometric e-passport
As discussed above, the causes of the low efficiency of existing border control procedures can be summarized as manual documentation and static identity credentials. Therefore, BBCVID blockchain can aim to digitize border crossing documentation and create dynamic identity credentials by deploying digital twin and blockchain technologies.
Creating a digital twin of an individual’s identity for the metaverse requires both interoperability across platforms and verifiable authenticity. Beyond enhancing immersive user experiences, a trustworthy digital twin bolsters security for the entire metaverse community. By implementing decentralized identity management on a blockchain, these digital twins prevent the vulnerabilities of centralized identity systems. Traditional authentication methods, such as knowledge-based or challenge–response mechanisms, are susceptible to forgery and credential theft. In contrast, our proposed BBCVID e-passport leverages biometric authentication over the open internet, improving digital identity assurance and validating the presence of a real person during online interactions. Applicants first install the proposed Android mobile DApp to obtain access to the BBC ABC system and then submit an e-passport application. The BBCVID system CA verifies the application and invites applicants to visit biometric identity collection points particularly specified by the BBCVID system CA. After an applicant visits the biometric identity collection point, the BBCVID system CA is able to generate a decentralized identifier (DID) and its corresponding biometric DID documentation for the applicant—see Figure 3 for an illustration of BBCVID-generated biometric e-passport main components. This complies with W3C decentralized identifiers (DIDs) v1.0 and credential data model specifications (Sporny et al., 2022) which aim to improve cross-platform interoperability. Similarly, see Figure 4a for a demonstration of a biometric e-passport application form in Android mobile DApp and Figure 4b for a biometric e-passport representation in Android mobile DApp.
[image: Graphic of a proposed e-passport, divided into three sections: Credential Metadata, e-Passport Claims, and Credential Proofs. Credential Metadata includes a URL. e-Passport Claims list personal details like given name, family name, date of birth, facial image hash, fingerprint hash, place of issue, and issuing country. Credential Proofs detail verification type, creation date, verification method, proof purpose, and proof value.]FIGURE 3 | Demonstration of the proposed biometric e-passport identity digital credential, including the three components of credential metadata, claims, and proofs.[image: A two-part image shows smartphone screens. (a) A form titled "BBC VID" asks for personal details including name, gender, date of birth, place of birth, and address, with an option to get location via Google Maps. (b) An e-passport screen titled "My e-Passport" displays a woman’s photo with details: Name Bing Xu, Gender Female, Date of Birth 26 November 1990, Place of Birth LiaoNing, Issuer Consulate General of P.R. China in Manchester, Date of Issue 18 February 2022, Date of Expiry 17 February 2032.]FIGURE 4 | Demonstration of Android mobile DApp. (a) Biometric e-passport application form. (b) Biometric e-passport representation.The biometric DID documentation is resolvable from the DID ({“id”: “did:bbcvid: 2wJNgSLfLLnYTEFYzByfRM”}), which specifically records three DID authentication methods: public key, facial image, and fingerprint. Apart from that, “credentialStatus” is directed to the BBCVID system CA-maintained identity revoke list, which all entities are encouraged to consult before conducting digital identity authentication. The most important “proof” component in the DID documentation is the digital signature of the BBCVID system CA, which includes all signature verification materials in this component.
After obtaining the biometric DID and DID documentation, the applicant’s digital twin is constructed. The DID thus decentralizes the digital representation of the real-world bodily applicant, which constructs their tie through the BBCVID blockchain immutable transaction. The DID differs from traditional digital identity authentication because it can be authenticated by an applicant’s public key, facial image, and fingerprint biometric identity credentials; see Algorithm 1 for the biometric identity authentication protocol through BBCVID DID documentation. Moreover, after an applicant’s bodily person digital twin is constructed, it is straightforward to generate a real-world identity credential digital twin; see Algorithm 2 for creating the border crossing document digital twin protocol.
In the digital signature verification algorithm in the BBCVID-generated digital twin document, the Edwards-curve Digital Signature Algorithm (EdDSA) (Steele et al., 2022) is adopted, as recommended by W3C, where a 32 octet private key is randomly generated, as well as the corresponding 32-byte public key A (A←encoding[s]B), where s is a secret scalar and B is a fixed base parameter (“publicKeyMultibase”). Therefore, to verify a digital signature in a BBCVID-generated DID documentation, “signatureValue” is split into two 32-octet halves, with the first half as a pointer R and the second half as an integer S. The public key A is decoded as A′, and SHA512(dom2(0,context)‖R‖A‖M) is computed and interpreted as a little-endian integer k and M as a message. Finally, we check if [s]B≡R+[k]A′. If so, the signature is verified; if not, signature verification fails (Steele et al., 2022).
3.3 VS for automatic border control Metaverse DAO
In the current literature, there are a few other ongoing projects (Ahmed and Rios, 2022; Kang, 2023; Santamaria, 2023) that address the existing challenge of low border control efficiency by blockchain technology. They are government-oriented projects and are still in development, so their full technical reports are not yet available. However, one common factor is that they all build upon permissioned blockchain.
Since both the border crossing entity and documentation are digitized by BBCVID digital twin blockchain, the generated digital twin is decentralized, verifiable, biometric authenticatable, and immutable. Therefore, to further improve existing border control efficiency, virtual stamping (VS) blockchain is constructed as the border control metaverse DAO.
There are three benefits to constructing metaverse DAO. The first is deeply automatizing border control procedures through blockchain atomic and self-executed smart contracts. The second is the reliability of completely eliminating human factors that distort digital border crossing legitimacy verification by shifting the trust from a system administrator to computational power through the implementation of the blockchain metaverse DAO system. The third is immutable records; the VS border control metaverse DAO can immutably record all border crossing events on the VS blockchain, which can clear disputes between the DAO and the border crossing entity.
Most importantly, the existing border e-gate is only available to the small group of people who do not require visa verification or customs clearance. This is because the e-gate can only retrieve static information locked in the microchip of an existing e-passport book, which makes the e-gate completely ignorant of whether the person has a border crossing permit.
After BBCVID digital twin blockchain digitizes all border crossing documentation, the e-gate can be aware of dynamic information through digital twin duplicate effects. That is to say, if a real-world person has obtained a border crossing permit from the border agency, their digital twin identity projected into the digital world should also be able to reflect this dynamic change.
Therefore, after imposing our proposal, two major changes will occur to the e-gate system. First, the e-gate will be available for all travelers regardless of whether a visa and customs clearance documentation are required. Second, rather than reading static microchip information from an existing e-passport book, the proposed VS border control metaverse DAO generates a dynamic quick response (QR) code (Muthukumar et al., 2019) as a border crossing permit for immigrants to pass through the e-gates.
Before offering a comprehensive description of how a border crossing permit is generated by VS metaverse DAO, it is important to understand the processes for both an individual immigrant and a commercial business vehicle loaded with commercial products to cross the border.
The automatic border crossing process for individual immigrant control must first comply with the immigration law of the country; therefore, both the legitimacy of entering the specific country and the identity of the immigrant have to be confirmed and verified before a border crossing event happens. These processes can be broken down as follows.
	1) Allow individual immigrants to obtain border crossing legitimacy (e.g., visa and customs clearance documents) and identity (e.g., passport) credentials.
	2) Immigrants bring these credentials to the airport or land border checkpoints.
	3) Upon presentation of the person, border crossing legitimacy documentation, and identity credentials at the border crossing checkpoint, the border officer conducts the following:

	(a) border crossing legitimacy documentation verification.
	(b) identity authentication.
	(c) granting border crossing permit.
	(d) stamping and recording the border crossing event in the passport book.

Therefore, to automate the above individual immigrant border crossing process, VS metaverse DAO can complete the above procedures through smart contracts.
The main task of the automatic border crossing process for customs inspection is to ensure data consistency between customs clearance documentations and the real time in situ border crossing event, in which inspected objects include vehicle identity, driver identity, and products declared to enter the country (Khoshons et al., 2006). The main target subjects to be inspected include the following:
	• the identity of the driver and the driver’s legitimacy for entering.
	• the identity of the vehicle and the vehicle’s legitimacy for border crossing.
	• product-related documentation such as packaging lists, invoices, product models, and categories, the origin of the products, import permits, licenses and certificates, and customs clearance documentations.

A border checkpoint surveillance system is essential to enable automatic reconciliation of information beyond the BBCVID digital twin on the blockchain,. This system is responsible for collecting live, in situ data from border checkpoints. It gathers data through internet of things (IoT) devices deployed at these checkpoints to make the overall system a combined IoT and blockchain solution.
	• CCTV camera for vehicle number plate and vehicle color.
	• Weight sensor for the vehicle’s weight. The output is the weight of the vehicle in kilograms.
	• X-ray scanner for loaded product inspections. The output is Boolean to suggest whether further inspection is required—Yes or No.

These four data elements will be grouped as a tuple, such as a JSON data object {“vehicle number plate”: “AB12CDE,” “vehicle colour”: “blue,” “weights”: 1250, “further inspections”: “No”} and then sent to VS blockchain as a border crossing permit transaction endorsement.
Algorithm 1. Biometric identity authentication.
	Require:
	DID, DID Documentation, collected biometric sample(CBC)
	Smart Contract Initiation
	if(1)proofValue≡SignAlgo(verificationMethod)
	then(2)hash1←SHA256(bio_template)
	 if(3)hash1≡SHA256(bio_template)
	 then(4)disti←matchCBCwithbio_template.
	  fori≤2
	  if(5)disti≤controlledthreshodlσ
	  then(6)‘success′←identityisauthenticated.
	  else
	  (6)‘fail′←identityisnotauthenticated.
	  (7)askCBCre−submission
	  (8)repeat(1)−(5)
	  endif
	  endfor
	 else
	 (4)‘fail′←identityisnotauthenticate.d
	 (5)bio_templateismodified,reporttosystemCA.
	 (6)systemCArecollectbio_template.
	 (7)systemCAupdateDIDandDIDDocumentation.
	 endif
	else
	AfakeDIDdocumentationisfound
	endif
	Biometricidentityauthenticationiscompleted

To comprehensively describe how an individual immigrant would use the proposed biometric e-passport to cross the border through VS metaverse DAO smart contracts transactions, they would first be required to submit a border crossing permit application to VS blockchain over the mobile application. The application is a Hyperledger transaction proposal, in which the application data are digitally signed by the immigrant’s private key. The VS system CA (the same entity with a BBCVID system CA) gateway service receives the transaction proposal from a mobile client and then transfers it to one of the VS peer nodes to execute the transaction.
The smart contract will first initiate facial identity authentication via e-passport using the mobile application in Algorithm 1 (Figure 5) for facial image identity authentication at the mobile DApp. It then verifies whether the individual has a visa document. If all verification goes well, the VS peer node will endorse the transaction and then return it to the individual. The person signs the endorsed transaction and will then send it to the VS system CA for transaction validation. The VS system CA also orders the VS blockchain, which validates the transaction, generates a border crossing permit, orders the transaction into a VS blockchain block, and broadcasts it to the other peer nodes for validation and commitment. Thus, the immigrant’s border crossing permit application initiates a corresponding smart contract which is able to accomplish the above process. The validated transaction is the specific border crossing permit documentation, which is represented by a QR code.
[image: Mobile screen displaying a BBC VID application interface with a green background. It shows a welcome message, a unique identifier, and a map highlighting Lancaster. Below, an address in Lancaster is listed, followed by a photo of a person. Buttons labeled "Get Your Location," "Open Camera," "Biometric Identity Verification: Identity Authenticated," and "Submit" are present.]FIGURE 5 | Facial biometric identity authentication at mobile DApp.The SHA-256 cryptographic hash algorithm is applied here to securely hash the biometric template (bio_template) collected from the individual. By hashing, the system ensures that the biometric data cannot be tampered with or reverse-engineered, protecting user privacy and data integrity. During authentication, the freshly captured biometric sample is hashed and compared to the stored hashed template to verify the identity without exposing raw biometric data. This process strengthens the security and authenticity of the biometric e-passport system by integrating cryptographic guarantees into biometric matching.
Upon arrival at airport or land border e-gates, immigrants would use a QR code to initiate crossing by undergoing fingerprint identity authentication. After successful authentication, the e-gate would return a digitally signed endorsement transaction to the individual mobile client. The client packages this endorsed transaction into an envelope, digitally signs it, and submits it to the VS system CA for ordering service. The VS system CA would then validate the endorsements and signatures, order the transaction into a new VS blockchain block, and broadcast it to peer nodes for validation and commitment. The immigrant would then receive an immutable, timestamped blockchain record of the border crossing for future reference. This process, similar to existing systems like Clear, aims to streamline border crossings for enrolled individuals. However, initial enrollment and identity verification would remain rigorous to ensure security, meaning that significant time savings occur primarily for pre-registered travelers. To offer a comprehensive description of how customs inspection is conducted at border checkpoint through VS metaverse DAO smart contracts, the border crossing permit should be obtained before a vehicle drives through the border-booth-like e-gate. For a private vehicle to drive through the border checkpoint, in addition to the person’s border crossing permits, the vehicle’s border crossing permit should also be obtained from the DVLA beforehand. For a commercial vehicle to drive through the border checkpoint, apart from individual and vehicle border crossing permits, the loaded products on the commercial vehicle should also obtain a border crossing permit from HMRC for customs clearance.
When first submitting the border crossing permit application, the commercial business entity which owns the commercial vehicle would be required to obtain the digital twin for both the vehicle and the business entity, in accordance with Algorithm 2. The owner of the commercial vehicle and business entity would be the “controller” of the corresponding digital twin and be assumed to have full control over the subject to which the DID refers (e.g., vehicle and commercial business entity).
Algorithm 2. Border crossing document digital twin
	Require:
	DID, document application data form
	Smart Contract Initiation
	(1)Applicationforminformationverification.
	ifapplicationforminformationisverified
	 (2)Biometricidentityauthentication.
	 (3)GeneratedocumentDID.
	 (4)GeneratedocumentDID′sdocmentation.
	 (5)DigitalsignonDIDdocmentation.
	else
	Askapplicanttoresubmitdataform
	endif
	Generatingbordercrossingdocumentdigitaltwin
	iscompleted.

Then both the commercial and the private vehicle border crossing permit application can be made through the proposed mobile DApp. The commercial border crossing permit application starts with a form recording the loaded products invoice, packaging lists, vehicle number plate, driver’s visa (if required), and driver’s e-passport number. The mobile client collects these data and allows the commercial entity owner to digitally sign the border crossing permit application (transaction proposal) and then sends it to VS system CA peer nodes to execute the transaction through the VS gateway service. The VS system CA peer node initiates the corresponding smart contract and re-directs the transaction proposal to the remaining organizations, which is required to endorse this transaction in accordance with the endorsement policy in the smart contract.
The smart contracts in our framework are implemented using Solidity, a widely adopted programming language for Ethereum-compatible blockchain platforms. Solidity enables the definition of endorsement policies, validation logic, and transaction state updates securely and transparently. This choice supports compatibility with the underlying permissioned blockchain network used in the VS system and facilitates flexible, modular smart-contract deployment and upgrades. By running the corresponding smart contract, the following four maneuvers occur in parallel.
	• Individual person biometric identity authentication and border crossing legitimacy verification. The driver’s facial identity will be authenticated in accordance with their biometric e-passport, and their facial image will be collected through the driver’s own mobile DApp. If a visa is also required for the driver to pass through the border, VS metaverse DAO is also able to verify the visa . If all goes well, the VS system CA peer node will digitally endorse it and return it to the business entity’s mobile client.
	• Products’ border crossing legitimacy verification. Upon receiving the products’ invoice number and packaging lists, HMRC can automatically identify the customs clearance documentations required from the commercial business entity. HMRC then verifies customs clearance documents accordingly. After all verification is completed, HMRC is required to endorse the transaction and then sends it back.
	• Vehicle border crossing legitimacy verification. The DVLA verifies vehicle border crossing legitimacy using the vehicle’s digital twin documentation and searching whether the vehicle has been reported lost or has any illegal records. If all goes well, the DVLA will endorse this transaction and send it back to the commercial business entity mobile client.
	• Border checkpoint surveillance system live data collection. There is a border road surveillance unit approximately 2–3 km away from the border e-gate. This collects the vehicle’s number plate, color, weight, and x-ray-scan live data. The surveillance system then endorses the commercial business border crossing transaction proposal and sends it back to the business entity.

The applicant’s mobile client collects all digitally signed endorsements and packs them into a data envelope to let the applicant (commercial business owner) digitally sign it. The data envelope is then sent to the VS system CA for validation. The latter validates all digital signatures in the envelope and then reconciles all endorsements. If all goes well, VS system CA issues the border crossing permit (QR code) for the commercial business entity’s specified vehicle driver.
The VS generated QR code is the border crossing permit, which can allow the commercial vehicle driver to complete fingerprint identity authentication at the border e-gate. After the driver’s fingerprint is authenticated, they can drive the vehicle through the e-gate. VS system CA then uses this instance as an immutable transaction recorded on VS blockchain.
4 SYSTEM IMPLEMENTATION AND EVALUATION
To properly evaluate our proposal, the system was implemented and simulated using a permissioned private blockchain based on Hyperledger Fabric. Both BBCVID and VS frameworks are deployed as separate Fabric networks. Specifically, the BBCVID network consists of two organizations, DVLA and HMRC, each with a single peer node. An ordering service, referred to as BBCVID system CA, manages consensus and transaction ordering. Docker containers are used to create independent peer databases as persistent “volumes.” The VS network also includes three organizations, namely the DVLA, HMRC, and the border surveillance system, all sharing the same ordering service (BBCVID system CA)1. Both networks use the Raft consensus protocol (Huang et al., 2019) and maintain a single channel for transaction communication. To benchmark and validate the performance characteristics of these Fabric-based networks, such as throughput, latency, and transaction consistency, we utilized Hyperledger Caliper. Caliper acts as a performance evaluation tool to measure the efficiency of our Fabric deployments, while Fabric itself serves as the permanent blockchain platform to securely store government records and execute smart contracts. This distinction ensures both rigorous testing and robust, immutable data storage suitable for border control applications.
All BBC ABC system users are connected through a developed Android mobile DApp (JAVA) user interface and communicate with the BBC ABC Hyperledger Fabric test network through the Fabric Gateway Service. Most importantly for this project system implementation, the local Hyperledger test network is built upon the Ubuntu 20.04.3 LTS sub-system in Windows 10 Version 22H2(OS Build 19045.2846) through Windows-Subsystem-for-Linux 2(WSL 2).
4.1 Transactions
For private Hyperledger Fabric blockchain, the standardized transaction occurs in three phases (Anthony et al., 2021):
	Phase 1: transaction proposal and endorsement.
	Phase 2: transaction submission and ordering.
	Phase 3: transaction validation and commitment.

For transactions on BBCVID, the entire procedure is proposed in accordance with the border control workflow. In BBCVID, a transaction is made to obtain either the proposed e-passport or other digitally verifiable credentials, such as visa and customs documentation. A valid BBCVID transaction is defined below.
Phase 1: E-passport, visa, and customs documentation applicants submit a signed transaction proposal through our mobile application client to the relevant node by connecting to the corresponding gateway service. For instance, if the applicant is to obtain digital verifiable customs documentation, the gateway service is offered by HMRC’s node. The gateway service will forward the applicant’s transaction proposal to all relevant nodes to execute the transaction in accordance with the endorsement policy2 of the smart contract. Finally, all nodes return a digitally signed response to the applicant’s client.
Phase 2: The mobile client packs all responses obtained from Phase 1 into an envelope and the applicant signs it. The application client submits the signed envelop to CA’s gateway service, and a “success” message will be delivered back to the client if the submission is successful. Upon receiving the response, CA will verify all signatures in the envelope and then order the transaction. The transaction will be ordered into a new block of the BBCVID.
Phase 3: CA will broadcast the ordered transaction to the other peer nodes to validate the transaction and then commit it to BBCVID. The applicant will obtain a full access permit to this new ledger. By a similar token in VS, a transaction is made to obtain a border crossing permit, and an immutable time-stamped digital record of the border crossing event is made for future reference. Compared with BBCVID, VS transactions always have an endorsement of 4:4, compared with 1:2 in BBCVID. Apart from that, the rest of the transaction procedures are very similar.
4.2 Android mobile DApp
The Android mobile operation system runs on a Linux kernel that connects its hardware with its software stack. To preserve data privacy and security, Android has a built-in trusted execution environment, which indicates that the biometric information is encrypted and stored in a separated part of the Android smart phone (Ekberg et al., 2013). Most importantly, it is completely inaccessible to the regular operating system. To make the system even more secure and private, “permissions” are used in Android whenever an access to sensitive and protected information is raised, such as GPS location and open camera. If the user does not grant permission, access will be denied (Rajinder, 2014).
Android mobile application access is granted only to the registered; a user name, email address, and six-digit PIN are required to complete new user registration.
After obtaining access to the mobile application, access to BBCVID and VS Blockchain should also be obtained. The Hyperledger Fabric certificate authority (Fabric CA) has three main functions in our proposed system.
	• User identity connects to lightweight directory access protocol (LDAP) as the user registry.
	• Public key-based identity certificate issuance for users and TLS certificate issuance for nodes and clients.
	• Certificate renewal, revocation, and management.

4.3 BBC ABC hyperledger blockchain performance
Adulla Reddy (2024) also claims that the following metrics can be used to evaluate blockchain network performance. The first is transaction latency. Network-wide, the amount of time that a transaction costs from its initiation to the point of its validation form is available to the whole network, which also includes the time for broadcasting. Most importantly, Adulla Reddy (2024) also recommends using all nodes in the system under test (SUT) to get a better evaluation of transaction latency.
transactionlatency=confirmationtime@networkthreshold−submittime(1)
The second metric is transaction throughput. This is the rate at which validated transactions are committed to the Hyperledger Fabric blockchain over a defined time scope. In most cases, it is represented by transactions per second.
transactionthroughput=totalcommittedtransactions/totaltimeinseconds(2)
In addition, Hyperledger Caliper (Caliper, 2023), an established blockchain use case-based performance evaluation tool, is used to evaluate the BBCVID and VS Hyperledger Fabric blockchain performance. The Hyperledger Caliper parameters are
	• Hyperledger Caliper version 0.5.0;
	• Hyperledger Fabric 2.4 bound to the Hyperledger Caliper;
	• Four bare metal machines to host Caliper workers;
	• Endorsement policy is one of any in BBCVID but three out of four in VS;
	• 200 Caliper workers are used in both BBCVID and VS;
	• TLS is enabled in both BBCVID and VS.

Most importantly, some block cutting parameters are also introduced to both BBCVID and VS:
	• block cut time3: 2 s.
	• block size4: 500.
	• preferred maximum bytes: 2 Mb.

The proposed Android mobile application uses Google Firebase as its user database and LevelDB as Hyperledger Fabric state databases; the gateway service concurrency limit is manually set to 20,000 per second.
With the above testing environment, only transaction latency as in Equation 1 assessed and discussed since Hyperledger Fabric private blockchain does not suffer scalability issues, and transaction throughput as in Equation 2 can be manually adjusted as a system parameter. Since both BBCVID and VS Hyperledger blockchain transactions are mostly to write the blind key value in its transaction, an assessed blind-write per 1000 and 100 byte performance is listed, as in Table 1 for BBCVID Blockchain and in Table 2 for VS blockchain with a fixed TPS at 3000.
TABLE 1 | Performance comparison of blind write 1000 and 100 byte key value on BBCVID.	Name	Send rate
(TPS)	Max latency
(Seconds)	Min latency
(Seconds)	Avg. latency
(Seconds)	Throughput
TPS
	Blind write 1000B	2989.2	3.9	0.46	2.16	2984.8
	Blind write 100B	2992.3	2.8	0.34	1.58	2989.5


TABLE 2 | Performance comparison of blind write 1000 and 100 byte key value on VS.	Name	Send rate
(TPS)	Max latency
(Seconds)	Min latency
(Seconds)	Avg. latency
(Seconds)	Throughput
TPS
	Blind write 1000B	2988.7	4.21	3.75	4.02	2986.8
	Blind write 100B	2991.3	3.23	2.25	2.78	2990.1


Therefore, since both BBCVID and VS Hyperledger Blockchain run on a test network with the Raft consensus rule, the transaction is finalized as soon as the orderer validates the transaction; thus, the orderer has immediate finality. Therefore, the latency performance is evaluated for each peer node in terms of how long it takes to commit a validated transaction, which leads to a “minimum latency,” “maximum latency,” and “average latency.” Even though the Hyperledger Fabric test network has a predefined concurrency limit for 20,000 transaction per second (TPS), this assessment fixes it to 3000 to make it compatible with our hardware system. Therefore, the “send rate (TPS)” and “throughput” are both approximately 3000 in both cases. However, the general performance of “blind write 100 byte” outperforms the “blind write 1000 byte.”
The performance in BBCVID and VS is closely related with the peer node size, in which each node has the potential to make an impact on the entire system performance based on the endorsement policy. Therefore, the average transaction latency performance is assessed based on one, four, seven, and ten nodes. See Figure 6 for the average latency performance in terms of the number of BBCVID orderer node changes, Figure 7 for VS blockchain, Figure 8 for the minimum and maximum transaction latency performances in terms of one, four, seven, and ten orderer nodes in BBCVID, and Figure 9 for VS blockchain.
[image: Bar chart comparing values for 100 bytes and 1000 bytes across indices 1, 4, 7, and 10. At index 1, values are 1.58 for 100 bytes and 2.16 for 1000 bytes. At index 4, values are 1.79 and 2.24. At index 7, values are 1.93 and 2.35. At index 10, values are 1.98 and 2.27.]FIGURE 6 | BBCVID: average latency for one, four, seven, and ten orderer nodes.[image: Bar chart showing two sets of data across four categories: 1, 4, 7, and 10. The purple bars indicate higher values ranging from 4.02 to 4.12, while the green bars show lower values between 2.31 and 2.78.]FIGURE 7 | VS: average latency for one, four, seven, and ten orderer nodes.[image: Bar chart showing latency measures for four data points labeled 1, 4, 7, and 10. Min Latency ranges from 0.29 to 0.34, and Max Latency ranges from 2.5 to 2.8.]FIGURE 8 | BBCVID: minimum and maximum latency for one, four, seven, and ten orderer nodes of 100-byte blind-write.[image: A clustered bar chart displays data for four groups labeled 1, 4, 7, and 10 on the x-axis. Each group has two bars: one brown and one green. Group 1 shows values of 3.23 (brown) and 4.21 (green), group 4 shows values of 2.13 (brown) and 3.78 (green), group 7 shows values of 2.27 (brown) and 3.91 (green), and group 10 shows values of 2.25 (brown) and 3.79 (green). The y-axis ranges from 2 to 4.5.]FIGURE 9 | VS: minimum and maximum latency for one, four, seven, and ten orderer nodes of 100-byte blind-write.Packet loss is another relevant assessment criterion to be evaluated in a blockchain network. In BBCVID, the packet loss is 0.15% by Equation 3 blind-write per 1000 bytes compared with 0.09% per 100 bytes. In VS, packet loss is 0.06% blind-write per 1000 bytes compared with 0.04% per 100 bytes. Thus, blind-write per 100 bytes has a lower packet loss rate in both BBCVID and VS blockchain, and VS packet loss performance is better than that of BBCVID overall. This is because VS has four peer nodes collecting packets from the message sender but BBCVID has only one node; see Table 3 for a demonstration of the packet loss rate comparison between BBCVID and VS.
packetloss=1−throughput÷sendrate×100%(3)
TABLE 3 | Blind-write packet loss rate comparison between BBCVID and VS.	Packet loss rate	Blind write per 1000b	Blind write per 100b
	BBCVID	0.15 %	0.09%
	VS	0.06%	0.04%


To explain this contribution further, the proposed BBCVID system is designed to demonstrate utility in terms of speed, consistency, and fraud reduction. Unlike the current manual border control process—where vehicles are individually checked and documented by hand, leading to logistical delays—our system enables automated, real-time vehicle identification and verification. This contributes to more efficient border crossing, reduced human error, and improved resistance to fraudulent activity.
4.4 BBC ABC border control efficiency performance
In accordance with PwC (2014), soft border systems can be analyzed through cost and by leveraging existing system criteria. In this proposal, the computational cost and duration of border crossings are evaluated.
First, the transaction cost. As blockchain is a distributed network constructed from open-source codes, system security is always crucial. Section 5 explains that public blockchains like Bitcoin and Ethereum charge transaction fees to protect system security and constrain the waste of public resources. However, Hyperledger Fabric blockchain as a private blockchain uses user identity authentication to secure system security, making zero transaction fees possible. Thus, there are no transaction fees for all operations on Hyperledger Fabric, regardless of the energy cost (Adulla Reddy, 2024), compared to Bitcoin blockchain at an average of USD 5.10 and Ethereum blockchain at USD 4.19 per transaction fee in March 2023 (Average Transaction Fee Chart, 2023).
Second, running a full node cost is evaluated. Both BBCVID and VS are Hyperledger Fabric private blockchains. Therefore, to run a full node, there are some minimum requirements in terms of hardware and network performance (Hyperledger Fabric, 2023). Since each full node may potentially impact the entire blockchain network’s performance in accordance with the consensus rule and endorsement policy, for persistent and fastest disk storage, a minimum of 1 Gbps network connection between all nodes and organizations and 1 CPU with 2 GB of memory for orderer nodes are encouraged (Hyperledger Fabric, 2023).
Third, the computational costs in the proposed BBC ABC system.
	(1) Digital verifiable documentation verification, including proposed e-passport, visa, and customs clearance documentation. In this proposal, the Edwards-curve Digital Signature Algorithm (EdDSA) (Josefsson and Liusvaara, 2017) is used to generate the digital signature attached to all BBCVID generated digital verifiable documents as this algorithm is recommended by W3C DID core (Sporny et al., 2022) and EdDSA Cryptosuite (Steele et al., 2022), particularly for DID credentials. In our test environment, digital signature verification only takes an average of 0.27 s for accumulated 100-document (file size 1.9 KB to 2.1 KB) verification simulation instances.
	(2) Biometric identity authentication through the proposed e-passport. In facial image identity authentication, VGG-face recognition (Park et al., 2015) is used for facial image authentication, where the image size is limited to 100 × 32 bits. It takes 9.52 s to complete the facial identity authentication over the proposed e-passport. As the facial image is captured live over a mobile application camera, most time is spent on the facial image collection, estimated at approximately 3–4 s minimum. The test results achieved 20 instances by our own mobile client.

Moreover, fingerprint identity authentication is only conducted at border checkpoint e-gates, in which minutiae-based two-dimensional feature vector matching is deployed. Since fingerprint data are not available on a large scale, we used our own fingerprint data collected from a U.are.u 5300 fingerprint scanner (USB 2.0, FIPS 201/PIV, FAP 30, optical, resolution: 500 dpi, 256 levels of gray) to simulate 20 instances. Initiating “biometric identity authentication” smart contract on BBCVID blockchain took an average of 4.75 s.
	(3) Border crossing permit generation. Starting from when a border crossing applicant submits a border crossing permit application, VS BA is not able to generate the border crossing permit until all required endorsements are received. Three organizations are required to endorse a border crossing permit transaction: HMRC, DVLA, and the surveillance system. As soon as an applicant submits the application, HMRC and DVLA can endorse the transaction immediately; however, the surveillance system must wait until the applicant drives the declared vehicle to the border checkpoint so that it can be endorsed. Therefore, the time spent waiting for the vehicle to drive through the border checkpoint road unit will not be counted into the computational cost.

For a commercial entity to obtain a border crossing permit with 20 documents to be verified, the estimated computation cost is
20×0.27+9.52+120+4.02×4=2.52minutes(4)
This is the sum time of 20 documentation verifications, facial image identity authentication over mobile application by e-passport, assumed surveillance system required time to collect live data from border checkpoint units (120 s), the required three endorsements from three different organizations, and one transaction commitment from VS BA. The average transaction latency for 1000 bytes blind-write is adopted as the transaction time.
For an individual to obtain a border crossing permit with one visa document, the computational cost is
0.27×2+9.52+4.02=0.23minutes(5)
This is the sum time of visa and e-passport two-document verification, facial identity authentication over mobile application by e-passport, and one transaction commitment from VS BA.
For individuals to obtain a border crossing permit with one personal vehicle, the computational cost is
0.27×3+9.52+120+4.02×3=2.37minutes(6)
This is the sum time for visa, vehicle DID documentation, e-passport three document verification, facial identity authentication over mobile application, assumed surveillance system required time to collect live data from border checkpoint units (120 s), two endorsements required from DVLA and the surveillance system, and the VS BA transaction commitment.
VID blockchain border crossing event recording refers to use of a border crossing permit at the border e-gate to conduct fingerprint biometric identity authentication and then record it by committing this transaction on VS blockchain. Therefore, the computational cost is
0.27+4.75+1=6.02seconds(7)
This is the sum time of one e-passport verification, fingerprint identity authentication at an e-gate through the e-passport and estimated time cost to scan the QR code (1 s).
In accordance with PwC (2014), an e-gate existing border crossing requires 20–30 s to complete fingerprint identification and 15–20 s for photo facial image identity authentication. Additional manual registration would be required on many occasions, costing approximately 30–60 s per instance.
Therefore, a reasonable estimation of border crossing duration can be made in the existing border control system. For a commercial vehicle to cross the border with 20 documents to be verified, the border crossing duration is 20.25 min(30×20+15+10minutes), including the time for 20 document verification, facial identity authentication at e-gate, and estimated vehicle-loaded products inspection time (10 min). For individuals crossing the border, the border crossing duration is 1.25 min(15+30×2), including facial image identity authentication at the border e-gate and passport and visa documents manual verification. For individuals crossing the border with a private vehicle, the border crossing duration is 5.25 min(15+30×4+3minutes), including facial image identity authentication at the border e-gate, visa, passport, driving license, vehicle registration four-document verification, and estimated vehicle inspection time at border checkpoints (3 min). Compared with our proposed system discussed in “Computational cost” above, the corresponding duration is 2.62 min, 0.33 min, and 2.47 min, including the time to obtain the border crossing permit and immutable records as in Equations 4–7; see Table 4 for a comparison of the existing and the proposed border control systems regarding border crossing duration.
TABLE 4 | Comparison of existing and proposed border control systems regarding border crossing duration.	Dur.(minutes)	Indiv. immigrants	Pvt. vehicle	Cml. vehicle
	Existing ABC	1.25	5.25	20.25
	Proposed ABC	0.33	2.47	2.62
	Improvement	278.79%	112.55%	672.90%


5 CONCLUSION AND FUTURE RESEARCH
Resolving the issue of low border control efficiency is the main goal of this study. The causes of this are manual documentation verification and static identity credentials. Establishing border crossing legitimacy involves a great amount of documentation verification, such as identity passports, visas that prove the legitimacy of immigrants crossing the border, and clearance documents for customs for commercial products crossing the border. Apart from existing e-passports, all other documentary verification must be manually conducted by border control officers, which is very time-consuming. Most importantly, current e-passports contain static information that is locked in the e-passport book microchip, which is not only inconvenient given distance but also makes binding dynamic border crossing legitimacy to the passport extremely difficult.
To automate existing border control manual documentation verification, the documentation that establishes the legitimacy of border crossing must be digitized. Therefore, we constructed a real-world verifiable documentation digital twin data model.
To further automate the border control process, a border control metaverse DAO was constructed. By constructing a BBC ABC metaverse DAO system, border crossing efficiency is improved by 354.75% on average, with 112.55% minimum improved efficiency for individual immigrants with private vehicles crossing the border and 672.90% maximum improved efficiency for commercial vehicles loaded with commercial products crossing the border.
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