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The global Covid-19 pandemic caused a rapid transitioning to remote work settings, one likely to linger post-pandemic, resulting on people spending more time at home for work or study. The globalpandemic defined a new normal that is expected to be digital and heavily relying on technology. Smart buildings which are envisioned to be the next paradigm shift in the built environment are also foreseen as a response solution to aid in situations like pandemic. However, such a move yields benefits as well as risks, prompting wide debates on the priority to safeguard building occupants health, safety and well-being. Researchers, designers and engineers are seeking solutions to incorporate or modify design features in the indoor environment that prioritize the dwellers’ health and wellness. Though benefits of smart and IoT devices aid in monitoring health and wellness, radiation from these wireless devices may cause harm to human health, especially those with weaker health, as indicated by several research findings. Some of the negative impacts from wireless radiation include cell damage, cancer, tumor, change in hormonal levels, and neurological damage. Thus, this study seeks to determine the difference in radiation level inside a wired, hybrid and a wireless smart home through Computer Simulation Technology (CST) simulation. Such a quantification can help designers develop strategies to design smart buildings that cause low radiation for its occupants. Antenna field source was imported to CST to create the wireless and hybrid design scenario. The measurement for wired and hybrid were evaluated keeping the wired design as baseline. The results revealed that wireless produced 26.55% more radiation than wired scenario at 2.45 GHz, taken as baseline measurement. Further, the total Electromagnetic Radiation (EMR) and radiation patterns are dependent on several factors like proximity of IoT and smart devices to building walls and interior furnishings, frequency of operation. In order to create a safer indoor environment, this study recommends the use of both wired and hybrid design in lieu of totally wireless smart buildings.
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INTRODUCTION
In general, people spend nearly 90% of their time indoors (American Society of Heating, Refrigerating and Air-Conditioning Engineers, 2011); now, with the global pandemic and shift towards the digital world, time spent in an indoor environment increased even more. This is a drastic change by which home and office border has blurred made people rely on smartphones and laptops to work effectively. Such an unprecedented change is believed to remain due to the onset of the fourth Industrial Revolution in which remote working, virtual learning, and virtual entertainment are the new norms (Petrillo et al., 2018; Peña-Cabrera et al., 2019). This trend is also visible in the new building design where Internet of Things (IoT) are used for creating virtual realities, security and surveillance (Minoli et al., 2017), health monitoring (Abdelgawad et al., 2016), while the fundamental prerequisite for all the aforementioned possibilities are rooted to ‘internet’ and its effective utilization in the general wellness of the community. However, similar to all previous industrial endeavors that affected the built environment, the virtual services, wireless IoT and smart devices also carry with them negative risks such as cyber-security problems, electromagnetic radiation (EMR),e-waste accumulation, and an increase in datacenters (Raveendran and Kheira, 2021). These worldwide threats to human health, particularly those generated from e-waste accumulation and the radiation from the extensive use of billions of high frequency IoT devices, require to be holistically addressed and realistic strategies determined (Atlam et al., 2018; Russell,2018).
Typically, an indoor environment such as a residential or commercial building is subjected to two types of EMR pollution, one from extremely low frequency (ELF) and the other from microwave and radio frequencies (Meyers, 2013). Electromagnetic Radiation (EMR) from the former occurs due to the operation of household appliances such as hairdryers, televisions (IARC Working Group on the Evaluation of Carcinogenic Risks toWorld Health Organizationand International Agency for Research on Cancer, 2002; Mark et al., 2015) and the latter are from wireless devices such as baby monitors, mobile phones, cordless phones and Bluetooth devices (Bhattacharjee, 2014). In a smart home or smart commercial building, the amount of exposure from EMR will be higher due to two plausible reasons, one, a multitude of smart or IoT devices will be connected, filling up the indoor space with excessive radiation (Atlam, Walters, and Wills, 2018) and, second, due to the high range of frequencies used for 5G (Russell 2018), that include millimeter frequency. Scientists and researchers believe both of these EMR sources cause health problems like dizziness, nausea (Al-Khlaiwi and Meo, 2004), gene (Chen et al., 2008) and DNA alteration (Panagopoulos, 2019), immunity issues (Gridley et al., 2006) besides cancer and brain tumor (Pakhomov et al., 1997; Hardell, 2017; Prasad et al., 2017). The World Health organization (WHO) declared that EMR produced from radiofrequency sources caused an increased risk occurrence of glioma (a type of brain tumor) and classified it as group 2B (probable carcinogenic) (IARC Working Group on the Evaluation of Carcinogenic Risks toWorld Health Organizationand International Agency for Research on Cancer, 2002). However, there is no consensus among the scientific or research community about the health problems from radiation thus it becomes necessary to deepen the studies (Pockett, 2018).
Moreover, the real problem with artificial radiation is more convoluted and often overlooked in most research investigations which do not consider that humans also have bio-energetic fields associated with them (Nbrega, 2006; Cifra and Pospíšil, 2014). Humans use a bio-electromagnetic frequency that utilizes bio-photos (Hossu and Rupert, 2006; Zhang et al., 2019) for numerous macro and microbiological processes. This finding was due to the advancement in quantum biology (Cifra, Fields, and Farhadi, 2011; Chaban et al., 2013; Farhadi, 2014) and the inference that essentially, humans use a natural frequency window of 0–30 Hz (Saliev et al., 2014; Hei et al., 2016; Choi et al., 2018). Cellular functions and tissue healing brain functions utilize this frequency range (Meyers, 2013; Saliev et al., 2014; Choi et al., 2018). Moreover, all materials, including building materials such as wood, concrete also have electromagnetic properties (Cuinas et al., 2000). The experiment by Kyoichi Nakagawa proved that people who lived away from natural magnetic and electric fields were affected by several ailments, including lethargy and dizziness (Meyers, 2013). Decades of research investigation also determined that natural frequencies are essential to human health and wellbeing (Becker, 1990), while artificial or man-made EMR sourced be it from 50 Hz or 50 GHz, is harmful (Panagopoulos and Chrousos, 2019).
As such, only a few researches investigated the EMR pollution inside a building as most of them focused and verified only signal loss path between the wireless devices (Ghassemzadeh et al., 2003a; Ghassemzadeh et al., 2003b; Tayebi et al., 2019). There are currently two research works published directly connecting buildings and radiation and both simulation works performed in CST used a plane wave excitation to study the distribution of EMR inside building space. However, both of these studies did not use real antenna source excitation nor interior furnishings to truly demonstrate the EMR inside the space (Vizi and Vandenbosch, 2016; Wahba et al., 2021).
This makes studies dedicated to computing and quantifying the EMR inside the indoor environment important as the radiation levels in smart buildings using 5G may become very high. Some of the strategies that examined reducing the radiation from wireless devices highlight that ‘wired’ smart indoor environment can be considered as a viable option instead of wireless to curb high-frequency radiation (Schulz et al., 2016; Clegg et al., 2020). Fundamentally, 99% of internet data transfer occurs via wired mode, and only 1% through satellite communications (Drew and Hopper, 2009; Kugler, 2019). Currently, wireless devices predominantly use 2.45 GHz, one of the frequencies covered under 4G LTE (Dahlman et al., 2013), but wireless internet connection is possible only for a few metres (Drew and Hopper, 2009), and hence, for a large building to get full signal coverage, Wi-Fi repeaters are required (ElShafee and Karim, 2012). Thus, the notion of having a complete wireless smart home or building is partially true.
Due to several health concerns, scientists and researchers advocate making the indoor environment wired for both smart devices and IoT devices (Clegg et al., 2020). To implement this concept, hybrid smart homes are proposed as a suitable option, with appropriate zoning for schools, universities, airports (Clegg et al., 2020) to reduce EMR. Research findings from the possible implementation of wired and wireless smart buildings can assist designers and architects in planning for a safer and smarter indoor space. Furthermore, clients and building end-users can be engaged at an earlier building design stage to take appropriate preventive measures to reduce overall radiation. However, research related to radiation and smart buildings remains scarce and, thus, forms the basis of this research study which seeks to explore the difference in total radiation levels in a smart indoor environment for three different scenarios: wired, hybrid and wireless at 2.45 GHz.
METHODOLOGY
The study seeks to determine EMR simulation inside indoor environment based on internet connectivity among wired, wireless and hybrid design scenarios to quantify the propagation of electric and magnetic fields. For this purpose, Computer Simulation Technology (CST) is employed, whose reliability in solving problems related to EMR has been proved by academicians and industrialists alike (Vizi and Vandenbosch, 2016). The research problem also requires 3 days modelling of the indoor environment and functioning of the modelled space with IoT devices (cisco packet tracer). Thus, the methodology consists of using four different software programs (cisco packet tracer, Sweethome 3D, CST and Antenna Magus) in juxtaposition to obtain the difference in the radiation levels in different indoor layouts of smart and IoT devices. Smart devices include smartphones, tablets and IoT devices are those that are ordinary devices transformed to collect data, make decision using artificial intelligence and internet connectivity. IoT devices can also be controlled by smart devices as per user’s needs. However, both use antennas for their functionality (Berte, 2018). The design comprises of three parts, firstly to design and visualize the different configurations of IoT and smart devices connected to a home gateway in cisco packet tracer. The intent behind such a process is to construct several scenarios for wired, hybrid and wireless with realistic algorithms used behind the smart design. The second part involved designing the model in sweethome 3D to model the interior layout with furnishings. Finally, these models are exported to CST and EMR is emulated for 2.45 GHz frequency in conjunction with Antenna Magus software.
Wood is selected as the building material (wall, floor, and ceiling) used for the indoor environment as it requires less mesh cells than concrete or glass, an essential condition to obtain a reliable accuracy with multiple IoT devices. The frequency used for simulation is 2.45 GHz, as the IoT devices use this ISM band, which is currently used for IoT devices. Moreover, the number of mesh cells and the accuracy of results are also tied to the simulation frequency. Thus, lowering the value of frequency reduces the number of mesh cells and overall simulation time.
In order to represent three design scenarios for EMR evaluation, the wireless and hybrid are directly computed using CST. EMR for the wired and hybrid (using some wired connections) is taken as zero (0) by using Shielded Twisted Pair (STP) Category 7 (CAT 7) or CAT 8, the preferred wired RJ-45 cable that produces almost 0 EMR (Sarma and Sarma, 2013) (also demonstrated in the validation section).
Fiber optics or STP is better than Unshielded Twisted Pair (UTP) in diminishing unwanted EMF (Mardiguian and Raimbourg, 2001). To differentiate the change in the overall EMR when smart devices are operated wirelessly and in wired mode, it is assumed that when all three devices are given simultaneous excitation, the resultant EMR produced from simulation equates to a wireless scenario.
Hence, when the number of devices operated wirelessly is one or two, in the simulation run, the other devices are presumed to be functioning via wired mode RJ-45 cable (Wani and Chaudhari, 2012) (RJ- 45 is an internet cable that can be used for multiple devices), thus aiding to estimate the increase in EMR. Even smartphones and tablets can be connected using appropriate RJ-connectors which allow the user to connect to the internet in wired mode.
A validation process was conducted to validate the reliability of the results from CST simulation and also to verify radiation from the wired device. Real measurements are taken in a real small concrete room and the size was kept small because, firstly, the model has to be reconstructed in CST to verify the results-a larger room would require high computational resources and time. Secondly, the only requirement for the experimental part was to validate and see the difference in results from EMF device and CST simulation results.
Modelling in “Sweet Home 3D”
An indoor environment depicting a one-bedroom apartment space is modelled in Sweet Home 3D, using wood as wall, flooring and ceiling material. The total size of the layout is 7 m × 5 m × 3 m, equivalent to a small living space of 35 m2. Small size was modelled to reduce the computational resources and get the reasonable accuracy required for electromagnetic simulation, used later in CST simulation. The interior space consists of an open space comprising of a kitchen, living room, and office space, and an en-suite bedroom. Twelve IoT and smart devices, of the most recurrently occurring ones, were selected, including one laptop and one smartphone, which is the control point of the IoT devices and can even be monitored remotely by the user. IoT devices used in the model are identical to those used in a real indoor environment. Table 1 summarizes the different IoT and smart devices connected to the home gateway. Figure 1 depict the model developed in Sweet Home 3D with furnishings.
TABLE 1 | List of IoT/Smart devices used in the model.
[image: Table 1][image: Figure 1]FIGURE 1 | Visual layout plan of smart indoor environment developed in Sweet Home 3D.
Layout and Visualization in Cisco Packet Tracer
A general layout of a smart home can be visualized and designed in cisco packet tracer for the three scenarios. Cisco packet tracer helps designers verify the smart home design reliably by simulating several smart and IoT devices’ operation. In reality, any object or furniture can be transformed into a smart object by sensors and actuators. Moreover, a specific algorithm can be created for each device operation. For instance, the functioning of a thermostat can be set at a priorly specified temperature to determine when to turn it on/off, and it can be done using smartphone IoT monitor option (Alfarsi et al., 2019). Each interior space has been provided with 2–3 IoT devices totaling 12. Figure 2 depicts the design of a smart home connecting several smart and IoT devices to the smartphone and home gateway. While 7 of the IoT devices are connected wirelessly to the home gateway, other devices are connected through ethernet cable, thus operating in wired mode.
[image: Figure 2]FIGURE 2 | Configuration of IoT and smart devices in Cisco packet tracer connected to home gateway for the simulated model.
Further, using a smartphone, specific algorithms can be set and modified any time. Figure 3 exhibits the algorithm to activate the process of locking and unlocking the main door is automated by sensing the occupant through the security camera. Apart from this, users can also program using python scripts to control them via remote server instead of a home gateway (Sihombing et al., 2018).
[image: Figure 3]FIGURE 3 | Functioning of locking and unlocking of main door via security camera.
Numerical Simulation in CST
CST is a viable option to get reliable results for problems related to electromagnetism as proven by both academia and industry (Vizi and Vandenbosch, 2016).
Time domain solver is used by CST to solve high frequency problems related to antennas, filters and is more accurate than frequency solver. It implements Finite Integration Technique (FIT) or transient solver to compute Maxwell’s equation on each of the hexahedral meshes. Maxwells’ equation are generally represented in partial differential equations and form the basis of classical electromagnetism (CST studio suite Manual, 2020). One of the significant consequence of Maxwell’s equation is that it demonstrates the fluctuating electric and magnetic fields propagating at the speed of light. This equation have universal applicability and different version of this equation is used for solving different problems. This numerical method uses an universal spatial discretizational scheme for the electromagnetic problem that is solved in time or frequency domain (CST manual, 2020). FIT also utilizes the integral form of Maxwell’s equation rather than the differential one. Numerical simulations are initiated by developing the finite calculation domain that encloses the application problem (This is followed by meshing, either automatic or manual (CST manual, 2020). CST uses perfect Boundary Approximation (PBA) to discretize the mesh cells to evaluate the necessary parameters like E-field, power density. Finally, Maxwells’ equation are performed on each of the cells till a suitable accuracy is reached.
Maxwell’equation in integral form:
[image: image]
[image: image]
Where, E is the electric field, H is the magnetic field, J is the electric current density, D and B are electric and magnetic flux densities respectively.
Determination of EMR in CST
Due to the requirement of a lower number of mesh cells, wood is provided as the material for ceiling, flooring and walls. It has also been shown from a research study that at lower frequency (2.45 GHz) that total EMR produced by different common building materials like concrete, wood and glass is nearly the same though the rate of dissipation may vary. Besides, wood is the preferred sustainable and eco-friendly material compared to concrete. A rectangular edge fed patch antenna is initially designed in a separate software called antenna magus to provide a wireless internet connection inside this smart indoor environment. The antenna is then run in CST to extract the field source which is used as an excitation source for IoT devices. Hence, different field sources are provided for the wireless and hybrid modes to depict the radiation from these wireless IoT devices. Figure 4 shows the power radiated from antenna at 30 dBm.
[image: Figure 4]FIGURE 4 | Power radiated by antenna.
EMR can be measured at any point or even at a plane inside the interior space; however, to depict a realistic situation, measurements are taken at points where the occupant is likely to spend long hours in the indoor environment, one such point in the office room and the other in the bedroom as shown in Figure 5. For the wired scenario, no measurement is made inside the simulation space as it is assumed that a shielded ethernet wiring (CAT 7) do not cause measurable EMR in the space (Sarma and Sarma, 2013) which is later verified in the validation section below. Thus, for the simulation, devices without wireless field sourced excitation are presumed to be working in a wired mode in each scenario. Moreover, for the simulation simulataneous excitation is chosen, but in reality the EMR generated will be lower due to intermittent working of the devices.
[image: Figure 5]FIGURE 5 | Measuring points P1 and P2.
Validation
Validation was conducted for checking the result of wireless and wired scenario tested in a real concrete room.
Figure 6 (A) shows the room plan and the smartphone device used to check the generated EMF using wintact WT3121 instrument (Figure 7). 
1) Smartphone operating in wireless mode; the electric and magnetic field measured at 15 cm from the device was 26 V/m and 0.05 A/m, and the electric and magnetic field measured using CST were 27.769 V/m and 0.068 A/m respectively.
2) Smartphone operating in wired mode; to measure the EMF in wired mode, CAT 7 STP ethernet RJ-45 wire is used to operate the laptop in wired internet mode. Initially, the electric field read 4 V/m for video streaming; after a few seconds, it reduced to 0 and maintained zero electric field while magnetic field value was 0 from the beginning (Figure 6B).
[image: Figure 6]FIGURE 6 | (A) Plan of real room where actual EMR measurements were taken (B) Far-field pattern of the smartphone designed in CST.
[image: Figure 7]FIGURE 7 | EMF measuring dosimeter.
RESULTS AND DISCUSSION
The visualization and value of electric field distribution varied as more devices were added to the simulation to run in wireless mode. While Figure 8 depicts the E-field distribution for hybrid design (with 5 devices operating wirelessly and the other devices operating via wired mode), Figure 9 shows the more intense radiation distribution when all devices are operated wirelessly. In both figures, the ceiling was used for simulation, but hidden in the figures for better visualization. Table 2 indicates the summary results of maximum E-field, maximum H-field, far-field directivity and E-field at measuring points where the occupant is likely to spend more time.
[image: Figure 8]FIGURE 8 | Electric field distribution for hybrid design (5 wireless and 7 wired).
[image: Figure 9]FIGURE 9 | Electric field distribution for wireless design (all 12 devices operational).
TABLE 2 | Summary results of E-field, H-field and far-field directivity.
[image: Table 2]The E-field accumulation slowly builds up as wireless devices are added in the simulation one by one (Figure 10). The maximum E-field resulted in a 26.5% increase when the number of devices increased from one (109.12 V/m) to twelve (138.101 V/m) (from Table 2). However, E-field values remained constant at P1 and P2 for different hybrid setups; for instance, E-field at P1 is the same for hybrid scenarios using 6–10 IoT devices. Similarly, E-field at P2 is very low till Iot-10 (printer) is added to the simulation domain and reaches a maximum value of 9.725 V/m for the scenario where all devices are operating wirelessly. The non-variance of E-field value is related to the distance between the IoT device and the measuring point far away from the device. The increase in the value of E-field for P1 and P2 is observed when more number of IoT and smart devices are kept close to it, thus increasing the exposure. However, it is imperative to note that though the measuring points only recorded a maximum value of 9.725 V/m, if the occupant is very close as in the case of holding the mobile phone or working with the laptop, the value then increases to around 26 V/m.
[image: Figure 10]FIGURE 10 | Graph showing the E-field variation at two measuring points.
Maximum E-field in the solution domain initially peaks up and steadily increases as wireless devices are added to the simulation until the seventh device (Figure 11). Afterwards, it slowly decreases until the last two devices are added to the scenario. This is due to the position of the seventh (main door) and eighth (security camera) wireless device that are closer to the wall, thereby dissipating the radiation energy through the wall. The maximum value increases again with the introduction the 10th device (thermostat) and finally reaching the maximum value of 138.164 V/m. Thus, it can be seen that the EMR inside the indoor environment is dependent on factors such as electromagnetic properties of interior and building materials, the position of the wireless device, proximity of the device and the occupant and the number of devices and also the frequency. Maximum H-field values are almost constant for all simulation runs, excluding wired scenario.
[image: Figure 11]FIGURE 11 | Maximum E-field generated in the solution domain for the different scenarios.
As in the case with maximum E-field, the far-field directivity also depicted a similar trend, initially rising and slowly dropping and finally peaking up with the addition of the last wireless device. The reason is also similar as noticed with the variation in E-field, as more wireless devices were added to the simulation scenario at different positions, especially those placed closer to the wall, back-scattering from the wall occurred, which made the directivity value drop slightly. Figure 12 reveals the shape of far-field directivity or the overall radiation pattern for hybrid (2 wireless) and wireless scenarios (all 12 devices). The radiation pattern of Figure 13 depicts the intense radiation compared to Figure 12 which has fewer operating devices.
[image: Figure 12]FIGURE 12 | Radiation pattern for hybrid design (2 wireless and 10 wired).
[image: Figure 13]FIGURE 13 | Radiation pattern for wireless scenario.
RECOMMENDATIONS AND FURTHER RESEARCH DIRECTIONS
All the simulation runs were performed with 2.45 GHz, and thus the EMR generated is small compared to the higher frequency range. Nonetheless, exposure from 2.45 GHz is also linked to health impairments (Al-Khlaiwi and Meo, 2004) and especially with the instruction of the governing authorities to increase the frequency to 28 and 58 GHz, the proliferation of EMR inside the smart indoor environment will be even more important. Since the wired simulation scenario using STP CAT 7 revealed almost zero EMR (validation section), it will be a viable option to consider while designing the indoor space. This is particularly a valid option for the spaces where an occupant spends long hours such as sleeping or working in an office. These spaces will benefit from an integrated wired option that enables the user to select it. Also, whenever wireless IoT and smart devices need to be operated, hybrid design can be provided with appropriate zoning separating both wired and wireless indoor spaces, as the simulation reveals for even comparatively low frequency of 2.45 GHz, radiation zone occurs in close proximity to the wireless device and drops significantly as distance increases as per inverse squarw law of far-field antenna radiation (Voudoukis and Oikonomidis, 2017). Using shielded cables and early design intervention to reduce the EMR in a building space, an appropriate selection of building materials that can effectively reduce radiation transmission can also be considered as a vital choice (Panagopoulos and Chrousos, 2019).
Even the shielded ethernet wires can be designed to be placed inside the walls instead of outside, reducing EMR further. Besides, special attention to design can be provided to counteract the radiation produced internally and externally as per the shielding effectiveness of building materials (Panagopoulos and Chrousos, 2019)
Further research directions can include using different materials for walls, floor and ceilings with different building shape and size. Similarly, higher frequency can be tested with multiple occupants to understand the increase and distribution of radiation inside smart buildings.
CONCLUSION
The rapid digital transformation occurring in the built environment, exacerbated by the pandemic crisis, has forced people to spend more time indoors, relying more on internet-based devices for work and entertainment. However, there are health concerns regarding the harmful EMR from artificial sources such as a wireless device that the occupant may be using for long hours. 5G revolution is proposing to use higher frequencies to connect billions of IoT devices may pose a health threat. In an effort to quantify and compare the radiation levels present inside a smart indoor environment using 2.45 GHz, this research study designed three scenarios-wired, hybrid and wireless using cisco packet tracer, Sweet home 3D and CST. It was found that while an STP based ethernet connectivity provides zero EMR, hybrid and wireless do cause EMR. The overall EMR produced is dependent on factors such as the proximity of occupant and the device, the indoor material and furnishings, frequency of operation. Further, it was observed that far-field and EMR generated may decrease depending on the back reflection from the wall or other interior material, and do not follow a direct proportionality relation to the number of the device itself. The study recommends applying options for hybrid or wired smart and IoT devices, especially in home zones where the occupants are likely to spend long hours, as an integrated early decisions with architects and designers to provide a safer and smarter building.
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