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Multidrug-resistant bacterial infections are a major global threat, exacerbated by
globalization and poor sanitation. Bacteria develop resistance through
mechanisms like enzymatic degradation, efflux pumps, and horizontal gene
transfer. Rapid diagnostics and artificial intelligence are crucial for overcoming
the limitations of traditional culture methods. Combating this issue requires novel
therapeutic strategies, such as bacteriophages, antimicrobial peptides, and
microbiome-based therapies. Ultimately, proper antibiotic use, increased
research, and global multidisciplinary cooperation are essential to address this
complex challenge.
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1 Introduction

Multidrug-resistant bacterial (MDR) infections are a threat in a globalized world. They
are caused by bacteria that have developed resistance to multiple antimicrobial agents,
particularly those commonly used for treatment. MDR bacteria are characterized by non-
susceptibility to at least one agent in three or more antimicrobial categories, limiting
therapeutic options and increasing the risk of treatment failure, prolonged illness, and
higher mortality rates (Magiorakos et al., 2012). Some well-known MDR pathogens include
methicillin-resistant Staphylococcus aureus (MRSA), extended-spectrum [-lactamase
(ESBL)-producing Enterobacteriaceae, carbapenem-resistant Pseudomonas aeruginosa,
and Acinetobacter baumannii (Antibiotic resistance threats in the United States, 2019).
The emergence of antibiotic-resistant bacteria is a relatively recent phenomenon, catalyzed
by population growth, increased international trade, with consequent growth in the use of
air transport (79th Annual General Meeting and World Air Transport, 2023) and poor
sanitary conditions in megacities, the majority of which are located on the Asian continent
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(Hawkey, 2015). Most Gram-negative bacteria carried by passenger
are Escherichia coli and Klebsiella spp. that belong to
Enterobacteriaceae family and are known to have a more fluid
genome, presenting antibiotic resistance genes. Intercontinental
flights accelerated the spread of COVID-19, HINI1 and Ebola,
with initial outbreaks linked to hubs such as Wuhan, Milan, and
New York (Bogoch et al., 2020). Individual initiatives and global
public health strategies, including vaccination, can contain the
spread of bacterial resistance (Jansen et al., 2021).

2 Mechanisms of antibiotic resistance

The development of antibiotic resistance is a multifaceted
biological process shaped by environmental factors, the density of
microbial populations, and the extensive use of antibiotics in
medicine, farming, and the food industry (Jansen et al., 2021).
When first exposed to a new antibiotic, bacteria typically exhibit
high susceptibility and elevated mortality rates. However, a few rare
individuals survive—usually due to genetic mutations that provide
adaptive advantages. These mutations are passed down to daughter
cells during reproduction. Given the rapid reproduction rate of
bacteria, this process enables nearly the entire population to become
resistant to the antibiotic in a very short period. Additionally,
bacteria can spread antibiotic resistance through horizontal gene
transfer processes such as conjugation (direct cell-to-cell transfer
via plasmids), transduction (virus-mediated transfer), or
transformation (uptake of free DNA) (Hawkey, 2015; Tortora
et al., 2004).

10.3389/fcimb.2025.1695284

2.1 How do bacteria develop resistance

Bacteria can develop resistance to antibiotics through multiple
mechanisms. One common strategy involves modifications in the
cell wall or membrane, which block the antibiotic from entering the
bacterial cell. Another well-known mechanism is the production of
enzymes that degrade the antibiotic, rendering it inactive and
unable to eliminate the infection. A third mechanism consists of
structural changes in the bacterial cell that alter the usual targets of
antibiotics, thereby reducing their effectiveness. Additionally, some
bacteria use efflux pumps — molecular “safety valves” that actively
expel antibiotics from the cell before they can act. (Figure 1)
(Kakoullis et al, 2021). An MDR bacterium can — and often
does — exhibit multiple antibiotic resistance mechanisms
simultaneously, making it particularly difficult to treat with
standard antimicrobial therapies.

3 Challenges in diagnosing MDR
infections

3.1 A rapid and accurate diagnosis is
required for effective treatment, but
traditional diagnostic methods have
limitations

The rapid and accurate identification of multidrug-resistant
(MDR) bacteria is crucial for initiating appropriate and effective
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Main mechanisms of bacterial resistance to antibiotics: (1) inhibition of drug entry through reduced membrane permeability, (2) enzymatic
degradation of the antibiotic, (3) modification of antibiotic targets to reduce binding affinity, and (4) active efflux of the drug via efflux pumps. These
resistance traits are often encoded by genes located on plasmids, which can be horizontally transferred between bacterial cells, contributing to the

spread of antibiotic resistance. Source: author s content.
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TABLE 1 Web databases of multiresistant bacteria.

Database

WHO Bacterial Priority
Pathogens List (BPPL)

National Database of
Antibiotic Resistant
Organisms (NDARO)

Antimicrobial Resistance
(AMR) Surveillance in
the United States

University of Sao
Paulo’s database

The Comprehensive
Antibiotic Resistance
Database (CARD)

ATLAS (Antimicrobial
Testing Leadership and
Surveillance)

Description

This list from the World
Health Organization

(WHO) categorizes bacteria

based on their threat level
and guides research and
development efforts

This U.S. National Institutes

of Health (NIH) database
tracks antimicrobial
resistance in pathogens

The U.S. Centers for
Disease Control and

Prevention (CDC) monitors

antimicrobial resistance
threats.

This open-access database
focuses on microorganisms
classified as critical
priorities by the WHO

A bioinformatics resource
that provides data on
antibiotic resistance genes,

mechanisms, and associated

pathogens.

A database by Pfizer (now
part of IHMA) that tracks
global antibiotic resistance

Reference

(WHO, 2024)

(NCBI, 2025)

(Centers for Disease
Control and
Prevention, 2019)

(Fuga et al., 2022)

(Alcock et al., 2023)

(ECDC, 2025)

patterns.

therapies. Traditional diagnostic methods, such as microbiological
culture followed by biochemical and susceptibility testing, remain
widely used but have important limitations. In addition to the time
required, conventional methods struggle with the early detection of
resistance, particularly in infections caused by bacteria with complex
resistance mechanisms. Another significant drawback is that these
techniques only identify bacteria capable of growing under laboratory
conditions, which means they miss non-cultivable or slow-growing
microorganisms that may carry antimicrobial resistance (AMR) genes
(Ahmad et al., 2024; Galhano et al., 2021; Ramzan et al., 2024). These
limitations can delay the initiation of effective antimicrobial therapy,
often leading to the empirical use of broad-spectrum antibiotics, which
further contributes to the rise of resistance among bacteria. Given the
limitations of traditional techniques, there is a growing demand for
faster and more sensitive diagnostic methods, such as Polymerase
Chain Reaction (PCR), Mass Spectrometry (MALDI-TOF MS), and
Next-Generation Sequencing (NGS). These molecular approaches are
highly effective in identifying pathogens and their resistance genes
directly from clinical samples, often within just a few hours (Ahmad
et al, 2024), in reducing the time required for diagnosis, and in the
improvement of the accuracy of antimicrobial resistance detection,
supporting a more rational and targeted use of antibiotics. As a result,
these methods represent a promising advancement in the surveillance
and control of infections caused by MDR bacteria.
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3.2 Artificial intelligence and automation
improve diagnostic speed and accuracy,
overcoming the limitations of traditional
techniques

Artificial intelligence (AI) computational methods are able to
mimic natural human decisions, and science has taken advantage of
it to deal with complex and multicomponent issues. As expected,
Al-based strategies have drawn new ways for combating diseases as
feasible alternatives to traditional trial-and-error approaches, and
some Al tools that have been proven to be useful for this sake
(Ndikuryayo et al., 2025). Some are oriented to small molecules
design, mainly for peptide-based antibiotics design, such as
AMPIify (Li et al,, 2022), AI4AMP (Lin et al, 2021), Macrel
(Santos-Junior et al., 2020) and CalcAMP (Bournez et al., 2023);
some are focused on the identification of antibiotic resistance genes,
such as VAMPr (Kim et al., 2020), CARD 2023 (Alcock et al., 2023),
HMDARG (Li et al., 2021), ARG-SHINE (Wang et al., 2021). There
are some developed to specific diseases, such as GenTB, for
tuberculosis (Groschel et al., 2021). An interesting case that
illustrates how AI enables the development of new drugs against
MDR is the discovery of halicin in 2020 as a potential compound for
this purpose (Stokes et al., 2020). The study began with a search
using an Al strategy called deep neural network (DNN) against a
database of over 100 million compounds capable of inhibiting the
growth of Escherichia coli. After selecting halicin, in vitro tests
demonstrated its efficacy against a range of other resistant bacteria,
such as Mycobacterium tuberculosis, Enterobacteriaceae sp.,
Clostridioides difficile, and Acinetobacter baumannii (making it
the WHO’s drug of choice against this one). Given that this
computational effort depends on an up-to-date database of
resistant bacteria, it is always necessary to be aware of these
resources (Table 1).

4 Search for new therapeutic
strategies

4.1 Research for new antibiotics, the use of
bacteriophages, antimicrobial peptides,
and microbiome-based approaches

In recent years, alternative approaches to antibiotics have
attracted significant interest due to their distinct mechanisms of
action compared to traditional antimicrobial drugs. These
innovative strategies hold the potential to fundamentally change
how MDR infections are treated (Murugaiyan et al., 2022). One area
of growing interest involves the human microbiota, whose complex
network of microorganisms plays a vital role in protecting the host
against pathogens. Through competitive exclusion, commensal
bacteria limit pathogenic microbes’ access to essential resources,
effectively suppressing their growth. Moreover, research into the
human microbiome has uncovered new antimicrobial compounds,

frontiersin.org


https://doi.org/10.3389/fcimb.2025.1695284
https://www.frontiersin.org/journals/cellular-and-infection-microbiology
https://www.frontiersin.org

de Oliveira and de Castro

highlighting microbiome-based therapies as an emerging and
promising approach to combat MDR infections, despite being
relatively underexplored (Nhu and Young, 2023).

Another compelling alternative is the use of bacteriophages—
viruses that infect and kill bacterial pathogens. Their high specificity
for target bacteria makes bacteriophages a powerful tool in the fight
against infections caused by MDR microorganisms (Kwiatek et al.,
2020). A well-known reported case of this strategiy is the successful
treatment of a disseminated Mycobacterium abscessus infection in a
patient with cystic fibrosis (Dedrick et al., 2019).

Furthermore, natural plant compounds are a promising group
of antimicrobial agents. Polyphenols such as tannins and catechins
work against a wide range of microbes by breaking down bacterial
cell walls, attaching to proteins, and disrupting essential metabolic
processes (Elkhalifa et al, 2024; Kwiatek et al, 2020). Taken
together, these alternative strategies offer promising avenues to
address the escalating challenge of multidrug-resistant infections.
While each approach has its own strengths and limitations,
continued research and integration of these methods could lead
to more effective and sustainable treatments, ultimately reducing
our reliance on traditional antibiotics and helping curb the spread
of resistance.

4.2 The potential of personalized medicine
in combating MDR infections

It is well known that genetic differences influence drug efficacy,
given that small changes in the expression of biological receptors can
translate into different antibiotic affinities (Zhou et al., 2021). Why
not leverage this characteristic to seek personalized antibiotics
capable of inhibiting the growth of pathogens according to each
individual’s biochemical specificity? Naturally, the challenge is to
design specific drugs capable of responding to subtle structural
differences governed by genetic factors, even considering all known
drug design strategies. This field has been called pharmacogenomics,
and has been used, for example, to study G-protein-coupled receptors
(GPCRs) as drug targets (Hauser et al., 2018). One class of antibiotic
candidates that allows for enormous structural diversity
is oligopeptides.

5 Conclusion

The proper use of antibiotics, following the prescribed
dose, treatment duration, and correct administration times, is
essential for the therapeutic effectiveness. Indiscriminate use of
these drugs significantly contributes to the selection and spread of
resistant strains, representing one of the main current challenges in
combating infections caused by MDR bacteria. The administration
of antibiotics disrupts the native microbiota of the host, selecting for
resistant bacterial strains that may subsequently cause opportunistic
infections (Dongre et al, 2025). The role of science in fighting
disease and extending life expectancy is a process that feeds back on
the adaptations that pathogens undergo as the population grows

Frontiers in Cellular and Infection Microbiology

10.3389/fcimb.2025.1695284

and diversifies genetically. Clinical microbiology exceeds a critical
role in combating MDR bacteria, with its methods and strategies.
However, as a counterpart to the resources that science provides in
this matter, actions by national governments are important so that
scientific advances have adequate and efficient applicability.
Increased awareness, research, and global cooperation is called to
action. The complexity of the problem requires multiple knowledge
and good communication between professionals on a multi and
interdisciplinary basis.
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