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Our plans to tackle climate change could be thrown off-track by shocks such as the coronavirus pandemic, the energy supply crisis driven by the Russian invasion of Ukraine, financial crises and other such disruptions. We should therefore identify plans which are as resilient as possible to future risks, by systematically understanding the range of risks to which mitigation plans are vulnerable and how best to reduce such vulnerabilities. Here, we use electricity system decarbonization as a focus area, to highlight the different types of technological solutions, the different risks that may be associated with them, and the approaches, situated in a decision-making under deep uncertainty (DMDU) paradigm, that would allow the identification and enhanced resilience of mitigation pathways.
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Introduction

A variety of “good news” narratives tell us that the world is getting better according to multiple statistics, including around health, conflict, education and wealth (Pinker, 2018; Rosling et al., 2018). By contrast, the world has been hit by severe shocks, including the emergence of the coronavirus pandemic and global economic slowdown that followed in 2020, a burst of inflation, as well as the Russia-Ukraine crisis of 2022 and its impact on food and energy availability. In addition, longer-term problems, often exacerbated by such shocks, including the pressure on healthcare systems across the world as populations age (The Economist, 2023), all demonstrate that there remain serious threats to society, which may be exacerbated by the connectivity that has increased wellbeing, but that also increases the potential for complex and cascading risks (Simpson et al., 2021).

One societal risk that looms large is anthropogenic climate change. Indeed, the World Economic Forum's Global Risks Report 2023 survey of 1,200 experts across the globe found that most of the severe risks judged to be facing society over the next 10 years were all directly or indirectly related to climate change (World Economic Forum, 2023).

Overwhelming evidence makes clear that it is imperative that climate change mitigation does not fail (Masson-Delmotte et al., 2021; IPCC, 2022). Mitigation refers to the reduction of carbon dioxide and other greenhouse gas emissions through a combination of technological and behavioral changes. Technological changes consist primarily of using low-carbon technologies (such as solar photovoltaics, wind turbines, and other renewables) to replace incumbent technologies reliant on the combustion of fossil fuels, as well as technologies that use less energy. Behavioral changes consist of lowering demand for industrial manufactured goods, for transportation technologies and for building energy uses such as heating, cooling and appliance use, such that we become less wasteful and more conserving of energy, whilst still improving our welfare and development prospects, particularly in emerging, less-developed economies.

Over recent years, an increasing number of governments and private sector organizations have laid out policies and plans to reduce climate risk by charting pathways to a low-carbon future, in many cases through the achievement of net-zero targets around the middle of the 21st century. By mid-2022, 19 of the G20 countries had announced net-zero targets, with national governments representing more than 90% of global GDP having net-zero targets (Net Zero Tracker, 2022).

These targets have been developed using a least-cost analysis, which charts the path from our current configuration to a future net-zero target that incurs the lowest economic cost. For instance, integrated assessment models (IAMs) have formed the bedrock of analytical tools to help formulate pathways to low-carbon futures, including contributing heavily to the emergence of the requirement for net-zero targets by or around mid-century (IPCC, 2018). Such models overwhelmingly take a least-cost approach to calculating technological and behavioral strategies toward climate change mitigation (Wilson et al., 2021). However, as readily demonstrated by recent disruptions to societies and economies, climate change is just one of a number of risks. Considering how mitigation interplays with these other risks, what appears to be a least-cost pathway to net-zero emissions could in reality become neither least-cost nor net-zero.

We therefore propose that mitigation planning employ a least-risk, as opposed to least-cost, approach. The severe global disruptions of the last few years remind us how consequential the current focus on the latter might become. For example, the Russia-Ukraine conflict has revised coal- and oil-based power generation by significantly increasing gas prices in Asia and Europe (IEA, 2022). Meanwhile, severe and continuing heat waves in Europe (as well as across the world) during 2022 contributed to water shortages affecting the output of nuclear power plants in France (Plackett, 2022) and of hydro power plants throughout Europe (The Economist, 2022). Following a least-cost electricity system pathway, built on technologies that fail to perform in the face of climate impacts, would prove a costly mistake.

Mitigation pathways designed to minimize risks, rather than purely to minimize expected costs, could help address these challenges. Such least-risk pathways should be grounded in a decision-making under deep uncertainty (DMDU) (Kwakkel and Haasnoot, 2019) framework. DMDU contrasts with traditional analytical approaches grounded in making best-estimate point or probabilistic forecasts of future outcomes and then developing a plan around those forecasts. Applied to decarbonization, DMDU involves stress-testing alternative pathways over a wide range of plausible futures, in order to identify the vulnerabilities of each pathway, that is, the future conditions in which it would fail to meet societal goals, including decarbonization, cost, and equity (Lempert and Trujillo, 2018). The DMDU analysis then uses this information on vulnerabilities to identify new or augmented pathways with less vulnerability—and thus greater resilience—to a range of plausible risks. Here we focus on examples concerning decarbonizing electricity systems, which form a central pillar of practically all low-carbon transition pathways (Byers et al., 2022; IPCC, 2022).



Current mitigation pathways for electricity generation

There are many potential pathways to a low-carbon electricity system as part of energy system decarborization pathways consistent with the Paris Agreement goal of limiting global temperature increase to 1.5°C. Selected pathways for different integrated assessment models, all achieving a 1.5°C temperature target, have different mixes of electricity generation technologies as shown in Figure 1, indicating that a number of electricity technology portfolios could be deployed to meet this target. For instance, the fraction of electricity generated in 2050 by solar and wind in these pathways ranges from about 40 to 70%. Each portfolio is in effect a different strategy, which could have different vulnerabilities to a range of societal risks. Only a small subset of possible strategies is shown—for example there are approximately 100 different 1.5°C pathways in the latest IPCC sixth assessment report database of scenarios (Byers et al., 2022), themselves just a small subset of the future possibility space.
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FIGURE 1
 Share of 2050 electricity generation by model type in SSP1-1.9 scenario for OECD region. SSP1 is a socio-economic storyline emphasizing a “green growth” paradigm (Van Vuuren et al., 2017), whilst SSP1-1.9 is a set of scenarios that achieve an approximate 1.9 W/m2 radiative forcing by 2100, in line with the achievement of a 1.5°C limit to global warming (Rogelj et al., 2018). Source: SSP database (Riahi et al., 2017).




Vulnerability of electricity decarbonisation technologies and strategies

To assess the vulnerability of different electricity decarbonization strategies, it would first be useful to systematically categorize risks on scales relating to their potential likelihood of occurrence and impact if realized. Many risk taxonomies have been proposed, including by source (whether natural or anthropogenic), likelihood and/or severity of impact (from imperceptible to terminal), and scope (from personal to cosmic) (Bostrom, 2013). Major (potentially catastrophic and even existential) risks emanating from such taxonomies include natural risks such as asteroid strikes, earthquakes, solar (geomagnetic) storms, supervolcano eruptions, and naturally evolved pandemics. Anthropogenic risks include climate change itself, terrorism, cyber-attacks, and geopolitical conflicts affecting mineral and fuel availability. Each of these could potentially be applied to electricity decarbonization technologies and strategies.

For example, one system-level risk associated with decarbonization of electricity systems is their increasingly “smart” nature, with interconnected meters and appliances gaining the capability to respond to fluctuations in power prices, so as to manage the variability of generation from weather-dependent renewables. Advanced Metering Infrastructures (AMIs) consisting of smart meters, communication networks and data management systems are susceptible to cyber-attacks, calling for focused attention on security measures (Goel and Hong, 2015; Otuoze et al., 2018). There is unlikely to be a risk-free strategy to decarbonization, which is why it is important to identify each strategy's level of vulnerability as well as its cost.

Visualization and scenario discovery methods can help to highlight those mitigation measures and overall mitigation plans that are most and least vulnerable to multiple risks. Such approaches can be applied to both the consideration of individual electricity system technologies, as well as whole electricity systems, which may bring additional system-level risks that are not relevant to individual technologies alone. Figure 2 provides an example of how different technologies, and portfolios of technologies constituting whole electricity systems, can be compared across a number of example risk categories (which is clearly not a comprehensive set of risks). The greatest value of this approach lies in comparing a large number of different electricity decarbonization systems which would meet our climate change goals. Plans to develop these systems could then be compared against each other to identify those which perform best in the face of the realization of multiple risks.
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FIGURE 2
 Example mapping of electricity technologies and system vulnerabilities to different risks. Source: Authors, based on ref. Popper (2019). Vulnerability assessment levels are subjective and illustrative only, to demonstrate the process rather than precise outcome of the assessment.




Comparing responses

Once vulnerabilities have been identified, the next step is to use this information to identify new pathways with reduced vulnerabilities. DMDU methods aim to craft such robust, risk-minimizing pathways through combinations of “low regret” options and adaptive strategies designed to evolve over time in response to new information (Haasnoot et al., 2013). Having identified the vulnerabilities of several alternative pathways, decision-makers might come to recognize that the alternatives have complementary risks. For example, a national or regional decarbonization pathway dependent on high shares of wind power might perform well in futures in which pathways dependent on nuclear or carbon capture are vulnerable, perhaps because of a history of cost overruns. On the other hand, a pathway in which cost-effective nuclear, geothermal or other firm power is available might perform well where options to cost-effectively manage power system variability with high penetrations of wind are relatively limited. The least-risk pathway might begin with one pathway, while making preparations that would make it possible to shift in the future to alternative pathways. The least-risk strategy would also monitor for signposts that would indicate the need to shift pathways.

It is important to realize that many (though not all) risks can be mitigated, which should be taken into account when scoring individual mitigation plans' vulnerability to different risks. In some cases risks may require tailored responses, but in other cases appropriate actions may help mitigate many risks. This could happen through particular response and preparedness actions, such as (in the case of electricity sector decarbonization) effective monitoring and regulations of CO2 storage or nuclear fuel waste sites, or through regular stress-tests of electricity systems to perceived risks in order to identify weaknesses and strengthen them, as well as build in back-up and redundancy features.



Moving beyond least-cost

There have already been efforts to explore risks for different electricity system technologies and configurations. For example, the University of Geneva's “RISKMETER” project allows an exploration of different European electricity system technology portfolios across multiple risk-related criteria, including climate change, local air pollution, land use, electricity cost and employment1. In addition, one exercise has used spatially detailed modeling of central European electricity systems to highlight trade-offs between least-cost, maximum equity and maximum renewables shares in the system portfolios, thereby demonstrating how different goals beyond pure cost-minimization can be explored (Sasse and Trutnevyte, 2020).

But why hasn't such an approach already been mainstreamed? We propose that there are three principal reasons. First, there is an inherent logic to least-cost thinking. Why wouldn't societies at national, regional, or indeed global levels, not want to achieve an important objective at the lowest possible cost, given other competing public priorities such as poverty alleviation, improved healthcare and economic recoveries from slowdowns and recessions? Although the distributional consequences—essentially the winners and losers—from a societally least cost approach might be deeply inequitable, in theory corrective redistribution could help to achieve a superior outcome for all (Barr and Barr, 2020), compared to other decarbonization pathways. Notwithstanding the power structures that would in many cases hamper such redistributive efforts, there is thus an attraction to pursuing, and communicating to the public, a least-cost approach.

Secondly, least-cost modeling is relatively easy to embed in modeling tools. The operational research challenge of goal-seeking a least-cost solution, whether through linear programming tools and solvers, or through repeated sampling of possible pathways until a least-cost pathway is identified, is computationally straightforward. This compares to the much messier process of identification of least risk, least regrets or most societally preferred scenarios, accounting for multiple uncertainties around risks (some of which may in fact be unquantifiable uncertainties and unknowns) and multiple stakeholder preferences. There is a deep legacy of modeling tools such as IAMs, which—although being developed in new directions at rapid pace—nevertheless still predominantly stem from least-cost optimization roots (Wilson et al., 2021). Recent approaches such as stochastic optimization (Nikas et al., 2019; Grant et al., 2021) or use of multiple criteria are allowing the exploration of least regrets pathways as well as those that simultaneously fulfill multiple criteria, such as employment increases (van de Ven et al., 2022), reduced inequality (Ferrari et al., 2022), or the achievement of sustainable development goals (van Soest et al., 2019; Fujimori et al., 2020). But it seems very possible that—given the ease with which least-cost pathways still get produced—they could continue to dominate the scenario space.

Thirdly, the policy audience has come to expect least-cost analysis as the way in which they should receive information from model-based policy analyses. Least-cost is also often built into regulatory requirements such as those informed by the U.S. government estimates of the social cost of carbon. As one example, a recent, large-scale DMDU study of Costa Rica's National Decarbonization Plan was generally communicated to senior decision makers and the public in cost terms because this was the language they were most comfortable hearing (Groves et al., 2020).

Nevertheless, with a concerted re-orientation toward stakeholder co-creation of scenarios, as well as the increasing realization that least cost pathways may lead to regret, and actually greater cost, in the long run, there is an opportunity to shift the paradigm. What data and actions would be required? First, less exclusive use of single modeling types like IAMs is to be encouraged. Supplementing IAMs with other models and tools, as well as adding non-IAM pathways to scenario databases, is of critical importance (Gambhir et al., 2022). Such exercises might also require coupling of models at multiple scales, such as a suite of system models now being used for DMDU analyses of the climate resilience of electric grids (Ralston Fonseca et al., 2021), or the structured interplay of simulation models and human red-teaming to identify non-modeled system shocks (Lempert et al., 2002). Such exercises need time, methodological development, and sufficient funding to employ more lengthy stakeholder consultation, scenario discovery and deliberation techniques.

Secondly, better data is required on the potential risks of low-carbon technologies and pathways. In this paper we introduce the concepts around multiple possible risks, but a much more systematic undertaking is required, with reference to historical analysis of what went “wrong” in the past and the use of futures thinking techniques (including gaming, scanning, surveys, and SWOT analysis) (Popper, 2008) to envisage what might go wrong in the future. Again, time and funding will be critical.

Third, the rapid development of new scenario production and exploration methodologies is required, including techniques to produce large scenario ensembles from different models, as well as analyze these ensembles to extract critical trends. Statistical methods including classification and regression tree (CART) and principal component analysis (PCA) would be useful bases, with the application of machine learning to derive robust insights from large datasets of scenario inputs and outputs. Such techniques could help identify that, for example, the contribution of a particular power sector technology to electricity decarbonization is much more, or less, sensitive than others under a range of future scenarios around cost overruns, material supply bottlenecks or adverse climate conditions.

Fourth and finally, the analytic community has to help the audience for policy analysis to expect, appreciate, and demand least-risk information.



Concluding thoughts

In setting out a process to assess climate change mitigation plans in the context of multiple risks, we do not necessarily claim that climate change is the most significant risk facing humanity, nor that every other risk should be seen only through its lens. Rather, we assert that, as a recognized major societal risk which could profoundly affect our future welfare and prosperity, we must address climate change not only with urgency and cost-efficiency, but also in a way that is actively cognizant of multiple other risks which might disrupt our mitigation plans.

A key question not so far addressed is who should undertake this risk assessment of different mitigation plans, in order that they can be compared so as to identify the most resilient plans? We propose that this process will require a number of different stakeholders who are able to draw on their own knowledge of risks and their potential consequences. This includes the analysts and modelers who construct the mitigation pathways around which plans and policies are designed. Crucially, these pathways, and the resulting plans, should be “red teamed” by others not involved in creating them, with the explicit purpose of identifying and assessing the risks that could affect them, including their likelihood, impact if realized and ease of risk mitigation. Here there is a critical role for policy makers who may be well placed to balance multiple public policy priorities so as to think outside of the climate change mitigation box.

It is unclear what other organization(s) would be most appropriate to conduct such red team analyses. For national pathways planning, the task might be taken up by a government or other agency dedicated to the purpose, such as a national climate change committee. Of course, individual businesses and organizations would also be well-advised to consider their own strategies in such a way. In addition, scientific assessment organizations, such as the IPCC (which, although primarily a reviewer of the scientific evidence, also endeavors to place levels of confidence and likelihood on different findings) might also address potential vulnerabilities of alternative mitigation plans at global or regional levels.

Ultimately the most effective method of embedding risk considerations into mitigation planning will be through establishing iterative, deliberative processes that allow assessment, discussion, revision and ultimately agreement around different plans' levels of risk, as well as policy makers', businesses', and societies' preferences around the most resilient plans identified. This is not an easy, nor rapid, task, but as recent crises demonstrate, it is an essential undertaking.
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