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Diabetes is a uniquely quantifiable disease, and as technology and data have proliferated
over the past two decades, so have the tools to manage diabetes. Patients and providers
have at their disposal devices, applications, and data platforms that generate immense
amounts of data, provide critical insights into a patient’s disease, and allow for
personalization of treatment plans. However, the proliferation of options also comes
with new burdens for providers: selecting the right tool, getting buy-in from leadership,
defining the business case, implementation, and maintenance of the new technology. The
complexity of these steps can be overwhelming and sometimes lead to inaction, depriving
providers and patients of the advantages of technology-assisted diabetes care.
Conceptually, the adoption of digital health solutions can be thought of as occurring in
five interconnected phases: Needs Assessment, Solution |dentification, Integration,
Implementation, and Evaluation. There are a number of existing frameworks to help
guide much of this process, but relatively little attention has been focused on integration.
Integration is a critical phase for a number of contractual, compliance, financial, and
technical processes. Missing a step or doing them out of order can lead to significant

delays and potentially wasted resources. To address this gap, we have developed a
practical, simplified framework for integrating diabetes data and technology solutions that
can guide clinicians and clinical leaders on the critical steps in adopting and implementing
a new technology.
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INTRODUCTION

Diabetes is a uniquely quantifiable disease, and as technology and data
have proliferated over the past two decades, so have the tools to
manage diabetes. Patients and providers have at their disposal devices,
applications, and data platforms that generate immense amounts of
data, provide critical insights into a patient’s disease, and allow for
personalization of treatment plans. However, the proliferation of
options also comes with new burdens for providers: selecting the
right tool, getting buy-in from leadership, defining the business case,
integration with existing systems, implementation, and maintenance
of the new technology. The complexity of these steps can be
overwhelming and sometimes lead to inaction, depriving patients
and providers of the advantages of technology-assisted diabetes care.
Digital health has enormous potential to positively transform
the landscape of diabetes management. Ever expanding, the field
encompasses a broad set of concepts and technologies, including
telehealth, mobile applications, wearables, artificial intelligence, and
precision medicine (1-3). The ongoing push to reach this potential
has led to a staggering proliferation of digital health solutions. In
2021, more than 350,000 digital health applications are currently
available to consumers, with 90,000 of these introduced just since
2020 (4). Funding for digital health companies reached $57.2 billion
in 2021, an increase of 79% from 2020 (5). This rapid growth has
been paired with a relative lack of standardized frameworks aiding
with solution discovery, clinical integration and evaluation. This
leaves stakeholders with challenges in planning and execution of an
effective implementation of a digital health solution. High profile
examples of problematic implementations have demonstrated that
the implementation of an intervention is as important as the
intervention itself in achieving the desired end goal (6-9).
Conceptually, the adoption of digital health solutions can be
thought of as occurring in five interconnected phases (Figure 1):

1. Needs Assessment and Discovery: What is the problem? What is
the opportunity? Who are the relevant stakeholders? How does
it impact them? What possible solutions exist?

2. Solution Identification: an informal or formal process (such
as a request for proposals), through which designated
stakeholders evaluate and ultimately select a specific solution.

3. Integration: Bringing the selected technology into alignment
with existing technical systems and operational practices.

4. Implementation: Deploying the technology into clinical practice.

5. Evaluation: Ongoing monitoring of outcomes, with a focus
on safety, effectiveness, quality improvement, value, and
research objectives.

There are a number of existing frameworks to help guide
much of this process, but relatively little attention has been
focused on integration (phase 3). In this article, we provide a
brief overview of common approaches to various phases in this
process, and describe the integration framework we have
developed at our institution.

NEEDS ASSESSMENT AND DISCOVERY

Within the context of healthcare delivery, a needs assessment is
the process by which individuals or teams gather and analyze
information about the needs of a specific patient population in
order to understand the gaps in their care, the causes of those
gaps, and how those gaps might be closed (10). Several research
and operational needs assessment frameworks have been
developed and published by organizations like the CDC (11),
WHO (12), NHS (13), Johns Hopkins University (14, 15), the
University of Kansas (16, 17), the American Medical Association
(18), and the Agency for Healthcare Research and Quality (19).

Health equity is a critical component of any Diabetes-related
needs assessment. Diabetes prevalence, morbidity and mortality
disproportionately impacts low-income communities and
communities of color (20). Social determinants of health
(SDoH) are principal drivers of these disparities, and the
ability to access technology and the internet is increasingly
being recognized as a contributing factor to healthcare
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FIGURE 1 | Digital Health Solution Adoption with a focus on Integration. The process is presented here in five sequential phases, with detailed integration framework
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disparities; a concept referred to as the digital divide (21). Thus,
every healthcare organization considering digital health solutions
should be keenly aware of the impact they have on vulnerable
populations and their ability to meaningfully access and receive
technology-enabled care.

SOLUTION IDENTIFICATION

Identifying solutions is often an iterative process, and at
healthcare institutions, it is sometimes conducted through a
formal Request for Proposals (RFP), typically managed by
Information Technology (IT) Services. The growing number of
emerging solutions leaves organizations the increasingly difficult
task of discerning effective, high quality and high value solutions
from a crowded landscape. There is a growing body of standards-
based frameworks and resources to assist stakeholders in
identifying optimal digital health interventions, including:

* National Health Service (NHS) Apps Library (22) - Evaluates
digital health solutions across the board in areas of clinical
effectiveness, safety, privacy, usability, accessibility and
interoperability.

* Wellocracy (23) - Sponsored by Partners Connected Health.
Focuses on consumer wellness and self help. Qualitative
reviews, no objective evaluation.

¢ Personalized Healthcare Connected Alliance (24) - 240
provider, payer, pharma, medical device stakeholder groups.
Focus on mobile platform interoperability, connected devices,
FHIR data standards.

* RankedHealth (25) - MIT Hacking Medicine Institute.
Crowdsourced medical technology professionals perform
peer reviews of wide range of apps related to heart disease,
diabetes, obesity, pregnancy, reproductive health and more.

* Node.Health (26) - Network for Digital Evidence in Health
comprised of 20 health systems, accelerators, startups.
Creating an evidence-based medicine movement for digital
health solutions. Scores apps in areas of clinical efficacy and
usability.

IMPLEMENTATION

A number of implementation theories and frameworks already
exist that can be used to guide diabetes technology
implementations, such as Normalization Process Theory
(NPT) (27, 28), Consolidated Framework for Implementation
Research (CFIR) (29-31), Reach Effectiveness Adoption
Implementation Maintenance (RE-AIM) Framework (32), and
Proctor’s Framework for Implementation Research (33). Nelson
et al. published a narrative review in 2020 that provides an
overview of various implementation frameworks used in
technology-delivered diabetes self-care interventions (34).
Many of these implementation frameworks are comprehensive
and include, at least in part, aspects of needs assessment,
integration, implementation, and evaluation. However, they are

principally focused on the clinical implementation, and less so on
the technical work required to onboard and integrate a new
technology into a clinical setting.

EVALUATION

Evaluation of digital health solutions presents a unique challenge
compared to other interventions. The speed of software
development and rapid iteration cycles are inherently
mismatched with the length and time-cycle of randomized
controlled trials or most means of traditional evidence
generation (35, 36). This incongruence has produced a digital
health evidence gap, resulting in low levels of rigorously
evaluated applications and a lack of objective information for
stakeholders to accurately assess an interventions usability,
functionality, safety, effectiveness, accessibility and value. This
gap is being addressed with an increasing body of guidance and
proposed frameworks addressing the evaluation of digital health
solutions, from governmental agencies, industry-based
consortiums and academic institutions (35):

* Monitoring and Evaluating Digital Health Interventions
(WHO) (37): a comprehensive framework for monitoring,
evaluation and validation at all points in product life cycle.

* Evidence Standards Framework for Digital health and Care
Technologies (UK National Institute for Health and Care
Excellence) (38): Guidance on evidence generation for
effectiveness and economic standards. Divides guidance into
functional categories based on three tiers of digital function.

* Continua Design Guidelines (Personalized Connected
Healthcare Alliance) (39): Framework of standards and
criteria required to ensure interoperability of apps focused
on personal health and wellness.

* Non-adoption, Abandonment, Scale-up, Spread and
Sustainability (NASSS) Framework (40): Evidence based
framework for prediction and evaluation of digital health
solution success based on performance in seven domains.

» Digital Health Scorecard (41): Quantitative scoring of mobile
app performance in 5 key domains: technical, clinical,
usability, cost, and satisfaction of end user requirements.

THE MISSING PIECE - INTEGRATION

Integration is the process of aligning a new technology with
existing technical systems and operational processes. This
process has multiple stakeholders from across an organization,
ranging from legal and compliance, to IT services, to clinic staff.
At large institutions, there may be Project Management Offices
(PMO) who are responsible for shepherding new integrations
through multiple governance and approval committees, but even
then, the process can be complex. During this phase, the
contractual, compliance, financial, and technical realities of a
project come into sharp focus. Missing a step or doing them out
of order can lead to significant delays and potentially wasted
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resources. To address these issues, we have developed a practical,
simplified framework for integrating diabetes data and
technology solutions that can guide clinicians and clinical
leaders on the critical steps in adopting and implementing a
new technology, based on our experience (36, 42-45). This
model does not replace but rather complements the previously
mentioned implementation frameworks, which pick up where
our model leaves off.

Our framework (Figure 1) consists of eight sequential steps,
presented in Table 1 with a brief description and a series of
questions project teams should ask themselves. To illustrate the
framework in action, we present a brief case study based on our
local experience.

CASE STUDY: CONTINUOUS GLUCOSE
MONITORING INTEGRATION

Hospital System EPTR has identified a gap in the management of
their diabetes population using Medtrix continuous glucose
monitoring (CGM) devices. An internal root cause analysis
pointed to a lack of available structured CGM data/metrics in
the EHR has increased the time needed to document clinical
notes, creating additional administrative burden on clinicians.
To address this, it has been recommended that EPTR create a
CGM data integration with Medtrix. From a patient perspective,
Medtrix is the most commonly used CGM in our patient
population. Many patients do not have access to the internet at
home, so they upload their data during clinic visits using hospital
computers or hospital wifi. This process is time consuming for
patients and staff, and also needs to be addressed.

With this recommendation, EPTR clinical and IT leadership
began to assess the feasibility/capability in planning and
implementing a CGM data integration. The planning consisted
in evaluating the technical, security and legal, financial, and
operational considerations in play.

To assess the technical capacities of EPTR, IT leadership
requested and reviewed integration strategy documentation from
Medtrix. During technical calls with Medtrix, it was determined
that EPTR’s current capability to send and receive EHR HL7
messages externally through a third-party integration vendor,
made EPTR a great candidate for this type of integration. For
providers, they would continue to use the existing computerized
physician order entry (CPOE) function to request CGM data
within the EHR.

With recent security breaches within the healthcare industry,
EPTR’s information security and legal teams have implemented a
variety of processes to mitigate liability and risk. EPTR’s IT
security team requested comprehensive technical details of
Medtrix’s IT security posture and data management. In
addition to executing the vendor’s Data Subscription
Agreement, detailing the services and cost of the integration, a
separate security addendum provided by EPTR was added. The
addendum ensures Medtrix has industry standard security
practices and maintains certain service levels. With Medtrix’s
status as a hybrid covered entity under HIPAA, no Business

Associate Agreement needed to be executed. From a legal
perspective, the type of data provided through the integration
service falls under the Treatment, Payment, and operations
clause, but to decrease liability, data is requested via CPOE
orders and not pushed automatically to the EHR.

EPTR’s financial assessment consisted of three considerations:
Medtrix’s annual data subscription fee of $8,000, internal project
team labor cost, and cost of maintaining the integration. Much of
the project team’s cost will come from IT design/development
work and testing of the HL7 messages and CPOE order sets.
Maintenance cost was determined to remain relatively low. Any
additional data being requested through the CGM integration can
be worked on by EPTR’s internal clinical systems and
integration team.

Even though the main objective of a CGM data integration is
meant to reduce or eliminate repetitive administrative
workflows, it does introduce new ones. Previously, clinical staff
was tasked with logging into Medtrix’s data platform to
download, print out an AGP report, hand it to the physician,
and scan the document into the EHR. With the new CGM data
integration, clinical staff were now tasked with submitting CPOE
orders to ensure patient consent and account linkage. Once
consent is provided by the patient via email, clinical staff can
submit a secondary CPOE order to request CGM data for a
particular timeframe. Fortunately, no additional staff was needed
to accommodate this new workflow but did require adjustments
to clinic workflow.

After a comprehensive review of the feasibility of this effort,
clinical and IT leadership created a business case to present to
EPTR’s capital committee. Not only was the business case
essential to requesting capital funds to implement the project,
it also provided the institution the rationale of how this new
technology was beneficial to their patients and clinicians. The
benefits consisted of the following: remote patient monitoring
within the EHR, improve clinical documentation with structured
glucose metrics (see trend analysis in a flowsheet/results review),
eliminate need to print out and scan reports, use structured data
for population health management, help achieve value-based
metrics, and may provide additional reimbursement.

Once the budget was approved and contracts were executed, a
project manager was assigned to implement the data integration.
A project charter was developed to provide a detailed project plan
and to receive approvals from the various stakeholders involved.
After assigning project resources internally from clinical and IT
dept, a project kick-off call was held with Medtrix’s project team. It
was at this stage where a communication campaign was created, to
make providers and staff aware of the implementation of the CGM
integration. This allowed the Endocrinology dept and its staff to
understand the new technology, but also become aware of the
change in their workflow.

The actual implementation of the CGM data integration was
carefully planned out and documented within the project charter.
For the design phase, the clinical project team worked to define the
glucose metrics and the data timeframe preferred. Once defined,
IT resources began to work on defining the HL7 messaging to send
and receive data for the integration. In addition, a CPOE order set
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TABLE 1 | A Practical Digital Health IntegrationFframework in Eight Steps.

Step Description and Goals

1.) Patient Access And Acceptability:

Before going through the complex integration process and potentially wasting time and resources,
first and foremost the obligation is to ensure that the solution in question is appropriate for your
patient population. This may be your last opportunity to verify the problem- solution fit from the
perspective of your patients.

2.) Technical Capacity:
Ensure that your organization has the adequate technical capacity to leverage the solution, including
EHR integration, data exchange, account linkage, hardware, and connectivity.

3.) Security and Compliance:

There are a number of laws and regulations that govern the exchange of patient data. Your
institution’s legal and compliance department will need to be involved early on to review all contracts
and service agreements. Information security review is critical to ensure patient privacy and reduce
risk and liability.

4.) Financial Feasibility:

The true cost of a solution may not be known until you start the integration process, as there may be
explicit charges from the vendor related to integration, or internal costs of buying hardware or IT
Services time to build integrations. This stage is intended to evaluate the total project costs
(purchase, installation, maintenance) and whether or not your institution or organization is prepared to
shoulder those costs.

5.) Operational Capacity:

Almost all new technologies require some kind of workflow, whether its patient enrollment, education,
account connection, data extraction etc. You will need to consider how these new workflows will be
incorporated into the daily activities of existing team members, or onboarding new staff to add
capacity.

6.) Business Case:

New technologies may facilitate new revenue opportunities, such as remote patient monitoring,
chronic care management, data review, etc. They may also help practices achieve certain value-
based or quality metrics that also result in financial incentives. Finally, new technologies can also
result in operational efficiencies that reduce overhead costs. All of these need to be considered and
business cases must be made for the implementation of a new technology.

Key Questions

Does the select solution work within the constraints of your
patient population?

Will it exacerbate existing barriers to care? Wil it create new
ones?

How well does the specific solution align with the findings of
your needs assessment?

Do you need to go back and show the solution you selected
to your original stakeholders if they were not part of the
solution selection process?

Does the solution require integration into your EHR or other
systems?

Do you need new or specific hardware, like tablets or
unique connectors?

Will you need to add hardware like second monitors or bar
code scanners to allow your staff to take advantage of all
the features of the technology?

Do you have adequate internet access for patients and
providers?

Does the solution use existing interoperability and data
standards?Do you have the right technical talent in-house,
or will this require a third-party vendor to support
integration?

What type of legal agreements need to be in place to cover
your specific use case? For example, in the US, exchanging
health data with a third party requires a business
associate’s agreement (BAA) to be in compliance with the
Health Insurance Portability and Accountability Act (HIPAA)
(44).

Have you performed an information security assessment?
What information will you have to share in order to link
patient accounts across systems?

Wil patients need to provide consent, or is this covered
under other permissions and consents?

Are there integration or deployment fees?

Are there training fees?

Are their maintenance fees or recurring monthly or annual
fees?

Is customer support included? What about for patients?
What is the hourly rate for technical support?

What are the payment terms? Does the vendor expect
payment within a specific timeframe? Can your organization
meet that timeframe?

Do you have a complete lists of all key processes related to
the new technology?

Can you map all those processes to existing team
members? Do you need additional staff?

How do those new processes compliment, shift, or interfere
with existing responsibilities?

How will you assign these responsibilities?

Onboarding a new technology is labor intensive; much more
so than the actual technology workflow. Do you have
additional support during the launchphase? If not, what will
you de-prioritize?

Is your staff aware of this coming change? How has it been
communicated?

Will you be introducing new billing codes? Have they been
added to your billing software? Have you trained your
clinical and administrative staff on how to use them?

Have you reviewed the requirements and documentation
needed to successfully bill these new codes?

Are there copays for patients? How will you collect them?
How will you let them know that there may be new financial
burdens associated with using this technology?

(Continued)
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TABLE 1 | Continued

Step Description and Goals

Key Questions

7.) Patient, Provider, and Staff Training:

All'users should be made aware of the new technology, the reason for its implementation, what
benefits they should expect, and how its implementation will impact their current care or workflows.

Training and training resources are critical to any successful implementation.

8.) Launch and Optimization:

The actual deployment of the technology should be carefully planned, monitored, and evaluated. .
Existing implementation and evaluation frameworks can all be excellent tools to guide this step in

detail.

Broadly speaking, the acronym SEQVR (pronounced “secure”) can help organize and prioritize .

evaluation: Safety, Effectiveness, Quality Improvement, Value, Research.

was also designed to allow clinicians to order the sending of
patient consents via email to patients and orders for 14, 30, 45, 90
days of glucose data. Clinical staff were also engaged to map out
their existing workflow and work to define a new one with the new
integration in place. Within the execution phase, the various
components were tested to ensure data flow between EPRT
EHR and Medtrix. Clinical staff were asked to run through the
new workflow within a test environment.

Before go-live, 3 weeks were dedicated to developing training
guides and providing virtual or in person training on the new
technology and workflow. Go live support was also provided on
the day of and 2 weeks after. To ensure project success and identify
potential improvements, a report was created to track the usage of
the CPOE CGM order sets, and the amount of data transferred
through the integration. A dashboard was also created to help with
population management using the structure data.

DISCUSSION

Technical and operational integration are critical for the
successful implementation of any digital health project. For
experienced teams and institutions with robust project
management practices, these may be second nature, but even
at the most innovative institutions there can be oversights and
failures. In the same way that checklists have improved many
aspects of safety and quality across healthcare (indeed, across
most industries), team may wish to create their own local
checklists of processes, individuals, and governing bodies that
correspond to the 8 steps in the integration framework, and
systematically implement it for all digital health projects.

e How does this new technology affect your other services
and revenue streams?

*  How will you track savings or value to justify the cost of the
new technology?

* Does the vendor provide training resources? In what
languages? How are they accessed? If online, can you
reach their website from your network?

« Are there also quick reference tools to use during
deployment?

* Wil you need to develop any additional training resources
specific to your environment?

*  How will you distribute training materials to patients? Are the
culturally and linguistically appropriate? Are they at an
appropriate literacy level?

*  Which Implementation Framework will you use?

Have you identified a leader and team who will oversee

implementation?

*  Have you established a timeline?

How will you know you’re done with implementation?

*  What are your key outcomes and metrics for evaluation?

*  Have you selected an Evaluation Framework?

e How will you share your evaluation results with key
Stakeholders?

*  How will evaluation inform your own practice?

Some of the components of our proposed Integration
Framework may sound familiar or even redundant to teams
familiar with the needs assessment, implementation, and
evaluation frameworks briefly reviewed here. This was done
deliberately; many of these steps, if not addressed at this stage,
can lead to critical system failures during implementation and
evaluation, resulting in failed implementation, wasted funds and
effort, possible patient harm, and liability exposure. For teams
interested in implementing our approach, we do not recommend
duplicating work or steps, but rather consider the process from
beginning to end across all 5 phases, selecting their preferred
frameworks, and then mapping the steps of the integration
framework to their cognates in other frameworks. This will
allow teams to address each step comprehensively in the
appropriate phase (e.g., Step 1, ensuring patient access and
acceptability, may already be part of your needs assessment or
solution identification).

In our experience, many diabetes data and technology
solutions do not have explicit patient processes, workflows, or
technical capacity requirements, which leads to
implementations that are frustrating for the patient, family,
provider, and care team. Our hope is that following the outlined
steps will facilitate the adoption of technologies that increase
patient engagement and empowerment in regard to accessing
and reviewing diabetes data. Many patients with diabetes don’t
currently have the ability or tools needed to access their data.
Not only will increased access improve current care, patients
will learn life-long skills related to diabetes care and improve
self-efficacy. Finally, successful digital health implementations
can enable improved patient care in synchronous and
asynchronous models.
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There are limitations to the integration framework. It
represents a single institution’s experience and has not
undergone more robust vetting. It is intentionally generic to
accommodate a variety of data and technology solutions, but this
means that more detailed information for specific modalities,
such as telehealth, continuous glucose monitoring, and school-
based care, is not covered. It also assumes that an organization
has people and processes in place to address many of the steps
discussed (for example, information security assessment), and as
such may not be as helpful in resource-limited settings. Finally,
this framework assumes local or institutional management of
resources; the framework may need to be adapted to meet the
needs of large health systems or countries with national public
health systems.

Despite these limitations, we believe that following this
practical framework can help reduce friction, prevent delays,
and avoid potentially disastrous oversights during the technology
selection and implementation process. We hope that others find
this tool useful in their own implementations of diabetes data
and technology.
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