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Information communication technology (ICT) is a crucial tool to support effective commu-
nication and decision-making under complex and uncertain environments of disasters
by enhancing cognitive capacity of emergency managers. With the continuous influence
and evolution of communication technologies, information sharing and decision-making
has drastically changed and affects each phase of emergency management. Researchers
continue to investigate the relationship of human involvement for spreading public safety
information through ICT. With each disaster holding diverse characteristics influencing
prediction, detection, and specific activities required for prevention, mitigation, response
and recovery, the need for interoperable and dependable communication infrastructure,
a common operating picture, and supportive regulations, policies, and practice greatly
increases. Although a national public safety communication system was proposed,
there are implementation challenges between local, state, and federal agencies. This
paper briefly examines the evolution of the use of ICT for public safety along with current
trends, benefits and challenges, and future needs.
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INTRODUCTION

When understanding public safety and the sharing and coordination of information, information
communication technology (ICT) is a crucial asset to support effective decision-making under
complex and uncertain disaster conditions. Moreover, ICT enhances cognitive capacity of emer-
gency managers when processing large volumes of information in short time periods (Comfort,
2007; Bharosa et al., 2010; Celik and Corbacioglu, 2010; Van De Walle et al., 2010). This is a critical
skill during disaster response and impacts information sharing, communication, and collaboration
between response agencies. The lack thereof can lead to potentially catastrophic consequences.

With the continuous influence and evolution of communication technologies, information shar-
ing and decision-making has drastically changed and affects each phase of emergency management
(Bharosa et al., 2010). For instance, the terrorist attacks of September 11, 2001, hereafter referenced
as 9/11, significantly increased priority of public safety’s use of communication technology. With
overloaded landline circuits in the New York City area, individuals had to rely on their smart phone
Internet connections for mass communication (Fu, 2011). The heightened use of the Internet to
disseminate disaster-related information led to critical research surrounding ICT as a tool for emer-
gency management communication.

Speaking to current and future trends, researchers continue to investigate the relationship
of citizen involvement for spreading public safety information through ICT (Black et al., 2014).
However, effectiveness of such involvement relies on interoperable and dependable communica-
tion infrastructure, a common operating picture, and supportive regulations, policies, and practice.
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The Department of Homeland Security (DHS) and the Federal
Emergency Management Agency (FEMA) are responsible for
coordinating a national response infrastructure through strate-
gic planning, implementation, and training of communications
equipment for relevant local, state, and tribal governments
and emergency response personnel (Department of Homeland
Security, 2014; Federal Emergency Management Agency, 2015).
In essence, ICT must provide multi-faceted support during an
emergency (Van De Walle etal., 2010). However, with the speed of
technological advances surpassing policy and regulatory changes,
there is a significant gap to address. Moreover, each disaster holds
diverse characteristics influencing prediction, detection, and
specific activities required for effective prevention, mitigation,
response, and recovery.

Although a national public safety communication system was
proposed, there are implementation challenges between local,
state, and federal agencies. For example, participation within this
national system is voluntary and furthers disconnect between
policies and stakeholders (Peha, 2006; Habib and Mazzenga,
2008; Hallahan and Peha, 2008). Therefore, this paper examines
the evolution of information communication technology for
public safety along with current trends, benefits and challenges,
and future needs. The following research questions are examined
in the paper: How have information communication technology-
related policies implemented? What is the relationship between
ICT and public safety? What are the applications of ICT for public
safety? and What are benefits and challenges with utilizing ICT
for public safety?

This paper builds on and contributes to earlier studies on
information communication technology use for public safety.
Although earlier studies examined avenues of ICT, they did not
incorporate the focus of public safety use along with historical
developments and current trends. As such, this paper provides
additional insight into the evolution of ICT, the development
of ICT-related policies, the relationship between ICT and public
safety, along with applications, benefits, and challenges.

INFORMATION COMMUNICATION
TECHNOLOGY-RELATED POLICY
DEVELOPMENT IN THE US

Analyzing historical influences, the field of Emergency
Management shifted in the perception of information sharing
needs via adaptations to policy changes and agendas (Federal
Emergency Management Agency, 2015). From the early years
to the Cold War Era, there was limited systemic management of
disasters as government tended to focus more on threats by fires
and diseases with EM operating as a function of government to
avoid nuclear war. Through the Disaster Relief Act of 1950 and
the creation of the FEMA in 1979, the field’s focus broadened
to natural disasters and coordination between federal, state, and
local agencies as well as non-profit and private organizations
(Kapucu and Van Wart, 2006; Federal Emergency Management
Agency, 2015).

As policy-makers and practitioners noticed how each disaster
or extreme event required unique information and communica-
tion needs, policy adaptations focused on information specific

processes and led to the establishment of the DHS, Title XVIII of
the Homeland Security Act of 2002, and the Office of Emergency
Communications (OEC). The OEC developed the National
Emergency Communications Plan (NECP) and the National
Public Safety Broadband Network (NBP) to deploy wireless
Internet Protocol-based technologies for information sharing
(Federal Emergency Management Agency, 2015).

The NECP incorporates five specific goals beginning with gov-
ernance and leadership to enhance coordination, planning, and
decision-making for EM communications. The remaining goals
focus on aspects, such as governance and leadership, to update
and improve communications and readiness for dynamic environ-
ments. Moreover, remaining goals focus on improving abilities for
responders to communicate and coordinate operations to improve
effectiveness while engaging in evaluation activities to support
responders and unveil innovative capabilities (Department of
Homeland Security, 2014). The goals help with three specific
priorities for EM communication: (1) identifying and prioritizing
areas for improvement in emergency responders’ land mobile
systems; (2) ensuring that emergency responders government
officials plan and prepare for the adoption, integration, and use of
broadband technologies, including the planning and deployment
of the NBP; and (3) enhancing coordination among stakeholders,
processes, and planning activities across the emergency response
community (Department of Homeland Security, 2014).

An additional influence on the evolution of ICT is through
FEMAs connection with the Federal Communications
Commission (FCC) to focus message distribution to those fitting
within the following parameters:

1. Conditions of impending or actual nature that jeopardizes
public safety during times of civil emergencies.

2. Information relating to immediate safety of life issues or prop-
erty protection, maintenance of law and order, or alleviation of
human suffering and need along with combating of attacks.

3. Information essential to public activities for civil defense or
additional government and relief agencies.

4. Information for Radio Amateur Civil Emergency Services
training, drills, and testing.

In addition to guidance from FECP and FCC, FEMA
incorporates an independent study course focused on commu-
nication. Participants within this course will not only develop
basic communication skills but also help individuals learn:
(a) how to communicate in an emergency, (b) how to identify
community-specific communication issues, (c) use technology
as a communication tool, (d) develop effective oral communica-
tion, and (e) how to prepare for an oral presentation (Federal
Emergency Management Agency, 2014). In addition, social
media (SM) is gaining recognition in the field leading Federal
Emergency Management Agency (2013) to create a course
in their independent study program. The objectives include
(a) explaining the importance of SM for emergency manage-
ment, (b) describing major features and functions of common
sites being used, (c) describing the challenges and opportunities
of SM applications in relation to the five phases of emergency
management, (d) discussing better practices for SM applications,
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and (e) building the capability of SM use and sustaining it within
an emergency management organization.

Regarding the current National Incident Management System
(NIMS), the traditional approach focuses on components
of preparation, mitigation, response, and recovery (Federal
Emergency Management Agency, 2015). These phases are con-
sidered the life cycle of a disaster beginning with preparation,
which involves increasing the readiness for potential disasters
or hazards. Mitigation focuses on prevention and reduction of
potential impact through (a) changing the nature of the threat;
(b) decreasing vulnerability; and (c) reducing exposure. The
response component increases the community’s capacity to
monitor, predict, avoid, and reduce potential damage or address
potential threats along with strengthening preparation activities
for responding to disasters and assisting those impacted (Waugh
and Streib, 2006; McEntire, 2007; Kapucu and Ozerdem, 2011;
Kapucu and Garayev, 2012; Sylves, 2014).

Since it cannot be predicted how infrastructure failures fully
affect emergency management agencies, trust, and reliance is
given to an Incident Command System (ICS). This centralized
command and control structure incorporates five dimen-
sions: command, operations, planning, logistics, and finance/
administration (Boin and O’Connell, 2007; Federal Emergency
Management Agency, 2015). The main benefit of ICS is the ability
for unified command and collaboration between local, state, and
federal stakeholders (Hu et al., 2014). However, major challenges
include the lack of flexibility and adaptive capability of the system
in conjunction with the complex communication needs for all
local, state, and federal actors (Birkland, 2009; Hu et al., 2014;
Liu et al.,, 2014).

As previously mentioned, public safety organizations and
disaster response agencies are increasingly relying on ICT for
effective coordination and communication during disasters or
extreme events. This reliance increased over the years due to
significant events, such as the terrorist attacks of 9/11. During
disaster response, first responders were unable to exchange criti-
cal, life-saving information. The interoperability between wireless
radio systems among federal, state, and local agencies was con-
sidered a highly flagrant example of unpreparedness (Abusch-
Magder et al., 2007). The deficiencies of communication between
first responders and public safety organizations led to failure to
mobilize a coordinated communications infrastructure at the
site of a disaster. This communication issue has also occurred
during other crises and disasters, such as Hurricane Katrina and
Rita, along with the Oklahoma City Bombing (Van De Walle and
Turoff, 2007; Fu, 2011). These deficiencies realized during 9/11
and further emphasized from additional disasters highlight the
integral asset of ICT.

To have an effective Emergency Response Information
System, it must be a structured system with interoperable and
dependable structures along with comprehensible and realistic
protocols (Turoff et al., 2004; Peha, 2015). Moreover, this system
must balance fault tolerance, provide avenues for advanced
capabilities to manage security, cost, and spectral efficiency as
well as trained personnel to operate the system (Peha, 2006; Van
De Walle and Turoff, 2007; Ansari et al., 2008). With the current
national communication system, proposed in the NECP, the

goal of interoperability strengthens the ability of individuals and
organizations to communicate and disseminate information and,
hopefully, overcome impediments, such as funding, incompat-
ible systems, and geographic coverage. In addition, the national
system has the capability of creating a common operating picture
and vocabulary for local, state, and federal response agencies
to support efficient wireless communication (Faulhaber, 2006;
Peha, 2006, 2015; Manoj and Baker, 2007). As for dependability
and fault tolerance, communication infrastructure and infor-
mation sharing policies must be able to adapt to the needs of
response agencies and support operations in regards to stationary
(i.e., headquarters), semi-mobile (i.e., mobile command posts),
or mobile actors (i.e., frontline personnel).

RELATIONSHIP BETWEEN THE USE OF
ICT AND PUBLIC SAFETY

Regarding the relationship between the use of ICT and public
safety, the integration begins with the decision-making process
for policies and practice. Although EM tends to rely on the
traditional, hierarchical approach, there have been adaptations
and changes toward a more flexible and adaptable approach. For
example, some public safety organizations keep their information
process in a top-heavy format with the decision processes flowing
from top to the bottom. Other response organizations, such as
non-profits, tend to have a decentralized process with decision-
making starting at the lowest level. Regardless of the structure,
disasters or events complicate the interaction between ICT and
public safety. The variations in structure impact the communica-
tion process via aspects, such as acronyms, colloquialisms, tech-
nical jargon, and other agency-specific or professional language
(Waugh, 2003).

Moreover, the adoption process of these diverse technologies
highlights the timely process for each new technology first enter-
ing into the federal government environment before branching
out to state and local agencies. In this aspect, the size of the
agency greatly affects dispersion of ICT. For instance, “large,
better-resourced governments tend to adopt earlier than small
and poor ones. New technology and its diffusion through govern-
ment provide the potential for simple, complex, minor, and major
change in organizations and institutions, but they certainly do
not guarantee them” (Bretschneider and Mergel, 2011, p. 190).
In addition, the process of adopting technology is, on some level,
adapted to the organization, but the organizational structure
affects how the agency will implement the new technology.

Information Collection

When discussing the information collection part of communica-
tion, a significant challenge for emergency responders revolves
around providing timely and accurate information before, dur-
ing, and after disasters and crises (Manoj and Baker, 2007; Van De
Walle and Turoff, 2007). In addition, there is an aspect of filtering
to occur when determining sharing needs (Meissner et al., 2002).
Moreover, sharing must keep the voice of public safety in mind
(i.e., first responders, practitioners, researchers, community
members, etc.) while safeguarding sensitive, classified, and
proprietary data (Peha, 2006; White House, 2013; Rysavy, 2015).
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Information Processing and Dissemination
Once the information is collected and the necessary stakeholders
are identified for sharing, then the processing and dissemination
begins. With EM being a field dependent on people, it is neces-
sary to incorporate information in diverse modes (i.e., warnings,
reports, news broadcasts, and training videos) and utilize a
number of communication avenues (Kapucu et al., 2008; Black
et al., 2014; Peha, 2015). These steps are critical in maintaining
the supportive role of ICT for EM personnel (Van De Walle et al.,
2010). Another aspect to consider is interorganizational relation-
ships when disseminating information as knowing the recipients
helps optimize resource and encourage collaborative strategies
(Hu et al., 2014). Moreover, sharing is dependent upon a shift in
mindset from the traditional perspective. Response organizations
must be comfortable with not having full access to information
and being transparent to their communities. Moreover, operators
must adapt and utilize innovative communication technologies to
navigate dynamic situations.

Technical and Cultural Interoperability
Speaking more to the audience, the adoption of a national com-
munication system is growing; however, the policies and practices
are far from universal. Within certain demographic groups (i.e.,
poor, some racial and ethnic minorities, elderly, individuals with
disabilities, rural, or geographically isolated citizens), the current
access and implementation practices lack affordability, availabil-
ity and applicability (see Figure 1 for cultural adoption rates of
broadband ICT) (Peha, 2006; Manoj and Baker, 2007; Habib and
Mazzenga, 2008; Federal Communications Commission, 2010).

If policies and practice do not investigate and generate
solutions for technical and cultural interoperability issues, then
trust in the system is affected. As stated by Kapucu and Liou
(2014), government officials should invest time and resources
into developing trust prior to disasters as this aspect enhances
recovery processes and supports resiliency. An avenue to develop
this trust is through training of the personnel utilizing these sys-
tems while promoting transparency and accountability (Van De
Walle and Turoff, 2007). If a community consists of fragmented
relationships, then there is a decreased desire to participate in
EM practices and act upon critical information (Waugh and Liu,
2014). The other side of access is disseminating the information
in a comprehensible format. According to Roeder (2014), the
information must be demonstrative of all types of disasters or
events. Moreover, researchers examined diversity of ICT relating
to communication and discovered a single avenue for public
information only increases vulnerability because people need
affirmation from several resources (Chiu et al., 2010). This may be
due to recent studies showing specific racial and ethnic minorities
holding higher degrees of distrust for their local, state, and federal
representatives due to previous broken promises or detrimental
relationships (Donner and Rodriguez, 2008).

TRENDS IN ICT APPLICATIONS FOR
PUBLIC SAFETY

In reaction to 9/11, the National Research Council published a
study on the Internet usage during the terrorist attacks (Computer
Science and Telecommunications Board, 2003). A significant
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FIGURE 1 | Broadband adoption exhibit from National Broadband Plan based on socio-economic and demographic factors (Federal Communications
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finding included the ability to use the Internet in future events.
With efficient technology, such as text messaging and e-mail,
communication capabilities of response organizations are
enhanced. Moreover, 9/11 saw an increase in the use of personal
web sites for information dissemination and became a tool
utilized during Hurricane Katrina and the 2011 tsunami crisis
(O’Grady, 2005). With the continued integration of ICT with the
Internet, response organizations are able to communicate in crisis
situations in a variety of ways. The Internet is also ideal in its avail-
ability, reliability, flexibility, and redundancy of network design.
In addition, the real-time capabilities for information exchange
enhance preparation, mitigation, response, and recovery activi-
ties (Jefferson, 2006).

Software Generation

The foundation of ICT begins with its software. Programs, such
as WORKPAD (Mecella et al., 2006), provide adaptable peer-to-
peer software for communication infrastructure to support col-
laboration between agency operators within disaster situations.
Additional programs, such as WebEOC, E-Team, and SharePoint,
allow for quick dissemination of information to assist responders
with making informed decisions (Hu and Kapucu, 2014). This
issue, however, is system-to-system collaborations, and urgency
notifications are not fully supported within all system types. To
address these issues, Fiedrich and Burghardt (2007) researched
the deployment of response agencies and promoted improved
communication among key personnel, as presented at the First
International Workshop on Agent Technology for Disaster
Management (Jennings et al., 2006). For example, Buono et al.
(2008) proposed WIISARD, a Wireless Internet Information
System for Medical Response in Disasters, to band broad-based
collaboration from all sectors, such as academia, industry,
military, and emergency responders, in order to enhance care in
a natural disaster or terrorist attack (Chiu et al., 2010). Through
utilization of a mesh network, WIISARD enhance communica-
tion technologies among emergency responders and improved
safety through tracking the “hot zone” This zone is a location
where impact of a natural disaster or terrorist attack is centralized
and affects the most civilians (Chiu et al., 2010).

Radio and Wireless Technology

Bridging off of the software, the implementation of the generated
program hinges on suitable ICT. For instance, radio technology
is a direction used within response networks. By utilizing mobile
cellular networks and wireless fidelity (Wi-Fi), then organiza-
tions are able to connect systems for worldwide operability.
Another approach is through technology, such as land mobile
radio (LMR) or terrestrial trunked radio (TETRA). The employ-
ment of commercial technology provides several significant
benefits (see Figure 2 for visualization of a mobile network
utilizing these technologies): “Wide availability of commercial
handsets during emergencies, Significant cost savings from
economies of scale because of large-scale deployment of com-
mercial technologies, Rapid evolution and feature development
in handset capabilities and services driven by competition in the
commercial market, and Multi-vendor interoperable solutions”
(Abusch-Magder et al., 2007, p. 115).

Virtual Organizations

During 9/11, the technological infrastructure of New York City
was seriously damaged. With complete or partial damage to sur-
rounding buildings, destruction of electrical power generation
and distribution system for lower Manhattan, immobilization
of the water distribution system, along with disruptions within
gas pipelines and the telephone and telecommunications services
(Kapucu, 2006). The damage resulted in emergency management
response agencies scrambling to initiate response activities and
create avenues for communication to affected communities. To
circumvent this issue in the future, an avenue for ICT and public
safety was created with the use of virtual organizations. These
organizations are made up of a formal and informal organizational
workflow processes (Figure 3) and a meta-process (Figure 4) to
regulate structure (Turoff et al., 2004).

Becerra-Fernandez et al. (2008) conceptualized and developed
measures for the virtual emergency operations center. A goal is
to mediate knowledge integration between task performance and
complexity/uncertainty. However, a challenge faced is redundancy
between virtual organizations, virtual emergency operations
centers, and another avenue of Virtual Operations Support Teams
(VOSTs) to monitor disasters and events via Social Media (Steen,
2015). To reduce redundancy, Roman et al. (2008) proposed
electronic knowledge management (eKM) tools to reduce the
magnitude of information people read and maintain awareness of
web content during emergencies. By using eKM, responders and
communities are able to quickly gather information from many
websites and learn about specific issues. Moreover, the navigation
portion of the eKM guides information seekers to the relevant
websites depending on search criteria (Chiu et al., 2010).

This specialized navigation is completed through a specialized
design program using eight principles. The first focuses on the
directory, which provides a hierarchical structure for current
data and information within the system. In addition, it allows for
search capabilities to navigate toward subsets of the material. The
second principle incorporates information source and timeliness.
In an emergency; it is critical that all data are identified by source,
time of occurrence, and status. Third is an open multi-directional
communication system for all those involved in reacting to the
disaster. The fourth and fifth principles address the content and
making sure the information is up-to-date and is comprehensible.
Sixth is the focus on linking relevant information and data fol-
lowed by the seventh principle of authority, responsibility, and
accountability. Last is the eighth principle of psychological and
sociological factors to encourage and support the social needs of
the crisis response team (Turoff et al., 2004).

Social Media Use

A key component of response and virtual organizations that
utilize the Internet is the current trend of SM as an avenue for
information dissemination. It began with the personal website
usage after 9/11 and continued with focused blogs before spe-
cific web applications were created, such as Facebook, Twitter,
and LinkedIn (O’'Grady, 2005; Sutton et al., 2008; Latonero and
Shklovski, 2011). Dissemination of disaster-related information
has increased on SM as it connects to all phases of emergency
management and to engage members of the community. Some
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researchers see SM as a direct way to provide information between
the response organization and community members (Flynn and
Bates, 2011; Appleby, 2013).

The use of SM gives disaster-related organizations a unique
way to connect individuals who may not be geographically

Informal Formal
People  [*
= | =
] rOLE | _— 3
[y

. Anthority
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Accountability -

FIGURE 4 | Meta-process for virtual organizations (Turoff et al., 2004).

impacted by the incident (Palen et al., 2009). By providing diverse
avenues for communication, SM extends the reach of a disaster
past its own community and creates more sources for informa-
tion dissemination and collection. However, these “backchannel”
avenues can also provide channels for misinformation and confu-
sion (Sutton et al., 2008). Yet, the benefits of SM outweigh the
weaknesses.
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Due to increasing popularity, many agencies incorporated SM
into their communications and public relations strategies team
in addition to promoting services and providing information
regarding their mission and community events. For example,
Facebook and Twitter have been used after disasters, such
as Hurricane Katrina or the Great East Japan Earthquake,
to help individuals locate missing family members or verify
significant others were alive. Additional examples of SM use
is via YouTube, which increased in popularity as organizations
began to post informational and instructional videos to help
prepare communities to respond to a crisis, thereby increasing
resiliency (Appleby, 2013). Furthermore, SM has been used to
accumulate funds for relief efforts. Some organizations have
promoted monetary donations through the use of a Twitter
hashtag or a text message from specific cellular providers (Flynn
and Bates, 2011).

CONCLUSION

When identifying benefits and challenges for ICT use, it is impor-
tant to recognize the historical advances. Moreover, it is difficult
to address every disaster or event and keep from any negative
impacts. However, advances in policies and practice provide hope
for effective crisis communication and response for future disas-
ter situations. The demonstration of strategic and technical issues
in the response to 9/11 prompted needed changes in policies and
practice. For instance, there was a change in depending upon
one physical command center. Moreover, virtual organizations
became an intrinsic part of communication infrastructure to
enhance capabilities and inform communities (Turoff et al., 2004).
Response to the aforementioned extreme events also highlighted
the benefit of equipment redundancy as a characteristic for reli-
able communications. As stated by Fu (2011), “the idea of built-in
architectural redundancy is demonstrated by revisions made by
phone service providers who no longer route multiple lines of
communication through the same hub. Agencies also duplicate
their protocols to ensure that certain tasks are completed by at
least one department” (p. 109).

Another benefit is the naturally evolving realm of ICT itself.
In past events, there were issues of connecting local systems or
managing coordination events (Manner et al., 2010; Hallahan and
Peha, 2008). However, development of the Internet and the use of
ICT led to generation of critical communication points that can
intelligently route information and provide flexibility (Kapucu,
2006). This connects to the ability to cover all geographic areas to
maximize capacity and promote strategic infrastructure alloca-
tion (Meissner et al., 2002; Peha, 2006). Although the system is
not fully reaching, there are rural areas with limited resources that
are being reached making concerns about their remote nature
less extensive (Donner and Rodriguez, 2008; Kapucu et al., 2013).
In addition, developing trust between local, state, and federal
agencies further supports preparation, mitigation, response, and
recovery activities (Hu and Kapucu, 2014).

Aside from benefits, there are critical challenges beginning
with the debate on centralized versus a decentralized system
(Liu et al., 2014). A centralized system is considered more effi-
cient and projected to outperform a decentralized system with

regard to managing public safety communication networks.
However, a decentralized system is flexible, adaptable to local
needs, and results in higher social welfare (Kapucu, 2006;
Peha, 2006). In terms of emergency management, the response
hinges on knowledge of communities and the capabilities of
its members (Kapucu and Liou, 2014). If response agencies are
unaware of community dynamics, then issues with technology
and sharing will occur and affect response activities. Strong
information sharing between local, state, and federal organiza-
tions is critical for efficient and effective recovery; therefore, it
is important to understand the community’s abilities to prepare,
mitigate, respond, and recover from an event (Palen et al., 2009;
Kapucu et al., 2013; Waugh and Liu, 2014). Another challenge
is the inability for EM to “hide” negative impacts of disasters or
extreme events. Every situation causes communities to question
the ineffectiveness of response organizations. This is impacted
by the frequency of action, or lack thereof, during response
activities (Turoff et al., 2004).
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