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Disinformation generates political polarization and affects the quality of democracy, so understanding attitudes towards the regulation of disinformation will help society and its leaders to develop effective and inclusive approaches to combat this phenomenon. The purpose of the research is to determine the perceptions and propensities of Andean Community citizens regarding the regulation of disinformation. Bolivia, Colombia, Ecuador and Peru have formed a political and economic bloc since 1969, and are subscribers to the Inter-American legal framework. The methodology is quantitative and qualitative, with exploratory and descriptive approaches. The instruments used are a survey, focus groups and expert interviews with experts, which were applied between July 2022 and May 2024, to establish trends and to avoid biases. It was found that 80% of respondents and participants in the focus groups agreed that misinformation alienates people from democratic representation and there was evidence of distrust in elections. A vision of regulation by states persists, through laws, rather than self- or co-regulation. The discussion revolves around the need for a multifaceted approach to combat disinformation, between regulation, media literacy and the responsibility of digital platforms, without compromising freedom of expression.
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1 Introduction

Disinformation, according to UNESCO (Brant et al., 2020), is “false, manipulated or misleading content, whether intentionally created and disseminated or not, that may cause potential harm to peace, human rights and sustainable development.” In similar terms, the UN Special Rapporteur notes that it is “information intentionally distributed or intentionally created with the objective of undermining the public’s right to know and affecting the public’s ability to discern between (..) fact and fiction” (Kaye, 2016).

Disinformation is intentionally fallacious (Jack, 2017), denaturalizes facts to mislead audiences (Fraguas de Pablo, 2016; Sartori, 2016; Rodríguez, 2018), and it multiplies thanks to the opacity of technological infrastructures and legal loopholes (Persily, 2017),

Among the risks of disinformation are “the use of platforms for disinformation and the propagation of hate speech or discrimination [..] these are two threats to communication in democracy for multiple reasons” (Becerra and Waisbord, 2021, p. 305). Disinformation requires states to safeguard their institutions without restricting citizens’ freedoms and rights (Marcos et al., 2017; Pauner, 2018; Walker, 2018). For the European Union, disinformation is a latent threat to democracies (Bayer et al., 2019; Galarza, 2022).

Disinformation is also described as a type of belligerence whose “objective is to influence the opinions and actions of citizens” (Hanley, 2020, p. 74), “seeks to undermine public trust, distort facts, convey a certain way of perceiving reality” (Olmo-y-Romero, 2019, p. 4), but what is more delicate is “that citizens shun facts to replace them with content that instead fits their emotions or political beliefs” (UNESCO, 2021, p. 14).

Disinformation “is part of our daily lives and questions objective facts in journalistic and political discourses and replaces them with emotions and personal beliefs” (Masip and Ferrer, 2021, p. 3). The sustained presence of false data calls into question the credibility of contemporary journalism (Rodrigo-Alsina and Cerqueira, 2019), and affects the economic profitability of the media (Del-Fresno-García, 2019). It emerges in a scenario where both traditional and digital media are losing the trust of citizens, among other reasons, due to polarization and clientelistic arrangements (Newman, 2019; Salazar, 2022), in addition to traditional media being replaced by social networks as information channels that focus attention on stories rather than sources (Espaliú-Berdud, 2023).

Although it is not a recent phenomenon, today disinformation has a greater impact because it is easy for anyone to publish and share news or information online, through social media, and they are exposed to falsehoods for immediate dissemination (European Commission, 2018a; Vosoughi et al., 2018). Everyone can generate content with global impact, in the last century this capacity resided in media outlets characterized by deontological practices (Newman et al., 2020).

It is clear that “lies spread faster than facts. For some strange reason, facts are very boring. Lies, especially when they are accompanied by fear, anger, hatred, tribalism, spread” (Ressa, 2023). The future of journalism depends, in large part, on how the media fights disinformation (APM, 2019). Unfortunately, the digital ecosystem does not yet have a concrete model to make the public interest and freedom of expression prevail against disinformation (Mihailidis and Viotty, 2017; González, 2022).

To reduce the possible alterations of misinformation in public opinion and the quality of democracies, regulation models are proposed. The supervision of digital platforms is under debate in several countries, but there is a warning against legislation that violates the right to freedom of expression, due to the possible misuse of laws against the dissemination of misleading information, because the “judicialization of disinformation It should not be the only viable path. And this is because the right to freedom of expression protects even those who spread false information” (Slipczuk, 2023). “Behind projects that are presented with the laudable purpose of avoiding this danger, other objectives are often hidden, which tend only to censorship or self-censorship” (Jornet, 2020).

In 1976, the European Court of Human Rights concluded that freedom of expression applies not only to “information” or “ideas” that are favorably received, but also to those that offend, shock or disturb the State or any section of the population, without which there is no democratic society (European Court of Human Rights, 1976). From the Inter-American perspective, prohibiting the transmission of inaccurate information solely because of its lack of truthfulness is considered inconsistent with freedom of expression. Prohibiting misinformation is “structurally incompatible with the very functioning of democracy. In a true democracy, it has been said, the best remedy for lies is free democratic debate” (Botero, 2017, p. 82).

Regulating disinformation should not mean restricting the opinions of citizens, and the Inter-American Court of Human Rights noted that States were not allowed to place restrictions on freedom of expression in order to protect the principle of truthfulness or for the purpose of protecting the public from “deception” (IACHR, 1985). “The right to information encompasses all information, including what we call “erroneous,” “untimely” or “incomplete” information [..] By requiring truth [..] in information, one starts from the premise that there is a single, unquestionable truth” (OAS, 2000).

In Latin America, the Office of the Special Rapporteur for Freedom of Expression of the Inter-American Commission on Human Rights issued the “Joint Declaration on Freedom of Expression and Fake News, disinformation and propaganda” which clarifies that restrictions on the right to freedom of expression will only be justified “when provided by law and necessary to protect a human right or other legitimate public interest, including that it is proportionate, that there are no less invasive alternative measures that could preserve that interest, and that it respects minimum guarantees” (OAS, 2027).

An alternative to avoid the dangers outlined above is the self-regulation of platforms with clear guidelines for content moderation, aligned with freedom of expression. Self-regulatory mechanisms, particularly in developing countries and emerging democracies, allow media to voluntarily self-regulate through codes of conduct, and can be more effective than government regulation, which can be seen as censorship (Lim and Bradshaw, 2023).

A third path or convergent route is co-regulation, where the involved parts, companies, state and citizens, set performance standards for communicative practices and interactions. Co-regulation, also called regulated self-regulation, would be equivalent to self-regulation supervised by public authorities, such as codes of conduct developed by the companies themselves, but with compliance review mechanisms by state agencies (Sánchez, 2020).

The discussion should not be about allowing or prohibiting moderation by platforms, but under what public parameters they should act. The response to disinformation in democracies will be multilevel, combining international and national measures, addressing technical and legal aspects and integrating regulations with self-regulation (Sánchez, 2020). “A possible path for the regulation of disinformation is that nation states could establish general legal parameters for the moderation of disinformation, especially when it affects collective rights such as the protection of democracy” (Brant, 2022).

Proportionate and necessary measures would guide platforms’ actions and require states to stop being spectators to the erosion of democracy. The dilemma should not be whether to allow or prohibit content moderation on platforms to prevent disinformation, but rather under what public standards they should operate. Co-regulation would avoid arbitrary action by state control bodies, such as prior censorship, overloading justice systems, and would not leave all the power to the platforms to establish their own criteria over national legislation and international standards.

The regulation of disinformation is not “a solution of the problem, but to disseminate the principles of good and excellent journalistic and informative practice [..]. It is the new reality to which we must adapt, without trying to apply state coercion” (Zelaya, 2022). In digital environments.


it is often said that no legislation is better than bad legislation. However, [..] not debating possible regulation may mean the inclusion of laws that have little to do with the new forms of disinformation and much to do with the traditional use of propaganda (internal and external) to restrict our freedoms (Magallón-Rosa, 2019, p. 345).
 

Despite opinions against public regulations, “in 2018, laws were approved or entered into force in countries such as Germany, Canada, Ireland, France or Egypt [but] other countries, decided to go for digital literacy and the creation of action groups against possible external attacks” (Haciyakupoglu et al., 2018), while the European Union promotes transparency and responsibility of platforms, respect for privacy and freedom of expression in the form of codes of good practice on disinformation, independent networks of information verifiers, and strengthening media literacy, among other mechanisms (European Commission, 2018b).

In the European Union, a lack of cohesion in the regulation of disinformation is highlighted, there are challenges to guarantee transparency and the empowerment of users, and because there are different technological, political and cultural approaches. Anti-disinformation laws enacted in Germany, Greece and France were criticized for possible impacts on freedom of expression and the need for nuanced approaches. The same occurred in Turkey and the Philippines, where the implementation of anti-disinformation regulations caused journalists and organizations to allege threats against freedom of expression (Perelló, 2024). Around these reforms, it is appreciated that digital platforms took steps to combat disinformation (Roberts, 2022).

In Latin America, efforts to regulate platforms and against disinformation focused on verification agencies, legislation to penalize fake news and dialogues to establish ethical principles (Rauls, 2021). For its part, the European Union added awareness raising through citizen literacy to detect and counter disinformation (European Commission, 2018c). These experiences point out that one way to decrease disinformation is to promote media and information literacy (MIL) to increase citizen participation (Wilson et al., 2011).

At the beginning of 2024, the World Economic Forum indicated that disinformation and extreme weather events are two of the most important risks for that year (World Economic Forum, 2024), so it is still urgent to evaluate whether, despite regulations, society is facing a process of new forms of censorship and social control (Magallón-Rosa, 2023). There are two advanced experiences with respect to the democratic regulation of disinformation, on the one hand, the European Union’s Digital Service Act and the United Kingdom’s Online Safety Bill, which includes a security by design framework that requires companies to invest part of the systemic incentives of disinformation, which are inherent to the business design of the attention economy, to assess how to address the problems emanating from the architecture of the platforms.

In line with the above, there is an interest in studying people’s perceptions of the regulation of disinformation, a situation that has been investigated in Latin America, but not specifically among the alternatives between hetero-, self- and co-regulation. This study is limited to the four countries that make up the Andean Community: Bolivia, Colombia, Ecuador and Peru, because they share a common culture, history and have formed a political and economic bloc since 1969 (CAN, 2024), as well as experiencing similar moments in the discussion on the regulation of Internet platforms (Dinegro, 2022).

The countries of the Andean Community participate in the Inter-American legal framework that considers guarantees for freedom of expression and subsequent responsibilities of the media and journalists in cases of disinformation. The legal framework of the Inter-American system for the protection of human rights surrounds guarantees for freedom of thought and expression.

Thus, the American Convention, in Article 13, the American Declaration, in Article IV, and the Inter-American Democratic Charter, in Article 4, offer a set of reinforced guarantees. This fact has been interpreted by the Inter-American Court as a clear indication of the importance attached to free expression within the societies of the continent. The Inter-American legal framework places a high value on freedom of expression because it is based on a broad concept of the autonomy and dignity of individuals, and takes into account the instrumental value of freedom of expression for the exercise of other fundamental rights, and its essential role in democratic regimes (OAS, 2009).

According to the Internet Society (2024), individuals who use the Internet as a percentage of the total population, on average in the Andean countries, is 71%, which points to an open environment that allows people and organizations to mix and match technologies with minimal barriers. And it contributes to stimulate innovation, therefore, there are conditions to use social networks with media skills to avoid the spread of misinformation.

The purpose of the research is to determine the perceptions and propensities of Andean Community citizens regarding the regulation of disinformation. The objectives of the research are (1) To establish Andean Community citizens’ preferences on models of disinformation regulation, between hetero-, self- and co-regulation; (2) To identify citizens’ knowledge and understanding of national policies to counter disinformation; and (3) To know communication experts’ impressions of platforms’ and states’ commitments to disinformation regulation.



2 Methodology

The methodology used is quantitative and qualitative, with exploratory and descriptive approaches, because variables are measured, describing them as they are manifested in reality (Hernández-Sampieri et al., 2014). The instruments used are a survey, focus groups and interviews with experts, which were applied between July 2022 and May 2024, in order to establish trends and avoid political junctures. The survey allows achieving the first objective of the research, the focus groups lead to the achievement of the second objective, and the interviews with experts contribute to the third objective.

Methodological triangulation is sought because it helps to examine different facets of a phenomenon using relevant instruments in a sequential manner (Creswell, 2014). The research instruments complement each other and together contribute to the fulfilment of the research objectives. Descriptive research produces data in “people’s own words spoken or written” (Taylor and Bodgan, 1984, p. 20), “it aims to define, classify, catalogue or characterize the object of study” (Chorro, 2020).

It worked on the basis of non-probabilistic convenience sampling because of the availability of the participants, and because it optimizes time “in accordance with the specific circumstances surrounding both the researcher and the subjects or groups under investigation” (Sandoval, 2002, p. 124). Respondents answered objective questions on a Likert scale and an open-ended question: Do you think that laws and control bodies should be created to combat misinformation, or is it a commitment of each media and social networking platform? The questionnaire is based on two previous research studies by Mosto et al. (2020) and Cerdà-Navarro et al. (2021).

A Google form was used to collect the data, between 14 and 28 May 2024, which were processed in SPSS statistical software, version 22. The reliability coefficient presents a Cronbach’s Alpha of 0.94. A total of 120 people who reside in various cities in the Andean countries participated. According to gender, respondents are divided into 51 men and 69 women. The average age is 27 years. According to occupation, 46 were employed; 49 were self-employed or entrepreneurs; and 25 were studying or doing unpaid work at home or as volunteers.

Three online focus groups were conducted between 2 and 7 July 2022, due to mobility restrictions to avoid COVID-19 contagion, and to include participants from several Latin American cities, although the proportion of Ecuadorians and Colombians is higher. The participants were 18 people of legal age who agreed to participate in this academic research through informed consent, of which 8 are men and 10 are women. The average age was 41 years.

The first focus group was held on 2 July 2022 with residents of Colombia, their professions are sports coach, reporter, school teacher, doctor, sports journalist and graphic entertainer. The second, on 3 July 2022, with citizens living in Ecuador, their professions are two school teachers, a journalist, a provincial prefect, a sales manager and a news coordinator. The third virtual focus group took place on 7 July 2022 among citizens from Russia, Chile, Peru, Mexico, Venezuela and El Salvador who work as lawyers, sports journalists, psychologists, university teachers, audiovisual writers and TV producers. The coding of the testimonies is PC-#, PE-# and PO-# to identify the participants of the focus groups from Colombia, Ecuador and other countries, respectively.

From a theoretical perspective, a focus group is an interactive practice of social research (Callejo, 2001; Galeno, 2004). A focus group allows for the expression of different positions and attitudes of the participants, the exchange of information and the orientation of the discourse on the reality to be investigated (Canales and Peinado, 1995), on the other hand, “conducting focus groups online is logistically feasible. Social researchers currently have a series of technological and communicative resources that we can manage and configure to shape the group dynamics” (Parada, 2012, p. 112).

Six semi-structured interviews with experts were also conducted in November 2023 via email. The profiles of the experts correspond to three male and three female academics, specialists in digital communication, journalism and public opinion, working in Ibero-American universities. Interviews are recommended to obtain direct information from key people, and when we want to inquire about a subjective personal experience (Pedraz et al., 2014), “they will allow the qualitative and nuanced expression of the information obtained, serving both as a contrast, confirmation and triangulation of the information” (Sancho and Giró, 2013, p. 128). This technique is also used in studies that examine Russia’s strategic interests, objectives and tactics in Latin America (Farah and Ortiz, 2023).



3 Results

The results of the survey on the perception of disinformation among the citizens of the Andean Community, in quantitative and relevant part, are shown in Figures 1, 2. The greatest impact is seen in the effects on democracy and the obstruction of the electoral processes. 80% of those surveyed agree and recognize that disinformation distances people from adequate processes of representation and management through the system of political organization in democracy, and there is evidence of mistrust in elections, a mechanism for direct participation in democracy, which implies a warning for the governability of nations.

[image: Figure 1]

FIGURE 1
 Consequences of disinformation.
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FIGURE 2
 How well do they combat disinformation?


On the other hand, it is stands out that citizens trust the messages of the traditional media, qualifying them as issuers of authentic data, reports and coverage, far removed from disinformation. This categorization is valued as an expression of validation of the deontological practices of the media, and they also recognize social networks as generators of data and information that is not true or created to confuse, but this trust is opposed to the way of supplying information, where social networks are the biggest providers of news. Responses to the question “In the last week, what has been your main source of news? The concentration is on social networks 48% (X, Facebook, TikTok, Instagram); then traditional media with 38% (TV and news websites); and other 14%.

To the question “How often do you encounter news or information that you believe distorts reality or are false? 80% of the participants indicated that they encounter misinformation every day or at least once a week. The options “at least once a month,” and “rarely or never” accounted for 20% of responses.

Respondents’ answers to the consultation on the model of regulation that should govern disinformation indicate that a vision of state regulation persists. Of 120 responses, more than half, 53%, suggest that disinformation should be regulated by law, 28% by self-regulation and 19% by a co-regulatory model.

Regulation through laws is the model most accepted by respondents because they believe that the creation of a body, and therefore laws, is necessary to combat misinformation, as some media and social media platforms have spread incorrect news and misinformation that cause panic among citizens. That is why it is essential, for good communication to be regulated. States and governments have a responsibility to create laws that prevent misinformation. In addition, it is important to consider that there are people who do not have internet access or do not have the means access social networks, which is why they cannot verify or confirm the information they may receive.

Regulation would help to ensure that information reaches people correctly so that they can make informed decisions. Unfortunately, not all media assume this responsibility or misinformation is used for other purposes. It is pointed out that control and regulation of the media is necessary to ensure that they are complying with their obligations under the law and to protect them from groups that wish to impose their interests.

Regulating by law and imposing penalties on those who spread malicious content would make people think before misinforming the citizens. However, existing laws are not enforced. New constitutional alternatives must be explored to achieve good information. Regulations designed to combat disinformation should avoid affecting the quality of democracies and public safety. The purpose of regulating disinformation will be to ensure the exercise of the rights to communication, information and freedom of expression, and thus strengthen citizen participation.

In favor of self-regulation, it was mentioned that each media outlet must assume the committed to disseminate verified information in order to respond to and maintain the trust of its public. It is important for the media to have deontological codes that guide their work towards the search for truth, and indicate commitments and responsibilities that encourage them to be attentive in the face of eventualities.

For respondents, self-regulation also means that citizens must to be better informed and have the skills to recognize misinformation, make good use of social media so as not to confuse people with bad information. They also agree that platforms should stipulate news verification rules.

Ethical self-regulation of the industry is essential, but it must be well thought-out regulations designed to combat disinformation without undermining fundamental rights. This commitment would be assumed by every media and social media platform in a sensible and ethical manner, ensuring measures of truthfulness and quality of information.

Few respondents from the Andean Community mentioned their comfort with co-regulation because the regulation of misinformation is a complex challenge that requires a balance between freedom of expression and protection of the public. A hybrid approach is needed that combines the creation of laws and control bodies with the engagement of the media and social networks. A combination of regulation and individual engagement is needed. Laws and control bodies must be established, but it is also important that media and platforms take responsibility.

The combination of approaches involves, first of all, self-regulation and personal responsibility. Media and platforms must verify information. Journalists and content creators must meet ethical and professional standards to ensure accuracy and truthfulness. In addition, government regulations set minimum standards and penalties for disseminating false or misleading information. Independent control bodies can support in monitoring the quality of information.

It was stated that the laws guarantee substantiated information, both from companies and from the state. On the other hand, the regulation of social networks is being carried out by the platforms themselves, but there should be rules that regulate and sanction the broadcast of disinformation, that there should be filters so that publication is verified.

Self-regulation with regulatory measures could protect the integrity of information and support the right to truth and informed public participation. In addition to this, a strong commitment from the media and social networks is needed. Both aspects are important to effectively combat disinformation.

In the focus groups, several perspectives were identified on the knowledge and application of communication policies to combat disinformation and on their implementation and effectiveness. Firstly, it was mentioned that there are laws and regulations that seek to control and regulate information, and the proposals of international organizations such as UNESCO, which play a fundamental role in counteracting disinformation, were highlighted (PE-3; PC-3). Local initiatives are also mentioned, such as efforts by universities and ministries to educate children and adolescents, who are the main consumers of digital content, (PE-2). Despite these efforts, it is recognized that the level of media literacy is low and there is a need to promote media skills to discern and counteract false information (PE-1).

It was highlighted that globalization and the rise of social media exacerbate the spread of false information, and while there are laws and sanctions for formal media, little is done to control disinformation on digital platforms (PC-6). There are laws and codes that include sanctions for media outlets that disseminate false information (PE-5), but they are not sufficient to establish effective media literacy.

It is said that there are other countries, such as Venezuela, where the situation of disinformation is more critical, since the editorial line of the media is dictated by the government, which limits the exposure of the country’s realities and promotes disinformation (PO-5). In contrast, in El Salvador, other laws can be applied to control information, but the responsibility falls mainly on the professional ethics of journalists and media outlets (PO-6).

With regard to opinions on the relationship between education policies and the promotion of freedom of expression, the testimonies collected in the focus groups show conformity, with the majority of responses being in favor. It is argued that these freedoms are essential for a democratic society and should be promoted in education. For example, one response indicates that “when educating, the responsibility of using social networks should be pointed out” (PO-6). Another participant mentioned that it is fundamental to “educate people who can give their opinion with a criterion and not by repeating what they hear” (PO-1). Furthermore, it is suggested that these policies should be autonomous from governments to avoid the imposition of specific agendas or ideologies.

Empowering users in technologies through continuous learning and understanding of media functions is considered decisive. One response highlights that, while voluntary efforts currently exist, a comprehensive government program involving the media is needed to effectively educate the population and combat fake news. In addition, it is suggested that “information is power” (PC-2) and that understanding and controlling that power is essential for contemporary society.

On the other hand, some participants expressed that new policies are not required because laws already exist to support these freedoms, although they recognize the need for regulation to ensure that freedom of expression is not used irresponsibly. Others insist that it is imperative to modify current policies to ensure that everyone has access to media literacy, regardless of their level of education, and that the government should establish regulations that sanction the dissemination of false information. The opinions reflect a consensus on the importance of promoting freedom of expression and media literacy through education, with a focus on responsibility and appropriate regulation to prevent abuse of freedom.

The identification of regulatory authorities or organizations that combat disinformation is in the majority 15 out of 18 focus group participants indicated the correct names of the regulatory authorities in their respective countries. Although they did not give details of the functions they perform, they are clear about their purpose in promoting freedom of expression and related rights. Additionally, relationships with similar institutions in third countries were also outlined, such as “the National Literacy Trust which is an independent organization that focuses on working with schools and communities to deliver media and information literacy skills” (PC-6).

After carrying out the interviews, it is known that experts consider that social media platforms have the potential to take measures to prevent the spread of fake news by implementing mechanisms such as the use of artificial intelligence to detect and neutralize false information (Interviewee 2). Despite efforts to combat misinformation, the huge volume of fake content circulating online poses challenges to its timely identification and removal (Interviewee-1, Interviewee-2).

Platforms have a moral obligation to address fake news once detected, in addition to the legal responsibilities imposed by national and international frameworks. The implementation of warning campaigns and raising user awareness could help mitigate the impact of fake news on social media (Interviewee-2). However, platforms also face challenges due to the overwhelming amount of user-generated content, which can make the process of detection and removal difficult.

It was mentioned that “it is unacceptable for a platform to detect fake news and not intervene because it is interested in the traffic it generates” (Interviewee-2), in response to which “transparency in the algorithms used and the use of alternative recommendation and search criteria to avoid repressing the veracity and diversity of sources” (Interviewee-4) is recommended, as well as “detecting suspicious content and reducing its visibility or eliminating it from its platforms” (Interviewee-6).

It was expressed that some social networks already fight against disinformation “through financing verification platforms and media and information literacy programs. However, it is necessary to guarantee that these supports/measures are sufficiently independent” (Interviewee-5).

Other actions are the “(diligent) action to remove content in response to complaints, but also is ante monitoring of content with indications that may arouse suspicion, within the framework of co-regulation” (Interviewee-4) and the “integration of verifiers in content decision-making by platform moderators” (Interviewee-4). “I also consider that platforms could carry out warning and awareness-raising campaigns” (Interviewee-2) and “they can follow the example of many verification companies, which carry out media literacy work through their websites” (Interviewee-3). There are other measures such as “transparency in political advertising, promotion of reliable sources” (Interviewee-6).

Regarding state regulation and legislative measures to control disinformation, experts indicated that legislation to restrict the spread of disinformation should be considered because of its detrimental effects on democracies (Interviewee-6). While self-regulation can be effective in some cases, comprehensive solutions require government regulations and collaborative efforts to address the spread of fake news online while safeguarding freedom of expression and access to information. Cooperation between the media, content distribution platforms and the communications industry is seen as essential to combat disinformation.

Without neglecting the balance between freedom of expression and the fight against disinformation, care must be taken to enforce media codes of conduct and to uphold the vital role of journalists as reliable sources of information in society.

States “must pass laws that limit the spread of disinformation because of the damage it causes to democracies” (Interviewee-1) and because “it erodes everyone’s right to information” (Interviewee-2), and although difficulties persist in passing legislation and self-regulation “it is a global phenomenon that may require global measures” (Interviewee-5).

The concern remains to know “who would decide what is fake news, at least a debate should be started because the main problem is the impunity with which some media and journalists act, without respect for the truth” (Interviewee-2). “Laws should be established that make platforms more responsible when disseminating information” (Interviewee-3).

It was also specified that “it is difficult to respond to the legislative and legal issue because it depends on what form the disinformation takes (honor, privacy, moral integrity). In this sense, international institutions have insisted that there cannot be crimes of opinion” (Interviewee-2), which is why it is emphasized that


any new rules must ensure a balance between addressing disinformation and protecting freedom of expression and access to information. Effective solutions generally involve a multi-faceted approach involving governments, online platforms, media and civil society. Strategies must be adapted to country-specific circumstances and to the constant evolution of technology and online information. (Interviewee-6)
 



4 Discussion and conclusion

The article investigates how citizens in the Andean Community perceive the regulation of disinformation, based on hetero-, self- and co-regulation models. It presents the perspectives of communication system actors who agree that the regulation of disinformation is important to defend communication rights and democracy.

Recognizing the challenges and complexities associated with misinformation will allow governments and organizations to respond to the concerns expressed by audiences. Likewise, policymakers can use the knowledge provided in this study to design comprehensive regulatory frameworks that take into account the diverse views and preferences of people in the Andean region.

The research achieved its objectives by analyzing the problem of misinformation and the need for adequate regulation. It found that combating disinformation is a contemporary and urgent issue that requires a balance between the promotion of human rights and freedom of expression.

Respondents were in favor of state regulation to combat misinformation, emphasizing the need for governments to enact laws to prevent the spread of false information, and they consider that the application of legislative measures is necessary to stop the harmful effects of misinformation in democracies. 80% indicated that they received misinformation daily or at least once a week, highlighting the pervasive nature of misinformation in society. It was also revealed that 48% of people relied primarily on social media for news, followed by traditional media at 38% and other sources at 14%.

Combating disinformation is a contemporary and urgent issue. Any regulatory model that is implemented must promote human rights and respect freedom of expression. Human rights must be protected, guaranteeing the right to disseminate information and ideas, even those that may be shocking or disturbing. Regulation must respect human rights (UNESCO, 2023) and must not restrict expressions of irony, satire, parody or humor on the grounds of disinformation because “it implies the risk of suppressing artistic, scientific and journalistic work and public debate in general” (UN, 2022).

The human right to “disseminate information and ideas is not limited to “correct” statements, but the right also protects information and ideas that may shock, offend and disturb” (United Nations Special Rapporteur on Freedom of Opinion and Expression, The Organization for Security and Co-operation in Europe Representative on Freedom of the Media, The Organization of American States Special Rapporteur on Freedom of Expression and The African Commission on Human and Peoples’ Rights Special Rapporteur on Freedom of Expression and Access to Information, 2017). In this sense, Latin American states “should not establish new criminal offences to punish the dissemination of disinformation [..] which, due to the nature of the phenomenon, would be vague or ambiguous, and could take the region back to a logic of criminalizing expressions” (OAS, 2019).

Regarding self-regulation, the importance of media compliance with ethical codes and responsibilities to guarantee the dissemination of accurate information and maintain public trust was noted. The research highlights that co-regulation, involving governments, social media platforms and civil society, is a viable option. It is considered as a middle way between state regulation and media self-regulation, mitigating risks derived from corporate wills and political conjunctures.

There was consensus on the need to adopt a hybrid approach to combat disinformation, combining regulatory measures with individual engagement and media responsibility. Collaboration between the media, online platforms and communication industries is essential in the fight against disinformation. An effective approach to combating disinformation involves a multi-faceted strategy adapted to each country’s circumstances and the evolving technological landscape.

Another relevant aspect that was shown from the focus groups is the urgency of making social media screening algorithms transparent, diligent content moderation and the integration of fact-checkers into platforms’ content decisions about content are recommended measures to combat misinformation. Legislation should be considered to make platforms more accountable for the information they disseminate, striking a balance between addressing disinformation and protecting freedom of expression. Digital platforms must assume responsibility for the dissemination of information. There should be rules that regulate and sanction the dissemination of disinformation, with filters to verify publications before they are disseminated.

Faced with legislation, it is striking that some governments are turning to social and educational strategies (Media Defense, 2023). In this direction, in the focus groups, participants stressed the importance of equipping people with the necessary skills to discern and counter misinformation, advocating for greater media literacy and responsible use of social networks. Empowering people with media literacy skills and promoting responsible use of social media is vital to counter the spread of false information.

Campaigns to raise awareness among users and quickly remove fake news on platforms can help mitigate the impact of misinformation on social media. Media literacy was identified as key to countering disinformation. Educational efforts should be strengthened to enable the population to discern and counter false information. It is suggested that both the government and the media work together in this task. A constructive and well-informed dialogue is called for to defend democratic values and the integrity of information (Souza and Andrade, 2023). In the face of misinformation, the democratic conversation must be empowered (Andersen and Søe, 2020).

Co-regulation is an option through measures that involve the main actors in media systems; governments, social media platforms and civil society, to consider their perspectives with a preventive approach. In the results of the research show that co-regulation is seen as a middle way between state regulation and self-regulation of the media, where there are still risks derived from the will of the companies and political situations.

International bodies, such as the European Commission, have opted to continue with co-regulation “through a voluntary mechanism, instead of approving new binding rules that could lead to an excessive elimination of content” (Colomina and Pérez-Soler, 2022, p. 151). But the role of states is also recalled, as they “cannot be inert spectators in the face of the erosion of democracy” (Brant, 2022). States “are primarily responsible for countering disinformation by respecting, protecting and fulfilling the rights to freedom of opinion and expression, privacy and public participation” (UN, 2022, p. 20).

To strengthen the fight against disinformation, both regulatory and civic participation initiatives must be articulated across countries, otherwise “they are doomed to fail. Information disruption is by definition a global problem, so our reflections must take place at a global level” (Azoulay, 2023), one option is to promote a global forum to guarantee that new regulations and standards go hand in hand, between countries (Colomina et al., 2021).

Future lines of research are to evaluate the effectiveness of legislative measures and co-regulatory initiatives to combat misinformation, identifying areas for improvement. Another way is to study the impact of media literacy programs aimed at the general population to identify and mitigate the spread of misinformation. Or extend this study to other Latin American countries, and compare with nations in other continents, and qualitative analysis. Another option is sociological interpretations of the preferences of hetero-regulation in Andean countries, why do they need third parties or an external instance to respect the integrity and veracity of messages? When it is assumed the highest ideal of communication is the promotion of people and the defense of the human right to freedom of expression.
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