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The proliferation of misinformation on social media, particularly through manipulated visual content, poses significant challenges. This study explores the role of visual media literacy in addressing these challenges, focusing on its application in educational settings in Jordan. Employing a mixed-methods approach, the research integrates semi-structured interviews with 18 university media literacy educators and a quantitative case study analyzing rumor dissemination from January to August 2024. The aim is to develop strategies that enhance critical evaluation skills among students, equipping them to navigate and discern the vast array of visual information encountered online. The findings reveal that educators utilize specific strategies, such as employing reverse image searches and cross-referencing with reputable sources, to ensure students grasp the importance of verifying the authenticity of visual content. Educators also emphasize the need to contextualize visual media by analyzing the creator's background and motivations, thereby uncovering potential biases and promoting a more nuanced understanding of visual messages. Moreover, the study highlights the critical role of the Picture Superiority Effect (PSE) in visual media literacy, illustrating how images are more likely to influence memory and perception than text. The case study provides empirical evidence of the pervasiveness of misinformation, with 481 rumors recorded over 8 months, 85.5% of which were disseminated via social media platforms and 58% related to political and security issues. Educators address these challenges by teaching students to critically engage with images and videos, recognizing the power of visuals to shape opinions. The findings of this research are crucial for educators and policymakers, aiding in the creation of a more informed and resilient society better equipped to counter disinformation.
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1 Introduction

The digital age has ushered in an unprecedented abundance of information, both accurate and misleading (Trattner et al., 2022; Lo et al., 2022; Stephens et al., 2023). In recent years, both in Jordan and internationally, numerous videos disseminated on social media have contributed to public misinformation, significantly influencing discourse at local and global levels (Bock, 2023). Visual misinformation, which often involves the manipulation or alteration of images or videos to misrepresent reality and create a false narrative, has become particularly pervasive (Da et al., 2021; Hameleers, 2024; Luo et al., 2021). This can include techniques such as photoshopping, deepfakes, or selective editing, as well as using images out of context to support misleading claims. These manipulations distort reality, painting a misleading picture that obscures the truth (Jin et al., 2016; Newman and Schwarz, 2023; Shin, 2024).

The ability to critically evaluate visual media has thus become essential, as manipulated imagery can significantly influence public discourse and perceptions (Brennen et al., 2021; Bock, 2023). The need to foster image credibility, accuracy, and trustworthiness becomes relevant in the online news and information sphere, where these factors play a crucial role in shaping public perception and building trust (Kasra et al., 2018; Lago et al., 2019). Media literacy interventions have demonstrated efficacy in augmenting individuals' capacity to discern and authenticate misinformation, resulting in heightened competencies in social media literacy and a diminished propensity to disseminate inaccurate information (Zhang et al., 2022; Zhao et al., 2023).

The prevalence of visual mis/disinformation can be attributed to several factors, including the sheer volume of visual content generated daily and the speed at which it spreads (Wu et al., 2023). In Jordan, these challenges are compounded by varying levels of digital media literacy among citizens, further exacerbating the problem (Safori and Ananbeh, 2023). Consequently, while global studies (e.g., Ford et al., 2023; Maloy et al., 2022; Farmer, 2022; Dame Adjin-Tettey, 2022) have emphasized the relevance of media literacy, there remains an insufficiency in the realm of qualitative research that explores how these insights are applied within the educational frameworks in Jordan, highlighting the need for localized strategies. This study contributes to the field by providing new insights into the strategies employed by educators in Jordan to combat visual misinformation and enhance critical evaluation skills. Specifically, it examines how these educators design and implement curriculum strategies, teaching methodologies, and engagement practices to foster visual media literacy.

Emerging research highlights the potent role of visual content in spreading false information (Khan et al., 2023). In contrast, other studies emphasize the positive potential of visual communication in fostering societal engagement and conveying memorable messages (Catanzaro and Collin, 2023; Hou et al., 2023). The unique capacity of visuals to elicit emotional responses and enhance memory retention underlines the necessity for an enhanced comprehension of how visual features contribute to the credibility and persuasiveness of information (Hou et al., 2023). As Bock (2023) argues, images possess greater emotional power and memorability than words, requiring a distinct approach to literacy.

In Jordan, the rise of misinformation and manipulative visual media tactics on social media has revealed the public's vulnerability to emotional and psychological manipulation, especially during major news events and crises (Al-Jalabneh et al., 2022). Manipulative videos and images often gain widespread attention and are frequently shared, influencing public opinion and behavior (AL-Jalabneh, 2023; Li et al., 2020; Ng, 2022). For instance, in August 2024, prior to the Jordanian parliamentary elections, images were manipulated to falsely promote political candidates, sometimes featuring characters from popular television shows (see Figure 1). Another example is the circulation of a deepfake video that falsely featured a prominent media figure endorsing a financial scheme. This was later exposed by the Jordanian Media Credibility Monitor, Akeed, as being manipulated using artificial intelligence (see Figure 2) (Akeed, 2024a,b,c; Chayyek, 2024). Similarly, images were circulated on social media platforms following Israeli strikes on Lebanon and were attributed solely to those strikes, but they were actually from both southern Lebanon and Gaza (see Figure 3) (Chayyek, 2024). These trends draw attention to the urgent need for more effective regulation and media literacy education to equip individuals with the essential skills to critically analyze and interpret visual content (Habes et al., 2023; UNDP, 2023). Additionally, the increasing use of AI in generating visual content, including deepfakes and other manipulated media, presents both opportunities and challenges (Aljalabneh et al., 2024). Therefore, strategies should be developed to maximize the benefits of AI while minimizing its potential to spread harmful misinformation in the context of social media. This issue is also impacting the broader Middle East, including Jordan, where several economic and sociopolitical challenges are exacerbated by ongoing conflicts and wars in the region. In such contexts, visually deceptive content thrives, particularly on social media platforms, where it can be used to mislead and influence public opinion. Jordan, despite being stable, is still somewhat affected by the regional turmoil and shares the digital vulnerabilities prevalent across the Middle East. Given the limited research on visual media literacy in this geographical context, this study becomes both timely and essential.


[image: Figure 1]
FIGURE 1
 Images circulated between August 16–20, 2024, claiming to promote Jordanian parliamentary candidates on the social media platform (X), which garnered over 2 million views, were found to be fabricated, featuring characters from the series The Boys, such as “Homelander” and “Billy Butcher.” Adapted with permission from Chayyek (2024).
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FIGURE 2
 The picture on the left is a still from a widely circulated video claiming to feature Jordanian TV presenter Anas Al-Majali endorsing a woman named Amina, allegedly the richest woman in Jordan. The video, shared on Facebook and Instagram, was found to be fabricated, using AI to manipulate Al-Majali's voice and lip movements, and does not align with the actual content of his program “Masarat.” While the picture on the right is a still from a video titled “Jordan decides to expel Iraqis from the country immediately,” which was widely shared on social media platforms (X and Instagram). The claim is misleading, as the video is old and discusses a different topic. Adapted with permission from Akeed (2024a,b,c).
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FIGURE 3
 Images were circulated on social media platforms following Israeli strikes on Lebanon and were attributed solely to those strikes, but they are actually from both southern Lebanon and Gaza. Adapted with permission from Chayyek (2024).


In light of the aforementioned context, the necessity of this research becomes apparent. The objective is to tackle the phenomenon of visual disinformation by highlighting the significance of visual media literacy in the fight against misinformation in Jordan. This research endeavor also aims to equip individuals with the competencies essential for the critical appraisal and interpretation of visual media through the analysis of particular visual elements and formats that facilitate the dissemination of misleading visual materials on social media.



2 Research questions

RQ1: How do university educators in Jordan integrate visual media literacy into their curricula to enhance students' ability to critically evaluate visual content, particularly in the context of social media disinformation?

RQ2: What specific educational strategies are employed by media literacy educators in Jordan to address the cognitive and emotional manipulation associated with visual misinformation?



3 The concept of visual media literacy

The concept of “Visual Literacy” has a rich and multifaceted history, beginning with John Debes' pioneering definition in 1969. Debes, a key figure in the realm of visual literacy, laid the foundation by describing visual literacy as a set of “vision-competencies” essential for interpreting and communicating through visual means (e.g., Avgerinou and Ericson, 1997; Williams and Debes, 1970). His definition emphasizes that visual literacy is not merely about seeing but goes beyond that in integrating visual alongside various sensory stimuli to improve comprehension and communication.

Over time, this initial definition by Debes has been expanded upon by numerous scholars, each contributing unique perspectives to the evolving concept of visual literacy. The diversity of definitions reflects the interdisciplinary nature of visual literacy, drawing from major fields such as education, media studies, psychology, and communication. For instance, Wileman (1993) defines visual literacy as “the ability to read, interpret, and understand information presented in pictorial or graphic images” (p. 114), emphasizing the interpretative aspect of visual literacy and the importance of making meaning from visual representations.

As the media landscape has evolved, so too has the broader concept of media literacy. Early foundational work by Aufderheide (1993) laid the groundwork for modern understandings of media literacy, positing that a media-literate individual should be able to “decode, evaluate, analyze, and produce both print and electronic media.” This definition underscores the importance of not only consuming media critically but also participating in its creation which is a dual focus that remains relevant. Building on this foundation, scholars such as Potter (2004) have emphasized the cognitive processes involved in media literacy, including the need to filter information, interpret messages, and construct meaning from media texts. Potter highlighted the necessity for individuals to be aware of the influence that media messages have on attitudes and behaviors, framing media literacy as both a protective and empowering skill.

As digital and visual media became ubiquitous, the concept of media literacy expanded to include visual media literacy. Scholars like Kress and van Leeuwen (1996) introduced the concept of visual grammar, which provided a framework for understanding how images function as a form of communication. They argued that images, like language, follow specific syntactic rules that can be decoded and interpreted. Braden (1996) further expanded this scope by suggesting that visual media literacy includes the ability to “create or select appropriate images to convey a range of meanings, from concrete information to abstract concepts,” highlighting both interpretation and creation as essential components of visual literacy.

Messaris (1998) contributed by analyzing how visual literacy impacts cognitive development and the ways in which visual media influences the viewer's understanding of the world. He emphasized the importance of distinguishing between semantic and syntactic conventions in visual media, underscoring the representational conventions of visual communication. Hobbs (2010) further developed these ideas by recognizing the dynamic and participatory nature of visual literacy in the digital age. She argued that visual literacy involves a constantly evolving set of skills necessary for full participation in a media-rich society, emphasizing critical thinking and ethical considerations when engaging with visual content.

Chauvin (2003) highlighted the distinctions between visual and media literacy, noting that while the terms are often used interchangeably, they carry different meanings that can create confusion in educational contexts. This distinction is crucial for understanding the specific competencies required for each type of literacy.

These developments illustrate the challenges in arriving at a single, universally accepted definition of visual literacy. The coexistence of various disciplines in which each contributing different perspectives and methods, highlights the diverse nature of the concept. This diversity is both a strength and a challenge, allowing for a broad understanding of visual literacy but also making it difficult to pin down a single, comprehensive definition.

Building on these concepts and definitions, this research highlights a comprehensive understanding of visual media literacy, which encompasses not only the ability to decode and interpret visual messages but also to engage critically with and ethically produce visual content. Videos, in contrast to static images, combine both visual and auditory elements as they function as audio-visual media. This distinction is critical because the affordances of videos, such as sound, motion, and time-based storytelling, significantly differ from those of still images. In this framework, visual media literacy can be described as the capability to critically engage with, ethically produce, and effectively interpret visual content across various platforms, incorporating an awareness of the symbolic and communicative strength of images. This literacy entails the ability to navigate and decode visual messages in a manner that is informed by the swiftly changing landscape of digital media, ensuring that individuals can distinguish between truth and misinformation and contribute thoughtfully to the online visual sphere.



4 The picture superiority effect in the context of social media disinformation

The phenomenon known as the “picture superiority effect” (PSE) is particularly relevant in the context of social media, where images and videos dominate communication. The PSE refers to the cognitive bias where images are more likely to be remembered and influence behavior compared to text. This effect was first identified and coined by Paivio and Csapo (1973). Their work laid the foundation for understanding how images, through dual coding theory, are encoded both imaginally and verbally, leading to their superior recall compared to words alone (Paivio and Csapo, 1973).

This effect can be further understood through the cognitive and perceptual processing advantages that images possess, as highlighted by Stenberg (2006). Conceptually, images are easier to understand and recall, while perceptually, their rich detail engages multiple cognitive pathways, making them particularly memorable.

Previous investigations have substantiated PSE across diverse contexts, encompassing associative memory and recognition assessments. For instance, Hockley and Bancroft (2011) illustrated that the PSE manifests in associative recognition evaluations, wherein images are linked to superior memory outcomes in comparison to lexical items. In a similar vein, Curran and Doyle (2011) discovered that images, irrespective of whether they are examined or recalled as images or words, correlate with enhanced accuracy in recognition assessments, thereby reinforcing the durability of the PSE in memory recall.

Social media platforms have undeniably facilitated the rapid dissemination of both information and misinformation, particularly during public crises and political events (Ahmad et al., 2022). Visual content, such as images and videos, holds a powerful sway over perceptions of truth, often misleading viewers even when not explicitly altered or falsified (Newman and Schwarz, 2023). The emergence of deepfake technology exacerbates this issue by enabling the creation of highly convincing yet entirely fabricated visual content that blurs the lines between reality and fiction (Maniyal and Kumar, 2024). These deceptive visuals have serious implications for individual perceptions, social discourse, and decision-making processes (Peng et al., 2023; Weikmann and Lecheler, 2023; Lo et al., 2022).

Moreover, the widespread accessibility of advanced editing tools has made it easier to produce deceptive media, raising the need for a critical evaluation of the veracity of visual content encountered online. The problem is multifaceted, now encompassing new forms of visual deception, ranging from synthetic media and manipulated imagery to the strategic use of stock photos or visuals that misrepresent the corresponding narrative.

The PSE's influence extends directly to social media engagement, where research shows that posts featuring images generally receive higher engagement than those without (Li and Xie, 2020). This increased engagement, however, could also amplify the spread of misinformation. Misleading visuals, due to their memorable nature, can lead to durable misperceptions that persist even after corrections are issued (Ecker et al., 2014a,b). Research shows that while corrective information generally improves belief accuracy, its effects can diminish over time or be counteracted by reinforcing cues from influential sources (Nyhan, 2021). This complexity is especially relevant in visual-centric platforms, where the challenge of correcting misinformation is further amplified by the memorable and emotionally impactful nature of visuals. This issue is further compounded by the speed at which these deceptive visuals can go viral, reaching vast audiences and eroding trust in media, politicians, and visual information in general (Weikmann and Lecheler, 2023).

In understanding the spread of misinformation, researchers have identified a wide spectrum of false and misleading information ranging from unintentional satire or parody to more deliberate forms of misleading content and synthetic media (Thomson et al., 2020; Pérez-Escolar et al., 2023). The factors contributing to the spread of visual misinformation are varied, including the sheer volume of visuals created daily, the speed at which they are shared, and the differing levels of digital and visual literacy among consumers. Disinformation, defined as deliberately misleading or deceptive information spread with the intent to deceive, encompasses various forms, including visual disinformation, which can cause significant harm to individuals, communities, and society as a whole (Erhardt and Pentland, 2022).

Visual disinformation, in particular, can have a powerful and persuasive impact because it taps into our innate tendency to trust what we see. Such content can quickly spread and influence public opinion, decision-making, and broader societal discourse (Fallis, 2015). The potential consequences of visual disinformation are far-reaching, as it has the capacity to distort reality, undermine democratic processes, erode trust in institutions, and contribute to the polarization of important societal issues (Horvitz, 2022).

Given the compelling influence and propensity for the viral spread of manipulated imagery, scholars have emphasized the importance of exploring various approaches to mitigate the spread of visual disinformation. These approaches include implementing advanced techniques, regulations, and technological interventions to curb the detrimental effects of visual disinformation (Fallis, 2015; Peng et al., 2023; Horvitz, 2022). However, the debate remains open regarding the most effective strategies, highlighting the need for ongoing research and discussion to address this critical issue in the digital era.



5 Methodology

This study employed a qualitative inductive research approach, supplemented by a quantitative case study, to investigate the role of visual media literacy in combating misinformation and enhancing critical evaluation skills. Specifically, the research aimed to explore the perceptions, experiences, and strategies of university media educators and psychologists regarding visual media literacy within educational institutions and community engagement settings, while also providing empirical data on the prevalence and nature of visual mis/disinformation in Jordan.

Participants for the qualitative component were purposively chosen based on specific qualifications, including at least 5 years of experience in teaching or research on subjects related to media literacy, visual communication, media and psychology, or media education, along with their active participation in community media literacy initiatives. Additionally, these individuals have demonstrated active engagement in media literacy initiatives within their communities, where they have played key roles in advancing public understanding of visual media's impact on society. Their professional backgrounds reflect a combination of academic rigor and practical application, such as developing and delivering media literacy curricula, leading research projects on media literacy education and visual communication, and mentoring students and peers in the field.

The selection process was meticulously crafted to guarantee a wide variety of perspectives, with participants chosen from six universities, three of which were government and three private, representing diverse academic institutions, experience levels, and community outreach initiatives in Jordan. This approach ensured that the collected insights would be comprehensive. The participants were assigned letter names ranging from A to R. Among them were 10 males and 8 females, with ages spanning from 36 to 66 years (see Table 1).


TABLE 1 Participants' profile.

[image: Table 1]

Data collection for the qualitative component was conducted via semi-structured interviews, carefully crafted to correspond with the research questions. The interviews concentrated on three primary aspects: the incorporation of visual media literacy into educational curricula; the pedagogical approaches utilized to foster critical evaluation skills in the fight against visual mis/disinformation; and the educators' experiences in designing effective public awareness campaigns, initiatives, and workshops in educating students and the public on the subject. Each interview commenced with open-ended questions, allowing participants to express their views freely before transitioning to more specific inquiries related to these key themes. The interviews were conducted in settings convenient for the participants from mid-April until the end of June 2024, either in person or via video conferencing using Zoom, and typically lasted between 60 and 90 min. All interviews were audio-recorded with the participants' permission to ensure the accuracy of the data.

Subsequent to data collection, six of the interviews were conducted in Arabic and then translated verbatim into English, while the remaining interviews were conducted in English. The study employed thematic analysis following Braun and Clarke (2006)'s framework, allowing themes to emerge inductively from the data. This process began with familiarization, where transcripts were read multiple times to gain a deep understanding of the content. Initial coding was carried out by identifying significant statements and concepts, which were subsequently grouped into categories. Recurring patterns were identified, refined, and interpreted in relation to the study's objectives. The final themes were carefully validated to ensure they accurately reflected the participants' insights.

Before each interview, the researcher briefly explained the ethical protocol, in accordance with the Jordanian Personal Data Protection Law No. (24) of 2023 and the ethical guidelines set by Zarqa University Ethics Committee. Participants were informed about the purpose of the research, and all recording permissions were obtained. Confidentiality, anonymity, and the right to withdraw within 1 month without consequences were assured. Data handling, storage, and disposal procedures were also clearly outlined before beginning the recordings.

In addition to the qualitative interviews, the quantitative case study was conducted to analyze the dissemination of visual disinformation in Jordan. Data for this case study were obtained from the Jordanian Media Credibility Monitor (Akeed), an established organization that monitors and analyzes media content in Jordan. The case study focused on rumors involving images and videos that were identified and documented by Akeed over the period from January to August 2024. This empirical data provided a comprehensive overview of the nature (e.g., health, education, politics), source, and dissemination channels of visual mis/disinformation in Jordan, thereby offering contextual grounding for the qualitative findings.

The rumors were organized into cumulative tables, highlighting key trends and patterns in visual mis/disinformation. Descriptive analysis was conducted to calculate frequencies and percentages, providing statistical insights into the prevalence and characteristics of misinformation spread over social media in Jordan. Specific case examples from the Akeed reports were also analyzed to illustrate the real-world impact of visual mis/disinformation on public perception and societal trust. This integration of quantitative data served to complement and reinforce the qualitative findings from the interviews. Employing this mixed-methods approach enabled a more comprehensive understanding of the role of visual media literacy in combating misinformation.



6 Case study results


6.1 Case study: visual mis/disinformation dissemination in Jordan (January–August 2024)

In recent years, social media usage in Jordan has become a vital component of daily life, with an increasing number of individuals turning to digital platforms for communication, entertainment, and news consumption. As of January 2024, Jordan's population stands at 11.36 million, with 91% internet penetration and 56.2% of the population actively using social media (Kemp, 2024). This widespread adoption signifies the integral role of digital services in the social and economic fabric of Jordan. The landscape of news consumption in Jordan has shifted considerably, with social media platforms becoming the dominant sources of information. Traditional news outlets, while still relevant, are often accessed through social media, which facilitates real-time updates and user engagement.

This study incorporates a case study analyzing the dissemination of disinformation in Jordan over an 8-month period, from January to August 2024. While the data encompasses both textual and visual rumors, the focus here is on understanding the overall landscape of misinformation to highlight the urgency of enhancing visual media literacy. This case study aims to illustrate the real-world context in which visual disinformation occurs, reinforcing the necessity for improved educational strategies.

Data for this case study were obtained from the Jordanian Media Credibility Monitor (Akeed), an established organization dedicated to monitoring and analyzing media content within the country. The collected data were organized into three cumulative tables, providing a comprehensive overview of the nature, origin, and dissemination channels of disinformation in Jordan. Specific case examples involving visual disinformation are also presented to illustrate the impact of such content.

The data indicate that over the 8-month period, a total of 481 rumors were recorded across various fields. Political (28.7%) and security (29.3%) rumors constitute the majority, together accounting for 58% of all rumors. This prevalence suggests that misinformation frequently targets sensitive areas that can significantly influence public opinion and national stability. While not all these rumors are necessarily visual in nature, the fields with higher percentages are often areas where visual content is used to amplify the message's impact. For instance, political and security-related misinformation may include manipulated images or videos designed to provoke emotional responses or mislead the audience (Table 2).


TABLE 2 Rumors by field (January–August 2024).
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The majority of rumors originated from internal sources (78.4%), indicating that domestic factors play a significant role in the spread of misinformation. External sources accounted for 21.6% of rumors, suggesting that foreign entities also contribute to the misinformation landscape, possibly with differing agendas. Understanding the source of rumors is crucial in addressing misinformation. Internal rumors may stem from misunderstandings, lack of information, or deliberate attempts to influence public opinion. External rumors might involve geopolitical interests or attempts to destabilize societal cohesion. Visual content from external sources may be particularly challenging, as it can be unfamiliar and harder for the public to verify (Table 3).


TABLE 3 Rumors by source (January–August 2024).

[image: Table 3]

A significant 85.5% of the rumors were disseminated through social media platforms, highlighting the critical role these platforms play in the spread of misinformation. Social media's rapid information-sharing capabilities and wide reach make it a fertile ground for both textual and visual disinformation. The lower percentage of rumors originating from traditional media outlets (14.5%) suggests that while these outlets are not immune to spreading misinformation, they may have more stringent editorial controls compared to social media. However, when traditional media do disseminate false information, it can lend undue credibility to the content (Tables 4, 5).


TABLE 4 Rumors by publishing platform (January–August 2024).
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TABLE 5 Case examples of visual mis/disinformation in Jordan (January–August 2024).
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7 Results of the interviews

The analysis of the interview data highlighted four key themes that reflect the approaches and strategies used by educators to foster visual media literacy in Jordan. These themes provide a comprehensive understanding of how educators equip students to critically engage with visual content, particularly in addressing the challenges posed by misinformation on social media.


7.1 Mastering source verification

This theme underscores the critical role of verifying the authenticity and reliability of visual media sources to combat the pervasive spread of misinformation. The interviews revealed a multifaceted approach required to equip individuals with the skills necessary for discerning credible information from falsehoods. This approach focuses on understanding the origin of visual content, evaluating the credentials of content creators, and cross-referencing information included in the visuals (i.e., images and videos) with reputable sources.

A number of participants stressed the importance of understanding the origin of visual content as a foundational step in source verification. Tracing images or videos back to their initial creation or upload helps assess their context and authenticity, preventing the spread of misinformation. For instance, Participant A recounted an instance where viral photographs allegedly depicting a severe sandstorm disaster were revealed to be older images repurposed to sensationalize a current mild sandstorm. He stated: “These images were widely shared and caused unnecessary panic, so it is important for us to verify the authenticity and context of visual content before drawing conclusions.”

And in an effort to strengthen this skill in the classroom, Participant A mentioned: “I designed a series of exercises and lessons where students were assigned to trace the origins of viral videos and images spread on social media.” He gave an example of a recurrent occurrence that he usually noticed on electronic news websites in Jordan. He said:

These websites reuse old images to current news events which sometimes can be misleading or could create public panic I remember last year in winter while it was raining across the country a popular news website stated that the weather is worsening with pictures showing floods happening so when I checked those images myself, I found them to be old images that were even taken from other countries. So, any way long story short, going back to the exercises I do with my students; by using reverse image search tools, students identified the original sources and uncovered instances where images had been manipulated or taken out of context to influence public opinion. After completing these exercises, class discussions would take place to focus on how these images could sway public perception and what measures could be taken to mitigate their influence (Expert, A).

He then stressed: “This interactive activity not only enhanced my students' technical expertise in source verification but also expanded their awareness of the far-reaching effects of visual misinformation.”

Another participant highlights the critical need for students to use verification tools like reverse image search engines to uncover the true source and context of visual media. By identifying where and when the content first appeared, students can better assess its potential biases.

Well, our knowledge and what we teach our students about source verification today is different from what it was in the past, I now teach students to use tools like reverse image search, which can help them identify whether a picture was published before. Then, I instruct them to use tools like Google Earth Pro or Bing to locate where the picture was taken. If there is a person in the picture, I personally teach them to use a tool like PimEyes to look up that individual. Finally, I encourage them to think and reflect on why the picture was taken (Expert, L).

He then emphasized his belief by stating, “I believe that teaching students to use these tools can help them uncover the true source and context of such media, preventing the spread of misinformation.”

Another crucial aspect of source verification discussed by the interviewees is evaluating the credentials of content creators. In an era where anyone can publish content, understanding the background and expertise of the creator is vital for assessing the reliability of the information presented. One participant shared experience of uncovering the true credentials of individuals who upload content online, which often revealed a lack of expertise or a history of sensationalism. For example, he stated:

A widely shared image in Jordan claimed an asteroid is going to hit Earth in 5 days. This photo was debunked upon investigating the history of the Facebook page, which usually stages images for sensational impact. And you know the sad thing is that there were many random people sharing the same news story, which I think they believed was true (Expert, B).

He then also added:

A few days ago, I encountered another example of a sponsored video on Facebook. This video claimed that NASA was hiding a secret method for activating a certain part of the human brain. Immediately, I could tell that the video was fabricated because NASA specializes in space activities, not health. Additionally, when I opened the page hosting the video, it appeared very suspicious true (Expert, B).

This highlights the necessity of scrutinizing the source from which the content comes or the professional affiliations and backgrounds of content creators to gauge the credibility of visual media. In the same vein, Participant J stated, “We should encourage students to look into the creator's portfolio, affiliations, and history of work in order to help them gauge the reliability of the visual content they encounter online.” Likewise, Participant D emphasized the role of comprehensive background checks on creators. He said: “It is not enough to take content at face value; one must delve deeper into the creator's past work and affiliations to truly understand their credibility.”

Another essential aspect, consistently emphasized by the participants, is the importance of cross-referencing visual media with information from reputable sources in a thorough source verification process. This practice helps confirm or refute the claims made on social media by comparing them with data from established institutions and experts. One expert highlighted this approach by emphasizing the need to verify visual media with reports from reliable news organizations, academic publications, and official statements. She elaborated:

I made my students compare claims made in a dubious video on COVID-19 with reports from the World Health Organisation, revealing significant discrepancies, especially in health subjects. I would say double-checking the information is a must because there is so much out there, and we do not know what is right and what is false (Expert, C).

Similarly, Participant N mentioned: “Cross-referencing visual media with reputable sources is another key strategy I teach my students. Jordan has got reliable official news outlets which can provide confirmation or refutation to social media visual content claims, especially during major news events.” Further reinforcing this approach, Participant E outlined the importance of diversifying sources when consuming the news online. She stressed: “Relying on multiple reputable sources ensures a more rounded and accurate verification process, reducing the likelihood of falling prey to misinformation.” This practice illustrates how cross-referencing with reputable sources is essential for validating the authenticity of visual media.



7.2 Bias and perspective analysis

A prominent issue raised by the interviewees is that not many social media users recognize the biases and perspectives shaping today's social media sphere, making it crucial to identify and understand these influences for accurate and thoughtful interpretation of visual content. The interviews revealed key strategies that individuals need to navigate this issue, such as recognizing biases, understanding the influence of perspectives, analyzing symbolism and imagery, and mitigating personal biases.

Participants consistently emphasized the need to develop a critical eye when analyzing how different visual representations can introduce bias through selective framing and presentation. Participant M, who has extensive experience in media literacy education, elaborated on this by stating: “Encouraging students to analyze multiple sources covering the same subject helps reveal biases and provides a more balanced understanding.”

In addition to the importance of understanding biases, Participant R highlighted the value of contextual knowledge, stating: “Understanding a creator's affiliations and personal beliefs can provide context for the perspectives presented in their visual content.” This insight was further supported by another participant, who stressed the power of visuals, especially if they are charged with the creator's previous biases and prejudices. He noted:

Well, students must be made aware of the prejudices that exist in pictures because, first, of the significant power they hold, and second, their influence over humans because we instinctively tend to quickly believe what we see, and third, sometimes we see news reporting that does not represent the full picture on the ground so one should look up who is behind the reporting (Expert, N).

Building on these points, Participant I emphasized the importance of examining the broader context and background of media outlets: “Knowing the editorial stance of the media organizations helps us all understand why certain images were chosen over others.” To illustrate the impact of these biases and perspectives, one participant provided an example, describing a scenario involving two videos filmed in the same place but portraying different narratives. He said:

As you know, Jordan is home to many touristic spots. In one instance, a video published by a travel blog showcased a serene and picturesque view of an area at sunset, highlighting its natural beauty and tranquility. However, about a week later, I came across another video from an environmental advocacy page run by activists, which focused on the environmental challenges in the same region, such as the impact of tourist activities, overgrazing, and desertification. Although both videos were filmed in the same location, they conveyed vastly different narratives (Expert, K).

Another critical aspect of bias and perspective analysis that emerged in the interviews is understanding the perspectives or viewpoints embedded in visual content. This involves examining the creator's background and the broader context in which the content was produced. For example, one participant explained: “I always display this example in my trainings in the local community to show how different perspectives might look like.” She said:

In my media literacy lessons, whether at the university or when I give lectures to the local community, I present two YouTube videos on the same subject. One video is created by a travel vlogger who often collaborates with luxury hotels and resorts, showcasing the opulent and glamorous side of traveling in Jordan, highlighting high-end accommodations and exclusive experiences. The other video is produced by a local resident and independent filmmaker, focusing on the cultural heritage and everyday life of local communities, emphasizing authenticity and the importance of supporting local businesses. Both videos offer valuable insights, but present different viewpoints shaped by the creators' backgrounds and affiliations (Expert, P).

This underlines the necessity of understanding the creator's perspective and its influence on the narrative. Furthermore, thorough bias and perspective analysis involves examining the symbolism and imagery used in visual media. This practice helps uncover underlying messages and biases intended to influence viewers.

The last element that participants emphasized is the importance of deconstructing visual elements in media, such as color schemes, settings, and character portrayals. She provided an example:

When ads for luxury cars consistently feature affluent, happy individuals in exotic locations, they subtly promote the idea that owning the car equates to success and happiness. This example helps students see how imagery and symbolism are used to convey biased messages and shape consumer perceptions (Expert, C).

This point was echoed by Participant Q, who asserted: “Guiding students to deconstruct visual elements in media can uncover underlying messages and biases intended to influence viewers.”



7.3 Decoding emotional and psychological tactics

“We all know how powerful visuals can be, they can move us, inspire us, and sometimes even manipulate us” (Expert, Q). This theme emphasizes the importance of recognizing and understanding how visual content can influence emotions and opinions, aiming to combat the widespread dissemination of misinformation. The data revealed various strategies for identifying manipulative visual content on social media.

When participants were asked about this aspect in visual content, most of the participants stressed the importance of recognizing emotional manipulation or the use of emotional appeals as a foundational step in media literacy. Being aware of how visual media can evoke strong emotional responses helps in developing a critical eye. For instance, one participant stated:

There was a case where a charity advertisement on YouTube featuring distressing images of malnourished children was analyzed. The ad was designed to elicit strong emotional responses and drive donations. While the cause was genuine, the use of emotionally manipulative imagery made the participants aware of the power of this kind of appeal in delivering visual content and also raised ethical questions, such as: Is the advertisement exploiting the suffering of the children? (Expert, E).

This scenario highlights the critical need for students to analyze their emotional reactions to visual content. Participant A elaborated: “Encouraging students to take a step back and analyze their emotional reactions to visual content can help in critically assessing emotionally charged visuals.”

Another crucial aspect of understanding emotional manipulation discussed by the interviewees is identifying psychological tactics used in misinformation. Common strategies discussed by the participants were fearmongering and sensationalism. One participant shared:

During COVID-19, there were many videos that spread all over social media that made people anxious and afraid. These videos used dramatic music and sensational imagery to instill fear. When played later in the classroom, many students admitted that they had felt afraid and anxious after watching these videos, regardless of whether the videos were credible or not (Expert, F).

He then asserted that “Explaining such videos and identifying signs of sensationalism, the appeals used, and verifying questionable claims with reputable sources were so game-changing and revealing to the students.” Similarly, Participant J emphasized: “It is important to discuss examples involving students reviewing several videos that use emotional appeals such as ads or regular YouTube videos, and noting how these elements were used to create an emotional connection and influence upon the viewers.” He then added:

In a particular classroom activity, the students were asked to analyze a viral video that used sensational imagery and dramatic music to evoke fear about a public health issue. And then after identifying the emotional and psychological tactics employed, students reflected on how these elements influenced their initial reactions and how it could mitigate their impact (Expert, J).

This practice illustrates how analyzing emotionally charged media can help students understand manipulative tactics especially in the age of influencers and their way of utilizing the emotional appeal in their content. One participant argued:

We live in an era where we witness a new influencer every single day and many of whom we do not know as parents and educators, and our youth are so consumed by them. So, implementing teaching exercises where students deconstruct emotional videos made by influencers can help them identify future emotional tactics and understand their impact on opinions and behaviors (Expert, H).



7.4 Promoting visual media literacy education

This theme highlights the need for equipping individuals, especially the youth, with the skills to critically evaluate visual content and recognize misinformation. Educational initiatives on media literacy and public awareness efforts are now vital in the ever-changing digital environment, fostering a well-informed society. The interviews revealed that schools and universities in Jordan should focus on implementing media literacy education as a mandatory subject, as only a very few universities teach media literacy at the moment. According to the participants, universities should not only adopt teaching one course as part of the university requisites but should also design effective awareness campaigns and public lectures and workshops aimed at the public and community on the subject.

Participants unanimously highlighted the importance of integrating media literacy education as a foundational step in fostering critical thinking skills and a society with media aware individuals. Many of the participants emphasized that integrating media literacy into school curricula from an early age is essential. One participant stated:

But you know, not only adults are using social media today; many children, including mine, now have mobile phones and are digitally connected. For example, if you go on Facebook or TikTok, you will find profiles of children. These children are consuming the same content that older people consume. And therefore, I want their schools to make them aware, as I know many children listen more to their schools than they do to their parents (Expert, H).

Similarly, Participant B mentioned: “A few weeks ago, I gave a voluntary two-day media literacy course for diploma college students. The course aimed to provide students with the basic knowledge to critically assess the content produced online.” He added:

I gave an exercise that involved students analyzing news photographs without knowing they were all deepfake photos. The task was to identify whether the photos were real, and almost 95 percent of the students got them wrong. So, for me, I can assure you that this hands-on approach significantly enhanced their ability to distinguish credible photos from misleading ones (Expert, B).

As an effective complementary tool for teaching visual media literacy, which not many educators use, Participant O discussed how she uses visual aids, such as pictures, infographics, and visual quizzes, to accompany her lessons on media literacy. She finds these tools highly effective in engaging students. She said: “By teaching students how to interpret these visuals, I ensure that they can not only absorb the content but also analyze the information presented to them, and I found that this approach works well with them.”

Another aspect of promoting visual media literacy, as discussed by the interviewees, is the development and implementation of effective public awareness workshops and campaigns. Participant P stressed: “Public lectures, workshops, and campaigns play a vital role in raising awareness about visual misinformation and promoting responsible media consumption.” Likewise, one participant stated:

The youth in Jordan is so much bombarded with online content, and now with the spread of deepfakes due to the advancement of artificial intelligence, there must be a strong focus by policymakers on running workshops and campaigns. These are effective and quick tools to reach out to public audiences and educate them on how to deal with online content, including photos and videos (Expert, A).

Furthermore, other participants highlighted the necessity of creating engaging and relatable content to effectively communicate the message. Participant R emphasized: “I think as educators, we should design more personalized lectures that draw from our daily experiences and our online environment in Jordan and the broader Middle East.” Similarly, Participant L noted, “Designing interactive and engaging activities that allow students to practice media literacy skills can foster a deeper understanding of visual content evaluation.”

In the same vein, Participant J stated: “I think the most powerful tool in addressing the surge of online content and misleading information is through providing engaging lectures that promote critical evaluation skills, supported by ongoing public awareness campaigns and community training.” Adding to this perspective, Participant D mentioned the role of utilizing multiple platforms to reach a broad audience. He said: “Combining online and offline efforts, such as social media campaigns, public lectures, and interactive workshops, can effectively raise awareness and engage the community.”

According to the majority of the participants, engaging the community through targeted media literacy education is highly effective. Participant K emphasized: “Fostering collaborations with community organizations, schools, and libraries can extend the reach of media literacy programs and have a lasting impact.” Further reinforcing this approach, one participant argued:

I think our way of dealing with disinformation on social media is through engaging the community via face-to-face discussions, giving them the space to ask questions, share their experiences, and learn from experts. This, I believe, enhances their understanding and ability to deal with online content (Expert, G).




8 Discussion

The findings of this study highlight the critical importance of visual media literacy, particularly in combating misinformation and fostering a well-informed society. As visual content continues to dominate digital communication, the need to develop and implement strategies for critical evaluation becomes increasingly urgent. The integration of the case study analyzing rumor dissemination in Jordan from January to August 2024 reinforces this urgency by providing empirical evidence of the pervasive nature of misinformation. Moreover, the findings provide strategies and a framework to navigate the complexities of visual media content in a digital environment.

To begin with, Mastering Source Verification emerged as a foundational skill essential for discerning credible information from falsehoods. The findings emphasized the necessity of equipping individuals, especially students, with tools and techniques to verify the authenticity and reliability of visual media sources. This aligns with the broader concept of media literacy, which integrates cognitive and interpretive skills to critically engage with media content (Potter, 2004; Livingstone, 2004; Messaris, 1998; Mrisho et al., 2023). The case study revealed that a staggering 85.5% of the 481 recorded rumors were disseminated through social media platforms, highlighting the critical role these platforms play in spreading misinformation. The ability to trace the origins of visual content, assess the credentials of creators, and cross-reference information with reputable sources is crucial in preventing the spread of misinformation. In particular, teaching students these skills through hands-on activities, such as reverse image searches, not only enhances their technical expertise but also broadens their understanding of the implications of visual misinformation.

Furthermore, the Picture Superiority Effect (PSE), as explored in the literature, underscores the potent influence of images in memory retention and behavior shaping. This effect, which demonstrates that images are more likely to be remembered and influence behavior compared to text, is particularly relevant in the context of social media. Visual content on platforms like Facebook and Instagram often drives engagement and can sometimes be misleading (Klein, 2020; Yang et al., 2023). The prevalence of political and security-related rumors in the case study, which together accounted for 58% of all rumors, exemplifies how visual content can be used to manipulate public perception on sensitive issues. The study's findings suggest that integrating PSE awareness into visual media literacy educational settings is crucial for helping students recognize the power of visuals to shape opinions and the importance of questioning the credibility of these images. This approach aligns with previous research which suggests that critical engagement with visual content can help mitigate the impact of misinformation (Brennen et al., 2021; Chen et al., 2022). Therefore, the findings of this study are highly relevant, especially considering that although visual media is widespread and misinformation has garnered increasing scholarly attention, research on visual misinformation remains relatively scarce (Peng et al., 2023).

Additionally, Bias and Perspective Analysis emerged as a particularly significant theme in this study, reflecting the profound impact that biases and perspectives can have on the interpretation of visual content. The ability to recognize these biases and understand how perspectives shape media messages is crucial for developing a critical approach to visual media. The findings suggest that selective framing and presentation can significantly influence public perceptions, as highlighted by participants who noted the importance of developing a critical eye in evaluating the context in which visual content is produced and shared. The case study's indication that 78.4% of rumors originated from internal sources and 21.6% from external sources further underscores the need to understand the origins of information and potential biases inherent in content.

This observation aligns with existing scholarship that has long emphasized the role of framing in media. For instance, Entman (1993)'s framing theory posits that the way information is presented in terms of inclusion and exclusion can significantly influence how audiences interpret and respond to that information. This theory has been applied extensively in studies of news media, where it has been shown that framing can subtly, yet powerfully, shape societal views and perceptions (Ahmad, 2022; Schnell et al., 2021). The findings of this study suggest that similar dynamics are at play in visual media, where the framing of images, the selection of visual elements, and the use of particular symbols can guide viewers toward specific interpretations while obscuring alternative perspectives. The case examples from the case study, such as the misattributed videos and images that led to public panic or distrust, illustrate the real-world consequences of biased visual content.

Moreover, the study highlights the importance of teaching students to deconstruct visual content by considering the creator's background, the intended audience, and the socio-political context in which the content is produced. This approach is consistent with critical media literacy frameworks that advocate for a deeper analysis of the media (Funk et al., 2016). By encouraging students to engage with visual content in this way, educators can help them develop a more nuanced and informed perspective, one that recognizes the inherent subjectivity and potential biases in media messages. This is particularly important given the findings from the case study, where misinformation often stemmed from internal sources, emphasizing the need for critical evaluation of domestic media content.

Furthermore, Decoding Emotional and Psychological Tactics was identified as a critical aspect of visual media literacy. The findings reveal that understanding how visual content can manipulate emotions and opinions is essential for developing critical thinking skills. This is particularly relevant in the context of the PSE, where emotionally charged images can have a disproportionate impact on viewers (Ecker et al., 2014a; Ng, 2022). The case study provided examples of how emotionally manipulative content, such as videos claiming to show imminent security threats or health crises, led to public panic and confusion. In light of this, the study emphasizes the importance of educating students about emotional manipulation techniques such as fearmongering and sensationalism, enabling them to critically assess the emotional and psychological tactics used in visual media. This approach not only helps in combating misinformation but also equips students to navigate the emotional appeals prevalent in social media content, particularly those utilized by influencers (Roozenbeek et al., 2022; Lee and Theokary, 2021; Preston et al., 2021).

Finally, the study highlights the pivotal role of Promoting Visual Media Literacy through Systematic Education and Community Engagement. The findings align with the literature that underscores, first, the responsibility of educators to fulfill their role in supporting democratic values and leading the way in teaching media and information literacy (Muñiz-Velázquez, 2023), and second, the need for integrating visual media literacy into school curricula from an early age to foster critical thinking skills and nurture media-savvy individuals (Suprianto et al., 2019; Cheung and Jhaveri, 2016). The case study's revelation that a significant portion of misinformation is disseminated through social media platforms (85.5%) underscores the urgency of these educational initiatives. Moreover, the development of public awareness workshops and campaigns is crucial in raising awareness about visual misinformation and promoting responsible media consumption. By engaging the community through interactive workshops and seminars, educators can ensure that visual media literacy education is accessible to diverse demographic groups, fostering a more informed and critical society.



9 Conclusion

This research explored the crucial role of visual media literacy in combating misinformation and enhancing critical evaluation skills among students and the public. Through qualitative interviews with university educators and psychologists, combined with a case study analyzing rumor dissemination in Jordan, the study offers comprehensive insights into the challenges and strategies of visual media literacy. The findings highlight the necessity of comprehensive source verification, including understanding the origin of visual content and cross-referencing with reputable sources. The case study showed that 85.5% of rumors were spread via social media, demonstrating the urgency of equipping individuals with critical skills to assess such content. Furthermore, recognizing biases and perspectives within visual media is essential. The study revealed that 78.4% of rumors originated from internal sources, emphasizing the need for individuals to be vigilant about biases, regardless of the source. The research also underscored the significance of identifying emotional and psychological tactics in visual media. The case examples illustrated how emotionally charged visuals could lead to public panic, highlighting the importance of teaching individuals to decode manipulative strategies. By doing so, individuals can critically assess emotional appeals used in misinformation. These findings carry significant implications for education and public awareness. Educators and policymakers may integrate visual media literacy into school curricula to help students develop critical evaluation skills early on. Public awareness campaigns and community engagement efforts, such as workshops and seminars, can further promote media literacy and responsible media consumption in today's online sphere. Given the high volume of rumors and the dominance of social media, these initiatives are essential for fostering a more informed and critical society.
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