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Profiling antivaccination channels
In Telegram: early efforts in
detecting misinformation

Aelita Skarzauskiene*, Monika Maciuliene, Aiste Dirzyte and
Gintare Guleviciute

Institute of Communication, Mykolas Romeris University, Vilnius, Lithuania

Introduction: Telegram’s privacy-focused architecture has made it a fertile
ground for the spread of misinformation, yet its closed nature poses challenges
for researchers. This study addresses the methodological gap in capturing and
analysing misinformation on Telegram, with a particular focus on the anti-
vaccination community.

Methods: The research was conducted in three phases: (1) a structured review
of literature on misinformation dissemination via Telegram, (2) development of
a conceptual framework incorporating features of message creators, message
content, intended targets and broader social context, and (3) application of this
framework to anti-vaccination Telegram channels using latent profile analysis
(LPA). A dataset comprising 7,550 messages from 151 Telegram channels was
manually annotated and analysed.

Results: LPA identified distinct profiles among the channels. Malicious and non-
malicious channels showed significant differences in their communication patterns,
particularly in the use of crisis framing, discursive manipulation, and thematic
orientation. T-tests confirmed these distinctions.

Discussion: The findings highlight Telegram’s unique dynamics in misinformation
spread and support the utility of the proposed framework in isolating harmful
content. The study underscores the need for tailored analytical strategies for
platforms with non-standard affordances and suggests that content-based
profiling may assist in proactive moderation.

KEYWORDS

malicious channels, misinformation, antivaccination movement, telegram platform,
latent profile analysis (LAT)

1 Introduction

Telegram is a cloud-based, cross-platform instant messaging service with over 700 million
monthly active users globally (Ng et al., 2024). Beyond personal messaging, Telegram is used
for news dissemination, political communication and organizing social movements, making
it a fertile ground for misinformation (Sosa and Sharoff, 2022). Telegram is distinguished from
other online social networks by its enhanced encryption and privacy features which appeal to
users prioritizing privacy and security in their communications (Terracciano, 2023). It is
known as a crucial outlet for extremist groups and the spread of politically motivated
misinformation (Ruffo et al., 2022; Willaert et al., 2022). However, enhanced encryption can
be an obstacle both for collecting high-quality data (Liz-Lopez et al., 2024; Ng et al., 2024) and
for detecting misinformation (Ng and Taeihagh, 2021). Despite the potential for
misinformation to spread, Telegram remains under-researched in the realm of misinformation
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(Urman et al., 2021; Bodrunova and Nepiyuschikh, 2022) with limited
evidence that the insights from misinformation research on other
platforms could apply to Telegram.

Hence, the research presented here addresses two critical
questions: What are the methodological challenges in collecting high-
quality misinformation data on Telegram and how can a tailored
conceptual analysis framework for identifying malicious channels
be developed and validated? This study aims to explore these challenges
and take initial steps toward developing and testing a conceptual
framework that accounts for Telegram’s unique features and the nature
of spreading misinformation. To answer these research questions, this
study was structured into three main phases (see Figure 1).

First, a structured literature review was conducted to understand
the work that has already been conducted on misinformation in
Telegram. Second, we built a conceptual framework focusing on four
major components: features of creators/spreaders, message content,
target victims and social context. This framework was designed
specifically for Telegram to address the unique challenges posed by
Telegram’s structure and functionality due to its encryption, private
and public channel structures, and lack of content moderation, which
influence how misinformation spreads. Unlike traditional social
media platforms, Telegram’s design allows for rapid, unchecked
dissemination within closed groups and large audiences alike,
requiring an approach that accounts for these unique dynamics. Third,
we tested the conceptual framework by examining its utility within the
context of the antivaccination community on Telegram. Data was
collected from 151 anti-vaccination Telegram channels, resulting in a
dataset of 7,550 messages. These messages were manually annotated
according to the conceptual framework. Lastly, we employed latent
profile analysis to profile misinformation channels. Profiling channels
based on their track record of misinformation requires careful
methodology and thorough fact-checking, and enough data is needed
from each channel to make a reasonable assessment: channel
metadata, textual data, social media posts, and contextual data. If done
transparently, profiling channels for misinformation can be a useful
tool to help audiences gauge reliability, and it can also assist platforms
or researchers in understanding where and how misinformation
spreads (Shen and Wu, 2024).

By focusing on the antivaccination movement, this research aims
to provide valuable insights into the dynamics of malicious channels
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on Telegram. The World Health Organization (2019) has listed the
antivaccination movement as one of the top 10 global health threats.
Despite conclusive evidence that the benefits of vaccination far
outweigh the risks, antivaccination misinformation continues to
thrive, particularly on social media platforms where it can easily reach
a broad audience (Schlette et al., 2022; Ortiz-Sanchez et al., 2020; Bode
and Vraga, 2018; Chua and Banerjee, 2018). Movements against
vaccination have become increasingly active online, using the
COVID-19 crisis to broaden their influence (Bonnevie et al., 2021). A
key strategy involves amplifying and dramatizing reports of adverse
reactions to vaccines in media and public discourse (Ball, 2020;
Germani and Biller-Andorno, 2021). Telegram, in particular, has
emerged as a widely used platform for disseminating extreme
viewpoints (Rogers, 2020). It markets itself as a fast and secure
messaging service, offering strong encryption and anonymity while
also enabling users to reach large audiences without content
moderation or restrictions (Urman et al., 2021). Understanding
malicious channels behind the antivaccination movements is crucial
for developing effective strategies to combat misinformation and
protect public health. Hence, this study not only addresses a significant
gap in existing literature but also contributes to the broader efforts of
safeguarding information integrity in the digital age.

2 Related work

To establish our study within the existing scholarly discourse,
we systematically reviewed research on misinformation within
Telegram, drawing from major academic databases. This review aimed
to examine data collection methods, analytical approaches, available
datasets, and methodological gaps in detecting misinformation on the
platform. Table 1 and the subsequent section outline the systematic
literature review strategy we employed.

In the Scopus database, a search query combining terms related
to misinformation and data collection on Telegram yielded 29 initial
articles, while the Web of Science database identified 12 articles. The
initial search results were then screened by reviewing the titles,
abstracts and keywords of the articles. The screening process involved
evaluating the relevance of each article based on specific inclusion
criteria (1) only articles published in English were included to

1. Structured literature review
of related work

2. Design of the conceptual
analysis framework

3. Testing the applicability of
conceptual framework

« Database search (Scopus,

» Tailored to Telegram’s

e 151 anti-vaccination

Web of Science);

» Selection and screening;
» Analysis focusing on data
collection methods, data
analysis techniques, and

datasets used.

unique features;

« Focusing on four major
components: (1) features of
creator/spreader; (2)
message content; (3) target
victims; and (4) social
context.

Telegram channels,
resulting in a dataset of
7,550 messages;

« Labelled dataset based on
conceptual framework;

« |dentified challenges in the
application of framework.

FIGURE 1

Key phases of research (source: Authors, 2024).
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TABLE 1 Database search string (source: Authors, 2024).

Database

10.3389/fcomm.2025.1525899

Initial Final

Query string/keywords

set OR data collection OR database OR corpora) AND (Telegram)

Scopus TITLE-ABS-KEY (misinformation OR disinformation OR fake news OR rumors OR rumors OR misleading) AND TITLE- 2
entries
ABS-KEY (dataset OR data set OR data collection OR database OR corpora) AND TITLE-ABS-KEY (telegram)
15 entries
Web of science | TOPIC = (fake news OR misinformation OR disinformation OR rumors OR rumors OR misleading) AND (dataset OR data 5
12 entries

maintain accessibility; (2) studies had to involve Telegram as a primary
platform for data collection or analysis; (3) peer-reviewed journal
articles and conference papers were included; and (4) provide
sufficient methodological detail regarding data collection, dataset
creation or analytical techniques used to study misinformation on
Telegram. No specific starting date was selected since research on
Telegram is relatively recent. Following the screening process, 15
articles from both databases were included in the final analysis.

The literature on misinformation in Telegram research highlights
several key challenges: the lack of standardized data collection
methods, the fragmentation of analytical approaches, the limitations
in generalizability due to linguistic and cultural constraints, and
ethical concerns related to user privacy. Additionally, the evolving
nature of misinformation and the platform’s structural characteristics
make it difficult to track and analyze false narratives. While studies
employ diverse methodological techniques, their lack of integration
restricts the formation of overarching conclusions. The review also
identifies the need for validation and replication studies to enhance
research reliability and calls for the development of cross-lingual,
adaptable datasets.

A major obstacle in Telegram misinformation research is the
inconsistency in data collection methods, which leads to variations in
dataset quality and scope. Some researchers, such as Vanetik et al.
(2023), have used web scraping and crawling techniques to compile
large-scale datasets, capturing user interactions and content
dissemination patterns. Others, including Claudino de Sa et al. (2023)
and Ng et al. (2024), have implemented real-time monitoring systems,
such as MST and BATMAN, to track misinformation as it spreads
during major events. While these approaches offer valuable insights,
the absence of standardized procedures makes it difficult to compare
findings across studies or establish broader patterns.

The lack of methodological integration is another significant
limitation. Research on Telegram misinformation employs a wide
range of analytical techniques, including content analysis, sentiment
analysis, natural language processing (NLP), and machine learning
models. Studies such as those by Bodrunova and Nepiyuschikh (2022)
and Eiand Kiat (2023) apply content and sentiment analysis to assess
emotional tone and dominant narratives. Others, including
Jahanbakhsh-Nagadeh et al. (2021a) and Yang et al. (2023), leverage
NLP and machine learning to classify misinformation and evaluate
chatbot performance. Additionally, researchers like Terracciano
(2023) and Willaert et al. (2022) have introduced alternative
frameworks, such as semiotics and visual network analysis, to examine
misinformation dynamics. While these varied approaches provide
different perspectives, their lack of integration prevents the
formulation of universal conclusions.

Another challenge concerns the generalizability of findings. Most
studies focus on specific linguistic or cultural contexts, limiting their
applicability to broader misinformation trends. Comparative corpus
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analysis, such as that conducted by Maschmeyer et al. (2023) and
Boumechaal and Sharoff (2024), attempts to bridge this gap by
examining Telegram’s anti-vaccine discourse alongside general
COVID and English-language corpora. However, research remains
largely fragmented, raising concerns about whether findings from one
context can be applied elsewhere.

Ethical and privacy concerns add further complexity to Telegram
misinformation research. The platform’s encryption and privacy
settings restrict access to high-quality data (Ng et al., 2024), making
misinformation detection more difficult (Ng and Taeihagh, 2021).
Unlike many other social media platforms, Telegram lacks content
moderation, allowing misinformation to spread unchecked within
echo chambers (Bodrunova and Nepiyuschikh, 2022). Additionally,
forwarding mechanisms create cascading effects that amplify false
narratives (Terracciano, 2023), yet the private nature of many channels
makes it difficult to map misinformation flows comprehensively.

Finally, the dynamic nature of misinformation on Telegram poses
ongoing challenges. Similar to other platforms, Telegram experiences
constant shifts in deceptive tactics, requiring researchers to
continuously adapt their methods (Ahmad et al., 2019; Aimeur et al.,
2023; Mathiesen, 2019; Panda and Levitan, 2021; Moran et al., 2023).
The platforms multilingual environment further complicates
misinformation detection, necessitating cross-lingual datasets and
more adaptable analytical techniques. Given the relatively recent surge
in Telegram misinformation research, validation and replication
studies remain essential to improving reliability and ensuring
methodological rigor.

Addressing these challenges requires the refinement of data
collection strategies and the development of standardized, cross-
lingual datasets. The growing body of research highlights the need for
methodological coherence, better integration of analytical techniques,
and enhanced ethical considerations to effectively study and combat
misinformation on Telegram.

3 Conceptual framework for data
collection

The structured literature review presented in Section 2 highlights
a scarcity of conceptual frameworks explicitly designed for analyzing
misinformation on Telegram. However, numerous research approaches
have been documented for other social networking platforms,
including Facebook (Schmidt et al., 2018), X/Twitter (Castillo et al.,
2011; Horawalavithana et al., 2023) and other social media networks
(Yang et al., 2012). Non-platform-specific frameworks also offer
distinct perspectives for analyzing disinformation online (Frangois,
2019; Pamment, 2020; Wardle and Derakhshan, 2017; Bontcheva et al.,
2020). After thoroughly reviewing these methodologies, we have
adapted Zhang and Ghorbani's (2020) approach, focusing on four
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major components: (1) features of creator/spreader; (2) message
content (focus on specific topics); (3) target victims (audience); and (4)
social context. This multi-dimensional approach, tailored to analyze
the features of datasets on Telegram, helps avoid too narrow a focus
and prevents a one-dimensional interpretation of complex
disinformation phenomena. By systematically categorizing and
analyzing these facets of online misinformation, we aim to facilitate a
deeper understanding of its spread and impact on Telegram.

3.1 Features of creators/spreaders

As part of our conceptual analysis framework, malicious channels
can be defined as entities where fake news is created, published and
spread (Zhou and Zafarani, 2020). They intentionally spread deceptive
information to enhance their social influence, often driven by personal
or financial gain (Shu et al., 2020). In examining actors on online
social networks, literature frequently highlights three critical features:
(1) Creators vs. spreaders. Creators generate and trigger the spread of
disinformation, while spreaders amplify its reach. Understanding the
actors behind anti-vaccine messages is crucial, as the virality of
misinformation depends on these users (Karami et al., 2021). The
literature consistently points out that creators are often highly
motivated and capable of producing disinformation for personal or
financial gain (Patel and Constantiou, 2020); (2) Bots vs. humans. Bots
are defined as pieces of software programmed to pursue specific tasks,
which can present simple and sophisticated behavior into the network,
creating, sharing, and rating content and interacting with other users
and bots (Moguel-Sanchez et al., 2023). In this analysis, bots were
detected as they sent messages in bulk and created messages
repeatedly. Both bots and humans significantly contribute to
misinformation spread. Bots, or automated accounts, exploit online
ecosystems to disseminate false content. Despite this, research shows
that humans are still major propagators of misinformation (Schlette
et al,, 2022; Rogers, 2020; Vosoughi et al., 2018). Identifying bots is
essential, but humans’ inability to distinguish them from real accounts
leads to the inadvertent spreading of misinformation (Torabi Asr and
Taboada, 2019). The literature emphasizes that while bots increase the
volume of misinformation, humans are crucial to its spread (Wang
et al., 2019); and (3) Individual vs. Group actors. Misinformation is
propagated by both individuals and groups. Individuals, including
perceived experts and online celebrities, often blur the lines of medical
authority, leveraging their influence to spread misinformation (Harris
et al.,, 2024). Groups, such as the “disinformation dozen,” play a
significant role in disseminating large amounts of low-credibility
content, affecting public trust, especially during pandemics
(Herasimenka et al., 2023). Literature highlights that the collective
actions of these groups can significantly amplify the impact
of misinformation.

3.2 Target victims

In our conceptual analysis framework, the “target victims”
dimension identifies the audience, individuals or groups that
disinformation campaigns aim to harm (Zhang and Ghorbani, 2020).
Understanding who the target victims are is essential for assessing the
impact of misinformation and developing effective countermeasures.

Frontiers in Communication
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This study categorizes target victims based on patterns observed in
prior research on anti-vaccine misinformation and broader
disinformation strategies. The classification reflects both the frequency
and strategic intent behind misinformation campaigns, with groups
positioned based on their societal roles and the nature of
their targeting.

1 Activist groups are often targeted because they advocate for
social, political, or legal changes, making them a frequent focus
of actors seeking to discredit or disrupt movements (Shahid
etal., 2022). Their visibility and engagement in public discourse
make them susceptible to misinformation designed to erode
trust in their causes.

2 Individual victims can also be directly targeted, whether they
are part of online communities or not. Smear campaigns
frequently focus on single persons, aiming to damage their
reputations and delegitimize their work (Lee, 2018). This
includes journalists, scientists, and public figures whose
influence threatens misinformation narratives.

3 Political entities, including political parties and politicians, are
another major category of victims. Disinformation campaigns
often seek to manipulate electoral outcomes or erode public
trust in governance by spreading false information about
political figures (Shahid et al., 2022). Given the direct impact
of political misinformation on democratic processes, these
actors are consistently targeted.

4 Scientific and medical communities face significant targeting,
particularly in the context of health misinformation. During
the COVID-19 pandemic,
professionals were frequently attacked to undermine public

researchers and medical

trust in vaccines and health measures. The spread of false

information about scientific institutions is often intended to
delegitimize  expertise =~ and  promote  alternative,
misleading narratives.

5 Social identity groups, defined by characteristics such as race,
ethnicity, gender, social class, sexual orientation, or religious
beliefs, are frequent targets of misinformation designed to
deepen societal divisions. By exploiting existing tensions,
malicious actors can manipulate public opinion and behavior,
reinforcing polarization and hostility (Shahid et al., 2022;

Lee, 2018).

This categorization balances specificity with comprehensiveness,
ensuring that the analysis captures the primary ways misinformation
operates across different societal domains. The order reflects a
progression from structured organizations (activist and political
groups) to individual and institutional targets, concluding with the
broadest category—social identity groups—whose targeting has wide-
ranging implications for societal cohesion.

3.3 Message content

As part of our conceptual analysis framework, the dimension of
“message content” encompasses both linguistic and visual semiotic
resources employed in disinformation campaigns to engage and
mislead audiences. In this context, visual elements, such as images,
typography, layout, and design choices, function as salient
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communicative modes that shape how users perceive and interact
with misinformation (van Leeuwen, 2005; Kress and van Leeuwen,
2006). These multimodal resources contribute to the persuasive power
of disinformation by directing attention, evoking emotions, and
reinforcing ideological frames.

A particularly relevant feature is attention-capturing strategies,
including clickbait headlines, hashtags, and image-text juxtapositions
(Lee, 2018). These elements, often strategically designed to trigger
curiosity or emotional reactions, align with Dimitrova’s (2011) work
on media framing and visual priming, where the presentation of
information significantly influences audience interpretation. For
instance, the use of provocative headlines or manipulated images can
frame misinformation in a way that enhances its credibility and virality.

In most cases, the actors in the anti-vaccination movement employ
a multimodal content strategy that includes text, images, audio, video
and interactive elements, making their messages accessible and engaging
(Wawrzuta et al., 2021). Several tactics include document manipulation,
which involves creating misinfographics and recontextualizing media to
mislead audiences (Harvard Kennedy School Shorenstein Center on
Media, Politics and Public Policy, 2023). Additionally, evidence collage
compiles information from multiple sources into a single document to
persuade the target audience, while distributed amplification involves
campaign operators directing participants to widely disseminate
materials, complicating mitigation efforts and overwhelming the
information ecosystem (Krafft and Donovan, 2020).

Research indicates that the effectiveness of disinformation is less
about the dissemination of technologies and more about the emotional
and cognitive reactions they evoke (Martel et al., 2020; Horner et al.,
2023). Cognitive biases and societal influences play significant roles
in how misinformation is perceived and retained, making it essential
to address these aspects in combating misinformation. Hence, the
visual content includes opinions and sentiments that create polarity
and influence views through trolling, memes, and viral slogans. This
content leverages strong emotional appeals to make messages more
sensational and memorable (Wawrzuta et al., 2021). Anti-vaccination
discourse often involves narrative persuasion, where storytelling is
used to engage audiences more effectively than factual arguments,
reducing critical thinking and increasing susceptibility to
misinformation (Covolo et al., 2017). Emotional appeals and personal
stories attract attention and can lead to inaction regarding vaccination
by leveraging fears and uncertainties (Guidry et al., 2015). Cultural
values and personal freedom are emphasized to resonate with those
skeptical of mainstream health information (Benecke and DeYoung,
2019), and anti-vaccine sites often imply false credibility or scientific
authority to enhance their legitimacy (Davies et al., 2002).

Linguistic content will be analyzed through various dimensions
to understand the themes and narratives used in misinformation.
These dimensions include conspiracy theories, where misinformation
involves elaborate conspiracy theories that undermine trust in official
sources and institutions (Oliveira et al., 2022; Pierre, 2020). Political
content can be politically motivated, aiming to influence public
opinion or disrupt political processes (Sanchez-Castillo et al., 2023).
Extremism promotes radical ideologies, while hate speech targets
specific races, genders, religions, or political groups, inciting violence
or discrimination (Koehler, 2023; Chen, 2024). Testimonials and
captious language, such as using personal stories to elicit emotional
reactions and sway opinions, often trap readers with subtly deceptive
reasoning (DiResta, 2018). Emotion contagion manipulates emotions
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to trigger negative responses, and cloaked science uses scientific
jargon to lend credibility to false claims (Herasimenka et al., 2023).
By leveraging both linguistic and visual semiotic resources,
disinformation campaigns effectively manipulate audience perception
and engagement. Future research should focus on cross-platform
comparative analyses and the development of automated detection
tools that account for the multimodal nature of disinformation. As
digital media environments evolve, interdisciplinary approaches will
be essential for mitigating the spread of misleading content and
enhancing public resilience against information manipulation.

3.4 Social context

The social context of misinformation refers to the broader
environment in which false or misleading information spreads. This
encompasses the interaction between users, the technological landscape
shaping information flows, and the political and societal conditions that
influence how misinformation is produced, shared, and received. The
social context is essential in understanding why misinformation gains
traction, as it determines the speed, scale, and impact of false narratives
across different communities and platforms (Castillo et al., 2011). One
key aspect of social context is the interaction between users within
digital communication spaces. Misinformation does not spread in
isolation—it moves through networks of individuals, groups, and online
communities where social relationships, trust dynamics, and
engagement patterns determine its reach and persistence (Olteanu et al.,
2018). Social media platforms and messaging applications structure
these interactions through algorithms, content-ranking mechanisms,
and platform-specific policies, all of which influence how information
is shared, debated, and reinforced within different communities.
Additionally, shifts in content moderation, changes in platform
ownership, and evolving user norms can alter the ways misinformation
circulates, making the temporal dimension of the social context a
crucial factor to consider (Skafle et al., 2022).

The technological environment further shapes the social context
of misinformation. The stage of technological development determines
the tools available for creating, distributing, and countering
misinformation. The rise of artificial intelligence, deepfake technology,
and algorithmically driven content recommendation systems has
transformed the landscape of misinformation, making it more
sophisticated and difficult to detect (Martinez, 2023). Additionally, the
increasing use of encrypted messaging apps, private forums, and
decentralized platforms challenges traditional fact-checking and
intervention efforts, as these environments offer reduced visibility and
minimal content regulation (Cowden and Yuval-Davis, 2022).

Beyond digital infrastructure, the political and societal climate
significantly influences misinformation dynamics. Certain periods,
such as crises, elections, and contentious social debates, create
conditions where misinformation spreads more rapidly and exerts
greater influence. During crises, uncertainty and urgency drive people
to seek information quickly, often before verification processes can
take effect, making them more susceptible to false narratives
(Clemente-Sudrez etal., 2022). Election cycles amplify misinformation,
as actors seeking to manipulate public opinion exploit digital
platforms to shape perceptions, attack opponents, or suppress voter
engagement (Seckin et al., 2024). Additionally, wedge issues—deeply
divisive topics related to identity, ideology, or social policy—fuel
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misinformation campaigns designed to deepen polarization and
reinforce preexisting biases (Martinez, 2023).

By examining misinformation through the lens of social context,
encompassing communication structures, technological development,
and political conditions, researchers can better understand the factors
that enable its spread and persistence. Addressing misinformation
effectively requires approaches that account for how these contextual
dimensions interact and evolve.

4 Testing the applicability of the
conceptual framework

We assess the applicability of the conceptual framework by
evaluating its utility within the context of the antivaccination
community on Telegram. This section presents the methodology
employed and the results obtained from this evaluation.

4.1 Methodology

4.1.1 Data collection and extraction methods
To test the applicability of our conceptual framework, we examined
the antivaccination community on Telegram. We collected channels by

» « .

searching Telegram with keywords such as “covid,” “covid19;” “vaccines,”

» « » < » «

“anti-vax,” “covid vaccination complications,” “vaccine victims;” “vaccine
injuries;,” and “Pfizer”” The data collection took place in December 2023.
To ensure a comprehensive sample, we also employed a snowballing
method, a well-established technique in Telegram research (Peeters and
Willaert, 2022). This method assumes that if a channel forwards a
message from another channel, a meaningful relationship exists between
them. Additionally, Telegram channel links were retrieved from
Facebook communities identified through similar keywords. Our web
crawling efforts yielded an extended list of 151 channels. From these
channels, we acquired all the messages, focusing on the first 50 messages
from each channel. This resulted in a dataset of 7,550 messages, including
original contributions in English and Lithuanian, as well as forwarded
messages in English from international channels.

4.1.2 Data labeling approach

The messages were labeled according to the conceptual model
discussed in Section 3, which includes the following categories: (1)
Features of spreaders/creators: Malicious vs. Non-Malicious, Individual
vs. Group, Human vs. Bot; (2) Target victims: activist, political, scientific/
medical, minorities, undetermined; (3) Message content: linguistic
(Conspiracy, Politics, Extremism, Hate speech, Captious language,
Emotion contagious, Testimonial, Trolling, Others) and visual/
multimodal ~ strategies (Document manipulation, discourse
manipulation, Evidence collage, distributed amplification, Cloaked
science); and (4) Social context: active Crisis, Breaking News Event,
Election Period, Wedge Issue. Three coders independently and manually
labeled each message in the channel from March to May 2024. The
subcategories were further detailed into smaller sections. The coding

process was facilitated using Label Studio,' where annotators could tag

1 https://app.heartex.com
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channels and messages, and include comments and questions. Early
annotation stages involved discussions among project members to
refine the coding scheme. Up to 5% of messages were undefined and
could not be analyzed. A codebook was maintained to document the
annotations and any comments by annotators.

4.1.3 Statistical analysis

Profiling channels based on misinformation is a complex,
resource-intensive process that needs not only clear definitions and
reliable data but also reliable statistical analyses. To analyze the labeled
messages, the statistical package JAMOVT], version 2.6.13 was applied.
The sub-categories (e.g., non-malicious, activist, conspiracy, document
manipulation, active crisis) were entered as variables, and the number
of messages in each channel in each sub-category was entered as data.
For the sub-category “malicious;,” a new variable was computed,
summing up malicious creators, spreaders, and those that were labeled
as undetermined. Based on the number of both labeled as malicious
and non-malicious messages in all the channels (n = 151), a latent
profile analysis was performed to test how many classes (profiles) can
be identified in the whole sample of channels. Afterwards, differences
between the identified classes of channels were analyzed concerning
previously established four categories with a specific focus
on subcategories.

4.1.4 Ethical considerations

All data collected were anonymized to protect the identities of
individuals involved. Only public channels were accessed, with no
attempts to enter private channels or chats. Messages, texts, and images
shared on social media are considered part of the public domain. Data
collected were publicly posted on Telegram, assuming that users expect
the virtual space to be open to the public. However, channel names were
replaced with codes to ensure privacy and ethical integrity.

4.2 Results

4.2.1 Preliminary analysis of data labeling
approach

The preliminary analysis of the 7,550 messages from 151 anti-
vaccination Telegram channels is structured around four primary
dimensions: features of spreaders/creators, target victims, news
content, and social context (Table A1).

Features of spreaders/creators: a significant number of messages
were labeled as non-malicious (3,158), while 1,626 messages were
identified as malicious. Only a few messages were classified as
malicious creators (5) and none as malicious spreaders. It was
challenging to differentiate between spreaders and creators based
solely on message content, so the rest of the messages remained
unclassified due to insufficient context. When distinguishing between
individual and group actors, only six messages were identified as
individual, and one as a group, with 553 remaining unclear. Similarly,
identifying whether the actor was human or a bot was difficult,
resulting in only four messages being labeled as human, none as bots,
and 544 as unclear. The significant number of “unclear” labels
highlights the difficulty in determining the nature of the spreader/
creator without additional context.

Target victims were categorized as Activist, Political, Scientific/
medical, Minorities, and Others. A considerable number of messages
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could not be clearly labeled, indicating challenges in identifying the
specific targets of disinformation campaigns. Only one message
targeted activists, two targeted political entities, 14 targeted the
scientific/medical community, and two fell into the “Others” category,
leaving 1,611 messages undetermined. The predominance of
“undetermined” labels suggests a need for more detailed content to
accurately identify target victims.

Message content was divided into linguistic (text-based context)
and visual/multimodal categories. Among the linguistic content,
conspiracy theories (1,235), politics (105), and testimonials (141) were
more frequently identified, whereas extremism (6) and hate speech
(21) were less common. In the visual/multimodal category, evidence
collages (1,194) and discourse manipulation (67) were prevalent,
while cloaked science (17) and distributed amplification (25) were less
frequently observed. While some categories like “Conspiracy” and
“Evidence collage” had substantial data, others like “Extremism” and
“Cloaked science” were less frequently identified, indicating variability
in content types.

Social context was categorized as Active Crisis, Breaking News
Event, Election Period, and Wedge Issue. Labeling in these contexts
also presented challenges, with many messages lacking sufficient
information to determine the context accurately. The analysis showed
a higher frequency of messages related to active crises (1,117) and
breaking news events (270), suggesting that disinformation campaigns
often exploit these contexts. Wedge issues (218) and election periods
(27) were less frequently identified but still significant.

4.2.2 Latent profile analysis

Latent Profile Analysis (LPA) was conducted to investigate
unobserved heterogeneity in online content: based on the data of both
labeled as malicious (1631) and non-malicious (3,158) messages in
each channel, it was tested how many classes (profiles) can
be identified in the whole sample of channels (n = 151). In this study,
tidyLPA within JAMOVI 2.6.13 was used to explore a series of latent
profile solutions. This package in R is designed to generate finite
mixture models that identify unobserved subgroups (i.e., latent
classes) based on continuous indicators. The models tested ranged to
several classes, and it was focused on the best-fitting two-class solution
according to a set of criteria. Multiple fit indices were considered,
including the Akaike Information Criterion (AIC), Approximate
Weight of Evidence (AWE), Bayesian Information Criterion (BIC),
Classification Likelihood Criterion (CLC), Kullback Information
Criterion (KIC), the sample-size-adjusted BIC (SABIC), and
Integrated Completed Likelihood (ICL) to determine which of four
competing two-class models offered the best balance of fit and
parsimony. Table A2 displays the overall fit metrics for each model. In
JAMOVT, the final selection of the model was guided by an analytic
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hierarchy process (AHP), a methodology that integrates multiple fit
indices to recommend an optimal solution. The results indicated to
selection of a model (Nr. 6) which achieves the smallest BIC
(BIC = 2820.0), exhibits a comparatively high log-likelihood value
(—1382.0), the lowest AIC (2786.0), the second-lowest SABIC
(2785.0), and the most negative ICL (—2845.0), implying that this
profiling provides a strong overall fit while retaining parsimony.
Furthermore, in LPA, each participant receives a posterior probability
of belonging to each latent class. For the final selected profiling model,
the smallest of these average probabilities is 0.85522, and the largest is
0.93014, and these values signify that, on average, messages are
assigned to their most likely class with an 85.5-93.0% probability,
reflecting satisfactory classification quality. Additionally, the
proportion of messages assigned to each class ranges from 0.38411 to
0.61589, providing a roughly 38-62% split in class sizes, indicating
that neither class is disproportionately small, and reducing potential
concerns about unstable solutions or spurious classes. Thus, this
profiling model was chosen for all subsequent interpretation and
reporting of parameter estimates, and this solution identified two
latent classes, or profiles, each characterized by distinct estimates of
the observed indicators (malicious and non-malicious messages)
included in the analysis. Table 2 presents the final parameter estimates
(i.e., means and variances) and associated statistics for both latent
classes; in the context of LPA, the provided means are the model-
estimated average values of each indicator (in this case, Not malicious
messages and Malicious messages) for each of the two latent classes.

Latent Class 1 contains approximately 38.4% of the channels
(specifically, 58 channels). This profile is characterized by lower scores
on Not malicious (M = 30.40) content and higher scores on Malicious
(M = 45.80) content. Latent Class 2 comprises roughly 61.6% of the total
channels (specifically, 93 channels). In contrast to Class 1, Class 2 exhibits
substantially higher Not Malicious content scores (M = 84.30) and lower
Malicious scores (M = 23.40). Hence, Class 2 appears to have a much
stronger inclination with Not malicious content and a diminished
tendency toward Malicious content relative to the other group. Across
both classes, the means of Not malicious and Malicious differ substantially
in magnitude. Moreover, the standard errors (SE = 4.72-8.90) and the
P <0.001 suggest robust differences between the two classes. This
distinction is supported by an entropy of 0.764, which falls into the range
typically considered indicative of good separation in LPA, meaning that
the classes are differentiated with relatively low misclassification error.
Figure 2 demonstrates a line plot of latent profiles of Telegram channels
based on anti-vaccination messages.

From a substantive perspective, the presence of two distinct
classes suggests that the channels divide into a group that rates
relatively high on Malicious and lower on Not malicious (Class 1)
content, dimensions contrasted with a group showing the reverse

TABLE 2 Latent profile analysis: parameter estimates for the two-class solution for 151 channels.

Category Parameter Class 1 Class 2
Mean Mean

Not malicious messages 30.40 4.72 84.30 4.39 <0.001
Means

Malicious messages 45.80 8.90 23.40 1.77 <0.001

Not malicious messages 502.40 110.31 502.40 110.31 <0.001
Variances

Malicious messages 441.60 93.99 441.60 93.99 <0.001

SE, Standard error.
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pattern (Class 2), although LPA is an exploratory approach that does
not, by itself, explain why these profiles emerge. Thus, the findings
revealed the existence of two latent profiles in the data, distinguished
primarily by their patterns on Not malicious and Malicious messages.

After establishing two latent classes via Latent Profile Analysis
(LPA), an independent samples T-test was conducted to examine
mean differences between Class 1 (n = 58) and Class 2 (n =93)
across a variety of variables. The t-test compared the actual
observed values (e.g., Undetermined target, Active crisis, Breaking
news events) recorded in the dataset for each channel in Class 1 vs.
Class 2; the means provided below represent the average scores of
messages when splitting dataset into two groups based on each
channel’s most likely class assignment and then computing regular
descriptive statistics. Overall, several variables did yield statistically
significant group differences between Class 1 and Class 2 (Table 3).
Firstly, the Undetermined target was significantly higher in Class 1
(M = 46.33, SD = 28.58) exceeding Class 2 (M = 23.08, SD = 12.94).
Another significant mean difference emerged for Active crisis: Class
1 (M =39.34, SD = 31.64) was significantly higher than Class 2
(M =11.51, SD=11.75), also suggesting a very large effect.
Although the effect size was more moderate, Class 1 (M = 3.69,
SD = 5.87) scored lower on Breaking news events than Class 2
(M = 6.41, SD = 7.08), (negative indicating Class 2 > Class 1). Class
1 scored lower (M =1.22, SD =2.17) than Class 2 (M = 2.63,
SD = 3.66) on the Type of activism: Politics, indicating a moderate
effect. However, Class 1 was substantially higher (M =41.33,
SD =29.88) on Type of activism: Conspiracy relative to Class 2
(M = 14.05, SD = 11.50), this was one of the largest observed
effects in the analysis. Class 1 also demonstrated higher means on
Trolling (M = 1.64, SD = 4.98) than Class 2 (M = 0.16, SD = 0.47),
as well as consistently higher scores on Discourse manipulation
(e.g., Cloaked science, Evidence collage, Captious language,
Testimonial). Notably, Discourse manipulation: Evidence collage had
a large effect size, with Class 1 (M =33.83, SD =23.13) far

804
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2 - 1
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404
T T
Notmalicious Malicious
Variable
FIGURE 2
Latent profiles of Telegram channels based on anti-vaccination
messages: line plot.
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exceeding Class 2 (M = 17.43, SD = 11.34). Class 1 also scored
higher on Identity Unclear (M = 12.90) and Human vs bot- Unclear
(M =13.33) than Class 2 (M = 8.96 and 9.24, respectively). The rest
of the comparisons, including those for various hate speech
indicators, types of targeted groups, and other manipulation
tactics, did not reach statistical significance (ps > 0.05) and these
null results may indicate insufficient statistical power to detect
smaller effects.

Overall, the T-test results indicate clear differences between the
two latent classes in terms of misinformation characteristics and
thematic emphasis. Class 1 demonstrates significantly higher scores
in several key dimensions, including Undetermined target, Active
crisis, Trolling, Conspiracy, Individual identity, and specific
Discourse manipulation techniques such as Evidence collage,
cautious language, and Testimonial strategies. These findings suggest
that Class 1 is more engaged in deceptive, emotionally charged, and
manipulative discourse, associated with conspiracy-driven
narratives. The prominence of trolling and identity-based targeting
in this class highlights a strategic use of misinformation aimed at
provoking reactions, deepening divisions, or discrediting individuals
and groups. In contrast, Class 2 displays lower or near-zero scores in
these categories but is significantly more likely to reference Breaking
news events and Political topics. This suggests that Class 2 may
be more aligned with real-time information-sharing behaviors,
focusing on current events rather than engaging in manipulative or
deceptive tactics. However, while their references to political themes
could be neutral or factual, further qualitative analysis would
be necessary to determine whether this class also contributes to
political misinformation or simply reacts to political discourse.

The large effect sizes observed across these variables underscore
the pronounced differences between the two groups. These findings
are particularly relevant because they validate the latent profile analysis
(LPA)-derived classifications, confirming that the two latent profiles
are not arbitrary but represent statistically meaningful distinctions in
misinformation behaviors and themes. The fact that these distinctions
hold across a subset of key variables suggests that each class represents
a cohesive behavioral pattern, with Class 1 leaning toward
manipulative, crisis-oriented, and conspiracy-driven content, while
Class 2 focuses more on political and breaking news narratives.

The results of this study underscore the complexity and variability
in anti-vaccination content on Telegram and highlight the need for
refined analytical techniques and improved frameworks for
categorizing and understanding misinformation.

5 Discussion

This study sheds light on the spread of misinformation within
anti-vaccination Telegram channels, emphasizing both the utility and
limitations of the applied conceptual framework. Identifying creators
versus spreaders through message content alone was challenging,
aligning with Leader et al. (2021) and many messages remained
unclassified due to insufficient context, underscoring the need for
more data that includes metadata and user behavior patterns.
Similarly, identifying target victims was difficult, with many messages
unclassified, as target victims are seldom explicitly mentioned
(D’Ulizia et al., 2021), suggesting the necessity for additional context
or integrated data sources. In terms of message content, conspiracy
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TABLE 3 Independent samples t-test statistically significant results comparing Class 1 (n = 58) and Class 2 (n = 93).

Variable t (149)

Mean diff.

SE diff. 95% ClI Cohen's d 95% ClI (d)

(diff.)

Features of spreaders/creators

Individual identity 2.24 0.027 0.052 0.023 [0.006, 0.097] 0.37 [0.04, 0.70]
Identity: unclear 2.07 0.040 3.94 1.91 [0.17,7.71] 0.35 [0.01, 0.68]
Human vs. bot - unclear 222 0.028 4.09 1.84 [0.45, 7.73] 0.37 [0.04, 0.70]
Number: unclear 2.23 0.027 4.15 1.86 [0.47,7.82] 0.37 [0.04, 0.70]
Target victims

Undetermined 6.82 ‘ <0.001 ‘ 23.25 3.41 [16.51,29.99] 1.14 [0.79, 1.49]
Message content

Trolling 2.84 0.005 1.48 0.52 [0.45, 2.50] 0.48 [0.14, 0.81]
Politics —2.66 0.009 —1.41 0.53 [-2.46, —0.36] —0.44 [-0.78, —0.11]
Conspiracy 7.92 <0.001 27.27 3.44 [20.47, 34.08] 1.33 [0.96, 1.68]
Cloaked science 2.08 0.039 0.31 0.15 [0.02, 0.60] 0.35 [0.02, 0.68]
Evidence collage 5.81 <0.001 16.40 2.82 [10.82,21.97] 0.97 [0.63, 1.32]
Captious language 2.30 0.023 0.47 0.21 [0.07, 0.88] 0.38 [0.05, 0.72]
Testimonial 4.38 <0.001 4.11 0.94 [2.26,5.97] 0.73 [0.39, 1.07]
Discourse manipulation, overall 2.72 0.007 1.53 0.56 [0.42, 2.65] 0.45 [0.12,0.79]
Social context

Breaking news event 245 0.016 —2.72 111 [—4.91, —0.52] —0.41 [—0.74, —0.08]
Active crisis 7.69 <0.001 27.84 3.62 [20.69, 34.99] 1.29 [0.93, 1.64]

Negative t-values and negative mean differences indicate higher means for Class 2 than Class 1. CI, Confidence Interval. The mean difference reflects (Class 1-Class 2). Omitted rows represent

variables for which p > 0.05.

theories and evidence collages were prevalent, reflecting Wawrzuta
et al. (2021), with the significant presence of emotional appeals and
personal stories indicating the psychological dimensions of
misinformation, which require targeted strategies to address.
Misinformation frequently exploits active crises and breaking news
events, leveraging high public interest and uncertainty to spread
rapidly, making it crucial to understand these contexts for developing
timely, context-specific interventions. Another key finding is the
distinction between malicious and non-malicious misinformation
channels, which became evident through latent profile analysis (LPA)
and t-test results. These findings suggest that misinformation can
have different forms—some actors actively manipulate narratives for
ideological or disruptive purposes, while others participate in
information-sharing with varying degrees of accuracy and intent.

Based on the statistically significant comparisons between the
channels, several clear patterns emerge:

5.1 Features of creators/spreaders

Class 1, which can be described as a more malicious profile,
reported higher levels of ambiguous or unclear identity of spreaders/
creators (Individual Identity, Identity: Unclear, Human vs. bot:
Unclear, Number: Unclear). Although modest in magnitude
(d = 0.35-0.37), these findings suggest Class 1 misinformation may
stem from (or emphasize) uncertain, difficult-to-trace sources. The
literature review highlights that humans’ inability to distinguish bots
from real accounts leads to the inadvertent spreading of
misinformation (Torabi Asr and Taboada, 2019; Schlette et al., 2022;
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Rogers, 2020; Vosoughi et al, 2018). The results highlight the
importance of engagement metrics, timestamps, and interaction
patterns in distinguishing between malicious and non-malicious
misinformation actors. Analyzing content alone is insufficient for
differentiating between systematic disinformation efforts and organic
information-sharing.

5.2 Target victims

“Undetermined” target victims showed one of the largest gaps
(d =1.14), indicating Class 1 (more malicious profile) content is
significantly more likely to remain vague about intended targets or
victims. The results differ from previous research (Lee, 2018; Shahid
et al.,, 2022), where clear strategic intents toward different audience
groups were identified. Since the target audience is rarely explicitly
mentioned, expanding the framework to include cross-platform data
sources or indirect signals of targeting can improve accuracy.
Malicious channels, in particular, exhibited higher engagement in
identity-based misinformation, suggesting the need for better
indicators of implicit targeting strategies.

5.3 Message content

Conspiracy content emerged as a major distinction (d = 1.33), as
Class 1, a more malicious profile, is substantially more likely to include
conspiratorial messages. Evidence collage (d = 0.97), Testimonial
framing (d = 0.73), and Cloaked science (d = 0.35) likewise appear
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more frequently in Class 1. Trolling (d = 0.48) and Captious language
(d = 0.38) are also higher in Class 1, suggesting more confrontational
or misleading rhetorical strategies in a more malicious profile. In
contrast, Politics (d = —0.44) is higher in Class 2, implying that
politically oriented messaging is more central to Class 2 (less
malicious) than Class 1. The results are in alignment with other
studies, which claim that anti-vaccination movements employ
multimodal content strategies and document manipulation (Wawrzuta
et al., 2021; Krafft and Donovan, 2020; Martel et al., 2020; Horner
etal., 2023).

5.4 Social context

Active crisis (d = 1.29) is strongly elevated in Class 1, consistent
with the large effect sizes seen for conspiracy-related messages (in
alignment with the results of Clemente-Sudrez et al., 2022; Seckin et al.,
2024). However, Breaking news events (d=—0.41) are more
characteristic of Class 2, indicating that Class 2 (less malicious)
communications are likelier to connect to immediate, unfolding events.
Less malicious Class 2 content, meanwhile, tends more toward political
discussion and references to breaking news. These findings suggest two
qualitatively distinct styles or “profiles” of misinformation/
disinformation activity. Given that misinformation spreads differently
depending on the social and political climate, the framework should
incorporate real-time contextual factors, such as ongoing crises,
election cycles, and wedge issues. This would allow for dynamic
misinformation tracking, that accounts for how malicious actors
exploit high-interest events to amplify false narratives. Lastly, since
malicious channels exhibited significantly different engagement
strategies compared to non-malicious ones, refining the framework by
incorporating behavioral markers of coordinated activity (e.g., bot-like
posting patterns, repeated message forwarding) can improve
classification precision.

Our study has several limitations. Focusing solely on public
Telegram channels may overlook significant misinformation
activities occurring in private or semi-private groups, which often
serve as key vectors for misinformation spread. Additionally,
reliance on message content alone limited our ability to capture
underlying intent and actor motivations, highlighting the need for
metadata and engagement pattern analysis. The manual annotation
process, while thorough, was also time-consuming and subject to
potential bias, emphasizing the importance of automated detection
tools in future research.

The dynamic nature of misinformation, especially within
malicious channels, further underscores the need for continuous
updates to the framework. The significant differences identified
between the two classes suggest that countermeasures may need to
be tailored accordingly, for example, addressing conspiracy-driven
content with credibility-based interventions, while managing
breaking news misinformation through real-time verification efforts.
Misinformation tactics evolve rapidly, often in response to current
events, fact-checking efforts, and platform policies, requiring
adaptive methodologies that can detect emerging manipulation
strategies in real time. Future research should compare malicious and
non-malicious misinformation sources using cross-platform analyses,
integrating verified medical news sources as control data to enhance
reliability in identifying misinformation.
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6 Conclusion

This study offers an in-depth examination of the role Telegram
plays in the dissemination of misinformation, focusing on the
methodological challenges and the development of a conceptual
framework for profiling malicious channels. By addressing the unique
features of Telegram, such as its end-to-end encryption and the
diversity of its communication channels, this research highlights the
complexity of tracking and analyzing misinformation on this platform.
Malicious channels exhibit higher engagement with crisis-driven
misinformation, conspiratorial content, trolling, vague or unidentifiable
sources, and undetermined targeting. They rely on discourse
manipulation techniques such as Evidence Collage, Captious Language,
and Testimonial Strategies, indicating a deliberate intent to mislead.
Malicious channels tend to promote deceptive, misleading, or
manipulative content, often including conspiracy theories, fabricated
claims, or highly emotional narratives designed to provoke strong
reactions. Malicious channels often use trolling, inflammatory rhetoric,
or fear-based messaging to encourage engagement.

In contrast, not-malicious channels primarily focus on Breaking
News Events and Political discussions, with minimal use of deceptive
framing or manipulative discourse. Not-malicious channels focus on
factual reporting, discussion, or opinion-sharing without intentional
distortion. Non-malicious channels have more organic dissemination
patterns, with less frequent resharing of misleading content and a
greater emphasis on original analysis or discussion. They are more
likely to cite sources, provide context, and use measured language,
even when discussing controversial topics.

The statistical findings confirm large-effect differences between
the two groups, supporting the need for context-specific
misinformation detection strategies. Identifying patterns in
manipulation techniques, crisis exploitation, and engagement
behaviors can enhance misinformation mitigation efforts, allowing for
more targeted fact-checking and content moderation approaches.

Future work will focus on refining data collection methods,
integrating metadata and user behavior analysis using Al, and
continuously updating the framework to adapt to evolving
misinformation tactics. This approach will contribute significantly to
safeguarding information integrity in digital spaces.
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Appendix

TABLE Al Descriptive analysis of labeled dataset (source: Authors, 2024).

10.3389/fcomm.2025.1525899

Actors Target Content Context
Non-malicious 3,158 | Activist 1 Non-physical Active crisis 1,117
Malicious 1,626 Political 2 Conspiracy 1,235 Wedge issue 218
Malicious creator 5 Scientific/medical 14 Politics 105 Breaking news event 270
Malicious spreader 0 Minorities 0 Extremism 6 Election period 27
Individual 6 Others 2 Hate speech 21
Group 1 Undetermined 1,611 Testimonial 141
Unclear 553 Captious language 36
Human 4 Emotion contagious 30
Bot 0 Others 93
Unclear 544 Physical

Document manipulation 41

Discourse manipulation 67

Evidence collage 1,194

Distributed amplification 25

Cloaked science 17

TABLE A2 Latent profile analysis of channels (n = 151): the overall fit metrics for each model.
Model Classes Logik AIC AWE BIC CAIC CLC KIC SABIC ICL Entropy
1 2 —1425 2863 2939 2884 2891 2850 2873 2862 —2920 0.665
2 2 —1401 2819 2917 2846 2855 2803 2831 2818 —2874 0.724
3 2 —1422 2860 2947 2885 2893 2846 2871 2859 —2926 0.615
6 2 —1382 2786 2906 2820 2831 2766 2800 2785 —2845 0.764
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