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This perspective contribution takes stock of recent research conducted through 
the theoretical lens, grounded in science and technology studies (STS) and more 
specifically infrastructure studies, which I have previously defined as “infrastructuring 
digital sovereignty” (Musiani, 2022). With this concept, I address “digital sovereignty” 
beyond its strictly legal interpretations and its rhetorical uses in political discourses 
by understanding it “from within” as an ongoing series of negotiations, practices, 
struggles, and controversies embedded in infrastructures, their creation, their 
development, and their maintenance. The contribution will discuss how, via two 
recently started projects, French and global interdisciplinary teams seek to provide 
an empirical and theoretical understanding, informed by the social sciences, of 
digital sovereignty as a set of processes and co-constructed techniques, practices, 
and norms “in the making.”
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1 What is meant by “digital sovereignty”? A notion in 
the making

The notion of “digital sovereignty” (DS) is increasingly mobilised not only by a variety of 
actors to describe various forms of independence, control, and autonomy by states but also by 
quasi-states and even less formal political entities over digital infrastructures, technologies, 
and data forming the internet. This kind of claim was first made by so-called “authoritarian” 
regimes such as China and later Russia (Zeng et al., 2017; Litvinenko, 2021). However, various 
actors in liberal democracies around the world are currently also mobilising the DS concept 
to emphasise their aim of increasing their self-determination with regard to digital technologies 
and services (Floridi, 2020).

In addition, over the last decades, states have made it possible to enforce national laws and 
undertake governmental interventions in the digital sphere—and they have successfully 
convinced their citizens that sovereignty is necessary to protect “vital goods” ranging from 
security to prosperity, cultural norms, diversity, and media control (Heidebrecht, 2023). In 
many countries, citizens today expect their governments to protect these goods and their 
rights, for instance, by strengthening privacy online or countering online disinformation and 
cybercrime. As a result, the DS concept has become a powerful political discourse for the state 
to become once more a relevant category in the development and global governance of digital 
infrastructures and digital services.
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The DS concept is also increasingly mobilised by “quasi-states” 
entities such as indigenous first nations in America and Oceania, 
autonomous regions such as Quebec (Canada), or even civil society 
collectives in order to articulate their claims for increasing people’s 
capacity for self-determination in the digital sphere both vis-à-vis 
powerful economic players and dominant state actors. The DS concept 
is acquiring yet new facets as it is increasingly associated with 
pervasive technologies, from artificial intelligence to the internet of 
things. DS discourses are attracting increasing attention by scholars of 
digital governance; however, with few notable exceptions (e.g., 
Couture and Toupin, 2019; Pohle and Thiel, 2020), we  still lack 
systematic assessments of DS claims and their political and 
technological consequences, such as the possible decentring of power 
hegemonies concerning the internet, as well as its increased 
fragmentation (Pohle and Voelsen, 2022; Perarnaud et al., 2024).

2 Flows and frontiers: towards a study 
of practices (and technologies) of 
digital sovereignty

Digital services and infrastructures play a growing role in the 
government of populations, with implications for issues as diverse as 
data management, economic competition, regulation of the public 
sphere, or surveillance and security. “Digital governance” is the 
administration and design of these technologies as an extension of 
internet governance (DeNardis, 2014; Radu, 2019; DeNardis et al., 
2020). It involves a diversity of private and public actors as well as 
national and international institutions, which take part in the process 
of direct regulation but also technical standardisation, maintenance, 
and innovation. Together, these shape a digital “normative order” 
(Kettemann, 2020), which manifests an evolving balance of power 
between stakeholders.

At the dawn of the digital age, both Western democracies and 
socialist authoritarian states perceived emerging informatisation and 
digitalisation technologies as a strategic issue of national sovereignty 
and a “soft power” tool in the Cold War competition. For example, in 
the 1960s and 1970s, the French state implemented industrial 
strategies aimed at creating a system of European computers involving 
East European socialist countries and the Soviet Union in order to 
contest US technological hegemony, considered threat to national 
sovereignty (Gouarné and Kirtchik, 2022). Telecommunication 
networks, created during this first phase, embodied distinctive cultural 
visions and political projects: the DARPA by the US military (Edwards, 
1996), the National Automated System of Economic Information 
(OGAS) in the Soviet Union (Peters, 2016), and the Minitel in France 
(Masutti, 2020). At the same time, the postwar decades were marked 
by an increasing homogenisation of techniques and the formation of 
global standards in telecommunication and information technologies 
through the activities of international bodies. Multiple programmes 
of technical cooperation between the capitalist West and the socialist 
East, driven by the need to modernise and catch up with more 
technologically advanced nations, contributed to their alignment with 
global standards (Zakharova, 2020). Since the 1990s, dominant 
approaches to digital governance have relied on a liberal paradigm 
based on notions of “free flow of information” and self-organised 
networks (Loveluck, 2015). Such perspectives were in line with widely 
shared perceptions of globalisation, which assumed a liberalisation of 

exchanges and declining government involvement in economic, 
social, and political matters (Rosenau and Czempiel, 1992).

Thus, until the past 10 years, the “digital age” was generally 
presented as a challenge to the nation-state (Owen, 2015). However, a 
reshuffling of globalisation is underway, marked by economic crises, 
trade wars, disruption of supply chains, environmental emergencies, 
political upheavals, and revived geopolitical tensions. These have led 
to increased competition between states and shifting balances of 
power. Against this background, calls for a (re)assertion of government 
intervention in the digital realm are increasingly been voiced.

In practice, states, governments, and intergovernmental 
institutions have arguably always been involved in digital governance 
(Goldsmith and Wu, 2006; Mueller, 2010), but in recent years, several 
events have pointed towards “an ongoing, state-centred battle for 
information resources” (Powers and Jablonski, 2015) and reassessment 
of the role of nation-states in digital governance (Haggart et al., 2021). 
A key moment was the 2013 revelations by Edward Snowden of the 
extent of US surveillance on communications, made possible by the 
dominance of US companies on digital services and infrastructures. 
One consequence was to accelerate data localisation initiatives, 
requiring “that data be physically stored within a country’s jurisdiction 
and/or not to be transferred abroad” (Sargsyan, 2016). Since then, 
other events have led to revised assumptions regarding digital 
governance, such as global interconnectivity issues with threats of 
fragmentation or “splinternet” (Mueller, 2017).

From Europe, Russia, and China, competing approaches to digital 
governance are emerging that challenge the original model of the 
“Silicon Valley open internet” (O’Hara et al., 2021). Retrospectively, 
the global internet can be seen as a key instrument of “soft-power 
internationalism” (McCarthy, 2015; Baykurt, 2021) serving US 
hegemony. Alternatives invoke self-determination, understood as 
“digital sovereignty”: government intervention in digital governance 
is expected to defend citizen and consumer interests, stimulate 
competitive advantages and innovation, and manage security matters 
and strategic issues.

Digital sovereignty is, however, a polysemic notion. As mentioned 
earlier on, it has been subject to radically different interpretations and 
has entailed contrasting regulatory, policy, and technical options 
(Couture and Toupin, 2019; Pohle and Thiel, 2020). It has found its 
footing in both authoritarian countries and liberal democracies, and 
it often involves a defensive position vis-à-vis the US model—where 
such initiatives are often seen as “digital protectionism” (Aaronson, 
2019). However, the US itself is currently the target of state-backed 
“data trafficking” (Kokas, 2022), has adopted protective measures in 
the face of growing Chinese digital power, e.g., banning Huawei from 
the 5G market (Moore, 2022), and is massively subsidising domestic 
research and manufacturing of semiconductors through the CHIPS 
and Sciences Act passed in 2022. Assertions of digital sovereignty can 
also provide a convenient justification for increased centralised 
control over domestic digital infrastructures as well as restrictions on 
foreign investment. Before waging war against Ukraine, Russia 
sustained a long-term effort to establish a “sovereign internet” 
(Musiani et  al., 2019; Litvinenko, 2021), whereas China built a 
controlled digital space from the outset (Arsène, 2019).

Alternative claims to digital sovereignty have also been made, 
which are not based on territorial borders and state power but insist 
that self-determination must be firmly seated with users and civil 
society (Haché, 2018). Some of these approaches define 
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self-determination on an infrastructural level and stipulate 
dependencies between the architecture and design of digital 
platforms and the models of data sovereignty that they produce 
(Ermoshina et al., 2022). For instance, in the current context of the 
crisis of trust towards centralised social media (such as X, formerly 
Twitter), advocates of decentralisation (both technical and social) 
have spurred growing interest in the so-called “fediverse” (with 
Mastodon as its main project): self-hosted, open source, and 
federated ecosystems are promoted as an alternative both to 
proprietary US-based networks and state-controlled solutions. Open-
source technologies are also at the heart of state-driven digital 
sovereignty projects developed in Europe (where Mastodon is 
actively used by public administrations), Russia (with its nation-level 
OS Astra Linux), and China (moving away from Microsoft in favour 
of Kylin Linux).

Several public and private actors have been key promoters of 
digital sovereignty, with different strategies and discourses. Russia and 
China have been presented as endorsing “illiberal” norms of digital 
content control (Flonk, 2021), whereas the EU may be  seen as 
defending a form of “digital constitutionalism” (De Gregorio, 2022)—
often in tension with member states’ national security objectives. 
Indeed, the EU, through initiatives such as the GDPR (General Data 
Protection Regulation, 2016), the recent DSA and DMA (Digital 
Services Act and Digital Markets Act, 2023), and the very recent 
Artificial Intelligence Act (2024), has favoured a regulatory response 
whilst its industrial strategy and incentives seem unable to foster 
regional champions and technical solutions on the scale of the 
United States and China. On the other hand, since the 2000s, the 
design and administration of internet technology and related 
policymaking have been amongst the key domains where China and 
Russia have asserted their national brands and influence.

Indeed, the Chinese and Russian governments have co-advanced 
the narrative of “internet sovereignty” in opposition to the perceived 
technological and governance hegemony of the United States. Baidu, 
Alibaba, and Tencent of China and Yandex and VKontakte of Russia 
have been integral to the internet strategy of their countries. China 
and Russia have forged a public-private relationship with respective 
digital media champions in the context of building and branding an 
internet sovereignty agenda (Budnitsky and Jia, 2018), which is 
actively promoted as a wider model throughout the world. In the 
2010s, China dramatically increased participation in global internet 
governance institutions (Arsène, 2021) and its promotion of digital 
norms in third-party countries (Erie and Streinz, 2021). The features 
of digital authoritarianism in Russia (Daucé et  al., 2023), which 
emerged throughout the 2010s and culminated in the massive war 
against Ukraine in February 2022, are embedded in codes, knowledge, 
and infrastructures (Daucé and Musiani, 2021; Ermoshina et  al., 
2022). Since 2014 and the annexation of Crimea, and more clearly 
since February 2022, Russia’s military aggression against Ukraine has 
led to a breakdown in cooperation and links with the EU, but other 
flows remain, notably with China, as Russia has pivoted to the East 
(Lupion, 2021). On the eastern borders of Russia, especially in Central 
Asia, exchanges are being recomposed to bypass political barriers 
created by the war. Ukraine, on the contrary, tries to move westwards, 
strengthening its digital cooperation with the EU. Looking closer at 
the circulation of technical norms and policy solutions, however, 
complicates the picture and shows how the European, Russian, and 
Chinese models can be permeable to each other’s features.

Different actors sometimes share perspectives and policies, and 
points of convergence have already been noted, e.g., between China 
and the EU regarding anti-monopoly actions (Wang and Gray, 2022). 
Even in the case of Chinese behemoths, the money funding 
innovations often come from highly globalised actors (Jia and 
Winseck, 2018). Moreover, in the context of combined political, 
economic, and health crises, some features of the Russian and Chinese 
models are increasingly finding currency not only in autocracies and 
populist regimes but also within democracies, including in Europe. 
Democratic governments are interested in intrusive surveillance 
solutions, from facial recognition to credit scoring (Tréguer, 2021; 
Greitens, 2020; Werbach, 2022). Conversely, the contribution of 
Western tech companies to the development of authoritarian systems 
is well documented (Tesquet, 2020). In a context of open 
confrontation, practices of mimicry paradoxically develop, 
contributing to the circulation of oppressive practices justified by the 
opponent’s action.

The question of the circulation of norms and practices of internet 
sovereignty requires considering it from different angles and enriching 
models based on US and European prisms. The issue of circulating 
digital regulations and technological solutions is particularly salient 
between China and Russia and is played out on different scales and in 
different international arenas. Indeed, Chinese and Russian norms in 
terms of infrastructural components are finding their way to various 
regions, including countries in Central Asia, Southeast Asia, 
and Africa.

3 DIGISOV and ClaimSov, two nascent 
projects

Starting in 2024 and until 2028, two research projects co-led by 
Centre Internet et Société, my research unit, will investigate digital 
sovereignty, adopting this focus based on practices and the 
technologies supporting them.

The first one, DIGISOV [2024–2027, Digital Governance and 
Sovereignty in a Fractured World: Competing States and Circulating 
Norms, funded by the French National Agency for Research (Agence 
Nationale de la Recherche, ANR), https://digisov.org] aims at moving 
beyond strictly legal interpretations of digital sovereignty and its 
rhetorical uses in political discourses by understanding it “from 
within” as an ongoing series of negotiations, practices, struggles, and 
controversies. It thus aims to provide a better empirical and theoretical 
understanding, informed by the social sciences, of the production and 
circulation of digital norms, as well as a more thorough appreciation 
of state involvement in shaping these norms. Our main hypothesis is 
that national and regional institutions are not only increasingly 
involved in regulating existing digital services and infrastructures but 
also seek to promote specific models for the digital environment. This 
reflects a dynamic process of competition as well as imitation between 
different political regimes, which we intend to document and analyse. 
The project focusses on three key regions and countries: Europe, 
China, and Russia. It aims to show how these digital models and 
norms are constructed and maintained in distinct contexts, investigate 
the role and leverage power of the different actors involved, and trace 
how policy initiatives, regulatory frameworks, technical 
infrastructures, and discourses and practices circulate between 
national and regional entities.
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The project seeks to rely on both legal and political sociology, STS 
perspectives, and discourse analysis to examine the co-development 
of the material, institutional, and territorial components of digital 
sovereignty. We propose to approach digital sovereignty as a process, 
a set of co-constructed techniques, practices, and norms “in 
the making.”

The second one, ClaimSov [2025–2028, (Re-)claiming digital 
sovereignty in discourse, policy, and practice, funded by the Open 
Research Area 8 call], considers that DS claims, policies, and practices 
are key expressions of shifting power relations in a world marked by 
digital interconnectedness and (geo)political tensions. Thus, the 
scientific objective of this project was to better understand these 
shifting relations by developing a nuanced and empirically grounded 
understanding of contemporary discourses and governance 
mechanisms (policies, regulations, practices, and infrastructures) 
related to DS in various political contexts and by proposing a 
categorisation and conceptualisation of such discourses 
and mechanisms.

As with the previous one, the project seeks to have an important 
interdisciplinary component, building on science and technology 
studies, communication studies, and digital governance studies. 
We seek to provide systematic theoretical and empirical research on 
DS-related discourses and governance mechanisms in national and 
supranational contexts pertaining to three key geopolitical blocks: (1) 
the European Union, both at the EU level and within France and 
Germany, (2) North America (with a focus on the United States and 
Canada), and (3) Russia and China as the two most prominent 
countries run by authoritarian regimes that present DS as a 
cornerstone of their foreign policy.

Overall, we aim for the project to provide a baseline of empirical 
data to assess, contextualise, and categorise how DS is enforced and 
practised in different contexts and countries around the world. Our 
findings will contribute to empirically grounded policy discussions 
about possible risks and hopes attached to DS initiatives as they relate 
to internet governance, digital democracy, and the construction of a 
global digital public space—or its increased fragmentation. Therefore, 
we aim for the findings of the project to be of great practical relevance, 
as they can contribute to a more robust knowledge base for policy 
debates and actions worldwide.

4 Looking into the “infrastructuring” 
of digital sovereignty: exemplars of 
case studies

In 2022, I published in Information, Communication, and Society 
the article “Infrastructuring digital sovereignty: a research agenda for 
an infrastructure-based sociology of digital self-determination 
practices.” With this article, I  suggested a roadmap for how the 
concept of digital sovereignty could be studied via the infrastructure-
embedded “situated practices” of various political and economic 
projects that aim to establish autonomous digital infrastructures in a 
hyperconnected world (Musiani, 2022). With both projects, I now 
have the possibility to put to the test the research agenda outlined in 
this article.

Indeed, both DIGISOV and ClaimSov projects include work 
packages that are focussed on the exploration of practices related to 

the governance of/by infrastructure, e.g., modifications made to, and 
co-optations of, digital infrastructures for political objectives related 
to self-determination and digital sovereignty. We aim to examine how 
technical development is enacted at different infrastructural levels, 
how it intersects with industrial/economic (as well as regulatory) 
practices, and how it is affected by them. This involves a gathering of 
in-depth accounts of concrete practices and arrangements related to 
the processes of “infrastructuring” of digital sovereignty to account 
for (a) how technical infrastructures and architectures are developed 
and deployed and (b) how economic and industrial policies are 
drafted, implemented, and adapted to politico-economic realities.

Potential avenues for fieldwork that we have started to explore 
include at the level of the EU, the European “sovereign cloud” initiative 
GAIA-X and its alternatives (e.g., Euclidia) and the DNS4EU initiative 
that has, for a time, aimed to support the development of a European 
DNS resolver. At these different levels, controversies abound. GAIA-X 
is under scrutiny for its inability to move beyond the “concept” stage, 
the bureaucracy of its procedures, and its governance gaps. Indeed, 
key European actors such as Thalès have recently fallen back on 
partnerships with Silicon Valley “giants,” such as Google (S3NS) and 
Microsoft Azure (for key management solutions). DNS4EU is 
criticised for the potentially excessive concentration of core Internet 
management functions that it would entail whilst claiming better 
cybersecurity and smoother enforcement of content regulation 
measures. These two projects (and their shortcomings) provide an 
opportunity to observe how the different normative levels at which the 
EU attempts to build/strengthen its digital sovereignty (physical/
software infrastructure, data protection law, and market/fair 
competition law) interact and what are the actual “contact points” 
between these different levels.

Another arena that has been singled out for fieldwork is Chinese 
interventionism in the digital sector—by regulating heavily, picking 
winners, and subsidising them massively—which has served as a 
model for some and a “wakeup call” for many. Beijing takes the digital 
industry and digital economy as a key multiplier of economic 
development and state control over society. Digital infrastructure and 
data management have also been a high priority on the international 
stage by promoting digitisation in bilateral development projects as 
well as multilateral institutions, in which Chinese providers play a key 
role and could find themselves in a position to challenge US control 
over information flows and exercise surveillance. Furthermore, the 
United  States-China geopolitical rivalry is leading to important 
reconfigurations of industry policies in Europe, China, and third-
party countries (with high-stakes regulation measures such as 
investment screening, subsidies, and relocalisation), with potential 
controversies burgeoning around the role of sovereignty and human 
rights in these policies. Country-specific case studies such as Kenya, 
Vietnam, and Singapore reveal the ripple effects of such global 
reconfiguration under the impact of the Belt and Road Initiative, the 
Digital Silk Road, and the EU’s Global Gateway project, all of which 
have ambitions to build key connectivity infrastructures. European 
industrial policies, on the other hand, are aimed at positioning 
European firms in this global competition, fostering, in particular, the 
exportation of European surveillance infrastructures in the Global 
South—Safe City projects, biometric identification, and equipment 
interference (“hacking”) tools.

The dynamics surrounding international sanctions, exemplified 
by the responses to Russia’s invasion of Ukraine in a more general 
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context of “sovereignisation” of the Russian Internet, also have an 
important focus on infrastructures, such as traffic routing, and on 
the export of Russian-made middleboxes and software for traffic 
interception and filtering. In a context marked by the withdrawal of 
major international suppliers of infrastructure, devices, and 
software, our research focusses on the infrastructural difficulties 
posed by the abrupt withdrawal of international actors after the 
Russian aggression against Ukraine but also on the reorientation of 
supplies and circumvention of sanctions taking place in the 
digital industry.

5 Conclusion and overture

The notion of “digital sovereignty” is increasingly mobilised by a 
variety of actors to refer to an increasingly central set of issues in both 
the practice of and the research exploring Internet governance. At the 
same time, the contours and definitions of this notion have never been 
more open to debate. Thus, there is a need to place a detailed analytical 
focus on the practices related to the governance of/by infrastructure, 
e.g., modifications made to, and co-optations of, digital infrastructures 
for political objectives related to self-determination. This short 
“perspective” article has sought to assess the state of the 
“infrastructuring digital sovereignty” approach 3 years after this 
research agenda was outlined and examined some concrete avenues 
for developing this approach through fieldwork—with the double aim 
of categorising the complexity of discourses and governance 
mechanisms surrounding digital sovereignty and understanding their 
“situatedness” in different political and societal contexts.
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