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The natural disasters created by infectious diseases have a formidable impact on people and societies. Without affecting the city infrastructure, pandemics leave the places abandoned because of the shortage of human resources, either due to deaths, illness, or unwillingness to work because of health risks. However, providing a timely response can prevent losses from occurring due to the virus dissemination. Since the first reported case of influenza in 1918 to the current pandemic Coronavirus Disease-2019 (COVID-19), the system playing a key role in saving human lives is healthcare. Nowadays, smart healthcare system development is a popular trend and wireless communication is the backbone of such systems. To provide patients with diagnosis, treatments, and several health services both within hospitals and remotely, all the healthcare units must be equipped with advanced technologies. A rapid response unit is also required to handle the thrust of the patients and queries generated during disasters. This paper discusses healthcare communication challenges and possible solutions for early awareness and rapid response in disaster situations under the human-centric vision of sixth-generation wireless technologies.
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1. INTRODUCTION

Since the beginning of the twentieth century, an increase in natural disasters has been witnessed. These can be hurricanes, earthquakes, tsunamis, nuclear accidents or pandemics. Each left a dreadful impact on human societies, particularly in terms of life loss, health problems, loss of infrastructure or economic collapse (Coronese et al., 2019). Even though great technological advancements have been made over the last few years, dealing with such incidents is still not an easy task, especially the ones directly endangering human health, like the recent pandemic i.e., Coronavirus Disease-2019 (COVID-19). A large number of people passed away in the last few months, in part due to the lack of required medical care, following the declaration of the pandemic because the healthcare infrastructure was not designed considering catastrophic scenarios. COVID-19 manifested that the surge of patients, lack of medical facilities, failure of infection prevention, and delayed response can collapse the healthcare infrastructure even in most developed countries in the world (Chamola et al., 2020). Having a smart healthcare system that ensures rapid and safe health services for patients and healthcare providers within the hospitals and in remote areas can help in minimizing the fallout due to disasters (Cook et al., 2018; Fieux et al., 2020; Willan et al., 2020). Therefore, special efforts are required regarding improvement and development of a healthcare system that can operate efficiently under these situations.

The current healthcare system relies heavily on the fourth-generation (4G) networks to enable smart healthcare applications; however, due to limited bandwidth resources, these networks cannot support the rapid growth of these applications in the long run. Compared with 4G, fifth-generation (5G) networks offer better services in terms of bandwidth, reliability, latency, and data rate (Li, 2019). 5G services are broadly categorized into enhanced mobile broadband (eMBB), ultra reliable low latency communications (URLLC), and massive machine type communications (mMTC). From the healthcare system perspective, 5G services: (i) provide internet connectivity to the internet of medical things (IoMT) devices through mMTC; (ii) offer high quality video calling for telemedicine and augmented reality (AR)/virtual reality (VR) for better visualization in diagnosis and treatment through eMBB; (iii) support drones and autonomous vehicles for both the surveillance and emergency scenarios with URLLC (Ahad et al., 2019). Nevertheless, the services offered by 5G are insufficient to satisfy the evolution of healthcare technologies as well as for the disaster conditions. In particular, privacy and security for remote healthcare, ubiquitous communication for telemedicine in areas with insufficient infrastructure (either due to digital divide or disaster scenarios), connectivity for ultra-dense IoMT devices and extremely reliable and low latency communication for both the remote surgery using mixed reality.

Nowadays, sixth-generation (6G) networks and their application scenarios are under discussion. One key motivation is to develop the communication from a society and humanitarian perspective i.e., designing the communication technologies to improve the quality of life in all aspects (Da Costa Daniel Benevides, 2020; Dang et al., 2020; Matinmikko-Blue et al., 2020; Rahman et al., 2020). In this regard, many services and technologies are being proposed under the 6G vision in the literature, such as holographic telepresence, tactile internet, autonomous and tele-operated vehicles, aerial networks, internet of bio-nano things (IoBNT), uncoordinated networks and co-existence of radio frequency (RF), visible light communication (VLC), and Terahertz (THz) (Akyildiz et al., 2020). These technologies would help in developing a strong communication infrastructure for the smart healthcare system in terms of extreme reliability, ultra massive connectivity, connection continuity, network scalability, and flexibility for rapid response, allowing monitoring and taking preventive actions in pandemic situations. Physical layer security is another significant technology especially for e-health applications, which is expected to be offered in 6G for making the communication link secure (Vora et al., 2018). Moreover, in case of natural disasters, information on population activities, such as mobility, can give insight into the scale and location of the damage.

Recently, some research studies have been conducted on COVID-19 (Chamola et al., 2020; Rahman et al., 2020; Saeed et al., 2020; Wijesooriya et al., 2020). Telehealth as a potential way to provide better healthcare and educate the medical staff during COVID-19 is proposed in Wijesooriya et al. (2020). COVID-19 management and analysis solutions deploying the deep learning algorithms using edge computing technology in the beyond 5G framework is discussed in Rahman et al. (2020). The impact of the COVID-19 outbreak on human living and the use of fifth-generation (5G) technologies along with IoT, drones, etc., to manage the situation are comprehensively discussed in Chamola et al. (2020). The importance of wireless communication technologies in combating the global economic challenges due to COVID-19 is highlighted in Saeed et al. (2020). Particularly, in monitoring the virus dissemination, improving the health, education, and economic sectors. Additionally, some challenges faced by wireless communication related to privacy and security are also discussed. Although the literature has presented several technological solutions to manage the situation created by the COVID-19 outbreak yet there is a need to discuss challenges faced by the healthcare system during disasters and to overcome these through the technological advancements envisioned for 6G Networks.

This perspective article presents the role of wireless communication in the healthcare system during regular and pandemic situations. We first categorize the healthcare system into three areas, hospital, remote healthcare, and disaster response unit. Then, we investigate the problems of healthcare communication system in each area along with the possible solutions, and present a vision of 6G from the healthcare perspective. We believe that the healthcare system with the inclusion of 6G technologies can help in handling the pandemic situations more effectively and minimize the fatalities.

The article is organized as follows. Section 2 summarizes the healthcare system applications and challenges. Solutions for healthcare communications are proposed in section 3 and critical discussions are provided in the end.



2. HEALTHCARE SYSTEM APPLICATIONS AND CHALLENGES

Getting better healthcare from diagnosis to treatments is a basic human need. High quality healthcare must be available for everyone and everywhere, which is now possible with the development of smart healthcare applications. In this paper, we categorize the healthcare system into three major application areas; hospital environment, remote healthcare, and disaster response unit as shown in Figure 1.
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FIGURE 1. Healthcare system categorization for pandemic response.



2.1. Hospital Environment

A hospital consists of professionally trained staff and medical devices for providing healthcare to the people in the best possible way. In order to run the hospital operations smoothly, efficient communication between administration, doctors, medical staff, and patients is required. Commonly used technologies for inter-disciplinary communication within the hospital are email, mobile phone, pagers and two-way radios. Recently, new methods are also being used to improve the healthcare services in the hospital; collecting and maintaining the health records electronically help in reducing human errors, saves time and improves communication between physicians and patients, introducing artificial intelligence (AI) to make the better decisions in diagnosis, involving robots to achieve high precision in surgery as well as supporting the medical staff, and internet of medical things (IoMT) allows the wearable devices and sensors to send data directly to the medical data collection center (Boyle, 2006; Tian et al., 2019).

In disaster scenarios, hospitals become overwhelmed quickly with the large number of patients admitted to the hospital. The shortage of medical staff and equipment as well as limited patient capacity makes it difficult to control the situation. Particularly, in pandemic situations, things become worse because the infectious disease can be transferred from patients to medical staff, thus, ensuring the safety of staff during healthcare provision to infected patients becomes the biggest challenge. One way to overcome this challenge is to minimize the physical interaction between patients and clinicians. This can be achieved by deploying IoMT and robots in the hospital environment (Chamola et al., 2020). IoMT wearable devices and sensors can monitor and transmit the patients health records to the clinicians over the internet resulting in reduced interactions (Hassija et al., 2019). On the other hand, robots can be used in many ways such as delivering supplies, medical checkups and disinfecting the patients' area. Use of these devices and robots at massive scale is expected in the near future to provide safety and support to the medical staff and doctors at the hospital.

All these technological advancements rely on the communication infrastructure of the hospital and require a secure, reliable and high data rate communication link. RF based wireless communication i.e., Wi-Fi network has been widely deployed in hospitals to enable communication with better capacity, mobility, positioning and localization (Ahmed et al., 2020). However, the medical equipment is prone to electromagnetic interference (EMI), which restricts the use of Wi-Fi networks. Likewise, the complex physical structure of hospital limits penetration of high-frequency signals through walls and creates coverage issues. Additionally, existing Wi-Fi networks were not deployed from the perspective of accommodating the traffic load in disaster situations. Thus, during high patient load, a Wi-Fi network is insufficient to fulfill the communication requirements in terms of capacity and connectivity. Furthermore, real-time monitoring of health records through IoMT devices require massive connectivity, high reliability and low latency. A small delay and poor connectivity may cause severe consequences in case of emergencies. Extremely reliable and low latency communication is necessary in hospitals, particularly to enable the use of robot technology. It is also crucial to protect the communication link through advance security techniques to prevent the patients' privacy and critical information from unauthorized access.



2.2. Remote Healthcare

Remote healthcare is globally prevalent under current situations for providing healthcare to people living in rural areas and those with travel limitations. This service is facilitated in two ways; telemedicine and remote health monitoring (Pramanik et al., 2019). In telemedicine, physicians use teleconferencing or check electronic health records for evaluation, diagnosis and treatment of patients without physical interaction. It can be availed from home or basic health units under the supervision of a paramedic. Currently, high quality video teleconferencing is used for telemedicine; however, with the rapid development of hologram technology, holographic telepresentation, is expected to be used in the near future. For remote health monitoring, IoMT technologies such as wearable devices and wireless body area network (WBAN) have started to be deployed extensively (Wei et al., 2020). Likewise, implementation of real-time monitoring systems helps to improve the elderly people's living by tracking emergency situations via sensors and providing urgent care. However, new technology adoption, especially for elderly people, is a big hindrance in achieving this goal. Furthermore, the dose adjustment through digital medicine makes life easier for patients who need regular care, for instance, diabetics. These technologies require a secure and reliable link to ensure the privacy and safety of the patient.

With the emergence of COVID-19, remote healthcare is being promoted to reduce infection spread and patient load at the hospital (Ohannessian et al., 2020). Remote healthcare services completely rely on communication infrastructure. Hence, several applications have not been explored yet due to communication challenges such as massive connectivity and interference for IoMT, ultra-low power communication for biosensors, reliability and low latency for tactile-internet based remote surgery and digital medicine, and high data rate requirements for holographic telepresence. In the aforementioned challenges, securing and protecting the patients critical information and privacy are major ones. The wireless communication link is vulnerable to security threats such as eavesdropping, jamming and spoofing, especially in remote healthcare, where all the devices and sensors send the data to the medical staff in the hospital or upload in the online portal. If the communication link is not secure, an eavesdropper can get the critical information of the patient or a spoofer can manipulate the data in the online database, which can lead to fatalities. Therefore, there is a need to make the physical channel secure in addition to cryptography based techniques.



2.3. Disaster Response Unit

Disaster response unit is a system that is required during the response to any hazardous or emergency situation to provide the healthcare services. It includes disaster management centers, emergency mobile service (EMS), field hospitals, monitoring public spaces, etc. When a catastrophic incident happens, a disaster management center is established within a hospital or in a separate institution for rapid response, health services, communication between departments and monitoring the aftereffects. EMS is one of the most critical services of disaster response unit to provide rapid response. In case of any emergency situation outside the hospital, it provides prehospital healthcare, either through the ground or air ambulance, depending on the severity of the emergency situations. Smart ambulances contain sophisticated medical equipment to improve the speed of diagnosis and treatment by taking precautionary measures, updating the medical staff through high quality video calling and immediate remote consultation through the cellular network. It can also reduce the number of patients taken to the hospital by providing the healthcare through telemedicine. Furthermore, autonomous ambulances have been introduced with advanced technologies in some countries for providing the rapid response and saving the paramedics from getting affected (Zarkeshev and Csiszár, 2019). Moreover, the disaster response unit needs to communicate with other EMS linked departments i.e., fire, police, insurance, etc., which requires strong communication and coordination for centralized control. During pandemics, it is critical to inform the EMS staff to take the necessary precautions before providing healthcare to the patients to prevent themselves from being affected by the disease. Regarding the pandemic challenges, infection prevention from spreading is the key issue by maintaining a distance between people. Therefore, along with the EMS, monitoring the public to ensure that they are adhering to pandemic precautions is critical to detect violations and take the necessary measures to prevent the dissemination of disease. Similarly, thermal imaging can be utilized to detect outbreaks. These tasks, along with outdoor disinfection, can be realized with drone deployment from the disaster management center. In order to develop a rapid response system, the availability of a reliable communication system is compulsory.

When a natural disaster, especially the pandemics occur, healthcare systems are hit hardest due to the additional flux of patients. Field hospitals can be vital in these situations to isolate those affected by the pandemic, freeing up other hospitals and allowing better management of limited hospital resources such as equipment. Currently, these hospitals are used to quarantine infected patients and provide proper care. In particular, robot and drone technologies are paving the way to minimize the interaction between the clinicians and patients. These technologies are being used to perform several tasks, such as delivering the food and medical kits, taking test samples, disinfecting the patient areas and so on. Monitoring the patient's health critical signs can be carried through IoMT based smart medical devices i.e., smart thermometers, smart wristbands (Berardinelli et al., 2020). Furthermore, city hospital clinicians can provide consultation to the patients in the field hospital through remote healthcare and telemedicine services (Yaacoub and Alouini, 2020).

From the communication perspective, in a disaster response unit several challenges have been highlighted as follows. In case of autonomous ambulance and delivery drones, high mobility results in a large number of handovers, consequently increasing the latency and decreasing the reliability of the communication link. In order to enable safe driving of these vehicles, reliable vehicle-to-everything (V2X) communication is challenging. Furthermore, in smart ambulances, the real-time transfer of information collected from medical imaging requires high data rate transmission. Likewise, field hospitals usually lack network connectivity due to limited or unavailable communication networks. Concerning the security attacks, signals used for dedicated short range communication in autonomous ambulances can be manipulated or controlled for jamming the radar or making collisions. In addition, smart wristbands are used on quarantined patients to monitor and track their locations. However, communication signals of wristbands are vulnerable to jamming and spoofing attacks.




3. SOLUTIONS AND EMERGING TECHNOLOGIES UNDER 6G VISION

This section presents solutions to the aforementioned challenges of the healthcare system engaged communication problems along with the discussion on 6G vision and technologies. Figure 2 presents the deployment of 6G technologies in different areas of healthcare system to overcome the communication challenges.
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FIGURE 2. Technologies for healthcare system challenges under 6G vision.



3.1. 6G Vision and Technologies

fifth-generation (5G) networks are going to offer better services with significant advancement compared to earlier generations. However, there is a need to fill the gaps of security, intelligence, wireless connectivity, energy efficiency, etc., which require the development of new wireless generation networks. Therefore, 6G vision is to utilize communication technologies with intelligence for transforming the world into a secure and fully connected digital society. Aggressive research regarding 6G vision categorizes its enabling technologies into (i) large spectrum bandwidth i.e., VLC and THz; (ii) integrated terrestrial-aerial networks i.e., unmanned aerial vehicle (UAV), HAPs, and satellites; (iii) energy efficient and communication environment intelligence i.e., ambient backscatter communication (AmBC), reconfigurable intelligent surface (RIS); (iv) holistic security paradigm i.e., physical layer security (PLS) and blockchain (BC).

Due to the spectrum scarcity in lower frequency bands, sub-THz bands are proposed to provide the communication with very high bandwidth of 6G networks. Additionally, other spectrum resources such as VLC are expected to be used as a potential candidate to support the RF spectrum that utilizes commodity lighting infrastructure for high data rate wireless communication, positioning and localization, especially in the indoor environment. Future wireless networks will not be limited to terrestrial networks, rather they will be expanding to cover the space. Integrated terrestrial-aerial communication networks with the UAV and other non-terrestrial networks (NTN) platforms are proposed to reduce the digital divide and provide wireless connectivity everywhere with lower path-loss and higher line of sight (LOS) probability, and flexibility with the mobility advantages (Zhou et al., 2020). Energy efficiency is critical for the internet of things (IoT) devices; thus, AmBC provides ultra low power communication using ambient signals generated from conventional RF systems i.e., FM, TV, WiFi, etc. (Van Huynh et al., 2018). RIS is a passive or semi-passive surface, containing antenna elements to provide an intelligent communication environment, along with improved coverage and capacity via customizing radio signals intelligently before reflection (Akyildiz et al., 2020). Apart from cryptography-based security, 6G will provide a new solution to the security paradigm with the inclusion of PLS and quantum cryptography. In addition to security, the privacy of the confidential data can be maintained using BC algorithms. These techniques will solve communication security and users' privacy challenges of the future systems (Hamamreh et al., 2019; Nawaz et al., 2019; Tanwar et al., 2020).



3.2. Potential Solutions to the Communication Challenges

The major problems related to communication occur in different areas of the healthcare system include capacity, coverage, connectivity, reliable and low latency communication, sensing, security and privacy. This section presents the solutions for the aforementioned challenges to improve the healthcare system incorporating the 6G technologies.


3.2.1. Capacity Enhancement

After the first wave of COVID-19, network operators are focusing on the planning and development of network infrastructure for disaster scenarios, where capacity enhancement is one of the biggest challenges. For example, a network operator in Turkey has recorded an increase in data usage up to 35% since the beginning of COVID-19 (Turkcell, 2020). This increase is also prevalent in healthcare systems as a result of higher patient loads and large-scale use of IoMT devices. In order to serve patients and visitors, both within the hospital and remotely, current RF communication infrastructure based on low frequency bands is insufficient. Therefore, the utilization of high-frequency bands and ultra-massive multiple-input multiple-output (MIMO) should be implemented to improve the overall capacity of the network. Alternatively, indoor capacity enhancement can be realized through VLC (Janjua et al., 2020). This technology can complement the existing RF based communication network by sharing the user load as shown in Figure 3C. The ultra high bandwidth of THz can also support very high data rates in holographic telepresence during remote healthcare (Elayan et al., 2020). In addition, aerial networks such as HAPs can be utilized for network scalability to increase the capacity of the healthcare communication system for field hospitals. RIS integrated UAVs can also be used to increase capacity during the disaster time when additional capacity is required for the hospitals. Having the ability of panoramic full-angle reflection of RIS integrated UAV allows free mobility and reflection of the signals in the air toward the hospital to increase capacity by taking available channels from the neighboring cells. Cognitive radio with AmBC technology also known as symbiotic radio can support these devices, which means the IoMT devices can take the advantage of both the cognitive radios and AmBC for spectrum sharing and ultra-low power communication, respectively. In this way, connectivity enhancement and energy efficiency can be achieved, simultaneously. However, maintaining the quality of service (QoS) is challenging in these technologies (Van Huynh et al., 2018).


[image: Figure 3]
FIGURE 3. Implementation of 6G technologies in healthcare system, (A) Wireless sensing in field hospital, (B) THz for COVID-19 screening, (C) VLC for localization and capacity enhancement, (D) Smart vest for WBAN security.




3.2.2. Coverage Enhancement

Seamless coverage and connectivity is required in all environments in healthcare systems due to diverse reasons. Network coverage in hospital is limited because of complex physical structure and sensitive devices. Currently, Wi-Fi networks are deployed for communication within the hospital. However, severe EMI issues restrict coverage in sensitive areas. In order to provide coverage in such areas, a hybrid VLC-RF communication network can be designed (Ding et al., 2015). RIS can also be deployed at certain places i.e., walls, ceiling, etc., in the hospitals for enhancing coverage as well as protecting RF restricted areas (Basar et al., 2019; Zegrar et al., 2020).

Major coverage issues related to remote health exist in rural areas, where the network is not available or the quality of service (QoS) is poor. Consequently, no coverage means no connectivity, thus, leaving a large population with no tele-healthcare facilities. Similar problems of coverage are found in field hospitals. In this aspect, aerial networks are one of the strongest candidates for coverage enhancement, particularly the UAVs, HAPs, and satellites (Zhou et al., 2020). These networks can enhance the coverage by acting as base stations or relaying nodes (Rinaldi et al., 2020; Saarnisaari et al., 2020). Other ways to achieve the coverage enhancement include large scale ad-hoc networks, device-to-device (D2D) communication, and mobile base stations. However, NTNs have better coverage compared to other networks. Therefore, hybrid aerial-terrestrial networks can be used to provide flexibility and network scalability for disaster scenarios when the network infrastructure is collapsed (Duranay and Arslan, 2019; Li et al., 2019).



3.2.3. Reliable and Low Latency Communication Enhancement

In healthcare systems, continuous communication with low latency and high reliability is vital for remote health and disaster response related services. For instance, tactile-based or autonomous surgery through robots using AI and machine learning (ML) will require extremely reliable and low latency communication in the near future. Therefore, moving the services toward the edge within the vicinity of patients and utilizing the edge intelligence can reduce the latency and increase the reliability of the communication link (Nayak and Patgiri, 2020). Smart ambulances containing medical equipment require extremely reliable and low latency communication to communicate with medical staff at hospitals for real time monitoring and sensitive data transfer, like ECG and EEG. For safe self-driving of smart ambulances, a relatively new concept called joint radar communication (JRC) can be used to enable reliable sensing and V2X communication (Ma et al., 2020). Edge intelligence can also be used for autonomous ambulances and teleoperated vehicles to support very high mobility. Furthermore, mobility enhancement can be achieved through NTN platforms with their large coverage area. Moreover, handover issues (i.e., delay jitter) due to mobility of patient with implanted medical devices can be addressed through the applications of radio environment mapping (REM) and AI assisted cognitive radios. In addition, utilizing the diversity in hybrid RF-VLC, and terrestrial-aerial networks can achieve the required reliable and low latency communication in indoor and outdoor environments, respectively.



3.2.4. Sensing and Communication Enhancement

During the COVID-19 outbreak, some countries have faced long lines and crowding outside hospitals due to lack of medical facilities and resources. Health monitoring through IoMT devices can possibly reduce this load. However, it faces two main issues; massive connectivity and shortage of IoMT devices. Wi-Fi sensing can be helpful in these circumstances for health monitoring and patient tracking (Adib et al., 2015). Additionally, it can improve the rapid response by eliminating the disinfection process of reusable medical equipment and removing the battery limitations of IoMT devices. Similar strategies can be applied in the field hospital, where there is no existing medical facilities available for health monitoring as shown in Figure 3A. Furthermore, position and location can also be acquired through Wi-Fi sensing (Hsu et al., 2019), which maybe required in a large place with lots of patients. JRC can also be deployed to measure the environment and get the data for accurate positioning at high carrier frequencies.

Another application of wireless sensing is identifying crowding in indoor environments through Wi-Fi signals for maintaining social distancing in COVID-19. In outdoors, a more generalized concept of sensing called REM can give the better information about social distancing implementations. In addition, REM through tele-operated vehicles and drones can also used for surveillance and monitoring the social distancing violations (Turkmen et al., 2020). Moreover, sensor-based abnormal activity detection can be studied to pre-event indicators of disaster scenarios (Yin et al., 2008). AI and ML assisted REM can also be utilized in a similar manner for early awareness, initiating the rapid response and getting the insight of scale and location of the disaster. Sensing technologies can also be used for the non-invasive detection of the COVID-19. One way to do that is terahertz imaging, in which the terahertz beams are directed over the chest of the person to take the images that show the Doppler effect of terahertz waves as shown in Figure 3B (Taylor et al., 2020). These images can be classified using advanced deep learning and AI algorithms to identify the infected and healthy cells based on water content. Unlike other screening technologies, THz has no harmful effects on the living cells (Rothbart et al., 2019).



3.2.5. Accurate Positioning and Localization

Indoor and outdoor positioning can be of significant importance to provide a rapid response during the COVID-19 outbreak. Outdoor positioning and localization can be achieved through the global positioning system (GPS). However, GPS cannot provide accurate indoor positioning due to the complex electromagnetic propagation environment (Dang et al., 2020). When the hospitals become overcrowded with patients in a disaster situation, it becomes more complicated to locate the doctors, medical staff, and patients. Locating the medical staff and patients for real-time coordination between patients and medical staff and timely response to critical patients can be performed through wireless fidelity (Wi-Fi) real-time positioning system. However, in sensitive areas where Wi-Fi access points are not available, VLC access points can be installed. Due to the small coverage area of VLC access points, accurate position and location can be identified as shown in Figure 3C. Other applications of positioning and localization include medical robotics, elderly people activities, and remote surgery. Particularly in remote surgery, highly accurate localization and positioning are required. Such a high level of accuracy can be achieved through THz technology with simultaneous localization and mapping based techniques (Sarieddeen et al., 2020; Xiao and Zeng, 2020). A hybrid THz and VLC system can also be designed for achieving very accurate positioning and localization.



3.2.6. Ensuring Security and Privacy

Healthcare technologies expected in 6G should be robust to any security and privacy attacks. For instance, end-to-end link security is mandatory during the remote surgery because any attack can alter the information going to the robotic apparatus and threaten the patient's life. Cryptography based techniques are currently being used for security and privacy concerns of healthcare system. However, these algorithms have high complexity. With the development of quantum cryptography and low complexity algorithms, highly secure communication can be designed for protection (Nawaz et al., 2019). Applying quantum random number generators and quantum key distribution protocols can ensure the security in healthcare systems.

Aside from cryptography based techniques, physical layer security have been developed to make the communication link secure from jamming, spoofing and eavesdropping. PLS techniques, including channel based adaptation and key generation, cross layer security etc., can be applied to improve the communication security (Hamamreh et al., 2019; Naderi et al., 2020). In healthcare services, these techniques are of significant importance due to the low computational complexity in ultra-low power communication technologies. For example, external devices can be used to protect the WBAN and IoBNT from eavesdropping by simultaneously receiving and jamming the information signals at locations other than that of the intended receiver. Channel and hardware based authentication techniques can also be used to avoid unauthorized access to the patient's critical information (Furqan et al., 2019). Moreover, the privacy of the patients can be protected through edge technologies by filtering the important data before sending to the cloud. In order to achieve this, AI based edge technologies can be used for distinguishing medical data before transmission and storing the private information in the local memory. Another way to protect the confidentiality of the data is deploying BC technology in the healthcare systems. BC will ensure the privacy and security of the patient's critical information by trustworthy data sharing through digital and distributed ledgers rather than a centralized database. Furthermore, in WBAN control unit and medical devices exchange sensitive messages and medical information of patients, any security breach can invade the privacy or cause unwanted actions. In this case, smart vest/cloak integrated advanced RIS technology called reconfigurable meta-surfaces can be a fascinating solution for securing WBAN communication, which is able to filter and manipulate the signals against jamming and spoofing attacks as shown in Figure 3D (Yang et al., 2016; Di Renzo et al., 2019).




3.3. 6G Implementation Challenges

6G technologies are still under discussion and several candidate technologies have been proposed in this paper to solve the healthcare challenges. However, the challenges related to the implementation of these technologies are yet to be defined. The first and the foremost challenge is backward compatibility, which means how to make the 6G compatible with the technologies of the earlier generations. For instance, utilization of higher frequency bands i.e., THz and VLC need new transceiver design and network architecture due to high propagation losses and small coverage areas, respectively. Thus, it is a challenging task to make these technologies backward compatible. Additionally, the dense small cell deployment will increase the cost and complexities. Another major concern regarding the use of higher frequencies is potential health issues such as damage to the skin or eye tissues. Therefore, health standards must be followed while developing these technologies for the safety and healthcare of users. Moreover, energy efficiency is critical for 6G technologies especially for UAVs, where efficient energy harvesting and utilization protocols are needed to support the longevity of these technologies under disaster scenarios when the energy resources are limited. Lastly, most of the technologies are going through either development or standardization stages, until the standardization and deployment, real implementation problems cannot be defined.




4. DISCUSSION

Increasing number of pandemic and other disaster situations necessitate the advancements in communication technologies to cope with the current and future health crisis. In this regard, challenges and weaknesses of healthcare systems from a communication perspective are discussed under three categories i.e, hospital environment, remote healthcare and disaster response unit. Solutions to these challenges are provided through 6G technologies that are being studied with a humanitarian perspective to serve the people in all environments. The future 6G communication systems should be designed to support healthcare systems with advanced communication technologies during pandemic and disaster scenarios. 6G supported healthcare communication can minimize the adverse effects and provide the rapid response in future pandemic situations. In particular, IoMT, VLC, wireless sensing, PLS, and autonomous vehicles will revolutionize the healthcare system. There are some other technologies e.g., waveform, which are not discussed yet under the 6G visions but can help in healthcare communication to solve several challenges such as capacity, security, reliability etc. Furthermore, medical technologies are also developing rapidly from wearable IoMT to implantable IoBNT and neuralink to understand the brain activities for improving the quality of life. In pandemic outbreaks, these technologies will not only provide the regular healthcare remotely, but will also assist in early diagnosis. However, a precise integration of these technologies into the healthcare system for a real-time implementation is still an open challenge. In addition, dealing with psychological effects that arise during lock down needs to be studied from the perspective of communication technologies. Finally, significant efforts are required to develop a fully equipped healthcare system that can offer all necessary services for disaster scenarios. As being wireless communication engineers, we are uniquely able to leverage our research strengths to quickly respond to the current COVID-19 crisis, as well as future pandemics.
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