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Introduction: This paper introduces a novel approach for optimizing service caching in smart buildings through the integration of Internet of Things (IoT) and edge computing technologies. Traditional cloud-based solutions suffer from high latency and resource consumption, which limits the performance of smart city applications.Methods: The proposed solution involves a dynamic crowdsourcing and caching algorithm that leverages IoT gateways and edge servers. This algorithm reduces latency and enhances responsiveness by prioritizing services for caching based on a newly developed efficiency metric. The metric takes into account cloud and edge-computed response times, memory usage, and service popularity.Results: Experimental results show a reduction in average response time (ART) by up to 25% and a 15% improvement in resource utilization compared to traditional cloud-based methods.Discussion: These findings underscore the potential of the proposed approach for resource-constrained environments and its suitability for smart city infrastructures. The results provide a foundation for further advancements in edge-based service optimization in smart cities.Keywords: smart buildings, IoT, edge computing, service caching, optimization, gateway, cloud computing
1 INTRODUCTION
In the dynamic landscape of smart cities, the orchestration of resources within smart buildings has emerged as a critical area of research and innovation (Harnal et al., 2022). The deployment of edge servers within this urban framework, as illustrated in Figure 1, offers a strategic approach to minimizing latency and enhancing user experience by reducing dependence on distant cloud servers (Suhag and Jha, 2023a; Hasan et al., 2024). However, the finite nature of edge server resources requires a meticulous optimization strategy within each smart building to ensure efficient resource utilization (Nauman et al., 2023; Aljubayrin et al., 2023). This study explores the intricate relationship between IoT gateways, edge servers, and cloud resources in the context of smart buildings within smart cities. As buildings are allocated fixed resources on edge servers, a major challenge arises in developing intelligent algorithms that optimize resource usage and ensure the efficient functioning of home applications. Optimization becomes particularly crucial as services, initially deployed in the cloud, are dynamically crowdsourced and cached at the edge to improve the average response time (ART) of user applications (Nguyen et al., 2023; Suhag and Jha, 2023b; Zhou et al., 2019). The pivotal role of the IoT gateway, acting as a resource orchestrator, is highlighted as it balances the use of allocated resources while navigating the constraints of edge servers (Pallewatta et al., 2023). This paper introduces a smart algorithm implemented within IoT gateways, designed to dynamically crowdsource and cache services based on real-time demands, service popularity, and response times. The algorithm aims to create a responsive and efficient smart building ecosystem. The strategic deployment of edge servers, along with this intelligent algorithm, aims to reduce cloud reliance and enhance service delivery performance. The algorithm’s novelty lies in its ability to prioritize services for caching, weighing response time improvements against memory usage.
[image: Figure 1]FIGURE 1 | Integrated data flow architecture for smart buildings: Device to cloud connectivity.
In light of the increasing demand for low-latency, high-bandwidth services driven by the proliferation of internet-connected devices, this study proposes a new approach to optimize service caching in edge servers. The proposed solution addresses the limitations of conventional cloud-based approaches, which often result in high latency and resource consumption. By introducing a smart metric that evaluates the trade-offs between response time gains and memory costs, the optimization problem is tackled in the specific context of smart buildings and smart cities. Simulations based on real-world scenarios demonstrate the superiority of the proposed approach, showcasing improvements in average response time and cache hit ratio compared to existing caching strategies.
This research makes significant contributions to the field of IoT and edge computing, offering a practical solution for optimizing service caching in smart buildings. The results not only validate the effectiveness of the approach in resource-constrained environments but also add valuable insights into the growing body of research in edge computing. The study highlights the potential for further advancements in the optimization of edge resources, aligning with the demands for efficient service delivery in smart city infrastructures.
The main contributions of this paper are as follows:
1. A new dynamic crowdsourcing and caching algorithm that optimizes service delivery in smart buildings is introduced.
2. A novel efficiency metric for caching services, which considers both cloud-computed and edge-computed response times, is proposed.
3. The effectiveness of the approach is demonstrated through extensive experimental evaluations, showing significant improvements in average response time (ART) and resource usage compared to traditional methods.
The remainder of the paper is organized as follows: Section 2 reviews related work on service caching and IoT integration in smart buildings. Section 3 describes the proposed approach and the new efficiency metric. Section 4 presents the experimental setup and results. Section 5 discusses the implications of the findings and compares the proposed approach with existing methods. Finally, Section 6 concludes the paper and suggests directions for future research.
2 RELATED WORK
The evolution of Mobile Edge Computing (MEC) has ushered in a paradigm shift in the realm of smart buildings, where the orchestration of caching strategies and optimization techniques is pivotal for seamless and responsive operations. In this context, numerous studies have explored various methodologies to enhance the performance of edge servers, particularly addressing the unique challenges posed by the dynamic nature of smart building environments.
Among the plethora of caching strategies, the Least Recently Used (LRU) algorithm has garnered widespread recognition. Its efficacy in reducing cache miss rates has made it a staple choice in MEC environments (Mulero-Palencia and Monzon Baeza, 2023; Oliveira et al., 2023). In smart buildings, where edge servers serve as local caches, the LRU algorithm strategically manages data by evicting the least recently accessed content, thereby maintaining a compact cache size. This approach not only aids in reducing the likelihood of overloading edge servers but also aligns with the resource constraints often associated with smart building deployments (Alzakari et al., 2020). Similarly, the Least Frequently Used (LFU) algorithm has found application in scenarios where services exhibit varying usage frequencies. Particularly effective for services with low usage frequency, LFU minimizes cache miss rates by removing the least frequently accessed data (Haraty and Nancy, 2023). This nuanced approach caters to the diverse usage patterns within smart buildings, ensuring optimal resource utilization.
Beyond traditional caching methods, the integration of meta-heuristic techniques has been explored to optimize resource allocation and enhance the performance of IoT applications within smart buildings. Genetic algorithms have been employed to dynamically allocate resources between IoT devices and edge servers (Abbas et al., 2021; Natesha and Guddeti, 2022; Deng et al., 2018), showcasing adaptability in resource-intensive environments. Particle swarm optimization has emerged as a valuable tool for load distribution across edge servers (Wu et al., 2019; Zhang et al., 2023; Busetti et al., 2022), ensuring balanced workloads and efficient utilization of computational resources within the smart building ecosystem. The realm of swarm intelligence techniques has also made a significant impact on dynamic optimization in edge computing environments (Hua et al., 2023; Sudha et al., 2023). Techniques such as particle swarm optimization, ant colony optimization, and artificial bee colony have been scrutinized for their applicability in smart buildings (Zulfa et al., 2022). These algorithms, designed to adapt to dynamic environments, offer promising avenues for addressing constraints inherent in the smart building ecosystem (Bibri et al., 2024; Bouramdane, 2023; Walia et al., 2023). Recent advancements in edge computing also emphasize proactive content caching strategies. Aghazadeh et al. (2023) conducted a systematic literature review on proactive content caching in edge computing environments, highlighting the crucial role these techniques play in improving traffic management and response times. The study categorizes proactive caching mechanisms into model-based, machine-learning-based, and heuristic-based approaches, addressing open issues and challenges that need to be explored in future research. Furthermore, Gupta et al. (2023) introduced an Information Centric Networking (ICN)-based edge caching scheme for managing multimedia big data traffic in smart cities. Their proposed architecture combines edge computing and ICN to enhance content dissemination near the end user. By incorporating caching attributes and employing proactive caching mechanisms, their approach significantly improves performance metrics such as cache hit ratio and content retrieval delay. Gou and Wu (2024) focused on optimizing the collaboration strategy among edge servers in IoT applications within smart cities. They proposed an edge server group collaboration architecture (ESGCA) to mitigate the challenges posed by insufficient cache space and urgent transmission tasks. Their optimization method effectively reduces message transmission delays and energy consumption, demonstrating the need for collaborative strategies in resource-constrained environments. Additionally, Songhorabadi et al. (2023) examined fog computing approaches in IoT-enabled smart cities, emphasizing their role in latency-sensitive and security-critical applications. Their study classified fog computing methods into service-based, resource-based, and application-based categories, addressing the limitations of traditional cloud-based approaches in smart city scenarios. Resource management techniques further contribute to the optimization of edge computing in smart buildings. The survey conducted by Khanh et al. (2023) delves into resource allocation, load balancing, and task scheduling strategies. Employing heuristic algorithms, game theory, and machine learning, these approaches ensure that smart buildings efficiently distribute tasks among edge servers, overcoming challenges posed by fluctuating workloads. The insights provided in these works highlight the multifaceted nature of caching and optimization within the evolving landscape of smart buildings, illustrating the necessity for innovative approaches to meet the growing demands for efficient service delivery in smart city infrastructures.
3 PROBLEM DEFINITION
The rapid advancement of Internet of Things (IoT) technologies has transformed smart buildings into complex ecosystems that require efficient resource management and service delivery. As the demand for low-latency services continues to rise, traditional cloud-based solutions have proven inadequate due to their reliance on centralized data processing, resulting in high latency and increased resource consumption. These challenges significantly hamper the performance of smart applications.
This study proposes a novel approach to optimizing service caching in smart buildings through the integration of edge computing technologies and a dynamic crowdsourcing technique. The innovative smart metric developed in this research takes into account multiple factors, balancing the gain in response time when a service is cached against the loss of memory consumption. This dual-focus approach not only addresses the limitations of existing caching strategies, such as Least Recently Used (LRU) and Least Frequently Used (LFU), but also enhances resource utilization within constrained environments. The uniqueness of this approach lies in its ability to reduce the complexity of the caching algorithm, making it feasible for real-time implementation in dynamic ecosystems. Unlike traditional enumeration methods, which are computationally expensive and time-consuming, the proposed algorithm can efficiently operate in real-time scenarios. Additionally, while many existing solutions utilize AI approaches like Genetic Algorithms (GA) and Swarm Intelligence, they often struggle with complexity and scalability in resource-constrained settings. The smart metric facilitates a simpler yet effective optimization process that is both practical and efficient.
By optimizing resource allocation and reducing average response times (ART), the proposed method directly contributes to the overarching goal of creating intelligent environments capable of handling increasing data traffic and diverse user requirements. The necessity for such advancements is underscored by the rapid proliferation of IoT devices, projected to reach 29.3 billion connected devices by 2023, resulting in immense data demands that require innovative solutions for effective management (Gupta et al., 2023; Gou and Wu, 2024).
Moreover, this research addresses the challenges posed by high traffic volumes and resource constraints in smart cities. It builds on the findings of Gupta et al. (2023), who highlight the importance of proactive content caching strategies, and Gou and Wu (2024), who propose edge caching schemes for multimedia big data traffic. By focusing on dynamic adaptability and collaboration among edge servers, this study presents a comprehensive solution that ensures efficient service delivery while maintaining a focus on user experience.
3.1 Symbols used for describing the optimization problem and caching strategy
These symbols play a pivotal role throughout the entire paper, serving as the cornerstone for articulating both the optimization problem and our proposed caching strategy. The utilization of boldface symbols is intentional, emphasizing their significance and aiding in clarity. Within the provided Table 1, you will discover a comprehensive list of symbols used to represent various elements and concepts in the context of our discussio. For a more detailed understanding, here’s a breakdown of the symbols and their respective meanings.
TABLE 1 | Symbols list.
[image: Table 1]The amount of resources utilized by a service is specified by: [image: image]
The average service response time (ASRT) is a crucial metric for evaluating the efficiency of a service delivery system. For each service Si, there are typically two different service response times [image: image] and [image: image] Therefore, the latency can be determined by Equation 1:
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were.
[image: image]:computing time of service Si under Edge server.
[image: image]:computing time of service Si under Cloud server.
[image: image]: time to transfer data from user application to Edge.
[image: image]: time to transfer response from Edge server to the user application.
[image: image] time to transfer data from the user application to Cloud server.
[image: image]: time to transfer response from Cloud server to the user application.
[image: image]: time to transfer response from Cloud server to the user application.
When a service Si is a composite service made up of other services, MSi = {Si1, Si2, … , Sik}, its response time [image: image] can be derived from the response times of its constituent services, taking into account the values of the vector <y>, where yi = 1 indicates that Si is in cache and yi = 0 signifies that Si is not in cache as shown in Equation 2:
[image: image]
Therefore, the average response time is expressed as follows as shown in Equations 3, 4.
[image: image]
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In conclusion, the problem can be stated as follows: Given a composition graph (Gsc), the objective is to find the cache policy vector (Y) that results in the minimum average service response time (Min-ASRT) as shown in Equations 5, 6, respectively.
[image: image]
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3.2 Optimization techniques and algorithm
In the realm of optimization methodologies, the Enumeration Method serves as a rigorous yet computationally demanding approach. This method exhaustively traverses the entire solution space in pursuit of the optimal response time, involving the generation of all conceivable cache policy vector combinations (y) and subsequent calculation of the average service response time (ARST). The Algorithm 1 illustrate all the step of enumeration method. However, its accuracy comes at the cost of significant computational resources, rendering it less viable for large-scale systems due to the NP-complete nature of the problem. In contrast, heuristic algorithms offer a pragmatic alternative for timely solutions. Algorithm 1, inspired by the Enumeration Method, adopts a numeric approach to explore the solution space iteratively, efficiently selecting cache policies that minimize the average service response time. These heuristic algorithms include the Greedy Algorithm, which strategically selects and adjusts services based on popularity and response time, and the Genetic Algorithm, inspired by natural selection, which evolves candidate solutions through crossover and mutation operations. Other heuristic algorithms like Particle Swarm Optimization (PSO), Ant Colony Optimization (ACO), and Simulated Annealing (SA) contribute to the repertoire of optimization strategies. The choice among these methods hinges on factors like problem size, optimization objectives, and available computational resources, with performance evaluations considering solution quality and efficiency relative to optimal solutions obtained through techniques such as Integer Linear Programming (ILP) or Mixed-Integer Programming (MIP).
Algorithm 1. CSRT(Computing Service Response Time).
Input:
 SCG (S, E): the service composition graph;
 T = {Ti} for i = 1 to n: the response time on the cloud;
 t = {ti} for i = 1 to n: the response time on the edge if cached;
 y: the cache policy;
Output:
 {t*1, t*2, … , t*n}: response time with cache policy y;
1:  Stack S† ← ∅
2:  while not all computed do
3:   Szero ← {si | si ∈ S, indegree (si) = 0}
4:   for sk ∈ Szero do
5:    if outdegree (sk) = 0 then
6:     if yk = 1 then
7:      t*k = te*k
8:     else
9:      t*k = Tc*k
10:    else
11:      push (S†, sk)
12:    for sk ∈ Szero do
13:     remove (G, sk)
14:     update G
15:    while S† ≠ ∅ do
16:     Sk ← pop (S†)
17:     for sk ∈ Sk do
18:      if yk = 1 then
19:       t*k = min{ Σsj∈MSk t*j, te*k }
20:      else
21:       t*k = min{ Σsj∈MSk t*j, Tc*k }
22: return {t*1, t*2, … , t*n}n}
3.3 Proposed algorithm
In the realm of Mobile Edge Computing (MEC), the optimization of service response time is a critical consideration, given the inherent constraints of edge servers. Our proposed caching strategy introduces a smart metric, Ei, designed to enhance the average service response time while acknowledging resource limitations. Ei is pivotal, as it gauges the potential improvement in response time against the associated memory cost of caching a service in the edge. The implementation of our approach involves a structured series of steps. Initially, we create a service composition graph (Gsc) to elucidate the intricate relationships between atomic and composite services. The focus lies on caching atomic services, considered as fundamental building blocks. Subsequently, we categorize services into two sets: atomic services (Sa) and composite services (Sc). The Ei metric is then evaluated for each atomic service, leading to a prioritized list for caching based on their calculated importance. The highest priority services are cached until resource limitations are reached. Importantly, our method maintains a moderate level of complexity, relying on tasks such as graph construction, metric evaluation, and prioritization, without necessitating elaborate optimization techniques or extensive computational resources. It is noteworthy that the approach relies on trial-and-error processes and a set of rules rather than a deterministic algorithm. The Ei metric is defined by Equation 7: 
[image: image]
where Ti is the cloud-computed service response time, ti is the edge-computed response time, ri is the memory required for edge storage, and fi denotes service popularity. The metric provides an efficiency measure for caching services in the edge, with higher Ei values indicating a favorable trade-off between response time improvement and memory usage. Services with the highest Ei values are given priority for caching, leading to optimal resource allocation. This method, encapsulated in Algorithm 2, facilitates informed decisions on service caching in the edge, ensuring effective optimization of limited edge server resources. Through these steps, our approach contributes to the advancement of efficient strategies for Mobile Edge Computing environments.
Algorithm 2. proposed Algorithm.
Input:
 SCG (S, E): the service composition graph;
 {Ti} for i = 1 to n: the response time on the cloud;
 {ti} for i = 1 to n: the response time on the edge if cached;
 {fi} for i = 1 to n: the popularity of service i
 {ri} for i = 1 to n: the resource consumptions of services
Output:
 y = {y1, y2, … , yn}: the cache policy of services;
begin:
 1:  for each atomic service
 2:   Ei = [(Ti-ti)/ri]*fi
 3:    Rank the atomic services in descending order of priority for caching based on their Ei metric value.
 4.   Cache the atomic services with the highest priority in the edge server until the resource limitations of the edge server are reached
 5:  return y = {y1, y2, … , yn}://yi = 1 if service i in cache 0 if not
end
To further illustrate our approach, we present a practical scenario that showcases the application of our proposed caching strategy in a smart building context. In this study, we envision a smart office building equipped with an intelligent automation system, as depicted in Figure 2. The system is designed to automate various aspects of building management, including lighting control, temperature regulation, occupancy sensing, and more. The building is equipped with sensors and actuators, and data from these devices are processed and managed through a set of cloud services (s1, s2, … , s7).
[image: Figure 2]FIGURE 2 | Intelligent automation in smart buildings: A practical scenario illustrating the application of advanced caching strategies.
For instance, the first service (S1: lighting_control) manages the lighting in specific areas, while the second service (S2: temperature_regulation) handles the temperature control. The S6 service is a composite of S1 and S2, providing predictive analytics for energy consumption optimization. The S3 service stores data from occupancy sensors, while the S5 service processes this data using anomaly detection models generated by S4. Finally, the S7 service analyzes the overall building state and makes decisions to optimize energy usage and comfort, which are then communicated to the local building management system.
Table 2 presents the operational parameters for our services configuration. Where
Ti: service response time when Si placed on the cloud server.
Frequency: popularity of service Si.
Memory: resource consumption of service Si
In this scenario, our objective is to find the optimal cache policy that minimizes the average service response time (ASRT) while adhering to the edge server’s capacity limit of 200 Mb. Initially, it may seem logical to start caching the most frequently requested service. However, in this case, the most popular service could consume nearly all of the available edge resources, for instance, in this configuration S7 is the most popular service (35%) and consumes 190Mb, thus resulting in a higher ASRT: [image: image] + t7 × f7 = 718. 5 m. This would result in a higher ASRT compared to the average response time (704.0 m) achieved by choosing less popular services (S1, S2, S5). Calculating the ASRT for this configuration of services is a complex operation that necessitates a specialized algorithm, taking into consideration all its properties.
The comprehensive implementation of our method on the dataset provided in Table 2 has led to the generation of results that are meticulously detailed and thoughtfully presented in the subsequent Table 3. This iterative process encapsulates the transformative impact of our methodology on the given data, offering a deeper insight into the outcomes derived from the applied approach.
The histogram in Figure 3 displays the gain in time per bit (Score) for each service. Based on these results, the services are ranked and stored in the edge cache until its memory capacity is fully utilized, as indicated in Table 4.
Table 4 allows us to easily deduce the cache retention policy, y = {0, 0, 0, 1, 1, 1, 0}, which results in an ASRT calculation of 643.5 M using Equation 4. These results are consistent with those obtained through the enumeration method. It's crucial to note that this is a specific scenario, and the proposed method needs evaluation in more generic and automatic scenarios. The next section aims to compare the effectiveness of our method with literature-based methods in a broader context, providing a comprehensive assessment of its applicability and performance. The results of this comparative analysis will be presented in the subsequent section.
TABLE 2 | Running config.
[image: Table 2]TABLE 3 | Services score Using Equation 7.
[image: Table 3][image: Figure 3]FIGURE 3 | Simulation results of proposed method, as in First Step.
TABLE 4 | Ranking based on score.
[image: Table 4]4 EXPERIMENTAL RESULTS AND DISCUSSION
In this section, we present the experimental results and discussion of our proposed caching strategy and compare it with the literature algorithm. We first describe the experimental setup and the datasets used in our experiments. Then, we present the performance evaluation results of our proposed method and the literature algorithm in terms of response time, hit ratio, and cache utilization. Finally, we discuss the results and draw conclusions regarding the effectiveness and efficiency of our proposed method compared to the literature algorithm.
4.1 Experimental setup and limitations
The first round of tests was conducted on a computer equipped with a 13th Gen Intel(R) Core(TM) i5-1335U CPU running at 1.30 GHz, with 24 GB of memory. This environment allowed for the simulation of various caching scenarios, where key metrics such as Average Response Time (ART), Resource Utilization, and Computational Complexity were measured. These tests provided valuable insights into how the proposed caching algorithm performs in an environment with ample resources.
After finalizing the simulation environment, the algorithm was deployed on a Raspberry Pi as the final target platform to simulate its performance in a real-world, resource-constrained environment like a home gateway. This testing ensured that the algorithm could handle service caching effectively in a constrained setting.
However, a limitation of our solution is related to the resource constraints of home gateways, particularly when the set of services to be managed becomes very large. If the number of services exceeds a certain threshold (e.g., more than 50 services), the system may face difficulties in maintaining optimal performance due to limited memory and computational power. Nonetheless, in typical real-world scenarios, the number of services on a home gateway is likely to be fewer than 50, ensuring that the system will function correctly within these bounds.
4.2 Comparison of service response time between proposed method, GA, and swarm
Average Response Time (ART) is a metric that is widely used to evaluate the performance of caching algorithms in Mobile Edge Computing (MEC) environments. This metric measures the average time taken to respond to service requests, and lower values indicate better performance. In MEC environments, where edge servers are closer to end-users, reducing ART is of great importance as it enhances the user experience and satisfaction. Moreover, the performance of caching algorithms can be evaluated using other metrics, such as cache hit ratio, resource utilization, and energy consumption, but ART is often considered the most critical metric because it directly reflects the quality of service provided to end-users. Therefore, reducing ART has become one of the primary objectives of caching algorithms and methods in MEC environments.
To ensure a fair comparison of the different caching algorithms, all algorithms, including the proposed approach, were implemented using Python and executed under the same conditions on the same machine. This consistent execution environment minimizes variability in performance results, allowing for a direct and equitable evaluation of each algorithm’s effectiveness.
The performance evaluation results of various caching algorithms in a Mobile Edge Computing (MEC) environment are shown in Figure 4 using the average response time (ART) metric. The histogram displays the ART values for each algorithm at different levels of service requests, while the proposed caching approach is denoted as “PA” on the histogram. It can be observed that “PA” consistently outperforms or performs comparably to the other caching algorithms across all levels of service requests, with lower or very close ART values. The Particle Swarm Optimization (PSO) algorithm generally performs worse than the other algorithms, while the Genetic Algorithm (GA) performs relatively well compared to PSO but has higher ART values than “PA” and the reference “enumeration method.” These results emphasize the significance of reducing ART in MEC environments, as it directly impacts the quality of service provided to end-users. Therefore, the proposed caching approach, “PA”, appears to be a promising solution to achieve this goal.
[image: Figure 4]FIGURE 4 | The performance evaluation results of various caching algorithms.
In this study, the proposed caching algorithm employs a trial-and-error approach, which significantly reduces algorithmic complexity. This design choice facilitates real-time decision-making, allowing the algorithm to adapt quickly to changes in service demand and user behavior, which is critical in practical applications within smart buildings. While this method may not always yield the globally optimal solution, it provides flexibility in responding to fluctuating service requests. Such adaptability is especially important in environments where the popularity of services can vary greatly. Furthermore, it is essential to acknowledge potential challenges associated with this approach, particularly in highly volatile scenarios where user preferences and service demands change rapidly. Addressing these challenges ensures that our proposed algorithm remains practical and relevant for real-world service caching applications.
5 CONCLUSION
This paper introduced a novel dynamic crowdsourcing and caching algorithm for optimizing service delivery in smart buildings, leveraging IoT gateways and edge servers to reduce latency and enhance the responsiveness of smart city applications. The proposed efficiency metric (Ei) balances cloud-computed and edge-computed response times, facilitating optimal caching decisions. Experimental results demonstrated significant improvements in average response time (ART) and resource usage compared to traditional methods.
One of the limitations of our approach is the potential performance challenge in resource-constrained environments when dealing with a large number of services. However, in real-world scenarios, where the number of services is typically fewer than 50, the system performs effectively. Future research could focus on refining the efficiency metric to incorporate additional factors such as security and data privacy, addressing the increasing concerns in IoT networks. Further exploration of scalability in larger smart city environments will also be valuable.
The potential applications of this algorithm span several areas within smart city infrastructure. Smart homes and buildings can benefit from improved service delivery for applications like energy management, security systems, and automated maintenance. Healthcare systems, particularly in remote patient monitoring, could leverage edge caching to reduce latency in data transmission from IoT sensors. Traffic management and environmental monitoring are other critical domains where latency reduction and resource optimization are essential for real-time decision-making in smart cities.
In terms of next steps, further optimization of the algorithm is needed to handle more complex service environments with an increasing number of services and dependencies. Additionally, integration with advanced technologies like machine learning and predictive analytics could enhance the algorithm’s adaptability, allowing it to predict future service demand and optimize caching decisions accordingly. Investigating the deployment of this algorithm in diverse IoT environments, such as industrial IoT and agricultural IoT, could broaden its applicability and demonstrate its versatility across various sectors.
Our research outcomes demonstrate significant improvements in average response time (ART) and resource utilization compared to existing algorithms, including Particle Swarm Optimization (PSO) and Genetic Algorithms (GA). While our approach effectively balances performance and resource consumption, we acknowledge that it may not yield the globally optimal solution in all scenarios, particularly when dealing with larger sets of services.
By situating our research within the broader landscape of IoT service provisioning, we aim to contribute meaningfully to the ongoing discourse in this evolving field. This work provides a strong foundation for future studies in mobile edge computing and IoT service provisioning. By extending the current solution and addressing the identified limitations, the proposed approach could play a pivotal role in improving the performance of smart city infrastructures and other resource-constrained IoT ecosystems.
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