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The continual progress pace of the development of the Wi-Fi generations may not fulfill the expected tremendous data growth of future smart-home network devices and applications. Throughout this article, we show a comprehensive design of the futuristic smart-home network that distributes massive data for indoor devices while fully supporting intelligent functions. We start by drawing a vision for various application scenarios of information and communication technologies in smart-home networks beyond the 2030s. Then, we appraise the technical specifications of the candidate intelligent home network. To achieve these technological speculations, we propose a novel holistic networking solution that is efficient and intelligent from service and operation perspectives. Specifically, we detail the proposed network architecture, elements, and enabling technologies. To accelerate the research progress and implementation, we further point out the future research directions. Finally, we discuss the non-technological factors that could affect the future deployment of the proposed network solution.
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1 INTRODUCTION
A smart home has been one of the essential people-centric Internet of Things (IoT) systems that attracted a tremendous amount of attention in academia and industry (Feng et al., 2017). The smart home reaps the progress in information and communications technologies (ICT) to adapt living environments and conditions to drastically improve residential quality, services, comfort, and safety. Moreover, motivated by new residential requirements during the COVID-19 pandemic, the smart home should support several remote daily activities, such as education, healthcare, work, and entertainment. To this end, the capability, reliability, and security of data distribution are of paramount importance and need to be accomplished by efficient smart home network solutions (Xu et al., 2016).
Nowadays, the Wi-Fi systems supported by IEEE 802.11 standards provide widely applied solutions for home networks with growing coverage and data rate. Undoubtedly, Wi-Fi has significantly accelerated the informatization progress and has profoundly impacted human society in the past two decades (Pahlavan and Krishnamurthy, 2020). Today, the latest system, Wi-Fi 6E, offers a tri-band solution at frequencies 2.4 GHz, 5 GHz, and 6 GHz with bandwidths of 60 MHz, 500 MHz, and 1,200 MHz, respectively, c.f. Figure 1. The Wi-Fi systems adopt several powerful communication techniques, such as multiple-input and multiple-output (MIMO), orthogonal frequency-division multiplexing (OFDM), and higher modulation orders, to boost the throughput and coverage performance (Hardani and Hayat, 2022). Despite the commendable services Wi-Fi achieved in the past few years, it is questionable if the capabilities of Wi-Fi systems can accommodate the ambitions of future smart home networks (He et al., 2020; Bandyopadhyay et al., 2023). Further improvement on throughput without going beyond the current Wi-Fi bands would be marginal owing to hitting the theoretical performance wall of the Shannon-Hartley theorem (Dohler et al., 2011).
[image: Figure 1]FIGURE 1 | Wi-Fi data rate and bandwidth development.
Numerous research efforts have been dedicated to developing smart-home networks, which aim to connect various types of automated devices to the core network. This intelligent network can learn and adapt its performance to accomplish required tasks with minimal human involvement (Brush et al., 2018; Yan et al., 2022). The field of smart-home research can be broadly categorized into three areas: 1) network deployment and configuration, 2) monitoring and adaptation, and 3) developing multi-service networks (Brush et al., 2018; Ye et al., 2018; Namboodiri et al., 2013; Collotta and Pau, 2015; Ishikawa, 2013; Pinheiro et al., 2020; Yu et al., 2019). In the realm of network deployment and configuration, innovative approaches have been proposed to support intelligent services, such as a service-aware wireless heterogeneous network. This network utilizes a mega service-aware network controller to achieve service adaptation, network cognition, and resource provisioning (Ye et al., 2018). A significant amount of research has also been dedicated to intelligent energy metering and management, with a particular focus on privacy and security constraints (Namboodiri et al., 2013; Collotta and Pau, 2015). These studies explore the control and management of home appliances over heterogeneous networks, offering solutions to optimize energy consumption. User privacy in smart-home networks has received considerable attention. For instance, Pinheiro et al. (2020) proposed a packet padding mechanism that uses supervised learning mechanisms to monitor the network and apply appropriate padding, ensuring user privacy. Furthermore, deep reinforcement learning has been explored as a method for managing energy consumption in smart homes. A notable example is the work of Yu et al. (2019), who proposed an approach for task offloading to efficiently manage energy consumption.
Smart home networks are a critical component of the broader smart cities paradigm, which integrates a massive number of Internet of Things (IoT) devices, machines, and users, facilitating the control and optimization of a multitude of tasks with minimal human intervention. As explored in the comprehensive work by Song et al., smart cities encompass concepts such as smart governance, economy, mobility, environment, people, and living (Song et al., 2017). These principles are enabled by advancements in IoT technologies, which have been widely reviewed in recent literature (Zanella et al., 2014; Al-Fuqaha et al., 2015; Mehmood et al., 2017; Qian et al., 2019; Syed et al., 2021; Talebkhah et al., 2021). IoT applications extend across various areas such as transportation, healthcare, and public services, and play a crucial role in realizing the futuristic visions of smart cities. For instance, in the context of smart homes, IoT technologies enable advanced monitoring, automation, and enhance the interaction between homes and residents. By incorporating such works on overarching smart city principles and IoT applications, we provide a more complete view of the state of the art and motivate continued research in smart homes. However, it is important to note the ongoing challenges posed by the need to support the immense number of anticipated future smart devices (Naik et al., 2021). As urban landscapes continue to evolve towards smart cities, we recognize the crucial role smart homes play in this transformation (El-Azab, 2021).
Future smart-home networks are expected to support data-hungry and low-latency applications, such as mixed reality (MR), three-dimensional (3D) holography, and tactile internet. The current and coming Wi-Fi systems are neither suitable for such applications nor simultaneous services, such as accurate localization, sensing, and tracking. It is worthy to emphasize that one of the smart-home goals is to construct smart cyberspace allowing various location-based services (Ahmad et al., 2019). Therefore, the integration of data communications and a set of sensing functions with a much higher level of autonomy becomes a necessity (Huang et al., 2020; Bahadori et al., 2022). Although researchers attempt to achieve this goal by proposing the concept of radio frequency (RF) cloud by the Wi-Fi technology (Pahlavan and Krishnamurthy, 2020), the received signal strength (RSS) and time of arrival (TOA) of Wi-Fi signals give insufficient information to construct the futuristic cyberspace. Furthermore, it is difficult and even not possible to eliminate electromagnetic interference by using Wi-Fi in dense networks. Also, due to the openness and interoperability brought by Wi-Fi standards, smart home networks’ digital security and privacy are under threat of cyberattacks, which are challenging to be managed by current Wi-Fi technology (Sivaraman et al., 2018).
Given the unique challenges associated with Wi-Fi and the specific needs of smart home networks, it is reasonable to question the effectiveness of Wi-Fi solutions in supporting future smart home networks. To identify a network solution that is well-suited to the requirements of a smart home, we conducted an extensive review of the literature and identified unique features of smart home networks. These features align with three key research directions:
1) Network deployment and configuration
[image: image] Distributed network architecture: A decentralized system enhancing network resilience and scalability.
[image: image] Adaptive and Hybrid Usage of Frequency Bands: The use of different frequency bands based on network demands for efficient network performance optimization.
[image: image] Ultra-Reliable Low-Latency (URLL) Data Flow Support: Ensuring instantaneous communication with high reliability, is critical for applications such as remote control and automation.
[image: image] Efficient-Tailored Coverage: Network coverage that is customized to efficiently serve the specific layout and needs of the smart home.
[image: image] Machine-Type Communications: Inter-device communication protocols among various sensors, actuators, and robotics allow various smart devices to interact and coordinate with each other.
2) Monitoring and adaptation
[image: image] Environment-Aware Networks Allowing Automatic Load Re-distribution: Adaptive networks that can monitor the environment and redistribute network load for optimal performance.
[image: image] Immersive and Intelligent Cyberspace: A virtual environment that is interactive, responsive, and capable of simulating real-world experiences.
[image: image] High Level of Autonomy and Complete Privacy Protection: Systems that can operate independently while providing robust data protection and privacy safeguards.
[image: image] Anti-Tamper Mechanism and Resilience to Cyberattacks: Security features that protect the network from unauthorized access and mitigate the impact of cyberattacks.
[image: image] Robustness against Failures of Individual Components: The ability of the network to continue functioning effectively even when individual components fail.
3) Developing multi-service networks
[image: image] Energy-Aware Networking: Network operation that takes into account energy consumption and efficiency.
[image: image] Immersive and Intelligent Cyberspace: Ensures seamless service integration and provides an engaging interface for smart home system management.
[image: image] Multi-Service Platform: A range of services provided by the network, including control of lighting, wireless charging, tracking of items, and setting location-based rules or alerts (geofencing).
[image: image] Robustness against Failures of Individual Components: The need to maintain service delivery and performance despite potential disruptions in multifaceted services.
To realize the above-mentioned features, we propose a novel smart home network solution that relies on the following key enablers:
[image: image] Beyond Wi-Fi bands, including millimeter waves (mmW), Terahertz (THz), and optical bands, which are able to greatly expand communication bandwidth and facilitate efficient spectral resource optimization. Such bands can be used to support network deployment and offer different services (Elayan et al., 2019; Jahid et al., 2022; Abdelhady et al., 2022).
[image: image] Smart Communication Surfaces such as metasurfaces, programmable mirror arrays, and optical shutters can play dominant energy-aware solutions in tailoring network coverage and data rate (Hu et al., 2021; Lamontagne et al., 2019). Smart-home networks are expected to utilize these intelligent surfaces in network deployment and multi-service development.
[image: image] Federated learning, a distributed data analytical technique that provides automated models to deal with dynamic scenarios for smart home networks while guaranteeing complete privacy protection (Li et al., 2020). The proposed learning technique is expected to play a significant role in monitoring and adapting smart home networks.
[image: image] Directed acyclic graph (DAG) based blockchain, a decentralized technique providing an effective anti-tamper mechanism via a fast and green consensus process (Cao et al., 2019; Wang et al., 2020), which can facilitate the development of multi-services for intelligent home networking.
In the following sections, we delve deeper into the interplay between the crucial technologies that form the backbone of our proposed smart home network solution: Beyond Wi-Fi Bands, Smart Communication Surfaces, Federated Learning, and DAG-based blockchain. These technologies are not stand-alone elements but tightly interwoven to enhance the network’s deployment, multi-service development, monitoring, adaptation, security, and privacy. We aim to provide a comprehensive understanding of their relationships and collective contributions to the proposed smart home network.
The remainder of the article is organized as follows. We first present the typical application scenarios of smart-home networks in the 2030s and the corresponding technical specifications. Then, we propose the network specifications, including the architecture, key enablers, and system setups, that can achieve the expected requirements. Based on the proposed solution, we discuss the future research directions and analyze the non-technological issues that might hinder the implementation of the proposed solution.
2 APPLICATION SCENARIOS OF SMART HOME
The future smart-home network requires many sensors with new combined technologies to provide innovative applications that improve household residents’ life quality and working efficiency (Rault et al., 2014; Abo-Zahhad et al., 2014). This section envisions five representative application scenarios of the futuristic smart home that can be achieved and extended in the next decade. Figure 2 shows a pictorial illustration of these five application scenarios.
[image: Figure 2]FIGURE 2 | Five representative application scenarios of smart home.
2.1 Intelligent indoor environment control
Indoor environmental intelligent monitoring and control are necessary for smart-home networks to ensure safe and comfortable living conditions (Kolokotsa et al., 2010). Smart-home networks should monitor all household apparatus and infrastructures to supervise maintenance tasks automatically and avoid housing risks. For example, tens of thousands of people were hospitalized due to carbon monoxide poisoning at housing units per year (Organization WHO, 2011). The primary cause is the misuse of ovens for warming without alerting when the carbon monoxide concentration reaches a threshold level. Alternatively, these hospitalized cases can be averted by the capability of intelligent indoor environment control installed in smart-home units. In addition to safety, creating cozy and environmentally friendly households is also important and can be facilitated by various intelligent indoor environment control systems such as air humidity, temperature, illumination, and gas composition systems.
2.2 Surveillance and monitoring of residents safety
Monitoring personal safety is always a crucial issue at present and in the future and therefore should be given the highest priority. Observing the individual health status and alerting related personnel in time to any occurrence or risk of illness and accident are essential for smart-home residents, which is also known as e-health (Farahani et al., 2020). Therefore, smart-home networks should be equipped with many sensors and actuators to enable powerful surveillance and monitoring functions, ensuring the highest residential safety level. Precisely, the internal body health will be monitored by sensors to provide a complete medical file for each resident with hospitals or online medical centers. Such shared information can enable emergency preparation by doctors or urgent self-treatments suggested by artificial intelligence. Also, a remote physical check-up and minor treatments can be performed using a tactile internet systems (Fanibhare et al., 2021). Such a physical interaction is suitable for isolated areas, lock-down scenarios, and emergency scenarios.
2.3 Mixed reality
The concept of mixed reality (MR) encompasses the well-known virtual reality (VR) and augmented reality (AR) concepts. MR devices are believed to be the next-generation “killer app” in the next decades after the smartphone revolution (Speicher et al., 2019; Tepper et al., 2017). The futuristic three-dimensional virtual networks, or metaverse, will introduce a virtual life platform using MR technologies and combine physical and virtual spaces (Lee et al., 2021). At the very beginning, when the concept of MR is proposed, the first imagination coming to one’s mind is gaming. Unlike computer games, an MR game does not require a clumsy screen or bulky host machines. The vision of MR games can directly be projected onto the retina by putting an MR appliance as small as a smartphone on a player’s head. In this way, the players can access a human-machine interface (HMI) by the motions of hands or eyeballs without relying on other peripheral devices. Furthermore, MR appliances can also serve as user-friendly HMIs with various sensors for administrating the entire smart home and performing many jobs that rely on three-dimensional imaging, e.g., teaching, painting, and medical practicing. Besides, MR appliances can be essential and helpful for disabled residents to practice their lives normally. Therefore, MR applications will undoubtedly become crucial parts of the upcoming smart-home network.
2.4 Accurate indoor positioning and object tracking
Everyone might have obnoxious experiences to lose something tiny and inconspicuous at home, e.g., keys, controllers, and wallets, and spend much effort to find them. As a result of these obnoxious experiences, it would be attractive to enable the smart-home network to perform accurate indoor positioning and object tracking. Furthermore, such an ability of smart home is far more than a tool for finding lost items but can provide location reference information to help with the precise navigation of a variety of household robots working at future smart home (Piekarski et al., 2003; Mulloni et al., 2012). Besides, the wireless charging service at the smart-home network relying on precise beamforming techniques can also benefit from this attractive ability.
2.5 Work from smart home
Working from home is an inevitable trend with the developments of wireless communications and cloud computing (Randall, 2003; Kasmi et al., 2016). This trend has been recently accelerated after the COVID-19 pandemic, which prevented people from going to their workplaces. Therefore, work from a smart home in the future should also be expected and planned. To this end, we need to design a home working platform that shall support secure, reliable and vast-throughput connectivity for business data exchange and holographic display. The “work from smart home” conception will help maintain a better work-and-life balance for employees and improve their wellbeing. The concept of working shall be extended to teaching and learning where other technologies such as MR and tactile internet can participate.
All the above-envisioned application scenarios of smart homes involve emerging advanced devices that require special operating conditions. In the following section, we define the necessary technical specifications of the futuristic smart-home network to fulfill the required services and applications.
3 SPECIFICATIONS OF SMART HOME NETWORKS
The beyond Wi-Fi network solution should provide superior performance improvement to the Wi-Fi generations to support the required application as shown in Figure 1. Precisely, we expect extending the transmission bands of the beyond Wi-Fi network to capture the mmW, THz, and optical bands, as illustrated in Table 1. Thus, the transmission bandwidth can increase, hitting the multi GHz allowing for ultra latency performance and breaking the Tbps limit. We expect to see a significant improvement in the future technical specifications from five dimensions compared with the present specifications of Wi-Fi generations. Specifically, smart home networks will be able to support hundreds of connected nodes rather than only several connected devices in recent smart homes, bring in several-fold improvement in throughput and latency, as well as energy and efficiency, provide almost 100% secure network and keeping residents’ privacy and personal information from leakage, and equipped with more powerful predictability. In the following, we give detailed discussions about these five technical specifications.
TABLE 1 | Comparison between the current Wi-Fi generation and the proposed beyond Wi-Fi system.
[image: Table 1]3.1 Number of connected nodes
The continual progress in wireless communication technology connects the world more than ever. In 2008, connected devices exceeded the human population (6.8 billion) and continued to grow with an expectation to reach 41.6 billion by 2025 (Forum, 2020). With the maturity of the IoT system, it is envisioned that the heterogeneity becomes increasingly imperative over time, which results in the number of the connected smart home devices continuing to proliferate and surpassing the current one several-fold in the following decades (Cisco, 2020). There will be massive types of home applications, including but not limited to smart media devices, e.g., smart TVs, game consoles, novel network domestic appliances, such as smart light, smart window shutter, and intelligent washing machines, as well as intelligent surveillance cameras. Moreover, to realize the application scenarios mentioned in the last section, heterogeneous wireless sensors are going to be distributed in a smart home to collect data from the environment, residents, and machines. Therefore, the capability of connecting various things in hundreds or even thousands of magnitudes simultaneously with almost surely 100% connectivity is one of the basic specifications for future smart-home networks.
3.2 Throughput and latency
The expected running applications of the tremendous different connected devices will inevitably compete for the limited spectral resources, yielding a low transmission throughput without proper countermeasures. Therefore, there can be a spectrum contention issue when hundredfold or thousandfold devices request different rates in a limited legitimate bandwidth (Gupta et al., 2022). Consequently, the co-channel interference of spectrum sharing can degrade the information transmission quality (Ye et al., 2021), which is more critical for multimedia applications such as high-definition television streaming, MR, and real-time holographic display. Thus, the future home network should have an enhanced throughput of the current one (Oughton et al., 2021). The throughput also impacts another key network parameter signifying the system performance, termed as latency (Abderrahim et al., 2020). Latency determines if users can respond promptly within a certain time threshold when interacting with smart devices through the network (Showail and Shihada, 2018). Some of the existing literature already work on this field and assure that the transmission latency of sensors should be no more than 10 ms (Anwar et al., 2015; Shah et al., 2020; Ariyanti and Suryanegara, 2020). However, the multimedia applications mentioned above and tactile internet systems require less than a 1 ms latency service. Undoubtedly, physical-layer and network-layer technologies for high throughput and low latency are the premises for constructing smart-home networks.
3.3 Energy efficiency
Future smart homes with various appliances and sensors will be far more complicated energy systems and consume more energy than current homes without intelligent functionality. Therefore, energy efficiency is an essential issue that needs to be carefully managed and enhanced in smart-home networks (Zobel et al., 2021). Such a consideration is necessary when the number of connected nodes surges in the future (Turchet and Rinaldo, 2021; Wang et al., 2019). Over the past few years, there has been a growing demand to develop well-designed energy-saving strategies enabled by intelligent technologies, such as eliminating the energy drain caused by idling appliances (target wake time (TWT) in current Wi-Fi systems). Moreover, IoT applications are developed to harvest energy from a different source, such as sunlight, indoor optical and radio frequency (RF) signals (Sudevalayam and Kulkarni, 2010; Abdelhady et al., 2020). The smart-home environment is full of electromagnetic waves, which provide abundant energy to be reused as harvested and stored in batteries for IoT applications (Eltresy et al., 2020). It is expected that the energy-constrained nodes with limited battery capacities, e.g., wearable devices, enjoy a much longer lifetime of the replacement of the batteries in their structure, especially when they are difficult or even impossible to be charged. The more energy-efficient network can translate to more extended device battery life. On the other hand, more energy-efficient smart-home applications have a stronger attraction to people who want to enjoy the same user experience with lower energy costs to afford (AlQerm and Shihada, 2019). Overall, energy efficiency is an essential performance metric for future smart-home networks (Amin et al., 2015), and enhancing energy efficiency directly contributes to reducing the carbon footprint of smart home networks, aligning with global sustainability goals.
3.4 Security and privacy
In addition to enjoying the functionalities brought by the smart-home network, residents also expect their online experience at home to be always secure and their personal information and assets to be safe (Boutaba et al., 2003). The leading trends such as e-commerce, mobile payments, IoT, machine learning, and social media greatly ease users’ life, but also lead to a higher incidence of cyberattacks (Cisco, 2020). For instance, an eavesdropping adversary can sniff the wireless channel, infer the device execution states from wireless traffic, steal the users’ privacy by performing over-privileged execution, and even perform spoofing attacks on smart-home networks. The resource-constrained devices lack sufficient processing and computation capacity to engage in security operations. The centralized structure collecting massive data from users’ devices to provide personalized and customized services can worsen even the security. The information leakage when people work from home might cause catastrophic consequences to their companies, especially for those who work for banks and health centers. Therefore, the smart home should ensure that cyberattacks and information eavesdropping are financially unviable for the cybercriminals with almost 100% probability. Otherwise, without adequate security and privacy mechanisms, the development of the smart home will turn out to be futile.
3.5 Predictability
The ability to predict inhabitants’ requirements in advance and make proactive decisions on network resource allocation is a key for smart-home networks (Zhang et al., 2022c). From the users’ perspective, the success of prediction is significant for people who need living assistance, such as children, the elderly, and the disabled. Low prediction accuracy with many inopportune services could annoy users, lower their interest and trust in intelligent functionality, and eventually make them unsatisfied with smart-home services. From the network’s point of view, predicting the upcoming traffic and the transmission delay for different applications accurately can help allocate the limited spectrum resource more efficiently and provide a more fluent application experience for users (AlGhadhban and Shihada, 2018; Zhang et al., 2021). In addition, the smart home with predictable activity can also dynamically force some applications to sleep when they are not be utilized, which can save power throughout the system and leave more network capacity available for other time-critical traffic (Bouacida et al., 2017). Moreover, the battery life of different sized battery capacities for each device can be predicted by understanding its energy consumption, which assists residents in replacing the battery or recharging it at an appropriate time. We conclude that predictability will play an essential role in future smart homes, whose accuracy depends on the reliability and timeliness of data drawn from the actual living environment, the intelligent services provided, and user behaviors.
4 PROPOSED SMART HOME NETWORK SOLUTION
This section proposes and details our smart home network solution in response to the evolving needs of smart home networks and the limitations of existing Wi-Fi systems. In particular, we expound on the distributed network architecture and elements, including management and orchestration aspects, network monitoring and adaptation strategies, and security and reliability assurance mechanisms. Our solution leverages advanced technologies including beyond Wi-Fi bands, smart communication surfaces, federated learning, and DAG-based blockchain. This section further details the implementation of these technologies and how they collectively contribute to the robustness, efficiency, and adaptability of our smart home network solution. Finally, we detail the versatile multi-service platform enabled by our proposed solution, demonstrating its ability to support a wide array of smart home functionalities.
4.1 Implementation of key technologies
We now turn our attention to how our solution’s essential technologies - Beyond Wi-Fi Bands, Smart Communication Surfaces, Federated Learning, and DAG-based Blockchain - are brought to life within our network infrastructure.
4.1.1 Beyond Wi-Fi bands
In our proposed solution, we extend the traditional Wi-Fi frequency bands to include mmW, THz, and optical bands for the purpose of network deployment and service provision. The use of these expanded frequency ranges significantly increases communication bandwidth and allows for effective spectral resource optimization.
4.1.2 Smart communication surfaces
In our network, we integrate smart communication surfaces - such as metasurfaces, programmable mirror arrays, and smart optical devices (such as optical shutters) - to effectively interact with the expanded frequency bands. These surfaces intelligently control the propagation of electromagnetic waves, thereby enhancing network coverage and data rate.
4.1.3 Federated learning
Our solution incorporates federated learning to improve network monitoring and adaptation. This machine learning approach allows edge devices in our network to collaboratively learn a shared prediction model, all while keeping the training data on the original device - a process that significantly enhances network intelligence and ensures data privacy.
4.1.4 DAG-based blockchain
We integrate DAG-based blockchain technology to bolster the security of our network. This decentralized technique provides an effective anti-tamper mechanism via a fast and green consensus process. It works in tandem with Federated Learning to maintain user privacy and ensures the secure operation of our smart home network.
The interplay between these technologies is vital to our proposed solution. Smart communication surfaces interact with the expanded frequency bands to enhance network efficiency, while federated learning and DAG-based Blockchain work together to ensure data privacy and network security. Collectively, these technologies form the foundation of our proposed smart home network solution, significantly enhancing network deployment, multi-service development, monitoring, adaptation, security, and privacy. It is important to note that our proposed solution not only addresses technological challenges but also contributes to resource management and carbon footprint reduction. The energy-saving strategies outlined in this section, including hybrid frequency band utilization, smart communication surfaces, and federated learning, collectively work towards creating a more sustainable and environmentally friendly smart home network infrastructure.
4.2 Network architecture and components
The proposed home network solution consists of a hardware basis constructed by several components and devices in the lower layer, three intermediate panels in the medium layer, and finally a user interface (UI) as depicted in Figure 3. Firstly, the hardware basis provides a platform for network components, sensors, and actuators to exchange processed data for fulfilling several required services efficiently. To this end, the network components enable essential communication services by sharing and exchanging operational data among several devices in the network. These components mainly encompass various transceivers relying on intelligent communication surfaces and multiple frequency bands. We classify the adopted frequency bands as low-frequency (LF) and high-frequency (HF) bands to support different services and applications. The LF band is an extended version of the classical Wi-Fi bands where the adopted frequency is less than the mmW band. On the other hand, the HF band captures the sub-THz (mmW), THz, and optical bands.
[image: Figure 3]FIGURE 3 | Holistic framework of the proposed smart home network solution with all panels, key components, and enabling technologies (Illustration created by Ivan Gromicho. Scientific Illustrator at Research Communication and Publication Services. Office of the Vice President for Research - King Abdullah University of Science and Technology).
Thanks to the broad coverage of the LF bands, the proposed intelligent network uses them to provide reliable transmission channels for control, coordinating, and confirmation signals. Such LF channels convey a small amount of information that are the pivots to ensure the secure and efficient operation of the entire home network. Unlike the LF bands, the HF bands are used to transmit data for both communications and sensing purposes due to their much higher bandwidths and the accompanying transmission capability. Technologies like massive MIMO beamforming, 3D beamforming, and spatial multiplexing are employed to further enhance the throughput into the Tbps range and beyond, increasing both the bandwidth and spatial streams (Shlezinger et al., 2021; Yang et al., 2020). Meanwhile, it is worth noting that the HF band’s short transmission range makes it not feasible for hybrid transceivers to obtain a complete picture of the indoor electromagnetic environment and deal with mobility-related issues. Therefore, the successful use of HF bands is highly dependent on the real-time and accurate coordination enabled by LF radios. In such a way, we adopt both RF bands in a hybrid and complementary manner to construct immersive and intelligent cyberspace. In addition, the LF bands can occasionally take the responsibility of raw data transmission as alternatives in exceptional circumstances when the HF bands cannot be accessed or are suffering from interference.
The LF access point (AP) utilizes frequency bands lower than 30 GHz, including the current WiFi bands 2.4 GHz, 5 GHz, and 6 GHz, which have good indoor penetration abilities allowing large covering areas (Muhammad et al., 2021). However, there might be some dead zones that the LF AP cannot cover due to the required coverage area or the complexity of the building structure (Lyu et al., 2019). To realize seamless coverage, we employ reconfigurable intelligent surfaces (RISs) to direct LF radio signals and focus them on those dead spots to ensure the reception of the control signaling by the network components and devices distributed over those areas (Chen et al., 2022; Ye et al., 2022; Boulogeorgos and Alexiou, 2021; Du et al., 2022; Zeng et al., 2020; Hedhly et al., 2023). Besides, employing RISs can form a geo-fence that only allows intended transceivers to access legal signals while preventing jamming radio from interfering with the legal signals and preventing the indoor radios from leaking out. Therefore, RISs can participate effectively in mitigating side-channel and jamming attacks, which further enhance the security and privacy of the home network from the physical-layer perspective. In addition to aiding in coverage and security, the RISs also facilitate network slicing, allowing us to dedicate network resources to latency-sensitive applications like AR/VR and autonomous vehicles, ensuring these services receive the required bandwidth and latency.
On the other hand, the HF APs are extensively distributed throughout the home, ensuring seamless coverage despite the short transmission range of the HF bands. With the dense deployment of these APs, each with inter-AP distances of just a few meters, we can mitigate the limited coverage range and ensure there are no dead zones within the network. Also, the network can support very high data rates thanks to the extremely available high bandwidth channels. Although the mmW and THz bands signals can provide longer ranges than the optical band and offer higher bandwidth than the optical devices, visible light communications (VLC) can provide an efficient solution (Abdelhady et al., 2019). The spatial distribution of illumination sources along the home guarantees good network connectivity and encourages the exploitation of optical energy harvesting (Abdelhady et al., 2020), improving energy efficiency and decreasing network deployment costs. Other HF-based energy-efficient intelligent surfaces such as optical shutters can be installed in the windows and walls to support passive optical modulation, which offer another HF communication solution (Abdelhady et al., 2022). For example, liquid crystal shutters can allow indoor sunlight illumination during daytime while modulating the passed sunlight conveying data along nearby indoor regions (Bloom et al., 2019; Ammar et al., 2022). Interestingly, the required energy needed by the LC shutters can be harvested by the sunlight; thus, a green, efficient communication link is established (Ammar et al., 2023).
Secondly, the intermediate panels collect the detected observation and data by various sensors and receivers through network components. Specifically, the security and reliability panel (SRP) is the responsible panel that connects directly to the hardware basis because of the paramount importance of security and reliability in smart-home networks. At the same time, the actuators receive action orders only from the SRP to adapt to the physical and electromagnetic environments of the smart home. The SRP manages a DAG-based blockchain and generates transaction records corresponding to the observations and actions. The SRP also receives feedback for confirmation from the monitoring and adaption panel (MAP). The MAP is responsible for monitoring the holistic status of the entire smart-home network via the transaction records, producing specific adaptation schemes by federated learning, and sending confirmations back to help the management of the DAG-based blockchain. It also dynamically allocates the use of HF and LF bands based on the current network conditions, user demands, and application requirements. After the MAP, the management and orchestration panel (MOP) connects as the higher-layer panel, directly reporting finally to the UI. The MOP functionality is more complex and abstract than the SRP and the MAP. In brief, the MOP manages various network resources and harmonizes all components and devices connected to the smart-home network.
The MAP is responsible for monitoring the holistic status of the entire smart-home network via the transaction records, producing specific adaptation schemes by federated learning, and sending confirmations back to help the management of the DAG-based blockchain. Unlike traditional single-chain blockchain technologies that rely on Proof of Work (PoW) or Proof of Stake (PoS) mechanisms, a DAG-based blockchain offers a unique approach facilitating concurrent transaction validation and consensus among distributed agents in a network. Consequently, this concurrency results in improved network scalability, faster request responses, and reduced energy consumption. When combined with federated learning, this integration enables a decentralized network architecture, enhancing security and privacy when network and user data is processed at the MAP.
The network architecture we propose, accompanied by the three panels, is engineered to facilitate the unique characteristics and application scenarios discussed in Sections 1, 2. Specifically, the network’s support for hybrid RF bands ensures reliable and efficient connectivity for machine-type communications across various signal types at high speeds. One key component in this architecture is the MOP, which plays a pivotal role in resource management and scheduling, ensuring optimal network performance. Moreover, leveraging advanced techniques like RIS and DAG-based blockchain enhances the security of these communications, providing a robust, efficient, and secure network environment.
It should be noted that the three panels mentioned above are simply the collective abstractions of the corresponding functions distributed over network components and devices rather than concrete panels in specific machinery. Therefore, these panel abstractions do not compromise the distributed nature of the solution in practice but ease the functional analysis, optimization, and upgrade for smart-home networks. In the following subsections, we will give the details of these three panels and the UI design.
4.3 Co-existence of multiple technologies and quality of service
The co-existence of multiple technologies in a common area, as illustrated in Figure 3, introduces unique management complexities. These technologies, hybrid transceivers, reconfigurable intelligent surfaces, LF radios, and HF radios, have varying communication requirements, necessitating careful frequency allocation.
LF bands, while providing long-range and reliable communications, are more susceptible to noise and interference than HF radio bands. Therefore, the adopted frequency should be carefully chosen for different transceivers with various communication targets. Designing a frequency allocation scheme to avoid scenarios where some frequency bands are busy while others are idle or unused is essential.
Despite the wide range of frequencies considered, it can still be overwhelmed as the number of devices increases (Pullmann and Macko, 2019). Therefore, careful frequency allocation is required to minimize the impacts of co-channel interference. The deployed reconfigurable intelligent surfaces can reduce the burden on interference management and frequency allocation. However, this introduces more complex system optimization problems requiring high-complexity computations.
Moreover, the performance gains introduced by reconfigurable intelligent surfaces heavily depend on the estimated channel state information, which is challenging to obtain accurately in passive-mode operation. Additionally, the applications of reconfigurable intelligent surfaces require additional control links, consuming limited channel resources.
The dynamically allocated frequency and reconfigurable intelligent surfaces optimization also increase the computational capabilities requirements, presenting additional challenges. Overall, the co-existence of multiple technologies in a common area results in complicated management and design problems, consuming more channel and computational resources.
However, smart homes constructed using these technologies are expected to enjoy much higher performance as given in Table 1. Therefore, the focus should not solely be on the advantages or disadvantages when these technologies work cooperatively. Instead, more attention should be paid to handle the trade-off problems to enjoy the highest performance gains with the lowest cost.
4.4 Security and reliability
Communications and networking research communities have widely agreed that well-designed distributed architectures with an appropriate consensus process are generally more secure and reliable than centralized architectures (Dang et al., 2020). Indeed, centralized servers, controllers, and databases are vulnerable; once hacked, all components and devices connected to the compromised network become threatened. Hence, while keeping the distributed design principle in mind, we resort to blockchain technologies to ensure the security and reliability of the proposed smart-home network are adequate (Fu et al., 2022).
The specific choice of a DAG-based blockchain for our smart home network stems from its unique advantages in addressing the demands of this environment. Unlike traditional linear blockchains, DAG-based architectures offer superior scalability, handling high transaction throughput from numerous interconnected devices without compromising network performance. Their parallel processing capabilities and forking topology enable efficient transaction confirmation, ensuring low latency crucial for real-time applications like security systems and appliance control.
While other blockchain technologies exist, their characteristics are less suitable for the unique demands of a smart home network. Traditional linear blockchains, with their sequential transaction processing, struggle to handle the high volume of transactions expected in a future smart home. Proof-of-Work based blockchains, while secure, are energy-intensive, making them less desirable for an environment where energy efficiency is paramount. In contrast, DAG-based blockchains consume significantly less energy, aligning with the need for sustainable smart home solutions. Proof-of-Stake alternatives, while more energy-efficient than Proof-of-Work, often centralize control within a smaller group of stakeholders, potentially compromising the desired decentralized security of our proposed network.
Given these advantages, we propose to employ a DAG-based blockchain to form an anti-tamper mechanism to enhance security and reliability further. By allowing a forking topology and concurrent processing of transactions, the DAG-based blockchain can deal with high-rate transaction flow and significantly reduce energy consumption for computation (Wang et al., 2020). In future Wi-Fi networks, where numerous devices may be transacting data simultaneously, this technology improves overall network efficiency and considerably enhances network scalability. More importantly, a decentralized network structure enabled by a DAG-based blockchain helps to improve network resilience and reduce vulnerability to single points of failure or attack. These unique features make the DAG-based blockchain an ideal candidate to decentralize the architecture of smart-home networks and build a trustworthy consensus against double-spending and spamming by a minority of nodes connected to the smart-home network.
Also, we can use a context-aware data-driven solution to decrease irrelevant and useless data traffic (Aslani et al., 2020). In addition, the plenty of HF communication bands with second-layer chain solutions allow partitioning the data traffic through different communication media and provide better scalability and enhanced resistance against security issues (Aslani et al., 2020). Throughout the DAG-based blockchain process, the connected components and devices generate a unique transaction record of each function/task, i.e., signal transmission, reception, and processing task. Then, they sign the transaction record with its private key and broadcast it to all other components and devices connected to the smart-home network. The uniqueness and unforgeability of the generated transaction record are guaranteed by its hash value. By adopting the Markov chain Monte Carlo (MCMC) algorithm for reaching consensuses, the ledger of a DAG-based blockchain becomes anti-tamper, especially when the number of connected components and devices is significant.
Our solution’s distributed architecture and edge computing enable localized processing power, optimizing routing and traffic flows based on real-time network insights, thus reducing latency. Artificial intelligence (AI) and machine learning technologies are integral in optimizing our network solution. They contribute to achieving high data rates and low latency through real-time traffic management, predictive maintenance, and intelligent resource allocation. Lastly, our solution utilizes federated learning for collaborative model training while preserving data privacy, leading to more efficient network operation and potentially increased data rates.
4.5 Monitoring and adaptation
The MAP performs several monitoring and adaptation functions on the transaction records received from the SRP. It extracts and interprets valuable information from these records, produces and sends local training model parameters to the MOP. In return, the MAP also feeds confirmations back to the SRP to confirm the transaction records and thereby helps the management of the DAG-based blockchain. In nature, the MAP serves as an agent to prevent access to sensitive data contained in transaction records.
Following the distributed architecture of the DAG-based blockchain, federated learning can be designed and implemented to play a crucial role in the MAP for producing local training model parameters. It is stipulated in our solution and shown in Figure 3 that the hybrid transceivers installed on the ceiling are capable of transmitting, receiving, and processing both LF and HF signals. As a fixed AP, hybrid transceivers are supposed to have a reliable power supply and be a facility with sufficient processing capability. Hence, the raw data from user equipment or sensors will be transmitted to the hybrid transceivers over HF bands. However, all raw data will be processed locally and distributed at the hybrid transceivers rather than sending them to a remote server for collective processing. Then, the processed outcomes, typically intermediate and local training model parameters used to build a global training model and much smaller in size than the raw data, will be sent to the Wi-Fi transceiver through LF bands and then uploaded to a powerful server for aggregation. In this way, all raw data can be kept locally and removed, after some time, to be inaccessible to third parties. With the help of the distributed architecture and federated learning, the MAP simultaneously achievable a high level of autonomy and complete privacy protection in the proposed smart home network.
4.6 Management and orchestration
The management and orchestration functions primarily involve the design and adjustments of resource allocation policies, which include hardware, energy, spectra, timeslots, space, and network element synergy schemes. The MOP panel, playing a key role in these processes, is responsible for performing these higher-layer functions that cater to the global environmental profile and user demands. Effective resource management and scheduling are crucial for ensuring high performance and efficient utilization of the available resources in a smart home network.
Two primary aspects should be considered in the resource management and scheduling process: 1) optimizing the allocation of resources to meet the diverse requirements of the smart home applications, and 2) minimizing the energy consumption and latency to ensure the sustainability and responsiveness of the network. To achieve these goals, we propose the deployment of advanced and adaptive scheduling algorithms that can dynamically allocate resources based on the current network conditions, user demands, and application requirements. These algorithms can be based on machine learning techniques that can learn from historical data and predict the future resource requirements for different applications. In this context, the MOP panel plays a crucial role in scheduling the use of different RF bands as part of its resource management responsibilities. The wide-coverage LF signal is utilized to assign the dense HF sources to different users, ensuring smooth data connections. Meanwhile, RIS installed on walls and ceilings redirect signals to extend their propagation range and fill any remaining coverage holes, thus allowing for reliable omni-directional coverage and seamless connectivity within the smart home network. The MOP panel could employ either a centralized or distributed approach for resource management and scheduling, depending on the specific network architecture and application requirements.
Apart from these functional designs and adjustments, the MOP also needs to summarize and send user-friendly reports and indicators to the UI that hide tedious technical details but show sufficient and explicit information for users’ attention and decision. The MOP aggregates local training model parameters by obtaining the local training results from the MAP and the user feedback and demands. It also rectifies them according to the user’s input and demands to produce global training models to cope with the heterogeneity of involved elements in the network. These global training models are broadcasted and shared among all active components, which govern the operation of the smart home network. Explicitly, these global training models are expected to determine.
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Furthermore, the resource management and scheduling process should also incorporate fault tolerance and recovery mechanisms to ensure the reliability and robustness of the smart home network. These mechanisms can include the detection of faulty components or devices, reallocation of resources, and rescheduling of tasks to maintain the seamless operation of the smart home network.
4.7 User interface and anti-misoperation system
UIs form the bridge between human users and the smart home, facilitating interactions via input and output modules such as keyboards and display screens. Our UIs will be software-defined, integrated into mobile devices like smartphones or tablets as an app, or embedded in MR devices. The software-defined UIs include a range of interfaces like the graphical user interface, command-line interface, menu-driven user interface, and touch user interface. Further, our smart home UI will utilize AI algorithms and wireless sensors to incorporate natural language user and human movement detection interfaces. These modern UIs can facilitate technology usage by individuals who may not be tech-savvy, such as children, the elderly, or people with mobility impairments. A significant innovation in our proposed solution is an AI-based detection system, which will leverage machine learning techniques to detect and identify IoT devices in the network (Liu et al., 2021). The system will extract device-specific features from network traffic traces and wireless signals, using various learning algorithms to classify devices based on their radiometric signatures. In addition, our system will employ unsupervised learning and abnormality detection methods to discover unknown or compromised devices in the network. This approach provides an efficient solution to secure existing systems and offers additional protection to systems with cryptographic protocols. Our vision of the smart home UI is one that moves toward “No-UI,” where numerous intelligent sensors and the AI-based detection system monitor and detect the residents’ states. Consequently, the smart-home network will automatically adjust its configurations to suit the demands extracted from users’ movements, gestures, and expressions. Designers or residents of the smart home can opt for traditional or modern UIs, depending on their specific requirements.
Despite the convenience of interactions between humans and the smart home provided by the UI, an embedded anti-misoperation system is critical to act as a gateway between users’ inputs and the operation of the entire system. This anti-misoperation system, integrated with the AI-based detection system, can reduce abnormal and unsafe operations by children and novices, as well as thwart malicious processes. A typical anti-misoperation system should check the legality of demands received from residents through a UI and then parse them into commands interpretable by the MOP. The AI-based detection system will play a crucial role in strengthening the performance of the anti-misoperation system. By improving the detection of abnormal or unsafe operations, it will enhance the overall security and safety. Furthermore, machine learning can help recognize and learn from residents’ patterns and behaviors, allowing the network to provide personalized, context-aware services. The system will also enhance the user interface and anti-misoperation system of our smart home network solution by providing real-time feedback and alerts to the users about the status and behaviour of their IoT devices. The control data exchange between the anti-misoperation system and the MOP is relatively small, and hence, LF signals should be sufficient to support this exchange.
4.8 Multi-service platform
Our proposed smart home network solution provides a rich multi-service platform that goes beyond basic data transmission to meet the diverse needs of future smart homes. This platform enhances convenience, comfort, safety, sustainability and efficiency through services such as:
[image: image] Communication: This foundational service forms the backbone of our smart home network, enabling seamless data exchange between various devices and applications. Utilizing a hybrid approach, the network leverages both LF and HF bands to ensure reliable and high-throughput data transmission. LF bands, including extended Wi-Fi frequencies, provide robust coverage for control and coordination signals, ensuring efficient network management. HF bands, encompassing mmW, THz, and optical frequencies, deliver the immense bandwidth necessary for data-intensive applications like high-definition video streaming, immersive gaming, and real-time holographic displays.
[image: image] Sensing: Our network incorporates advanced sensing capabilities leveraging both RF and optical signals through integrated sensing and communication (ISAC) techniques (Bazzi and Chafii, 2023; 2024). This integration enables precise indoor localization and tracking of objects and individuals, supporting applications such as lost item recovery, robotic navigation, asset management, and personalized location-based services. Additionally, the network utilizes RF or optical signals for recognition purposes, allowing identification of specific objects, gestures, or activities. This capability enables gesture control applications for smart home devices, object recognition for inventory systems, and activity detection for customized services. Furthermore, by integrating RF or optical imaging, the network provides visual information about the home environment, enhancing security monitoring and enabling various applications requiring visual context. By seamlessly integrating these sensing capabilities into the communication infrastructure, our network creates a rich, context-aware environment that can adapt and respond to the needs of its occupants in real-time.
[image: image] Wireless Power Transfer: Our network offers a complementary energy solution by supporting wireless power transfer across multiple frequency bands, including RF Zhou et al. (2013); Lu et al. (2014) and optical Abdelhady et al. (2020, 2022). This provides an eco-friendly energy source for smart home devices, enhancing system sustainability and reducing dependence on traditional power networks. By harvesting energy from the network’s signals, this feature contributes to a greener smart home ecosystem and helps reduce the overall carbon footprint.
[image: image] Illumination: The integration of optical signals inherently provides illumination services, seamlessly blending functionality and ambiance within the smart home. Active communication is realized by modulating the intensity of light emitting diodes (LEDs), delivering data alongside illumination, effectively transforming lighting fixtures into communication hubs Abdelhady et al. (2019, 2020, 2022). Passive communication leverages liquid crystal shutters installed in windows, modulating sunlight during daytime to convey data while maintaining natural illumination, creating an energy-efficient and aesthetically pleasing lighting solution beside delivering communication and wireless power transfer services Ammar et al. (2022, 2023).
5 NON-TECHNOLOGICAL ISSUES
In this section, we talk about the issues beyond ICT and utilize the political, economic, social, technological, legal, and environmental (PESTEL) business model to analyze the potential non-technological merits and obstacles for implementing our proposed smart home network solution (Yüksel, 2012; Perera, 2017). The PESTEL strategic study is imperative to provide the ICT market decision-makers with a comprehensive picture of the future of the proposed technology (Zhang et al., 2022b; Zhang C. et al., 2022).
Political factors include political influences, commercial agreements, policies, laws, and regulations, affecting innovative home solutions differently. Strong and stable internal and external politics can support the stability and developments in different sectors, including ICT. For example, internal instabilities such as corruption and non-transparency can limit access to the networks reducing the need to use smart-home network technologies. On the other hand, the recent immigration towards electronic governments encourages adopting innovative ICT solutions such as our proposed one. Also, the current COVID-19 pandemic encourages people to perform their activities (working, education, shopping, medical testing, etc.) remotely. Thus, such a trend can boost the development of the proposed technology and encourage its deployment. Another severe political factor is the taxes, especially its increasing rate with the expected growth of the exchanged smart home data rate.
Economic factors include market size, labor costs, inflation, business cycle, interest, and growth rates. Investors are interested in evaluating the equity of various markets before making investment decisions. The market in different countries is classified based on the economic development, size, liquidity requirements, and market accessibility into developed, emerging, and frontier markets. Moreover, it is crucial to know the share of the ICT sector of the country in the gross domestic product (GDP) growth rate and the unemployment rate. Then, based on the previously mentioned criterion, the investors can decide on their investment contribution in the proposed smart-home network solutions. As we saw from the current remote working experience in the pandemic, several software platforms witness a considerable increase in their market value, such as Zoom. Thus, we expect a massive rise in smart-home economic factors starting from the development stage. It is worthy to highlight that the current global economic value of Wi-Fi is 995 billion USD, which is expected to grow to 1.58 trillion USD by 2025 (Kutz et al., 2021).
Social factors capture cultural norms, education, demography, population growth, and income distribution. Young population societies are more technology-oriented and thus can positively affect our adopted smart home networking solutions. However, poor education, skill mismatch, poverty, and income inequality are among the leading social factors that can impede the deployment of smart technologies. Thus, it is necessary to reduce the “neither employed nor educated” rate in countries and improve education and technology usage among people.
Technological factors include research and development efforts, innovation, emerging technologies, and technology transfer. Fortunately, all governments are encouraging the development and investment in the ICT sector in general, facilitating our smart home networking solutions. However, not all countries are managing and protecting intellectual property rights. Under such cases, these countries can suffer from the tax-loss problem that threatens developing innovative solutions. Also, the lack of reliable technology infrastructure can prevent deploying smart solutions and reaping all its benefits. Therefore, developing a strong infrastructure and improving the research commercialization to integrate innovative smart home networking solutions is necessary.
Legal factors include regulations, laws, court systems, and standards. The hierarchy of authorities connected to communication regulations, national law, and court systems significantly define the associated legislative framework. Although meeting the regulation and rules can be difficult in some countries, especially while launching new innovative services, other challenges come from the legislative misalignment between different countries, affecting technology deployment and investment. Therefore, it is necessary to encourage developing laws to protect ICT investors considering the alignment with various authorities.
Environmental factors include climate change, energy availability, and resource management. The increased ICT energy demand encouraged the research interest to develop friendly-environment solutions. The proposed smart-home networking solutions introduce practical ways to save energy and meet futuristic operational requirements with less wasting resources and less environmental harming than existing solutions. Our proposed smart-home networking solution contributes to resource management and carbon footprint reduction through its energy-efficient design and operation. By incorporating energy harvesting, adaptive resource allocation, and other power-saving technologies, the solution aims to minimize environmental impact while meeting the growing demands of smart home networks.
6 RESEARCH DIRECTIONS
This section unveils some prospective research territories for the future smart-home networks based on our beyond Wi-Fi proposal.
6.1 Trade-offs
The employment of a multitude of services in smart networks requires adaptive utilization of the same shared resources in terms of power, spectrum, time, and space for different operation objectives including both technological and non-technological metrics (Chen et al., 2011). The former includes several traditional and non-traditional design metrics such as achievable throughput, localization accuracy, charging time, latency, energy efficiency, and lighting uniformity; to name but a few. However, the latter should include factors or metrics related to the PESTEL business model; such as, capital expenditures, operational expenditures, frequency regulations, pricing, and carbon footprint. Hence, there are inevitable trade-offs for each indoor smart network scenario between different quality-of-services metrics that quantify the proposed system performance from different aspects. Consequently, the network design research efforts need to alleviate the associated trade-offs’ severity at reasonable implementation cost and operational complexity.
6.2 Network planning
Adopting multiple technologies with a wide frequency band access including both RF and optical bands adds nontraditional challenges on the beyond Wi-Fi network planning. The challenges includes both intelligent integration and automation of several network assets using ML and AI-based techniques adaptively configure the network connectivity based on a variable communication demand and available resources along with communication nodes capabilities. Hence, several network planning tasks need to be done on the fly in an intelligent way. For example, accurate models for the coverage prediction and traffic capacity should be created based on local network access information with regular updates during operation (Ak and Canberk, 2021). Moreover, the automated network radio planning should be able to include models for new services and forecast the traffic and coverage prior to actual implementation. The network optimization design should capture both technological and non-technological design metrics according to the user objectives, predefined regulations and operational conditions.
6.3 Inter-smart-home networking
One of the significant challenges and potential research directions in the realm of smart home networks is creating cooperative systems between different units and services to achieve both local and global performance objectives. This requires the development of synergistic strategies that can optimize the individual performance metrics of each home while also meeting the larger goals of the entire network. In this context, transfer learning is a promising approach that permits the application of learned knowledge from one domain to another related domain, which can be particularly beneficial as we consider the numerous degrees of freedom in futuristic smart-home networks (Niu et al., 2020). Efficient algorithms could exploit spatial and temporal localities to reduce computational costs of parameter optimization through the transfer of learned knowledge from one smart home network to another. Moreover, smart homes can be perceived as building blocks of indoor environment for the larger smart cities. Therefore, it is necessary to develop strategies that can achieve global performance objectives at various scales, from individual streets and districts to the entire city. Such global goals could encompass:
1. Efficient caching of digital content based on traffic demands, where knowledge from one smart home about popular content could be transferred to other homes to optimize their caching strategies.
2. Support for surrounding networks through coverage extension, where one smart home network’s understanding of coverage gaps could help inform the configuration of nearby networks.
3. Efficient usage of public network resources, such as electricity, water, and natural gas. Here, one network’s learning about optimal resource usage could be transferred to other networks to enhance overall efficiency.
The use of transfer learning in this context could enable smart home networks to learn from each other, creating a more efficient and effective overall system. Future research in this area might explore the best ways to apply transfer learning strategies in the context of inter-smart-home networking to achieve these objectives.
6.4 Optimizing co-existence of multiple technologies
The co-existence of multiple technologies in a common area presents an array of complex challenges, as we have discussed in the “Co-existence of Multiple Technologies and Quality of Service” subsection. Although we have proposed some solutions, these challenges open up opportunities for further exploration. One significant area for future research lies in the development of advanced interference management techniques. With multiple technologies operating concurrently within the same environment, interference becomes a pronounced issue. Techniques that go beyond traditional methods and employ artificial intelligence or machine learning algorithms for dynamic prediction and mitigation of interference could be an exciting frontier to explore.
Another crucial research direction is the design of smart resource allocation algorithms. As the number of devices and co-existing technologies increases, the demand for limited resources such as frequency bands and computational power escalates. Developing intelligent resource allocation algorithms that can handle increased demand more efficiently is essential. Leveraging predictive analytics to anticipate demand and proactively allocate resources could be a valuable approach.
As new communication and networking technologies emerge, their integration into existing network infrastructure presents another worthwhile research avenue. Studying how to incorporate these technologies effectively, with minimal disruption to existing services and maximum enhancement of network performance and quality of service, will be important. Moreover, in a network environment that includes multiple technologies, traditional quality of service metrics may not fully capture the dynamics. Thus, future studies could aim to develop new metrics to address the unique challenges and characteristics of such environments. This would assist network operators in better managing and optimizing their networks.
Finally, considering the security implications of multi-technology environments is vital. The integration of multiple technologies in a common area could potentially introduce new security vulnerabilities. Therefore, future research could focus on identifying these potential threats and developing robust security measures to counteract them.
6.5 Enhanced security by mechanisms DAG-Based blockchain
Future research in enhancing the security mechanisms provided by DAG-based blockchains for future Wi-Fi networks holds significant promise. One avenue of exploration could focus on developing novel consensus algorithms tailored to accommodate specific characteristics of Wi-Fi networks and user demands. In addition, investigating methods to integrate advanced encryption techniques within the DAG-based blockchain framework could significantly enhance data privacy and integrity in Wi-Fi networks. The integration of encryption techniques into the transaction validation process could ensure that even local model data remains encrypted while being processed at the MAP, making future Wi-Fi networks more resilient to various security threats and wireless attacks. These efforts have the potential to elevate security measures to a new height, ensuring that the benefits of the DAG-based blockchain technology are harnessed while safeguarding the data integrity, user privacy, and system reliability of Wi-Fi networks.
6.6 Backhauling
The foreseen excessive data traffic generated by futuristic smart homes raises concerns about the handling capability of the current backhauling techniques. The efficient connectivity of smart homes with the external world leaves the floor open for future research efforts. Towards this aim, optimal deployment and operation of terrestrial free-space optical communications to carry smart homes data traffic represent a good start point. Nonetheless, the continuous development and increasing interest in low-earth orbit satellite communications, high-altitude platforms, and drones increase their feasibility. Also, it encourages developing a hybrid vertical backhauling structure that complements the terrestrial horizontal fabric of cellular and public switching networks.
On a different scale, providing multiple options for indoor backhauling can improve reliability and enhance security. For example, considering indoor optical fiber, ethernet, and power line communication can create robust systems similar to the suggested architecture in the industrial internet of things systems (Aslani et al., 2020).
6.7 Robotics support
Futuristic smart-home networks umbrella should include the expected newly robotic services soon. Robotic participation in smart homes is expected to be reinforced quantitatively and qualitatively. Smart-home robotics are envisioned to provide healthcare, simple maintenance and manufacturing, and logistic services. To this end, the joint optimization of the localization and communication service provided to the robotic terminals under ultra-reliable low-latency constraints is indispensable to avoid potential materials damages, or even worse, personnel injuries. In addition, mobile robotic entities in intelligent homes can serve as secondary hotspots or relays for the primary smart-home network. Consequently, the operation optimization of robotics to achieve smart-home network communications objectives in terms of coverage and throughput enhancement and the goals of their primary services’ objectives create a rich ensemble of joint communications and control research problems.
6.8 Extreme radiated power profiling
The exploding data traffic demand, growth of the number of nodes within indoor environments, and the conflicting need to reduce systems energy consumption impose challenging requirements on the spatial distribution of radiated power. Hence, confining the radiated power towards the intended receivers represents a promising research area for futuristic wireless indoor networks. To achieve this aim, realizing tunable multi-pencil-shaped lobes radiation patterns at the transmitter side and amorphous power-focusing smart surfaces should receive more attention from academia and industry sides.
6.9 Sustainability and carbon footprint reduction
Future research should focus on quantifying and further reducing the carbon footprint of smart home networks. This could involve developing more accurate models for energy consumption in complex, multi-technology networks, exploring novel energy harvesting techniques, and investigating the long-term environmental impact of widespread smart home adoption. Additionally, research into lifecycle analysis of smart home devices and infrastructure could provide valuable insights for creating more sustainable network solutions.
6.10 Computer vision-aided smart home networks
Prospective futuristic home technologies encompass imaging and sensing features for security, object tracking, and environmental monitoring purposes. A cyber model for the smart-home residents and objects can be built in these setups while accounting for the dynamic behavior. Such cognitive capabilities need to be exploited to optimize the performance of intelligent homes on many frontiers, including energy expenditure, localization accuracy, communications channels estimation and modeling, and multi-agent cooperative robotic tasks. To this end, the design process of the imaging systems, the generated models, and the way they are used to optimize the smart-home network operation forms an unexplored territory to be explored by future research efforts.
6.11 AI-native Wi-Fi era
The advent of AI-driven WLANs (Coronado et al., 2021) has marked the beginning of the AI-native Wi-Fi era. In this era, Wi-Fi networks are designed and optimized using AI models that are trained and executed locally on APs. This approach facilitates fast, secure wireless networking with local intelligence, empowering APs to make real-time decisions that enhance network performance and security. In this new era, Wi-Fi networks are becoming increasingly self-learning and adaptive, continuously self-optimizing in response to changing network conditions. A key enabler of this evolution is federated learning, which allows multiple distributed Wi-Fi APs to jointly train a common model. Not only does this approach enhance predictive performance, but it also preserves user data privacy. This transition from centralized control to distributed, AI-driven decision-making at the network edge represents a significant shift in Wi-Fi network management and optimization. It opens an array of research directions, including the development of new AI models and algorithms to optimize Wi-Fi network performance and security. Additionally, the incorporation of contextual information into AI models can improve network performance and the user experience. Moreover, new applications for AI-native Wi-Fi, such as indoor positioning or IoT device management, are being explored. As we continue to advance in the AI-native Wi-Fi era, we can anticipate the emergence of even more research directions. These will pave the way for faster, more secure wireless networking with local intelligence, pushing the boundaries of what Wi-Fi networks can achieve.
7 CONCLUSION
This paper presents a comprehensive and forward-looking vision for smart-home networks that goes beyond current Wi-Fi capabilities. Our proposed solution addresses the anticipated challenges of future smart homes, including increased connectivity demands, enhanced security requirements, and the critical need for improved energy efficiency. By integrating advanced technologies and considering both technological and non-technological factors, we have laid the groundwork for the next-generation of smart-home networks, which we anticipate will be realized and commercialized in the beyond of 2030s. Key innovations in our solution include the hybrid utilization of Wi-Fi and beyond Wi-Fi frequency bands, the integration of intelligent communication surfaces, and the implementation of DAG-based blockchain and federated learning technologies. These advancements enable unprecedented data rates, enhance network security and privacy, and support a wide range of smart home services beyond basic data transmission. Our approach to energy management is multifaceted, incorporating energy harvesting techniques, efficient resource allocation strategies, and context-aware data-driven solutions. The hybrid frequency band utilization allows for more efficient energy use by allocating bandwidth according to specific needs. Smart communication surfaces help tailor network coverage, potentially reducing energy needed for signal transmission. The DAG-based blockchain and federated learning reduce energy consumption for computation and data transmission respectively. These strategies collectively address the increased power demands of high-bandwidth, multi-technology networks. By outlining future research directions and considering implementation through the PESTEL framework, we provide a roadmap for realizing this vision. In conclusion, this work represents a significant step towards conceptualizing and designing energy-efficient, secure, and high-performance smart home networks of the future. As we move towards the 2030s, the ideas presented here have the potential to shape the evolution of smart home technology, ultimately leading to more connected, efficient, and user-centric living environments.
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