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Wireless sensor networks (WSNs) are extensively employed in various applications
like environmental monitoring, healthcare, and industrial automation. However,
their performance is severely affected by energy limitations and unreliable data
communication because of low battery capacity and dynamic network scenarios.
Optimal cluster head (CH) selection is one of the major challenges in WSNs, and it
is a critical factor in network lifetime and energy efficiency. The proposed work
introduces a clustering mechanism and self-healing and energy-efficient cluster-
based routing (SHEER) for CH selection by considering various parameters like
energy remaining, distance to the sink, and the trust metric. In contrast to
traditional approaches, the proposed method not only maximizes CH
selection but also enhances cluster member (CM) distribution for balanced
energy consumption. Moreover, a self-healing mechanism is integrated to
preserve network stability by dynamically redistributing CHs and CMs in the
event of node failure. This increases network flexibility, minimizes energy loss,
and extends network lifetime. To confirm the proposed strategy, a large-scale
simulation is performed in Cooja software using 100 to 500 sensor nodes. The
outcome showed that the proposed SHEER technique enhances WSN
performance with a 98% packet delivery ratio (PDR), a 2% packet loss ratio
(PLR), and less energy consumption while maintaining stable clusters. These
results show that the clustering optimization technique significantly improves the
energy efficiency, network lifetime, and data transmission reliability, ensuring a
high packet delivery ratio.

SHEER algorithm, cluster head selection, energy efficiency, network stability, self-
healing mechanism

1 Introduction

In the modern digital era, wireless sensor networks (WSNs) have become a cornerstone
of intelligent systems. The ability to collect, process, and transmit data without human
interaction makes various applications for healthcare, environmental, industrial, and smart
cities possible. WSNs enhance efficiency through seamless communication between devices,
which is useful for decision making and reducing operational costs. This is suitable for
deployment in remote or hazardous environments where manual monitoring is not
necessary. It ensures continuous data collection and transmission and encompasses
various real-time applications of wireless sensor networks in health, agriculture,
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FIGURE 1
Cluster architecture of WSNs.

military, and even industrial monitoring. It also elaborates on the
necessity of timely data transmission, energy efficiency, and
reliability in these applications (Ali et al., 2017).

The architecture of WSNs describes the data flow from sensor
nodes to the user and communication between the sensor nodes.
The sensor network communication will have multiple sensor nodes
that collect information and transmit it through multi-hop. Cluster-
based communication provides a stable and energy-efficient
communication in WSNs. The clustering of sensors can be done
using various parameters such as residual energy, distance from the
sink, communication costs, and topological factors (Mukherjee
et al, 2019). Sensor nodes are grouped into clusters based on
parameters such as node proximity, which ensures seamless
of
Additional parameters may be considered to enhance the

connectivity and the trustworthiness individual nodes.
robustness of clustering. These clusters are designed to conserve
energy by allowing nodes to communicate only with their respective
cluster head (CH) rather than directly with the base station. The CH
aggregates data from its cluster members (CMs) and forwards it to
the base station, thereby reducing communication overhead. The
base station then transmits the collected data over a wireless network
(e.g., the Internet) to the end user, such as a mobile device or
computer. Finally, the user analyses the sensor data and takes
appropriate action, as illustrated in Figure 1. The major
components of WSNs are sensor nodes that are actively involved
in sensing data. Sensor nodes are used to transmit data wirelessly. A
sink node can also be called a destination node and base station,

which acts as a gateway between sensor nodes and end users.

> Sensor nodes: The basic functional unit in WSN, which
consists of a sensor, memory, and battery.

> Sensor field: Area where sensors communicate.

> Sink node: A node to which cluster heads carry packets.

> Base station: this acts as a gateway between sensor nodes and
the end user as data are forwarded from the WSN to the server.

WSNs are widely used in diverse fields because they provide
real-time monitoring and automation. WSNs affect our daily lives in
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Base Station

various ways. In healthcare, wearable health tracking and early
detection systems can monitor patients remotely, which helps
doctors monitor patients, provide treatment, and balance work. It
greatly improves patient quality of life by utilizing remote health
data collection and processing (Tennina et al., 2014).

In environmental monitoring, WSNs are used to track climatic
changes, air pollution, and natural disasters like earthquakes. The
deployed sensors monitor environmental conditions and transmit
critical information to the cluster head, enabling rapid response to
mitigate potential threats and ensure public safety. They allow
intelligent environmental management, monitoring factors such
as temperature, humidity, and air quality (Jaladi et al., 2017).

Industrial supply chain monitoring, predictive maintenance,
and process optimization are carried out by WSNs. WSN can be
used in monitoring machine health by checking temperature,
vibration, and pressure, reducing machine failure and downtime,
and improving control by detecting defects in production. Increased
data
communication have been maximized to

transmission efficiency, energy savings, and reliable
support wireless
communication for Industry 4.0 applications (Rani et al., 2021).

In the military, security sensors are used for battlefield
surveillance and border security. They help detect enemy
movements, provide detection at the border, and deliver real-
time intelligence to commanders. They emphasize real-time data
collection, energy efficiency, and secure communication to enhance
defense capabilities (Prabhu and Professor, 2016). They play a very
crucial role in agriculture in activities such as checking soil health,
irrigation, and pest control.

Routing in WSNs is complex due to their dynamic topology and
energy constraints. It relies on battery nodes that frequently change
their positions or fail due to power depletion. Protocols forward data
from sensor nodes to the sink while minimizing energy consumption.
Routing techniques such as direct communication and multi-hop
routing lead to uneven energy depletion, network partitioning, and
reduced lifetime. Routing plays a vital role in the network layer and has
different modes of transmitting by considering factors like node density,
energy, mobility, and distance between nodes, which lead to different

routing algorithms or protocols (Al-Karaki and Kamal, 2004).
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Energy efficiency is the most critical challenge in WSNs, where
sensor nodes are typically powered by batteries with limited
capacity. Effective routing is essential for achieving energy
in WSNs high energy
consumption associated with data transmission. Energy is
data
communication, with data transmission being the most power-

efficiency and for balancing the

consumed in three ways: sensing, processing, and
intensive task. Energy usage leads to node failure, reducing
network lifetime. Various energy-efficient techniques such as
duty cycling, energy-aware clustering, data aggregation, and
energy harvesting have been introduced to manage energy
efficiently. Nevertheless, energy-efficient protocols that do not
compromise data accuracy and network reliability are still
ongoing challenges in WSN research.

WSN nodes have limited memory, processing power, and
storage capacity, which will restrict the complexity of algorithms
and protocols that can be implemented. Sensor nodes have minimal
RAM and flash memory in traditional computing systems, where
many routing and clustering algorithms require high computational
resources. To overcome these problems, researchers are focusing on
finding lightweight protocols, in-network processing, and edge-
computing solutions. The critical challenge is balancingthe
computational efficiency while maintaining
reliability in WSN protocol design (Pathak, 2013).

Various techniques have been developed in WSNs for efficient

security and

energy usage. Clustering algorithms, such as low-energy adaptive
clustering hierarchy (LEACH) (Kandris et al., 2023) and hybrid
energy-efficient distributed clustering (HEED) (Janani et al., 2016),
help reduce energy consumption by grouping the nodes and
head to
Swarm

selecting the efficient cluster reduce direct

communication to the sink. intelligence-based
optimization, particle swarm optimization (PSO) (Kulkarni and
Venayagamoorthy, 2010), and ant colony optimization (ACO)
(Han et al, 2024) improve CH selection and routing by
dynamic-decision making. The ant algorithm is based on the
behavior of ants as they search for food and explore their
surroundings. One ant leads the group, and other ants follow
because the first ant releases a chemical that other ants can
follow to collect the food they need. This algorithm is used in
IoT for real-time data collaboration. Bio-inspired algorithms are
used in optimizing node deployment and communication paths to
achieve energy-efficient, eco-friendly WSN operations (Kumar et al.,
2019) by dynamically adapting network parameters. These are
aimed at improving network lifetime, data reliability, and energy
efficiency. Machine learning is used to predict node failures and
detect anomalies in network trafficking (Alsheikh et al., 2014).
Self-healing techniques hold key properties of WSN, like the
routing process and dynamic power distribution, to create stable
networking and secure data transmissions. Self-sufficient sensor
nodes work together to collect and analyze data. Wireless sensor
networks face various security threats, including jamming attacks
that disrupt communication channels. To counter such
disruptions, self-healing mechanisms are employed to restore
network functionality. Self-healing mechanisms can also be
triggered when a sensor node depletes its energy or becomes
unresponsive due to malfunction. The main network properties
are rerouting, which dynamically redirects the data through

alternative paths. While maintaining network connectivity, a
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power allocation will adjust the transmission power. Nodes
will work together in detecting, avoiding, or mitigating the
effects of jamming attacks with the cooperation mechanism.
This helps communication between the nodes and maintains
the energy levels for better transition of packets. Self-healing has
a strong connection with clustering approaches, where both aim
to optimize network topology for improving energy efficiency
and data integrity (Jiang et al., 2024).

The proposed work is based on multiple objectives, and sensor
node clustering plays a vital role. Clustering is established based on
parameters such as residual energy, distance to the sink node, trust
metrics, and proximity to neighboring sensor nodes. Self-healing
allows network communication to dynamically select CHs and CMs
in case of node failure, maintain stability, and reduce energy wastage.
The proposed work is done in the Contiki operating system,
simulated in Cooja with 500 sensor nodes.

The main contributions of the proposed work include
the following:

> Developing a cluster-based communication framework for
sensor nodes utilizing the self-healing and energy-efficient
cluster-based routing (SHEER) algorithm to achieve energy-
efficient data transmission.

> Designing and implementing a self-healing mechanism that
maintains uninterrupted communication by dynamically
regrouping sensor nodes in the event of node failures.

> Proposing an optimized shortest-path routing protocol for
efficient intercluster communication.

> Strengthening secure communication in WSNs through a
trust-based authentication scheme among sensor nodes.

2 Related work

An overview of energy efficiency techniques is presented by
Rault et al. (2014), addressing all layers of the WSN protocol stack.
Energy-efficient techniques from the physical to the application
layer and topics such as data aggregation, duty cycling, and routing
optimization are discussed. This survey puts great emphasis on the
concept of cross-layer design for maximizing energy efficiency and
extending the operational lifetime of the networks.

A low-energy fixed clustering algorithm (LEFCA) aimed at
improving energy efficiencies in WSNs is proposed by Cengiz
and Dag (2016). In LEFCA, clusters are formed during the setup
phase and remain unchanged throughout the lifetime of the sensor
nodes. Hence, the fixed clustering approach reduces energy
overhead caused by the frequent reformation of dynamic clusters.
Simulation results show that LEFCA substantially conserves energy
and prolongs network lifetime compared to conventional clustering
approaches. Traditional and advanced clustering protocols (Kaur
and Kour) in WSNs concentrate on energy efficiency. The article
shows how different clustering techniques impact network lifetime,
data transmission, and energy consumption.

A multi-objective whale optimization algorithm (VL-MOWOA)
(Saad et al., 2025) for trust-aware data gathering has been proposed.
The trustworthiness of the node is calculated by considering factors
like node
communication pattern.

reliability, energy  consumption, and
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An optimal routing algorithm for WSN using an ant-lifetime
routing algorithm with multi-hop (Siddaramu and Ramaswamy,
2025) aims to reduce node energy, extend the network lifespan, and
improve data transmission.

To improve the lifetime of the network, energy consumption is
reduced in WSNs by using techniques such as efficient routing
(Singh etal., 2019), data aggregation, duty cycling, and energy-aware
protocols across all layers. This necessitates achieving energy
efficiency because the limited battery resources of WSNs and the
remote environment deployment factor into this.

An adaptive clustering approach to dynamic load balancing and
energy efficiency in WSNs (Gherbi et al., 2016) provides a method of
adaptively adjusting clusters according to energy and network
conditions. By dynamically rotating the cluster head, the method
ensures that consumption is balanced across the network. The
adaptive mechanism boosts energy efficiency and increases the
lifetime of the entire network. Blockchain technology (Rehman
et al., 2022) is used for attaining data security and trust within
WSNGs. It enables secure data transmission while optimizing energy
consumption based on lightweight mechanisms of blockchain
technology. It determines a trade-off between security and energy
efficiency, resulting in enhanced reliability and lifetime of
the networks.

Routing protocols play a crucial role in conserving the limited
battery energy of sensor nodes by selecting energy-efficient paths for
data transmission. A comprehensive analysis of routing protocols is
used for energy-efficient performance in the WSNs (Pantazis et al.,
2013), categorized on the basis of various techniques, including
clustering, data aggregation, and hierarchical routing. To develop an
energy-efficient  clustering technique conducive to energy
conservation and prolongation of network lifetime, the focus of
Wei et al. (2011) is on optimized CH selection based on a residue of
energy and distances. The energy-saving capabilities of compressive
sensing (CS) (Karakus et al., 2013) in data transmission are used in
order to minimize the use of energy. The article reviews the balance
between data precision and energy consumption. The findings
demonstrated that CS would lead to drastic savings in energy
and an acceptable standard of data reconstruction.

Enhancing the energy efficiency of wireless sensor networks for
mining industry applications deals with energy-efficient WSN
designs for rigorous mining environments. The optimized
energy
consumption (Chehri et al., 2020). The method ensured reliable

routing and  clustering techniques will reduce
data transmission and a long network lifetime in mining
applications. Dynamic techniques are used for clustering to
enhance energy efficiency in heterogeneous WSNs (Alomari
et al,, 2022; Zagrouba and Kardi, 2021).

Machine

Q-learning, and unsupervised learning could also be useful for

learning algorithms like K-means clustering,
forming efficient clusters where datasets must be properly trained
and tested to provide the best outcome (Akram et al., 2025).
Energy efficiency and self-healing have been concentrated in
fault-tolerant routing path identification with genetical swarm
optimization (FTGSO), merging genetic algorithms (GA) and
particle swarm optimization (PSO) to optimize CH selection
based on factors like residual energy, coverage, communication
costs, and proximity. The approach establishes a fault-free

routing path while incorporating a self-healing mechanism to
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resolve network connectivity issues, ensuring the system can
return to normal operations efficiently (Shyama and Anju, 2022).

Literature review shows that energy-efficient, self-healing, and
secure WSNs provide a sustainable network providing highly
efficient communication. Hence, the proposed work concentrates
on energy-efficient, self-healing, and secure WSNs. Clustering is
done in the proposed approach, concentrating on energy, proximity,
and the trust metric to provide efficient communication.

3 Methodology

WSNs are needed for the sustainable development of smart
cities, but the major challenge faced by WSNs is energy constraints.
To optimize energy consumption during the formation of trusted
sensor node groupings, clustering is performed considering various
parameters. If a specific sensor node fails to respond within a
predefined time threshold due to energy depletion or hardware
malfunction, the network initiates a self-healing mechanism,
rerouting communication through neighboring nodes, as shown
in Figure 2. This multi-objective clustering, combined with self-
healing capabilities, ensures reliable and energy-efficient data
transmission from cluster members (CMs) to the cluster head
(CH) and subsequently to the sink node and base station.

A flow diagram for self-healing and energy-efficient clustering
algorithm for WSN optimization is shown in Figure 3. It is a
systematic sequence intended to address fundamental challenges like
energy consumption, network stability, and dynamic node failures. The
proposed approach combines several improvements, such as an
adaptive clustering technique for effective CH selection, a self-
healing process to dynamically recover from node failures, and an
energy-conscious optimization technique. These elements cooperate to
provide extended network lifetime, enhanced data transmission
reliability, and reduced energy wastage. The initial phase is network
initialization and clustering. It is the deployment of sensor nodes and
grouping of sensor nodes on the basis of important feature parameters
like energy, distance to the sink, and trust based on successful packets
delivered by the node. In the proposed SHEER, the best CHs are
dynamically chosen to achieve energy consumption balance and
stability. The clustering process minimizes communication overhead
while improving data aggregation efficiency.

When a CH fails or becomes inefficient, the self-healing
mechanism dynamically reassigns roles, promoting continuous
communication between nodes. Data transmission is optimized
with multi-hop routing, which minimizes direct transmissions to
the sink and enhances network longevity.

Sensor nodes are initialized in the network at the start of the
process, and initial configurations are established. The nodes are
provided with parameters like residual energy, proximity, and trust.
The topology of the network is created during this step, and sensing
and data transmission starts with the nodes. CHs and cluster
members (CMs) are selected using the proposed algorithm. In
order to minimize energy usage and improve the stability of the
network, SHEER is used to dynamically select CHs based on several
important features, such as node residual energy, distance to sink
node, trust, and proximity. After the CHs are chosen, CMs are
allocated to specific CHs considering parameters such as trust, node
proximity to CH, and residual energy.
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FIGURE 2
Block diagram of the proposed approach
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FIGURE 3
Flow diagram for the proposed approach.
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Once the cluster head and cluster member are grouped, packets
are transmitted. If a malfunction is detected, then self-healing is
triggered. As a result of energy drain, hardware faults, or
communication faults, certain sensor nodes can fail in the long
run. For this purpose, the proposed model incorporates a self-
healing mechanism.

When a CH fails or becomes inefficient, the self-healing
algorithm selects an optimal substitute CH from available CMs.
If a sensor node fails to transmit, the network reconfigures itself to
provide uninterrupted data flow, keeping packet loss minimal and
stability ensured.

3.1 Clustering and self-healing of
sensor nodes

3.1.1 Energy

The SHEER WSN clustering mechanism emphasizes energy in the
selection of the CHs and the CMs. All nodes start at maximum energy,
which dissipates steadily over time with consumption in different
activities such as the sending, receiving, and processing of data. The
residual energy of a node is renewed after every communication round.
This energy includes transmission energy, reception energy, and
processing energy. As the preferred CHs are those with above-
average residual energy, network longevity is ensured by avoiding
low-energy nodes when making these selections, preventing nodes
from failing early, as shown in Equation 1. Thus, the energy-aware
selection process balances the load in the network system, consequently
prolonging the lifetime of the system.
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E
Energy of the node = oc~Em (1)

max

3.1.2 Proximity

The selection of cluster heads and cluster members in WSN
clustering based on the proposed algorithm is based on the key
factor proximity. Proximity is the measure that defines how close a
node is to its neighbors or the sink, thereby influencing the efficiency
of communication and energy consumption. Euclidean distance is
used to calculate the proximity between nodes. Nodes that are
shorter in distance to the potential cluster head or sink are
selected. CHs are selected from well-connected nodes, thus
reducing transmission costs. CM members are selected based on
joining the nearest CH and minimizing communication losses, as
shown in Equation 2. This architecture boosts the stability of the
network and extends its lifetime.

Proximity o f thenode = f3 - <1 D

_ %) )

3.1.3 Distance to sink

Based on how far a CH is from the sink, the Euclidean distance is
calculated for each node in order to determine its efficiency in
relaying data. The closer nodes consume less energy for transmission
to the sink; hence, they are suitable for choosing CHs. In CH
selection, the nodes are connected to CHs with a lesser overall
distance from the sink, resulting in energy and communication
savings. This distance-aware approach aids in balancing energy
consumption and prolonging the network lifetime, as well as
improving data delivery efficiency. Distance to the sink is
calculated based on Equation 3.

D sin
Distancetosink =y - (1-7") 3)
D maxSink

3.1.4 Trust

Trust is assessed using in-built consideration of the node’s
historical behavior, inclusive of successful packet transmission,
maintaining the integrity of data throughout transmission, and
participating in some network activities. The trust of a node is
calculated by considering direct and indirect trust, as given in
Equation 4. Each entity, node, and CH alike is given a trust score
associated with parameters such as packet delivery ratio (PDR),
which comes under direct trust, and indirect trust is past
cooperation. Higher-trust nodes are preferred to be chosen as
CHs to prevent malicious or faulty nodes from being chosen.
The nodes select CHs with a high trust score for CM selection to
achieve secure data transmission. This trust-aware strategy enhances
the overall reliability of the network, reduces the risk of data loss, and
strengthens security against various types of threats or attacks.
Equation 5 shows weights reflecting the importance of each
metric. The trust threshold is established at 0.7, and only sensor
nodes with trust scores higher than this value are selected for
clustering, thereby guaranteeing secure communication.

TrUSt Of the NOde = wp - Tdirect (PDR) + w; - Tindirect (Chist) (4)
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TABLE 1 Notation used.

Ees Residual energy of the node
Epnax Maximum initial energy of particular node
Dprox Distance to neighbors (for CH) or distance to CH (for CM)
Dinax Maximum communication range
Dginke Distance to the sink node
Diaxsink Maximum possible distance to the sink
T node Trust value of the node (0-1)
T divect Direct trust
Tindirect Indirect trust
Chist Cooperation history trust
PDR Packet delivery ratio
PLR Packet loss ratio

w1+w2=1 (5)

Only nodes with Trust,ege > Trustipeshold are considered
eligible for CH roles, ensuring security and operational stability.

Overall, the fitness function for cluster selection is given by
Equation 6, and Table 1 shows the notations used.

E D D

CS=q - 4 B.(1-=£x 1= )46 Toos

“ Emux+ﬁ ( Dmax>+y < DmuxSink>+ N
(6)

3.1.4.1 Significance of trust metric in mitigating a
malicious node.

A secure mechanism plays a vital role in providing sustainable
WSNs. The trust of the node is calculated based on direct and
indirect communication of the node. When nodes are deployed,
their communication links are monitored continuously. If a node
does not respond in a predefined threshold time or intentionally
drops a packet without forwarding the data, then it is considered to
be a malicious node or a malfunctioning sensor node. Received
signal strength, packet forwarding rate, and dropping rate are
continuously monitored to remove a malicious node from the
communication link. Some of the attacks are discussed below to
ensure how trust plays a significant role in providing safer
communication.

3.1.4.2 Selective forwarding attack

If a sensor node is hacked and behaves as a selective forwarding
attacker, then the packet forwarding rate varies, and PDR will be
low. The packet originated in the source node will not be forwarded
as a whole, and the selective packet will be dropped by the
compromised node, which will reduce the trust score of the
node, thus removing the compromised node.

3.1.4.3 Denial of service attack

A denial-of-service (DoS) attack in WSNs is a cybersecurity
threat where adversaries seek to impair network operations by

frontiersin.org
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TABLE 2 End-to-end delay.

10.3389/frcmn.2025.1602928

End-to-end delay (s)

Node density SHEER GWO ALO
200 2 70 35 55
300 25 95 45 75
400 3 120 60 100
500 43 125 80 130

Mccob Fuzzy PSO
281 93 7.011 7.723 6.126
33 10.14 9.193 9.38 6.589
4.1 9.52 6914 8.016 7.0275
5.06 13.99 10.11 13.0811 9.15

flooding it with excessive traffic or taking advantage of system
weaknesses. This disruption can degrade performance, exhaust
resources, and hinder communication between sensor nodes. If a
node is compromised, its signal strength will be greater than that of
another genuine node. Because it does not forward data, its trust
score will be reduced, and the communication link will not be
provided to the compromised node.

3.1.4.4 Sybil attack

A Sybil attack in WSNs occurs when a malicious node generates
multiple fake identities to manipulate routing and data aggregation.
This deception disrupts network operations, leading to security
vulnerabilities. The trust-based authentication scheme would be
able to identify and remove compromised Sybil nodes.

3.1.4.5 Wormhole attack

When an attacker creates a false tunnel between distant nodes, it
can trick the network into rerouting data through their controlled
link. This manipulation can disrupt routing protocols and enable
data interception. Trust-based detection is used to identify and
mitigate the attack.

The trust metric plays a very significant role in providing stable
and smoother communication in WSNs, thus ensuring secure
communication.

3.2 Self-healing

The self-healing mechanism concentrates on network
stability by detecting and replacing the failing CHs and CMs.
In the proposed self-healing mechanism for WSNs, the reliability
of the node is assessed using a dual-parameter evaluation
strategy: residual energy and response time. A node is
considered unreliable and is subject to replacement if it fails
to meet either of the defined thresholds. The node is marked as
failed under the condition shown in Equation 7.

Node :
2 Tlmethreshold (7)

Node 1
EnergyRes < Energythreshold or TlmeResponse =

This approach enhances sustainable network configuration by
ensuring that sensor nodes suffering from energy depletion or
processing delays due to node malfunctions are replaced by the
self-healing mechanism, thereby maintaining network stability,
communication efficiency, and timely data delivery. Algorithm 1
shows the proposed SHEER algorithm.
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Input: Clustering of sensor nodes N, Eres, Thodes Dproxs Dsink
Output: Stable clustering, self-healing, re-election
of cluster head, performance analysis
1. Initialize the network with N randomly deployed
sensor nodes
2. For eachnode i eN
a. Assigninitial values: residual energy, trust, node
proximity, and distance to sink
3. ForeachnodeieN, compute the fitness function
0S = o Eoes 4B (1) sy (1 52 45 Tooge
Select highly efficient nodes as cluster heads (CHs)
b. For eachnon-CHnode, join the CHas a cluster member

c. Assign next-hop routing for intra- and inter-
cluster communication
d. Monitor CHs and CMs for failure
e. If any CHor CM fails:
- Trigger self-healing
- Detect failure
- Re-select CHor reroute
- Update cluster memberships
g. Perform data transmission: Nodes — CHs — Sink
h. Evaluate performance metrics: PDR, PLR, energy
consumption, CH stability

Algorithm 1. SHEER - Algorithm for cluster head selection and routing in
a WSN.

3.3 Intercommunication between CH
and CM

Inter-cluster communication in SHEER-based WSNs can be
effectively managed by extending the fitness evaluation beyond CH
selection, as shown in Equation 8. After forming clusters, each CH is
responsible not only for aggregating data from its cluster members
but also for forwarding that data toward the sink. To determine the
optimal next-hop CH for inter-cluster forwarding, each CH
evaluates its neighboring CHs based on a communication fitness
function. This function typically includes parameters such as the
distance between CHs, the residual energy of the candidate CH, and
its trust score. By applying the SHEER algorithm, each CH selects
the neighbor with the highest communication fitness score as the
next relay node. This approach ensures that inter-cluster routing is
both energy-aware and trustworthy, thereby enhancing network
longevity and reliability. The process continues in a multi-hop
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FIGURE 4
Cooja simulator view with 50 nodes.

manner until the data reaches the sink node. This routing model
supports adaptive and intelligent forwarding decisions, making it
highly suitable for dynamic and resource-constrained WSN
environments.
E, Dch-
CH-CHcomm =\, "+ ), (1 e CH) +N3Tcrr (8)
Dcy_cn: distance between current CH and candidate CH

Tcy: trust score of candidate CH
E,es—ch: residual energy of candidate CH

4 Results and discussion

The proposed SHEER clustering algorithms for WSNs were tested
on important feature performance factors, such as PDR, packet loss
ratio (PLR), energy utilization, and cluster stability. Simulation has
been performed using the Contiki-OS on a Cooja simulator using
500 sensor nodes. The Cooja simulator is selected over other WSN
simulators because of its ability to emulate real operating system
behavior, specifically the Contiki-NG OS, at the instruction level.
Unlike abstract simulators such as NS-3 or OMNeT++, Cooja allows
us to run the exact embedded C code that would be deployed on real
sensor nodes, such as Zolertia Z1 or Tmote Sky. It focuses on self-
healing and energy-efficient cluster-based routing. Cooja supports
fine-grained simulation of media access control (MAC) and routing
protocols, precise energy consumption estimation through the
Energest module, and realistic debugging of node-level failures.
These features enable a more accurate approximation of real-world
deployment environments, thereby ensuring that the evaluated
performance metrics closely align with practical implementation
results rather than remaining confined to abstract simulation
outcomes. The core of SHEER’s scalability lies in its optimized
cluster formation and adaptive CH selection process, which relies
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on dynamic metrics such as residual energy, distance to the sink, trust,
and node proximity. These parameters ensure that CHs are selected
efficiently, regardless of network size, avoiding overloading any
single node.

Moreover, the self-healing mechanism in SHEER dynamically
redistributes CHs and CMs when nodes fail or move out of range.
This allows the network to reconfigure itself without manual
intervention, maintaining stable and balanced clusters even in
very large-scale networks. As the number of nodes increases, this
mechanism prevents cluster congestion and ensures even energy
distribution across the network, which is critical for sustaining
network lifetime and performance.

The proposed approach selects CHs and CMs dynamically using
parameters such as remaining energy, proximity, and trust values.
The outcomes prove that the suggested method has an excellent 98%
PDR, showing highly efficient and effective data transfer. Moreover,
the PLR was only 2%, which indicates negligible packet loss during
communication. In energy efficiency, the SHEER clustering
mechanism drastically optimized energy usage by providing
balanced load distribution among CHs.

Nodes with more residual energy and greater connectivity were
given priority for CH election, minimizing the repeated election of CHs,
thus improving network stability. The overall energy drain was only 2%,
reflecting the efficiency in extending the network lifetime. In addition,
with trust-based CH selection, the system enhanced network security
and robustness against malicious nodes, resulting in improved overall
performance. The method also revealed high flexibility in adapting to
network dynamics. Upon failure or malfunction of sensor nodes, the
network adapted CH and CM selection dynamically, avoiding
communication loss and ensuring consistent routing. With respect
to common clustering algorithms, the method indicated greater stability
and reduced energy consumption, proving ideal for mass IoT
applications. In general, the findings verify that the SHEER
clustering improves WSN efficiency, robustness, and longevity and
thus emerges as a valid solution for actual deployment.
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FIGURE 5
Cooja simulator view with 100 nodes.
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Packet delivery ratio.

Figures 4, 5 show a simulation within Cooja, the commonly used
Contiki network simulator for WSN simulations. The simulation
depicts several motes (sensor nodes) represented by green circles,
with one node potentially being a sink or central node that makes
multiple connections with other nodes. The area in green signifies
the communication range of a node, and the lines between motes
denote active communication links.

Packet delivery ratio (PDR)

PDR is the ratio of total packets reached at the sink node from

the source node.
Total number o f packet reaching to the sink node
Total number o f packets generated at the source node

Packet Delivery Ratio =
Packet loss ratio (PLR)

Frontiers in Communications and Networks

PLR is the total loss of packets from the entire packets delivered
from CMs

Total number o f packets lost
Total number o f packets delivered

Packet Loss Ratio =

End-to-end delay (ms)
The total amount of time taken for the packet transmission

YN Delayof Packet

End-to-End Delay = N

The proposed SHEER algorithm is quite effective with regard to
comparisons in performance with other algorithms such as PSO, GWO,
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and ALO (Nilsaz Dezfouli and Barati, 2020; Vellaichamy et al., 2023) in
terms of PDR from Figure 6 and PLR from Figure 7. Figure 8 shows the
energy consumed, and cluster stability is shown in Figure 9. Table 2
compares end-to-end delay with the proposed and existing approaches.

As per the simulation, from 20 to 200 nodes, there are differences in
energy used and stability based on the nodes of nodes simulating and
according to the PDR value of all the simulated nodes. The cluster
stability is defined as the amount of time the cluster remains stable. The
cluster stability of 100, 200, 300, 400, and 500 nodes is 26 s, 25 s, 24.5 s,
23s,and 23 s respectively, as shown in Figure 9. When communications
are complete and the CH energy decreases, the other CH will be re-
elected for the next communication.

Computational cost analysis is calculated based on the
transmission of packets from the sensor source node to the sink
node. The time that it takes to transmit one packet per second is
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ALO WNLEACH mSSO ®FUZZY-PSO mMFO

2.048 ms, and 50 packets per second take 102.4 ms. It takes
approximately 102.4 ms to transmit 50 packets of 64 bytes at a
data rate of 250 kbps.

The SHEER algorithm supports scalability in large-scale WSNs
by incorporating several key mechanisms that ensure efficient
the
Specifically, the algorithm employs hierarchical clustering to
reduce communication overhead by grouping nodes into clusters,
with CHs handling inter-cluster communication. As the network
size grows, the algorithm dynamically adjusts the CM distribution to
maintain a balanced energy consumption across the network.

Moreover, the self-healing mechanism in SHEER plays a
critical role in scalability by redistributing the roles of CHs
and CMs in response to node failures, which helps maintain
network stability and flexibility in large-scale scenarios. This

performance as number of sensor nodes increases.
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dynamic reconfiguration ensures that the network remains
resilient and energy-efficient even as the number of nodes
Additionally, the leverages energy-
efficient routing and localized decision making to minimize

increases. algorithm
communication costs and extend the lifetime of the network,
making it capable of scaling to thousands of sensor nodes without
any performance degradation.

5 Conclusion

Wireless sensor networks provide a way to manage smart cities.
Their sensing and real-time decision making provide an optimal
Meanwhile, energy
consumption and malfunctions in remote areas remain a critical

solution for various hazardous effects.
challenge in implementing the WSN model in various sectors. The
proposed model SHEER addresses this issue by providing an energy-
efficient and self-healing mechanism to provide a sustainable WSN
network. When it senses failure, the SHEER model automatically re-
elects CHs dynamically. This minimizes the downtime of the network
and its energy overhead, which improves the overall reliability of the
system. Compared to existing protocols, the SHEER-based model
performs better in achieving lower packet loss and higher cluster
devoid of

interventions from outside. The SHEER approach achieves 98%

stability, with uninterrupted network operations

PDR in all case scenarios, consistently outperforming these existing
methods, thus indicating robustness in delivering reliable data
transmission for WSN. The simulation results demonstrate the
effectiveness of the proposed method, with improvements in PDR,
energy efficiency, and E2E delay. Compared to existing optimization
techniques, our method ensures a higher packet delivery ratio, lower
energy consumption, and reduced delay due to its adaptive and self-
healing nature. By analyzing and comparing performance metrics, it is
evident that the SHEER clustering and the self-healing mechanism
provide a more robust and efficient solution for WSNs, significantly
enhancing network lifetime and reliability.
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Future work will implement the proposed approach to check
performance, and this algorithm will be extended to the agriculture
Internet of Things to provide sustainable networking.
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