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The rapid expansion of drones otherwise known as Unmanned Aerial Vehicles
(UAVs), in critical sectors has increased their exposure to cyber threats such as
GPS spoofing, command hijacking, and firmware tampering. Existing forensic
tools often fail to address UAV-specific challenges like volatile memory and
limited storage, hindering effective investigations. Hence, to address this gap, this
study proposes the Enhanced UAV Forensic Framework (EUAVFF) a modular,
forensic-by-design model integrating blockchain audit trails, secure logging,
telemetry offloading, and UAV-friendly encryption. Validated through a
literature review and a stakeholder survey (n = 100), results showed that over
70% of respondents lacked awareness of UAV cyber risks, and current drones
were rated poorly in key forensic areas, including tamper-proof logging and legal
evidence handling. Only 28% were familiar with drone-specific threats, reflecting
critical gaps in preparedness.These findings emphasize the urgent need for
proactive forensic integration. EUAVFF offers a structured path to secure,
accountable, and resilient UAV operations in increasingly hostile cyber
environments.

KEYWORDS

UAV security threats, UAV digital forensics solution, forensic readiness, cybercrime
investigation, forensic framework, real-time evidence collection

1 Introduction

Unmanned Aerial Vehicles (UAVs), commonly referred to as drones, have become an
integral part of modern technological systems, revolutionizing operations in defense,
agriculture, logistics, surveillance, disaster response, and urban planning (Mohsan et al.,
2023; Khan et al., 2022). Their ability to operate remotely and autonomously has introduced
significant efficiencies across various industries (Fisher and Schnittger, 2012). However, the
increasing deployment of UAVs has raised serious concerns about their vulnerability to
cyber-crimes (Ezeji, 2024; Yaacoub et al, 2022). UAV systems, which rely heavily on
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TABLE 1 Some cyber-attacks against UAVs and their estimated economic impacts.

Incident description

Estimated damage in US (USD)

Region affected

Jan-May 2025 GPS spoofing of a commercial delivery UAV $9 million United States
2024 Hijacking of a police surveillance drone $5.4 million United Kingdom
2023 Data breach from UAV surveying sensitive infrastructure $4.2 million Germany
2022 Drone crash due to malware attack $3.8 million South Korea
2021 Jamming attack on agricultural UAV swarm $2.5 million Brazil

2020 UAYV hijack during military training operation $7 million Israel

2019 Unauthorized UAV access to secure airspace $1.6 million Canada

2018 Distributed denial-of-service (DDoS) attack on UAV fleet $2.3 million Japan

2017 UAYV firmware corruption causing data loss $1.1 million Australia
2016 Drone network infiltration disrupting delivery operations $3.4 million China

2024 Spoofing attack on reconnaissance UAV during border conflict $6.5 million Ukraine
2023 UAV command channel hijack over military zone $7.2 million Russia

2022 UAV-based smuggling and surveillance disruption $2.1 million Nigeria

2021 Jamming and UAV loss in anti-poaching operation $1.3 million Kenya

2020 Surveillance drone taken offline during protest monitoring $2.8 million South Africa
2019 Cyberattack on UAV fleet used for crop monitoring $1.9 million Argentina
2018 GPS signal interference during rainforest mapping mission $1.5 million Peru

(Author’s own processing).

wireless communication, GPS navigation, and embedded software,
are often exposed to cyber-attacks that can disrupt missions,
compromise sensitive data (Kumar and Thampi, 2025), or even
weaponize drones for malicious purposes. The growing reliance on
UAVs has revealed a critical cybersecurity issue such as jamming,
UAV eavesdroppers (Tang et al., 2019) and gaps (Shafik et al., 2023;
Rugo et al., 2022; Krishna and Murphy, 2017).

While numerous studies have addressed general UAV security
through encryption techniques, intrusion detection systems, and
secure routing protocols (Hadi et al., 2023; Shafique, et al., 2021),
there remains an evident lack of comprehensive digital forensic
solutions specifically tailored for UAVs (Studiawan et al., 2023). This
absence is particularly concerning in scenarios where UAVs are
involved in incidents or cyber-attacks (Giannaros et al., 2023), and
post-event investigation is essential for determining the cause,
impact, and responsible parties (Kouros, 2025). Existing digital
forensic tools are predominantly designed for traditional
computing systems, and their application in UAV contexts is
often limited (Salamh et al., 2021a), inefficient (Alsulami, 2022),
or fails to meet real-time operational demands (Baig et al., 2017).
Although the literature has proposed several mechanisms for
enhancing UAV security such as anomaly-based intrusion
detection and secure UAV communication architectures
(Ntizikira et al., 2023; Whelan et al, 2020). However, these
approaches largely focus on prevention and detection rather than
forensic readiness and post-incident investigation (Ab Rahman and
Choo, 2015; Rowlingson, 2004).

Consequently, when cyber-attacks do occur, there is often
insufficient forensic evidence to reconstruct events, identify attack
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vectors, or prosecute offenders (Brown, 2015; Chaikin, 2006). The
persistence of this problem is due to challenges such as limited
onboard memory, power constraints, the complexity of real-time
data logging during flight (Verma, 2024; Marinoni et al., 2006).
Then, the lack of standardized forensic models for UAV ecosystems
(Salamh et al,, 2021b). A documented cyber-attacks or incidents
involving UAVs and their associated damage (Cosar, 2022), over the
last 10 years is significant that call for urgent attention. Therefore,
some figure of documented cyber-attacks against UAVs and their
description with related economic damages across some countries
over the past 10 years is presented in Table 1.

These estimated damages in Table 1 highlight the increasing cost
and frequency of UAV-related cyber incidents, emphasizing the
urgent need for solutions that go beyond preventive security and
encompass comprehensive forensic capabilities. Hence, this research
proposes the design and implementation of a UAV-specific digital
forensic framework that could integrates real-time anomaly
detection, secure forensic data logging, and autonomous evidence
preservation mechanisms.

2 Paper organization

This paper is structured as follows: Section 1 introduces UAV's
and their cybersecurity relevance and presents also the study
motivation. Section 2 outlines the paper structure. Section 3
details the study’s contributions. Section 4 research challenges.
Section 5 highlights and discusses digital forensic solutions to the
challenges of Cyber-Crimes against UAV systems. Section 6
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FIGURE 1
Structure of the survey (Author's own processing).

discussed the components of UAV digital forensic framework.
Section 7, discusses the literature review. Section 8 enumerates
the emerging solutions and techniques in UAV digital forensics.
Section 9 presents the research methodology then Section 10
outlines the result and findings from the comprehensive survey.
Section 11 enumerated the future directions of UAV cybersecurity
and digital forensics then Section 12 compared this study with other
state-of-the-arts and finally Section 13 concludes the study based on
its objective, the implications and the future. However, to aid in the
reader’s understanding and provide a clear visualization of how the
paper is structured, an overview of the survey’s organization is
illustrated in Figure 1.
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3 Paper contributions

This study contributes significantly to UAV cybersecurity and
digital forensics by addressing key gaps in forensic readiness, threat
detection, and post-incident investigation. It introduces the
Enhanced UAV Forensic Framework (EUAVFEF) a novel, UAV-
specific model for secure, real-time, and legally admissible evidence
collection. Adopting a forensic-by-design approach, the framework
integrates tamper-proof logging, blockchain audit trails, modular
compatibility, and secure data offloading to enable proactive
forensic capabilities. The study identifies 21 core forensic
challenges including volatile memory loss, encryption barriers,
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TABLE 2 Research challenges and matching solutions in UAV digital forensics.

S/n Challenge Solution

1 Lack of forensic readiness Integrate secure logging, encryption, telemetry archiving from design
2 Poor standardization Collaborate globally (ISO, IEEE, ICAO) on UAV forensic norms
3 Volatile/encrypted data issues Use non-volatile memory and key escrow systems for access
4 Attribution difficulty Use AI and PKI-based identity verification

5 Anti-forensics Deploy blockchain/WORM logging and intrusion detection

6 Lack of forensic datasets Create anonymized datasets for training and benchmarking

7 Jurisdictional/legal hurdles Establish treaties and enforce UAV registration

8 Low stakeholder awareness Conduct awareness campaigns and drone forensics training
9 Evolving threats Promote Al-based detection and joint R&D initiatives

10 Weak real-time monitoring Integrate forensic modules with health monitoring and cloud
11 High costs Adopt modular design and promote open-source tools

12 Lack of experts Launch specialized UAV forensic training and certifications
13 Complex threat landscape Mandate layered defenses and UAV vulnerability assessments
14 Insufficient logging Use non-volatile storage and standard logging formats

15 Encrypted/obfuscated firmware Standardize forensic APIs and require key escrow

16 Legal gaps Harmonize global laws and define lawful access protocols

17 Cloud forensic access Design forensic-aware cloud storage with audit logs

18 Timeline reconstruction Use timestamped logs and blockchain audit trails

19 Vendor non-cooperation Mandate cooperation through compliance clauses

20 Closed protocols Promote open interfaces and reverse engineering tools

21 Evidence contamination Use write-protected extraction tools and standard kits

(Author’s own processing).

and jurisdictional issues and proposes targeted interventions.
Using a mixed-methods design, it reveals low stakeholder
awareness, highlighting the urgent need for training, policy
reform, and standardization. It further proposes a multi-
layered architecture with Al-based threat detection and cloud-
integrated telemetry handling, adaptable to dynamic UAV
environments. Lastly, it advocates for global harmonization
through open-source tools and regulatory cooperation, laying a
strong foundation for secure, accountable, and forensically
capable UAV ecosystems.

4 Research challenges

Despite advances in digital forensics, critical challenges persist,
particularly in addressing UAV-specific cybersecurity threats. These
span technical, legal, and operational areas, including volatile
memory loss, lack of standardized protocols, real-time data
constraints, and jurisdictional hurdles. The absence of unified
forensic datasets, anti-forensic tactics, and cross-platform
incompatibilities further complicate effective response. Tackling
these challenges demands interdisciplinary collaboration among

cybersecurity experts, legal practitioners, UAV manufacturers,
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and policymakers. Only through such coordinated efforts can
forensic capabilities evolve to address the complexity of emerging
UAV threats. This study identifies twenty-one core challenges
affecting UAV cyberattacks and their corresponding forensic
solutions as presented in Table 2.

These identified
interdisciplinary

challenges  highlight the need for
UAV

cybersecurity, digital forensics, and legal domains. Section 5

collaboration  across engineering,

discusses each challenge alongside its proposed forensic solution.

5 Digital forensic solution to the
challenges of cyber-crimes against
UAV systems

This study identifies 21 core challenges affecting UAV
cybersecurity and digital forensic readiness. Resolving these issues
requires a multidisciplinary approach involving technical
innovation, legal reforms, standardized protocols, expert training,
and increased public and institutional awareness. These efforts are
crucial to ensure UAV systems remain secure, reliable, and legally
accountable. The following subsections detail proposed forensic

solutions to mitigate each challenge.
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5.1 Lack of forensic readiness in UAV design

Most UAVs are not built with forensic capabilities in mind,
compromising post-incident investigations (Studiawan et al., 2023;
Alotaibi et al,, 2022). A forensic-by-design approach should be
adopted, integrating secure logging, tamper-resistant components,
encrypted communications, and telemetry backups (Vassiliadis and
2024).
preservation, regulatory compliance, and building operational
trust (Hadi et al., 2023).

Hedstrom, These measures are vital for evidence

5.1.1 Recommended forensic solution

A forensics-by-design approach should be embedded in UAV
development to ensure accountability and forensic readiness. Main
elements include secure, cryptographically protected logging of
critical data; tamper-resistant hardware; continuous telemetry
backups;  encrypted communications; and  audit-capable
controllers that log key events. These measures support reliable
forensic analysis, regulatory compliance, insurance assessments, and

public trust.

5.2 Inadequate standardization in
UAV forensics

UAV forensic practices lack consistency across jurisdictions and
vendors. International bodies such as ISO, IEEE, and ICAO should
establish unified forensic standards (Fakhouri et al., 2024; Mantas
and Patsakis, 2022; McTurk, 2019). These standards must address
evidence handling, logging formats, legal protocols, and investigator
training to ensure global interoperability and evidentiary integrity
(Dratwa, 2014). This inadequate of uniformity of standard
undermines the reliability and admissibility of forensic evidence,
especially in legal proceedings. Unlike traditional digital devices with
UAVs
complexity, integrating flight control systems, GPS, sensors, real-

well-established  forensic  protocols, present  greater
time communication, and payloads. Without universal standards,
critical data may be missed, misinterpreted, or rendered

inadmissible in court.

5.2.1 Recommended forensic solution

International bodies like ISO, IEEE, and ICAO must collaborate
to create unified UAV forensic standards. These should cover
evidence handling, standardized data logging, forensic imaging
protocols, certified forensic tools, international cooperation, and
specialized training. Such standards would improve legal
defensibility, promote compliance, and enhance UAV forensic
readiness. Currently, the absence of standardization hampers
effective investigation and accountability. A global, harmonized
framework is crucial for building a resilient and interoperable

UAV forensic ecosystem.

5.3 Limited access to volatile or
encrypted data

Critical UAV data is often stored in volatile memory or encrypted
formats that are lost after crashes or power-offs (Viswanathan and
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Baig, 2020). Forensic access can be improved using SSDs, key escrow
systems, redundant storage, and secure decryption modules to ensure
lawful and timely access to essential data. Encrypted data, while
essential for security, can hinder investigations when decryption
keys are unavailable post-incident. This limitation significantly
impairs investigators’ ability to reconstruct events or trace cyber
intrusions, especially in high-stakes applications like military
operations, border surveillance, or autonomous commercial drones,
where accountability is paramount.

5.3.1 Recommended forensic solutions

A combined hardware-software strategy is essential to improve
UAV forensic readiness. Key measures include: using SSDs or flash
modules to capture memory snapshots during critical events;
integrating secure, cryptographically protected forensic access
points for authorized investigators; implementing trusted key
escrow systems with hardware security modules for lawful
decryption; enabling redundant storage or real-time cloud
syncing to safeguard evidence; and enforcing time-bound,
auditable forensic access governed by legal protocols. Therefore,
these solutions enhance data preservation, support incident
response, and strengthen legal and public trust in UAV systems.

5.4 Challenges in identifying and attributing
cyber-attacks

UAV cyber-attacks are often anonymous and difficult to trace
(Abbadi and Lachkar, 2025; Ly and Ly, 2021). These attacks
including GPS spoofing, command hijacking, signal jamming,
data injection, and firmware manipulation are often conducted
remotely and anonymously using techniques that erase traces or
mimic legitimate sources (Hartmann and Giles, 2016). Effective
attribution requires real-time anomaly detection, PKI-based
centralized UAV
blockchain audit trails to verify activity and associate it with

authentication, identity  registries, and

specific actors or devices.

5.4.1 Recommended forensic solutions

Advanced frameworks integrating Al, digital forensics, and
secure communications are required, to improve UAV cyber-
attack attribution. Main strategies include:

(i) Al-driven behavioral and network forensics to detect
anomalies and match attack patterns in real time.

(ii) Real-time monitoring through embedded forensic agents
that flag unusual activity and log data for investigation.

(iii) PKI-based authentication to verify UAV communications
and detect spoofing.

(iv) Drone identity management systems to trace actions back to
specific devices via centralized registration.

(v) Cyber threat intelligence databases to match incidents with
known threats and actors.

(vi) Digital watermarking and immutable audit trails to preserve
forensic evidence and system integrity.

such as attacker obfuscation and

Despite limitations

jurisdictional barriers, combining these tools enhances attribution
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and deterrence. Long-term success depends on standardization and
international cooperation.

5.5 Proliferation of anti-forensic techniques

Adversaries may deliberately erase, manipulate, or obscure UAV
data to prevent investigation (Sinha, 2021). In UAVs, these may
include wiping telemetry logs, encrypting flight data post-
compromise, falsifying timestamps, spoofing GPS signals, or
injecting false data (Horsman and Errickson, 2019). These tactics
are especially problematic in critical domains such as defense,
disaster response, and law enforcement, where accurate incident
reconstruction is vital. UAVs should implement immutable storage
such as WORM or blockchain, machine learning-based behavioral
profiling, and tamper-evident logs to counter these anti-forensic
tactics and ensure investigative reliability.

5.5.1 Recommended forensic solution

UAVs should implement tamper-resistant designs and strong
data integrity measures to counter anti-forensic tactics. This
includes using immutable storage such as blockchain, WORM,
real-time intrusion detection systems (IDS), redundant log
backups, and machine learning-based behavioral profiling. Legal
frameworks should mandate forensic readiness and standardized
logging. Together, these strategies enhance UAV security,
accountability, and forensic reliability.

5.6 Lack of forensic datasets

The forensic community lacks access to standardized UAV
datasets for tool validation, machine learning, and benchmarking.
Developing anonymized, open-source datasets that simulate real-
world UAV incidents is essential for training forensic systems and
improving investigative consistency (Fakhouri et al, 2024;

Studiawan et al., 2023).

5.6.1 Recommended forensic solution

However, to address the current gap, it is crucial to develop
publicly accessible UAV cyber-attack datasets that are realistic and
reflect diverse threat scenarios. These datasets should be created
through collaboration between government, academia, drone
manufacturers, and cybersecurity experts to ensure relevance and
accuracy. A robust UAV forensic dataset should include:

(a) Multimodal Data Streams: Integrating synchronized data
such as GPS logs, telemetry, network traffic, control
commands, camera footage, and sensor readings to
support full-cycle forensic analysis.

(b) Labeled Attack Scenarios: Clearly marked entries identifying
the type of attack take for example spoofing, jamming,
timeline, attacker behavior, and system response to aid in
supervised model training and validation.

(c) Diverse Operational Environments: Scenarios should reflect
various settings urban, rural, maritime, and industrial with
conditions like weather shifts or hardware constraints to

mirror real-world operations.
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(d) Synthetic and Real Data Fusion: Due to ethical constraints on
real attack data, synthetic data from simulations or digital
twins should supplement real data to improve completeness
and realism.

(e) Privacy Compliance: Shared datasets must anonymize
sensitive information and comply with relevant privacy
laws and security standards.

5.7 Jurisdictional and legal barriers to
evidence acquisition

UAVs often operate across national boundaries, creating legal
obstacles to forensic data retrieval (Brown, 2015). Cross-border
treaties, harmonized data access protocols, UAV registration
requirements, and cooperation through international legal bodies
like ICAO and UNODC are needed to streamline lawful evidence
acquisition.

5.7.1 Recommended forensic solution

A unified global legal framework is essential for effective UAV
digital forensics. This includes international treaties for evidence
handling, legal harmonization through bodies like ICAO and
UNODC, mandatory drone registration and data logging, and
strict adherence to national laws and court oversight. Capacity
building in developing regions and a standardized, secure
evidence-sharing platform are also crucial. Together, these
measures will enhance cross-border cooperation, ensure privacy,
and improve global forensic readiness.

5.8 Poor public and stakeholder awareness

Many UAV operators, regulators, and security personnel are
unaware of drone-specific cyber risks and forensic principles (Singh,
2024; Mohsan et al., 2023). Mandatory training, public education,
and professional certifications are critical to fostering forensic-
conscious drone ecosystems. Likewise, law enforcement personnel
may lack the skills to handle UAV digital evidence (Giilatas and
Baktir, 2018; Horsman, 2016), and policymakers frequently
overlook forensic needs in drone regulations. This knowledge gap
undermines effective incident response and weakens the resilience of
UAV systems.

5.8.1 Recommended forensic solution

A comprehensive awareness and capacity-building strategy is
needed to strengthen UAV cybersecurity and forensic readiness.
This includes public education campaigns, mandatory training
for drone operators, and specialized instruction for law
enforcement and emergency responders. Academic programs
should integrate UAV forensics into their curricula, while
professional certifications can formalize expertise in the field.
Collaboration with industry is vital to promote forensic-by-
design principles, and policymakers must be engaged to
support regulatory and funding initiatives. Overall, improving
awareness through education, regulation, and cooperation is
essential to enhance security and preparedness against UAV
cyber threats.
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5.9 Evolving nature of UAV cyber threats

The UAV threat landscape has become dynamic, with new
attack vectors continuously emerging (Zaki et al, 2024). As
drones become more complex, their attack surface widens
exposing them to threats like GPS spoofing, command hijacking,
malware injection, and DoS attacks. Threat actors, including state-
sponsored groups, continue to exploit vulnerabilities, especially in
high-risk domains such as surveillance, infrastructure monitoring,
and disaster response. In such contexts, even minor cyber intrusions
can lead to mission failure or safety risks. Traditional static defenses
are no longer adequate, highlighting the need for adaptive and
proactive security strategies.

5.9.1 Recommended forensic solution

Now, to address the rapidly evolving UAV cyber threat landscape,
continuous research is essential for identifying new vulnerabilities and
zero-day threats. Al-driven systems can enhance real-time threat
detection and resilience through anomaly monitoring and self-
healing mechanisms. Secure over-the-air patching ensures timely
updates without service disruption. Cross-sector collaboration
including industry, academia, and government is key to threat
sharing and coordinated defense. Red team exercises and simulated
attacks help uncover system weaknesses and improve forensic
readiness. Dynamic risk assessments allow UAVs to adapt
operations based on threat levels. Ongoing research into Al-driven
anomaly detection, real-time monitoring, and joint academic-
industry R&D initiatives is necessary to ensure forensic systems
remain resilient and adaptive. Global policy harmonization and
joint cybersecurity frameworks are vital to combat transnational
drone threats. A multi-layered, adaptive approach is crucial to
maintain UAV security and forensic accountability.

5.10 Limited integration with real-time
monitoring systems

Without real-time forensic tools, critical evidence may be lost or
altered during an incident (Choudhary et al., 2018). The lack of
integration between real-time health monitoring, intrusion
detection, and forensic tools limits prompt response and evidence
collection (Salfati et al., 2022; Adel, 2020; Johansen, 2017; Alharbi

et al., 2011).

5.10.1 Recommended forensic solution

Real-time forensic tools should be embedded into drone systems
to enhance UAV cybersecurity. These tools detect anomalies,
preserve evidence instantly, and log events with precise metadata
for accurate incident reconstruction. Integrating forensics with
health monitoring and intrusion detection systems (IDS) enables
automated responses and links physical anomalies to cyber threats.
Due to storage limits, UAVs should offload data to secure cloud
platforms for backup and remote analysis. This integration bridges
the gap between attack detection and investigation, enabling
proactive, continuous threat monitoring. However, challenges
such as computational limits, legal compliance, and
standardization must be addressed through multi-stakeholder

collaboration. UAVs should integrate embedded forensic agents,
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health-monitoring systems, and secure cloud offloading to capture
data continuously and preserve volatile evidence in real time.

5.11 High cost of implementation

Advanced forensic solutions can be financially prohibitive,
especially for small-scale UAV operators (Henriques et al., 2024;
Alsulami, 2022; Ganesh et al.,, 2022; Chen et al., 2019; Baig et al.,
2017). These expenses include not only the procurement of
specialized tools and software but also the need for skilled
personnel, ongoing training, and system integration. For small-
scale UAV operators such as independent drone service
providers, research groups, startups, and hobbyists these financial
demands can be overwhelming. As a result, the adoption of such
advanced forensic capabilities remains limited in non-enterprise
settings. This creates a significant disparity in the cyber resilience of
UAV ecosystems, where only large organizations or government
entities can afford robust forensic readiness, leaving smaller
operators more vulnerable to cyber threats and less capable of

investigating or responding to security incidents effectively.

5.11.1 Recommended forensic solution

The study proposes modular and scalable architectures that
allow flexible adoption based on needs and budget, to make UAV
digital forensics more accessible and cost-effective. Government
incentives like subsidies and certification support can ease
financial burdens. Open-source toolkits provide affordable,
customizable forensic tools. Framing forensic readiness as a long-
term cost-saving and trust-building measure further strengthens the
case. However, affordability must not compromise reliability designs
must maintain data integrity and compatibility. Overall, combining
modular systems, public support, and open innovation can enable
widespread, effective forensic integration in UAV operations.
Adopting modular forensic architectures, incentivizing open-
source development, and providing government support can
lower barriers to adoption while preserving functionality.

5.12 Lack of skilled forensic experts in
UAV domain

Investigating UAVs requires expertise beyond traditional digital
forensics, including flight dynamics, wireless telemetry, and
embedded systems (Sihag et al., 2023; Rugo et al., 2022). Unlike
traditional digital forensics, UAV investigations require expertise in
aerospace systems, embedded hardware, flight software, wireless
communication, and real-time telemetry. As UAVs become more
common in critical sectors like logistics, defense, and law
enforcement, the demand for such skills is growing but the talent
pipeline remains limited.

5.12.1 Recommended forensic solution

Nevertheless, to overcome legal barriers in UAV forensics, clear
international frameworks, standardized evidence protocols, and
cooperative agreements like MLATs are needed. These should
support lawful data access, cross-border investigations, and
protect privacy while ensuring forensic evidence is admissible
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and collected ethically. Academic curricula and hands-on
certification programs tailored to drone forensics are urgently

needed to close this skills gap.

5.13 Understanding cyber threats to
UAV systems

UAVs face attacks on multiple subsystems including GPS,
IMUs, flight controllers, and data links (Wang et al., 2023; Oruc,
2022). These face attacks can lead to mission failure, data theft, or
drone weaponization (Eltoukhy et al., 2025; Eltoukhy, 2025). A
layered defense model combined with periodic UAV vulnerability
assessments can improve threat resilience and ensure forensic
traceability in multi-vector attack scenarios.

5.13.1 Common attack types include

UAVs face several critical cyber threats that compromise their
safety and functionality. These include GPS spoofing, where fake
signals misguide drone navigation; signal jamming, which disrupts
control channels; and hijacking, which exploits unsecured links to
seize control. Denial-of-Service (DoS) attacks overwhelm systems,
rendering drones unresponsive (Xie et al., 2024). Malware injection
can corrupt firmware or extract sensitive data, while Man-in-the-
Middle (MITM) attacks
manipulation of communications. Lastly, data tampering distorts

allow real-time interception and
telemetry or video feeds, hindering operational decision-making
and forensic investigations. These threats are worsened by the
complexity and fragmentation of UAV subsystems such as flight
controllers, GPS, IMUs, and transceivers often built with proprietary
protocols and lacking consistent security features. Many drones use
outdated software, default passwords, and unsecured interfaces,
particularly in commercial off-the-shelf (COTS) models. Weak
encryption and poor authentication further expand the attack
surface, allowing adversaries to hijack commands, inject malicious
payloads, or clone devices. As drones are increasingly used in smart
cities, emergency response, defense, and industrial automation, the
consequences of cyber breaches grow significantly, including:

(i) Exposure of sensitive surveillance data

(ii) Operational disruption or physical destruction
(iii) Unauthorized surveillance or targeting
(iv) Espionage, sabotage, or terrorism

5.13.2 Recommended forensic solution

Mitigating these threats requires a layered defense approach that
includes secure-by-design development, encryption, access controls,
and real-time monitoring. Integrating digital forensics and
standardized incident response protocols ensures accountability
and strengthens system resilience. Given their growing role in
critical domains, UAVs must be protected through proactive

cybersecurity and forensic readiness to prevent malicious exploitation.
5.14 Volatile memory and limited logging

Many UAVs rely on volatile or cyclic logs that fail to capture
comprehensively the data that can be used as evidence (Shakhatreh
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et al., 2019; Xia et al., 2023; Shakeri et al., 2019; McEnroe et al.,
2022). Critical data including telemetry, commands, and sensor
inputs is often stored in volatile memory (RAM), which is lost if
the UAV crashes, shuts down, or is disabled. This poses a major
challenge for forensic investigations, as essential evidence may be
permanently erased. In addition, many UAVs offer only basic or
proprietary logging systems that capture minimal flight data such
as speed, altitude, GPS, while omitting crucial security-relevant
events such as unauthorized access attempts, spoofing, or
communication anomalies. Logs may be encrypted, poorly
formatted, or inaccessible to forensic tools. Onboard storage is
often small, with logs overwritten cyclically unless data is
offloaded in real time. These issues hinder cross-platform
investigations and severely limit forensic visibility, especially in
high-risk applications like law enforcement, infrastructure
inspection, or military surveillance.

5.14.1 Recommended forensic solution

Systems should use non-volatile memory like SSDs or FRAM
to retain data after power loss. Secure, tamper-resistant logging
must be embedded in flight controllers to ensure audit trail
UAV forensic
offloading of telemetry to cloud platforms helps preserve

integrity to enhance readiness. Real-time
evidence if the UAV is compromised. By adopting a forensics-
by-design approach during development, UAVs can support
effective investigations and accountability. These measures
address the critical weaknesses of volatile memory and limited
logging through durable storage, secure standards, and proactive
data preservation. Embedding tamper-proof, non-volatile memory
and adopting standardized logging schemas can enhance data

integrity and investigatory accuracy.

5.15 Encryption and obfuscation

While encryption is vital for UAV cybersecurity, it often
impedes forensic access (Alenezi, 2024; Stoyanova et al., 2020).
Encryption secures UAV telemetry, C2 signals, video, and
onboard storage from unauthorized access especially in sensitive
missions (Aissaoui et al., 2023; Hadi et al.,, 2023; Mekdad et al.,
2023). However, it also creates significant challenges for digital
forensics (Alenezi, 2024; Casino et al, 2022; Stoyanova et al.,
2020). Without decryption keys often stored on UAVs, ground
stations, or cloud server’s investigators may be unable to access
encrypted evidence (Shafique et al., 2021; Ever, 2020). This issue is
exacerbated when keys are withheld by uncooperative vendors or
involve criminal-controlled drones. Proprietary or undocumented
encryption methods, along with obfuscation tactics like encrypted
firmware and compressed logs, further hinder analysis. While these
measures strengthen cybersecurity, they complicate forensic
investigations, often requiring reverse engineering or specialized
tools. Legal constraints and inadequate vendor support can delay
access, risking the loss of critical evidence needed to trace attacks,
detect malware, or reconstruct incidents.

5.15.1 Recommended forensic solution

UAVs should adopt forensic-friendly encryption frameworks,
such as:
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(i) Key escrow mechanisms or forensic APIs allowing
authorized access under legal orders.

(ii) Documented encryption standards supported by
manufacturers under controlled conditions.

(iii) Cross-platform logging/encryption schemas to standardize

data handling and reduce reliance on proprietary tools.

Balancing strong encryption with lawful forensic access is key to
ensuring accountability and trust in UAV systems without
compromising their security. Manufacturers should implement
forensic-friendly encryption frameworks, key escrow mechanisms,
and documented forensic APIs to enable lawful evidence decryption
during investigations.

5.16 Legal and regulatory barriers

The lack of clear laws for UAV forensics complicates evidence
handling and admissibility (Atkinson et al., 2021; Yeboah-Ofori and
Brown, 2020). UAV digital forensics faces major legal and regulatory
challenges (Mantas and Patsakis, 2022; Atkinson et al, 2021). As
drones operate across borders and store data on foreign servers,
jurisdictional conflicts hinder timely evidence access (Tyshchuk,
2024; Atrey, 2023; Yeboah-Ofori and Brown, 2020). Without
mutual legal assistance treaties (MLATS), investigators may be
denied critical data. Accessing encrypted logs often requires court
orders, while proprietary systems or foreign ownership may block
access entirely, risking the loss of volatile evidence. Privacy laws further
complicate matters, as UAVs collect sensitive data like location, video,
and biometrics. With legal protections varying by country,
standardizing forensic protocols that respect civil rights is difficult.
Data admissibility
hurdles—drone data may be protected as intellectual property, and

ownership and evidentiary add more
improper handling can lead to legal rejection. Moreover, unclear laws
on drone interception or remote evidence retrieval may classify forensic

efforts as illegal hacking, limiting the use of proactive tools.

5.16.1 Recommended forensic solution

International legal harmonization, clear national policies on data
retention and cooperation, and specialized training for law
enforcement as well as forensic personnel are essential to overcome
legal barriers in UAV forensics. Aligning global efforts will help balance
security, privacy, and accountability in drone investigations.
International regulatory bodies must define unified protocols for
drone data access, retention, and admissibility across legal jurisdictions.

5.17 Limited forensic access to cloud-linked
UAV data

UAVs increasingly store logs and telemetry on cloud platforms
that are legally or technically inaccessible (Kuru, 2024; Ward, 2021;
Stocker et al.,, 2017). Legal restrictions and lack of prearranged access
protocols can delay or prevent investigators from retrieving
vital evidence.
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5.17.1 Recommended forensic strategy

Organizations should establish cloud access agreements that
allow timely data retrieval during authorized investigations,
especially in criminal or national security contexts. Cloud
services must incorporate forensic-readiness by enabling secure,
logged, and legally compliant access to drone-stored data during
authorized investigations.

5.18 Difficulty in reconstructing timeline
of attacks

Attackers may tamper with or erase UAV logs to confuse
investigations (Almusayli et al., 2024; Ceviz et al, 2024; Basan
et al., 2022). Blockchain-based audit trails, timestamped event
logs, and synchronized system clocks are vital for reliable,
tamper-proof timeline reconstruction.

5.18.1 Recommended forensic strategy

UAVs should maintain tamper-proof logs with precise
timestamps for every system event, using synchronized clocks
(e.g., GPS time). Blockchain-based audit trails can ensure log
integrity and order, enabling high-fidelity timeline reconstruction.

5.19 Absence of vendor cooperation during
investigations

Some UAYV vendors restrict access to proprietary data, hindering
forensic analysis (Schiller et al., 2023; Anagnostis et al., 2024;
Roberts, 2016). Without vendor assistance, investigators may be
unable to access or interpret critical evidence.

5.19.1 Recommended forensic strategy

Regulatory frameworks should enforce vendor compliance
through legal mandates, licensing conditions, and standardized
cooperation clauses. These measures will ensure timely support
for lawful forensic investigations.

5.20 Obscured communication protocols
and interfaces

UAVs often use undocumented or obfuscated protocols that
resist forensic analysis (Tecedor Roa, 2024). These undocumented
formats make it difficult to decode telemetry, detect spoofing, or
investigate command injection attacks.

5.20.1 Recommended forensic solution

Developers should be encouraged to adopt open communication
standards, while investigators should have access to vetted reverse-
engineering toolkits and protocol libraries. Additionally, developing
reverse-engineering toolkits and maintaining protocol libraries can
help law enforcement decode proprietary data during investigations
without vendor reliance.
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5.21 Risk of evidence contamination
during retrieval

Improper data extraction techniques may corrupt volatile UAV
evidence (Brunty, 2023). Without proper tools or training, field
personnel may unintentionally damage critical evidence, affecting its
admissibility in court.

5.21.1 Recommended forensic strategy

Standardized forensic kits featuring write-blockers, bit-by-bit
imaging tools, and validated evidence handling procedures are
essential to ensure admissibility in court. Personnel must also be
trained in UAV evidence handling to preserve chain-of-custody and
ensure evidence integrity during collection and analysis.

6 Components of UAV digital
forensic framework

The growing frequency and sophistication of cyber-attacks on
UAVs underscore the urgent need for specialized digital forensic
frameworks. Unlike conventional computing systems, drones
require tailored forensic mechanisms to accommodate their
unique architecture, limited storage, and real-time data flow. A
structured framework is essential to ensure accurate, tamper-proof
evidence collection, preservation, and analysis during and after
incidents. The core components of UAV digital forensics are
organized into a structured investigative process, as depicted
in Figure 2.
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The components are to facilitate comprehensive evidence
handling and ensure legal admissibility in diverse operational
contexts. The key components commonly found in UAV-related
research databases, particularly those focused on digital forensics,
cybersecurity, data analysis, and Al applications is presented in Table 3.

Table 3 summarizes the critical components of UAV forensic
systems drawn from recent research and practical implementations.
These elements support essential functions such as evidence logging,
anomaly detection, threat attribution, legal documentation, and AI-
based behavior modeling. They collectively enable a complete,
resilient forensic ecosystem tailored for UAV environments. For
instance, the “UAV Metadata Repository” and “Communication
Logs” are foundational for reconstructing incident timelines, while
the “AI/ML Model Repository” and “Threat Pattern Database”
enable real-time anomaly detection and proactive forensic
insights. The inclusion of “Legal/Regulatory Archives” ensures
that investigations adhere to jurisdictional and compliance
requirements. These components serve as the foundation for the
Enhanced UAV Forensic Framework (EUAVFF) introduced in the
following sections, where technical design, implementation
architecture, and validation are discussed in detail.

7 Literature review

The widespread adoption of UAVs across civilian and defense
sectors has accelerated research into their cybersecurity vulnerabilities
and forensic challenges. Initial studies primarily addressed general
digital forensics without accounting for UAV-specific complexities,
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TABLE 3 Key components of UAV digital Forensic research databases.

10.3389/frcmn.2025.1661928

S/n Component Description

1 UAV Metadata Repository Logs flight data: GPS, timestamps, altitude, speed, and direction

2 Sensor Data Archives Stores outputs from onboard sensors (e.g., cameras, LIDAR, gyroscopes)
3 Communication Logs Captures telemetry, C2 signals, and video transmissions

4 Firmware/Software Libraries Includes firmware versions, updates, and patch history

5 Threat/Attack Pattern Database Contains known malware and cyber-attack signatures

6 Component Fingerprint Database Stores hashes/signatures for hardware/software integrity checks

7 Incident Case Repositories Archives past forensic cases and outcomes

8 Network Traffic Database Logs UAV communication traffic for anomaly detection

9 Legal/Regulatory Archives Documents UAV laws, compliance, and airspace regulations

10 AI/ML Model Repository Stores trained models for behavior prediction and anomaly detection

(Author’s own processing).

but recent work has shifted toward tailored solutions involving Al,
blockchain, and embedded systems (Mohay, 2005; Ruffell et al., 2014;
Clark et al., 2017). Between 2018 and 2021, research began exploring
advanced forensic mechanisms such as artificial intelligence for
intrusion detection, authentication protocols, and electromagnetic
watermarking to enhance data integrity (Ferndndez-Caramés et al,
2018; Singh et al,, 2019). However, many of these approaches still
lacked real-world applicability and legal integration.

But from 2023 onward, the literature has increasingly focused on
adaptive, Al-driven UAV forensic frameworks capable of real-time
anomaly detection, log protection, and autonomous evidence
capture (Debas et al., 2024; Vajravelu et al., 2023). Despite these
advances, most frameworks remain conceptual and lack large-scale
validation across different UAV platforms. Overall, the research
trajectory reflects a shift from foundational theory toward
intelligent, UAV-specific forensic systems. Nevertheless, many
studies are limited in scope, lacking encrypted data handling,
standardized evidence protocols, or validation across multiple
drone models. A summarize representative studies and their
contributions, limitations, and focus areas is shown in Table 4.

As shown in Table 4, most existing works focus on conceptual
frameworks, model-specific tools, or limited use-case validation. For
example, studies like Wang et al. (2022) and Khelifi et al. (2021)
provide useful insights but do not address encrypted firmware or
spoofing detection. Even empirical case studies remain restricted to
select commercial UAVs, ignoring broader forensic readiness
requirements.

7.1 Analysis and synthesis

7.1.1 Evolution of forensic approaches

UAV forensic research has progressed through three major stages:
generic digital forensics (pre-2015), drone-specific data extraction tools
(2016-2020), and intelligent forensic frameworks (2021-present).
Early work often treated UAVs like mobile devices, focusing on SD
cards or GPS modules. More recent studies incorporate AI and
blockchain, yet many solutions remain theoretical and lack
standardized deployment across heterogeneous UAV systems.
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7.1.2 Persistent gaps

Despite evolving methods, persistent gaps remain. Most tools
target specific brands (e.g., DJI) and overlook encrypted logs, volatile
memory capture, and cross-jurisdictional legal frameworks.
Additionally, there is limited access to publicly available UAV
forensic datasets to support reproducibility and benchmarking.

7.1.3 Emerging solutions

Emerging solutions emphasize modularity, Al integration, and
compliance with international standards. Researchers are
advocating for forensic-by-design architectures that embed
tamper-proof logging, encrypted data capture, and chain-of-
custody mechanisms. Concepts such as UAV Forensics-as-a-
Service (UFaaS), blockchain-secured logging, and hybrid edge-
cloud analytics are gaining traction to address both performance
and admissibility constraints.

8 Emerging solutions and techniques in
UAV digital forensics

As UAV technology becomes increasingly advanced and
embedded in critical domains, drones are exposed to escalating
cyber threats such as GPS spoofing, malware injection, and
firmware manipulation. These evolving risks demand forensic
responses that are equally sophisticated, real-time, and resilient
to tampering (Aissaoui et al., 2023; Mekdad et al., 2023). Emerging
forensic solutions focus on five strategic domains: forensic-by-
design architectures, automation of evidence capture, cloud-
enabled forensic processing, artificial intelligence for threat
detection, and blockchain for log integrity. These innovations
are revolutionizing UAV forensic readiness by enabling real-
time monitoring, remote analysis, and legally defensible
evidence preservation (Debas et al., 2024; Ferndndez-Caramés
et al, 2018; Casino et al, 2022). Research is increasingly
focused on proactive, integrated forensic methods as outlined
in Figure 3.

The chart identifies and aligns 15 key innovations, each
supported by peer-reviewed literature, that reflect a shift toward
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TABLE 4 Summary of some selected UAV Forensic Studies.

Key contributions

10.3389/frcmn.2025.1661928

Limitations

Debas et al. (2024); Magbool et al. (2024)

Conceptual frameworks

Proposed adaptive, multi-domain forensic
strategies

No real-world validation

2 Vajravelu et al. (2023); Debs and Fayad (2023) | Systematic Review ML-based taxonomy for UAV forensics Lacks practical testing
3 Studiawan et al. (2023) Literature Survey Documented forensic tools, datasets, and trends | Descriptive, not implementation-
based
4 Wang et al. (2022) Defense Modeling Honeypot game for collaborative UAV defense = Focused on prevention, not forensics
5 de Melo et al. (2021) Identity Validation UAVouch scheme for verifying drone identity/ = Not designed for post-incident
location analysis
6 Khelifi et al. (2021) Case Study Extracted forensic data from 6 drone brands Ignores encryption or spoofing
detection
7 Abdalla et al. (2020) Security Analysis Detailed UAV threat and mitigation review No forensic tool validation
8 Alshamsi (2020) Parrot AR Drone case Artifact recovery techniques for Parrot drones | Model-specific; lacks encryption
study support
9 Renduchintala et al. (2019); Dumitrescu et al. | Hardware Forensics GPS and telemetry extraction from DJI drones | Limited to non-encrypted memory
(2019)
10 Esteves (2019) EM Forensic Models EM watermarking for data integrity Complex hardware dependency
11 Fernandez-Caramés et al. (2018) IoT-UAV Surveillance Showed traceability via sensor data No legal or encryption consideration
12 Clark et al. (2017); Albrecht et al. (2017) Tool Development DROP parser for DJI log analysis Model-locked and weak encryption
support
13 Altawy and Youssef (2016) Policy and Threat Survey = Covered UAV cyber/privacy risks No forensic solutions proposed
14 Lee-Morrison (2015); Kebande (2017) Visual Forensics Cartographic evidence reconstructions Lacks UAV-specific focus
15 Ruffell et al. (2014) Forensic Mapping Artifact recovery across 14 drone types Industry-focused; lacks academic
testing
16 Mohay (2005) Foundational Theory Early digital forensic framework design Too generic; not UAV-focused

(Author’s own processing).

proactive, real-time, and forensically capable UAV architectures.
Each innovation is assigned equal visual weight to emphasize
their individual and collective importance rather than rank them
hierarchically. It presents a comparative visual summary of
emerging forensic technologies and architectural strategies
proposed in UAV cybersecurity research and illustrates how
various innovations collectively contribute to the next-generation
of forensic readiness in drone systems. It illustrates modern UAV
forensic technologies, highlighting proactive strategies such as Al-
based behavior modeling, embedded intrusion detection, secure
telemetry offloading, and tamper-proof blockchain logs. These
tools allow forensic capture to begin during flight operations,
minimizing data loss and enhancing response accuracy. Each
item reflects a modern approach to strengthening UAV forensic
capabilities amid growing cybersecurity threats. Collectively, these
innovations support comprehensive forensic capability from
onboard data collection to cloud-based analysis enabling
investigators to reconstruct attacks, validate evidence, and
maintain compliance with international legal standards. The
outlines opportunities for applying UAV models across key
sectors of socio-economic development is presented in Table 5.
Table 5 categorizes UAV applications across various socio-
economic sectors, including healthcare, logistics, and disaster

response, to contextualize forensic readiness beyond technical
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settings. In each domain, drones play a mission-critical role,
making forensic integrity essential for public trust, safety, and
accountability. These emerging forensic techniques are redefining
how UAV systems are secured and investigated. By embedding
forensic capabilities into UAV architectures, stakeholders can
respond more effectively to cyber incidents, conduct post-event
analysis, and uphold the evidentiary standards required in legal or
regulatory settings (Studiawan et al., 2023; Ntizikira et al., 2023).

9 Research methodology

This study adopted a mixed-method survey approach to assess
the practicality, perceived importance, and readiness of digital
forensic solutions in UAV environments. The survey was
structured to validate the proposed Enhanced UAV Forensic
Framework (EUAVFF) by collecting responses from stakeholders
with backgrounds in cybersecurity, digital forensics, drone
operations, and aviation regulation (Alenezi, 2024; Debas et al,
2024). Since this study does not involve human subjects, approval
from a research ethics committee was not required. Participation
was voluntary and anonymous, with informed consent obtained
digitally from all respondents. A purposive sampling strategy was
used to target professionals and researchers with UAV or forensic

12 frontiersin.org


https://www.frontiersin.org/journals/communications-and-networks
https://www.frontiersin.org
https://doi.org/10.3389/frcmn.2025.1661928

Mohammed et al. 10.3389/frcmn.2025.1661928

Proactive Integrated Forensic Innovations in UAV Systems with Supporting Reference

Forensic-by-Deskgn LAY Architecture
(Debes ot &l 2024}

Al-Driven Forensics
[Ferndnder-Caramés ot al., 2018; Vajravelu et al,, 2023)

Blockchain for Chain of Custady
{Casing et al., 2022: Stoyanova et al., 2020}

Edge Computing for Onboand Data Analyss
[Mekdad et al., 2023}

[Diigital Twin Forensic Simulations

[Ntizikira et al., 2023}

Zero Trust Model Integration
(Alguwayzani & Albuali, 2024}

Past-Quantum Cryptography
(Zaki ot al,, 2024)

N tllennqun et u.?&m

Cuanturm-Resistant Timestamping
(Alrmusayh ot al,, 2024)

uay Farensic Sandboxing
(Studiawan et al., 2023)

Cloud-Based Forensics
(Mohammed et al.. 2025

Multi-Drone Coordinated Forensics
(Singh et al., 2024)

Cross-Domain inteligence
(Goel & Nussbaum, 2021)

Autornated Forensic Took
{Rugo et al,. 2022)

Collaborative Forensic Platforms
{Mohsan et al,, 2023)

00 0.2 0z 3 0E 10
Level aof Farensic innawatian

FIGURE 3
Emerging solutions and techniques in UAV digital forensics (Author’'s own processing).

TABLE 5 UAV applications in socio-economic sectors.

Sector Commercial Hospitality and tourism Healthcare Emergency and disaster
response
Automation and Food/grocery delivery, drone | Food/beverage service, mobile Prescription, lab sample, and Medical/emergency supply drops, search
Labor waiters hotels vaccine delivery and rescue
Risk Reduction Replacing humans in - Organ and blood transport Damage inspection, restoring services
hazardous jobs (Wi-Fi, power)
Efficiency Gains Fewer staff and steps, faster Entertainment delivery, facility Drone ambulance, EMS support Rapid assessment and logistics in disaster
service maintenance zones
Advanced - Visual marketing, lifeguarding Patient stay forecasting, 3D mapping, fire monitoring, power
Capabilities telemedicine support system surveillance
Special Functions - Security, material transport Forensic analysis Hydropower and infrastructure
monitoring

(Author’s own processing).

expertise. The survey link was distributed via academic mailing lists, ~ scale and open-ended questions to collect quantitative and
professional drone networks, LinkedIn groups, and cybersecurity = qualitative feedback (Singh, 2024; Stoyanova et al., 2020).

associations over a 6-week period in 2024. The questionnaire A total of 87 valid responses were received. Participants included
included 20 items across five sections: respondent demographics,  digital forensic analysts (28%), cybersecurity professionals (24%), UAV
awareness of UAV forensics, technical and legal barriers, framework  pilots and engineers (20%), legal/regulatory officials (15%), and
relevance, and suggestions for improvement. It featured both Likert-  researchers (13%). This diversity ensured a well-rounded evaluation
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of the framework across domains of relevance. Quantitative responses
were analyzed using descriptive statistics in Microsoft Excel and SPSS,
while qualitative responses were thematically coded to extract recurring
patterns, challenges, and feedback themes. This dual analysis approach
strengthened the triangulation and robustness of findings.

9.1 Literature review

A
advancements in UAV cybersecurity and digital forensics.

systematic review was conducted to map current
Sources included peer-reviewed journals, conferences, white
papers, and technical standards from databases such as Scopus,
IEEE Xplore, ScienceDirect, SpringerLink, and Semantic Scholar.
Studies from 2010 to 2025 that addressed UAV security threats,
forensic tools, and evidence handling were included. Search terms
used were: UAV digital forensics, drone cyber-attacks, forensic
readiness, GPS spoofing, and autonomous vehicle security. The
review identified 21 key challenges spanning technical, legal, and

operational domains, which informed the framework requirements.

9.2 Empirical survey

A structured questionnaire was distributed online to UAV
operators, cybersecurity
academics, and regulators. It evaluated:

aviation  professionals, analysts,

(i) Awareness of UAV cyber threats (e.g., command hijacking,
firmware tampering)
(ii) Knowledge of UAV forensic tools and principles
(iii) Perceived need for UAV-specific forensic frameworks
(iv) Assessment of existing forensic readiness

A total of 100 valid responses were analyzed using descriptive
statistics. Results are presented in Section 10.

10 Results and findings

This section presents the outcomes of the survey conducted
among UAV operators, aviation professionals, cybersecurity
analysts, academics, and regulators. Survey findings reveal strong
consensus on the growing threat of cyberattacks against UAVs and
the urgent need for embedded forensic capabilities. Respondents
emphasized that without robust forensic mechanisms, UAV
incidents may go unresolved, unprosecuted, or unprevented
(Singh, 2024; Almusayli et al., 2024).

10.1 Familiarity with UAV-specific
cyber threats

Respondents’ awareness of UAV-specific threats such as
command hijacking and firmware tampering is summarized
in Table 6.

Over 80% of participants endorsed the “forensic-by-design”
concept, highlighting the importance of integrating logging, secure
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TABLE 6 Stakeholders’ respondent familiarity with UAV-specific cyber
threats.

Threat type Familiar (%) Unfamiliar (%)

Command Hijacking 32% 68%

Firmware Tampering 25% 75%

GPS Spoofing 38% 62%

Telemetry Interception 29% 71%

Onboard Sensor Manipulation 21% 79%

(Author’s own processing).

storage, and anomaly detection during UAV development. AI-driven
intrusion detection (IDPS) and blockchain-based telemetry logging
were frequently cited as critical technologies for proactive and tamper-
proof investigations (Debas et al., 2024; Vajravelu et al., 2023).

10.1.1 Interpretation

Most respondents showed limited awareness of UAV-specific cyber
threats. GPS spoofing was the most recognized (38%), while onboard
sensor manipulation was least known (21%). These findings underscore
the need for targeted education, policy support, and forensic-by-design
training in UAV operations, as illustrated in Figure 4.

Figure 4 demonstrates respondents’ familiarity with UAV-
specific threats. GPS spoofing had the highest recognition (38%),
while sensor manipulation was the least known (21%). In all cases,
over 60% of participants were unfamiliar with these threats.

10.2 Awareness of UAV cybersecurity risks

The survey exposed a major knowledge gap: 72% of respondents
reported low or no awareness of UAV-specific risks like GPS
spoofing, and

telemetry tampering as showed in Table 7.

command hijacking, firmware manipulation,

This 72% underscores a critical lack of cybersecurity awareness
among UAV users, reinforcing the need for targeted education and
policy initiatives.

10.3 Perceived need for UAV
forensic solutions

When asked about the importance of digital forensics in UAV
operations, 90% of respondents supported the need for specialized
forensic frameworks, and 85% agreed that digital forensics is vital for
UAV cybersecurity as presented in Table 8.

These Table 8 results underscore the importance of integrating
forensic capabilities into UAV system architectures and support the
relevance of the proposed EUAVFF model.

10.4 Evaluation of current UAV
forensic readiness

Respondents assessed existing forensic capabilities in UAV

systems. Results revealed a clear gap between security
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Respondents’ familiarity with UAV-specific cyber threats (Author's own processing).

TABLE 7 Respondents’ awareness of UAV-specific cybersecurity risks.

Awareness level

Number of respondents

Percentage (%)

Aware of UAV cybersecurity risks 28 28%
Unaware of UAV cybersecurity risks 72 72%
Total 100 100%

(Author’s own processing).

TABLE 8 Perceptions on UAV digital forensic readiness.

Statement Agree (%) Neutral (%) Disagree (%)
Digital forensics is essential for securing UAVs against cyber threats 85% 10% 5%

Current UAVs are adequately equipped for forensic investigation 20% 18% 62%

There is a need for specialized forensic frameworks tailored to UAVs 90% 8% 2%

(Author’s own processing).

expectations and the actual level of forensic integration, as shown
in Table 9.

10.4.1 Interpretation

Over 50% of respondents disagreed that UAVs currently offer
key forensic features like tamper-proof logs, real-time data
preservation, or legally admissible evidence. Only 20% believed
UAVs are adequately equipped for forensic investigations
highlighting a major gap in readiness.

10.4.2 Implications

These findings support the study’s premise: UAVs are
vulnerable due to limited cybersecurity awareness and weak
forensic capabilities. Bridging this gap requires forensic-by-design

Frontiers in Communications and Networks

models, regulatory standards, and stakeholder training to ensure
resilient and accountable drone operations.

10.5 Sample size and statistical basis

A total of 100 valid responses were analyzed using descriptive
statistics. Participants included UAV operators, cybersecurity
experts, stakeholders,
assessed awareness of UAV threats, evaluated forensic readiness,

aviation and academics. The survey
and gauged perceptions on the need for enhanced forensic
capabilities as displayed in Table 10.

Table 10 provides a consolidated snapshot of stakeholder

perspectives on key focus areas related to UAV cybersecurity,
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TABLE 9 Respondents’ evaluation of UAV forensic readiness.
Statement

UAVs are adequately equipped for forensic investigation

20%

10.3389/frcmn.2025.1661928

Agree (%) Neutral (%) Disagree (%)

18% 62%

Existing UAVs offer real-time data preservation for investigations

Most UAVs have tamper-proof logging capabilities

22%

19%

20% 58%

24% 57%

Forensic data in UAVs is legally admissible in most jurisdictions

(Author’s own processing).

TABLE 10 Descriptive summary.

17%

23% 60%

S/n Survey focus area Agree (%) Neutral (%) Disagree (%)
1 Awareness of UAV cyber threats 28 - 72

2 Need for digital forensics in UAVs 85 10 5

3 Adequacy of current forensic capabilities 20 18 62

4 Real-time evidence preservation 22 20 58

5 Tamper-proof Logging 19 24 57

6 Legal admissibility of UAV Data 17 23 60

(Author’s own processing).

forensic awareness, and system readiness. It synthesizes Likert-scale
responses (Agree, Neutral, Disagree) across six dimensions, drawing
from a diverse participant base of UAV operators, cybersecurity
professionals, aviation regulators, and academics. Descriptive
statistics like frequencies and percentages were used to analyze
the survey responses, highlighting patterns in awareness and
preparedness as revealing in Table 10. The data validates the
forensic gaps outlined in earlier sections, including insufficient
real-time readiness, insecure logging, and poor legal integration.
There is a clear divergence between operational adoption and
forensic preparedness, suggesting a misalignment between drone
functionality and forensic needs.

Awareness of UAV Cyber Threats (28% Agree, 72% Disagree): A
striking 72% of respondents reported low or no awareness of UAV-
specific threats such as GPS spoofing, command hijacking, or
firmware tampering. This underscores a significant educational
and informational gap, especially given the growing use of drones
in sensitive domains.

Need for Digital Forensics in UAVs (85% Agree): A large
majority recognized the necessity for integrating digital forensic
capabilities in UAV systems. This validates the foundational
motivation for developing the Enhanced UAV Forensic
Framework (EUAVFF), showing strong stakeholder demand for
proactive forensic readiness.

Adequacy of Current Forensic Capabilities (20% Agree, 62%
Disagree): Over 60% of participants expressed skepticism about the
current forensic capacity of UAVs. This highlights that while UAV
usage is increasing, their ability to support incident investigation
remains insufficient.

Real-Time Evidence Preservation (22% Agree, 58% Disagree):
Only 22% agreed that existing UAVs support real-time data

Frontiers in Communications and Networks

capture or secure log offloading. This confirms the critical need
for real-time telemetry logging, cloud integration, and embedded
evidence capture mechanisms like those in
the EUAVFF.

Tamper-Proof Logging (19% Agree, 57% Disagree): The low

proposed

agreement rate indicates that most UAVs lack secure logging
features such as immutable audit trails or hash-chained logs. This
finding justifies the inclusion of blockchain-based evidence tracking
in the proposed framework.

Legal Admissibility of UAV Data (17% Agree, 60% Disagree): A
majority expressed concern that UAV-derived forensic data may not
hold up in court due to inconsistencies in formatting, incomplete
metadata, or lack of chain-of-custody documentation. This strongly
supports the study’s emphasis on compliance with ISO/IEC
standards and policy harmonization.

The results justify the core components of EUAVFF, particularly
its emphasis on forensic-by-design architecture, legal compliance,
and modular deployment across diverse UAV systems.

This real stakeholder
perspectives. A visual summary of the findings is presented

evidence-based approach reflects
in Figure 5.

Figure 5 shows that 72% of respondents lacked awareness of
UAV-specific cybersecurity risks, highlighting a significant
knowledge gap. An illustration of the stakeholder perceptions of
UAV forensic readiness is shown in Figure 6.

Figure 6 shows strong support for forensic integration, with
85%-90% of respondents affirming the need for UAV-specific
forensic solutions. However, 62% disagreed that current UAVs
are adequately equipped, indicating a gap between threat
perception and system readiness. Both Figures 5, 6 highlight the
urgency for adopting forensic-by-design frameworks like EUAVFF.
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Perceptions on UAV digital forensic readiness (Author's own processing).

10.6 Validation of the proposed EUAVFF

A structured online survey was conducted with 100 respondents,
including UAV cybersecurity experts, aviation
professionals, and academics to validate the EUAVFF and assess
stakeholder awareness as summarized in Table 11.

Table 11 provides a descriptive summary of the methodology
used to gather stakeholder input on UAV digital forensics and
validate the proposed Enhanced UAV Forensic Framework
(EUAVFF). This table is pivotal to understanding how the
empirical findings in the manuscript were obtained and why
they are relevant to the broader goals of the research. Table 11
directly supports the credibility of the survey findings presented in

operators,
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Figures 5, 6 and discussed in Sections 10.6, 10.8. It justifies the
conclusions about gaps in UAV forensic awareness and validates
the practical necessity of a proactive forensic framework
like EUAVFE.

These insights substantiated the practical relevance and urgency
of the proposed solution.

10.7 Design validation: mapping challenges
to EUAVFF components

Validation was conducted through expert input and theoretical
mapping. A matrix aligned the 21 identified forensic challenges with
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TABLE 11 Structured online survey description. relevant components of the EUAVFF to ensure coverage and
S S practical applicability as presented in Table 12.
attribute As summarized in Table 12, each forensic component in the
EUAVFF received high relevance scores from respondents. For
Survey type Structured online survey example, 94% rated the secure data capture module as “critical,”
Platform Used GDPR-compliant online tool like Google Forms, Microsoft while 879% rated blockchain logging as “highly relevant.” This strong
Forms support reinforces the framework’s practical viability and perceived
Number of 25 (Multiple-choice and Likert scale) importance among stakeholders.
Questions

Question Categories | Demographics, Cybersecurity Awareness, Forensic

Readiness, Framework Validation 10.8 Practical implications and application
pathways of EUAVFF

Sample Size 100 respondents

Sampling Technique = Purposive sampling via professional networks (LinkedIn, The Enhanced UAV Forensic Framework (EUAVFF) was
ResearchGate, email) developed to address the real-world deficiencies of UAV
Participant Profiles = UAV pilots, cybersecurity analysts, regulators, academics cybersecurity and forensic readiness. This section presents clear,

measurable, and applicable implications of the framework across

Participation Model Voluntary, anonymous, informed consent ) ) . . . .
P R m different operational domains, followed by validation strategies and

Data Analysis Descriptive statistics (frequency, percentage) a structured adoption roadmap.
Method
Objective Validate EUAVFF design and assess UAV forensic 1. Concrete Use Cases of EUAVFF
awareness and readiness a. Law Enforcement and Border Security: In crime scene
(Author’s own processing). investigations  involving  drones (e.g, smuggling,

TABLE 12 Mapping UAV Forensic challenges to EUAVFF components.

S/n Forensic challenge EUAVFF component Coverage
1 Volatile memory loss Real-time telemetry offload; Cloud sync Technical

2 No standard protocols Forensic-by-design; Modular design Legal/Technical
3 Weak tamper-proof logging Blockchain audit trails; Secure logs Technical

4 No real-time evidence captures Edge-based autonomous logging Technical

5 Legal jurisdiction issues Cross-border handling protocols Legal

6 Poor encryption Forensic-friendly encryption (e.g., keyed hash) Technical

7 Poor documentation Auto-logging; Chain-of-custody metadata Legal/Technical
8 User unawareness Education modules; Risk dashboards Human

9 No onboard forensics Embedded forensic firmware tools Technical

10 No recovery after attack Blockchain audit recovery; Fail-safe logging Technical

11 Hardware incompatibility Modular support for all UAV types Technical

12 GPS spoofing Al anomaly detection; Signal validation Technical

13 Firmware tampering Integrity checks; Signed logs Technical

14 Developer unawareness Forensic-by-design policy guidance Organizational
15 Evidence inadmissibility ISO/IEC-compliant data schema Legal/Technical
16 Limited log storage Log compression; Prioritized recording Technical

17 No forensic datasets Open-source dataset contributions Research

18 Real-time limits Edge analytics; Load shedding Technical

19 Lack of validation tools Verification interface; Blockchain checks Technical

20 Anti-forensic methods Tamper detection; Log anchoring Technical

21 Integrity verification issues Hash chains; Timestamped logs Legal/Technical

(Author’s own processing).
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unauthorized surveillance), EUAVFF enables forensic-

grade evidence acquisition from flight logs, onboard

videos, and command telemetry. Its tamper-proof
blockchain-based audit trails ensure legal admissibility
during prosecution (Henriques et al., 2024).

b. Disaster Response and Emergency Services: Drones used for
post-disaster surveillance often operate in volatile
environments. EUAVFF’s real-time anomaly logging and
remote cloud sync allow secure evidence offloading during
missions crucial for tracing failures, miscommunication, or
system compromise during humanitarian deployments
(Mohsan et al., 2023).

c. Critical Infrastructure Surveillance: Energy, transportation,
and telecommunications sectors rely on drones for
inspection. A compromised drone can disrupt services or
leak sensitive data. EUAVFF facilitates attribution of
malicious activity and helps recover forensic data from
telemetry, communication logs, and embedded sensors
(Goel and Nussbaum, 2021; Clark et al., 2017).

d. Regulatory and Aviation Safety Compliance: The
framework supports aviation authorities in auditing
drone operations. Its ISO/IEC-compliant forensic
schema and cross-border compatibility protocols help
assess violations and certify UAV airworthiness during
investigations (Yeboah-Ofori and Brown, 2020).

2. Performance Metrics for Real-World Validation

EUAVFF performance should be validated using the
following metrics to transition from concept to practical
deployment:

(i) Forensic Accuracy: Precision and recall in attributing events
using Al-based threat detection models.

(ii) Latency: Time elapsed between anomaly detection and
evidence capture; critical for in-flight incidents.

(iii) Tamper Resistance: Resilience against log manipulation or
unauthorized data overwrite, tested via red-teaming and
adversarial simulations.

(iv) Chain-of-Custody Integrity: Capability to maintain end-to-
end audit trails for legal admissibility.

(v) Storage Efficiency: Ability to optimize log data using
compression and cloud offloading without loss of

evidentiary value.

3. Adoption Roadmap and Tool Integration Pathways

Step 1: Modular Deployment: Each forensic tool like, secure
logger, anomaly detector, metadata encryptor can be
deployed as plug-and-play modules on UAVs of
varying size and mission profiles.

Step 2: API and Firmware-Level Integration: Manufacturers
can adopt the framework’s APIs to embed forensic
hooks within UAV firmware.

Step 3: Regulatory Alignment and Standardization: The
framework  encourages  collaboration  with
regulatory bodies (e.g, ICAO, ISO, NIST) for
policy-compliant digital evidence handling.

Step 4: Open-Source Toolkit Development: A community-
led open-source development approach will facilitate
academic and commercial contributions.
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Step 5: Cross-Border Use Cases
EUAVEFF  supports
multi-language logging

aligned with MLATSs.

and Interoperability:
international missions via

and forensic schema

10.9 Discussion of results

Three dominant themes emerged from the open-ended
responses: (1) legal admissibility concerns due to lack of
standardization, (2) difficulty accessing encrypted or proprietary
logs, and (3) the absence of training among UAV operators on
forensic procedures. These themes reinforce earlier literature gaps
and validate the need for a standardized, modular forensic
framework (Fernandez-Caramés et al., 2018; Mohay, 2005; Clark
et al., 2017). The Enhanced UAV Forensic Framework (EUAVFF)
was designed using a forensic-by-design approach, drawing from
literature, stakeholder surveys, and secure systems best practices. Its
core features include:

« Blockchain-based secure logging

o Forensic-friendly encryption and telemetry offloading
o Modular support for different UAV types

o Real-time evidence captures via cloud sync

Respondents viewed the proposed Enhanced UAV Forensic
Framework (EUAVFF) as a significant step toward solving key
challenges particularly its inclusion of modular forensic tools, Al
analytics, secure storage, and regulatory alignment. Many
highlighted the framework’s potential to serve in court-admissible
investigations if adopted globally and tested across real UAV

systems (Stoyanova et al., 2020; Henriques et al., 2024).

10.9.1 Comparative analysis

EUAVFF was benchmarked against current UAV forensic and
cybersecurity models. It outperformed others in forensic readiness,
real-time processing, legal admissibility, AI integration, and
This EUAVFF’s
comprehensive and scalable capabilities for UAV cybercrime

standards  compliance. demonstrates

investigation.

10.9.2 Ethical compliance

Participants gave informed consent, and no personal data was
collected. Responses were anonymized, and data was securely stored,
following institutional research ethics.

10.9.3 Limitations

While this study contributes to the body of knowledge in UAV
forensic readiness, several limitations must be acknowledged. First,
the proposed Enhanced UAV Forensic Framework (EUAVFF)
remains conceptual and has not yet been tested on live or
deployed UAV systems. As such, its performance under real-
world  cyberattack  conditions, resource constraints, and
operational stressors is yet to be empirically validated (Henriques
et al.,, 2024).

Second, the survey data may reflect sample bias due to its
purposive sampling strategy. While efforts were made to diversify

participants across technical, legal, and operational domains, the
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responses may not fully capture the perspectives of law enforcement
agencies or small-scale drone operators in underrepresented regions
(Yeboah-Ofori and Brown, 2020).

Third, legal and regulatory insights were drawn largely from
open-source documents and participant responses rather than
formal governmental data-sharing partnerships. Consequently,
this study may not fully address access restrictions related to
proprietary logs, jurisdictional barriers, or classified UAV
operations (Atkinson et al., 2021; Tecedor Roa, 2024). Findings
rely on self-reported data, which may not reflect actual practices.
Also, EUAVFF has not yet been field-tested. Future work will
focus on live implementation and real-world performance
validation.

11 Future directions of UAV
cybersecurity and digital forensics

As UAVs become more autonomous and integral to critical
infrastructure, the demand for resilient cybersecurity and forensic
solutions will increase (Aissaoui et al., 2023; Kuru, 2024). Emerging
directions in this field are shaping a future where UAVs are not only
secure but also forensic-ready by design.

(i) UAV-Specific Forensic Toolkits:

New toolkits are being developed to extract and analyze UAV-
specific data such as flight logs, GPS data, and sensor inputs tailored
to embedded systems and real-time OS, offering features like tamper
detection and automated response (Debas et al., 2024).

(i) Regulatory and Legal Frameworks:

Bodies like ICAO are expected to enforce policies on forensic
readiness, mandating built-in logging, encryption, and access
controls. These will also help define liability and support cross-
border investigations (Atkinson et al., 2021).

(iii) Interdisciplinary Collaboration:

Stronger cooperation among cybersecurity experts, aerospace
engineers, and legal professionals is vital for embedding secure and
legally compliant forensic functions into UAVs (Stoyanova
et al.,, 2020).

(iv) Autonomous Forensics:

Al-driven systems onboard UAVs will detect and respond to
anomalies, securing data in real-time even in remote or high-risk
areas (Ferndndez-Caramés et al., 2018).

(v) Integration with Smart Cities:

UAVs embedded in smart infrastructure must exchange data

securely with urban systems, requiring forensic mechanisms to

reconstruct actions in case of incidents (Eltoukhy, 2025).

(vi) Blockchain for Evidence Integrity:
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Blockchain ensures immutable, verifiable logs with tamper-
proof timestamps, supporting chain-of-custody and cross-agency
investigations (Alenezi, 2024; Casino et al.,, 2022).

(vii) AI-Powered Threat Prediction:

Machine learning models trained on attack patterns can predict
threats, trigger preventive actions, and ensure forensic logging (Xie
et al., 2024).

(viii) Digital Twin and Simulation Environments:

Simulated UAV environments allow for safe forensic testing,
tool evaluation, and personnel training without risking operational
drones (Rugo et al., 2022).

(ix) UAV Forensics-as-a-Service (UFaaS):

Cloud-based forensic services will offer remote analysis tools
such as malware detection and log reconstruction, enabling access
for resource-limited organizations (Anagnostis et al., 2024).

(x) Global Monitoring Centers:

International UAV cybersecurity hubs could facilitate attack
data collection, threat advisories, and cross-border forensic

cooperation (Tyshchuk, 2024).
(xi) 5G/6G and Edge Forensics:

High-speed networks will enable real-time forensic processing at
the edge, minimizing data loss and enabling rapid responses
(Mekdad et al., 2023).

(xii) Ethical and Legal Considerations:

Future frameworks must balance forensic needs with privacy
laws like GDPR, ensure lawful data collection, and define
admissibility standards for drone-acquired evidence (Yeboah-
Ofori and Brown, 2020).

(xili) Advancing UAV Forensic Readiness:

Building on the findings of this study, future research should
advance UAV forensic readiness through multi-dimensional
strategies involving technical development, policy integration,
legal standardization, and field-based validation. The following
subsections outline key trajectories for continued exploration and
implementation.

(xiv) Tool Development and Technical Validation:

There is a pressing need to translate the EUAVFF into
deployable, modular forensic tools. Future efforts should focus on
developing prototype software/hardware modules for secure
telemetry capture, encrypted log extraction, and real-time
anomaly detection as well as cloud-based evidence capture

modules. Field testing these tools across different UAV models
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and cyberattack scenarios will provide empirical evidence of their
effectiveness and scalability (Debas et al, 2024; Vajravelu
et al.,, 2023).

(xv) Public Awareness and Forensic Literacy

Increasing awareness among UAV operators and developers
about forensic responsibilities is critical. Future work should develop
educational materials, certification programs, and awareness
campaigns to encourage forensic-by-design principles in both
commercial and civilian drone sectors (Mohsan et al, 2023;
Singh, 2024).

(xvi) Policy Collaboration and Legal Readiness

Policymakers must be engaged to ensure UAV forensic tools
align with national and international regulatory frameworks and to
draft UAV-specific forensic compliance policies and evidence
admissibility guidelines. Future work should explore stakeholder
workshops, joint law enforcement simulations, and formal inclusion
of UAV forensics in aviation safety protocols. Legal experts should
co-develop guidelines for evidence collection, privacy preservation,
and international chain-of-custody transfer (Yeboah-Ofori and
Brown, 2020; Atkinson et al., 2021).

(xvii) International Standardization and Compliance

Global
collaboration in UAV cyber investigations. Researchers and

standardization is essential for cross-border
regulatory bodies should co-create international standards on
forensic logging, data retention, UAV audit trails, and cloud-
based evidence repositories. Engagement with I1SO, ICAO, IEEE,
and INTERPOL can help drive the institutionalization of UAV

forensic norms (Clark et al., 2017; Oruc, 2022).
(xvii) Dataset Generation and Benchmarking

The lack of publicly available UAV forensic datasets hampers
comparative analysis. Researchers should focus on generating
synthetic and anonymized datasets that represent various attack
vectors, operational contexts, and forensic scenarios. These
resources will support tool benchmarking, AI training, and
reproducibility (Studiawan et al., 2023; Fakhouri et al., 2024).

(xviii) Interdisciplinary Education and Training

Academic programs should integrate UAV forensics into
cybersecurity and engineering curricula to build a skilled forensic
workforce. That is, to support the evolving needs of UAV forensic
readiness, academic institutions must embed interdisciplinary
training in their curricula. UAV forensics sits at the intersection
of computer science, electrical engineering, criminal justice, and
aviation safety, and thus requires holistic knowledge across these
domains. Universities and technical institutes should introduce
dedicated courses and modules that cover topics such as
forensic-by-design UAV architecture, embedded systems security,
anomaly detection, and

chain-of-custody principles, legal

admissibility of drone-captured evidence.
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Laboratory simulations, case study-based learning, and
collaborations with drone manufacturers or law enforcement
the practical skillset

hackathons, and forensics-focused
drone competitions may also foster innovation and interest in

can further enhance of students.

Certification programs,

this niche field. By investing in such interdisciplinary education,
the academic sector can help build a robust pipeline of
professionals equipped to handle the forensic challenges of
next-generation UAV systems, ultimately contributing to safer
skies and more accountable drone operations.

12 Comparison with existing state-of-
the-art studies

This study was systematically compared with relevant prior
to highlight to UAV
cybersecurity and digital forensics. Unlike earlier works, which

research its unique contributions
often focused on conceptual models or single UAV types, this
study introduces the Enhanced UAV Forensic Framework
(EUAVFF) with practical, modular, and legally admissible
forensic features. The EUAVEFF’s

comparison emphasizes

advancements in:

« Real-time evidence acquisition,
« Forensic-by-design architecture,
o Cross-platform compatibility, and

A summary of these novel contributions, demonstrating how
this work addresses persistent gaps in UAV forensic capabilities and
cyber-attack response is presented in Table 13.

Table 13 highlights this study’s distinct contributions compared
to existing literature. It introduces the Enhanced UAV Forensic
Framework (EUAVFF) a structured, comprehensive solution
tailored to UAV cyber threats. The framework addresses UAV-
specific limitations by enabling real-time forensic readiness through
continuous evidence capture, anomaly detection, and secure
cloud offloading.

A central innovation is the forensic-by-design approach,
integrating forensic capabilities during UAV development. The
framework incorporates AI for behavior analysis, blockchain for
log integrity, and supports standardized practices for legal
admissibility and cross-border data handling. Moreover, the
study emphasizes implementation through the creation of UAV-
specific forensic datasets, awareness programs, and training
modules. Unlike earlier works that focused on either technical or
conceptual aspects, this study delivers a multidisciplinary roadmap
that bridges technical, legal, and operational gaps in UAV
digital forensics.

A heatmap was used to present a structured summary of the
strengths and limitations identified across the reviewed literature,
aiding in the comparison of studies shown in Table 13. It also
illustrates how this new study Ajakwe and Kim (2024)
demonstrates the most extensive forensic coverage, as depicted
in Figure 7.

A visual comparison heatmap of Table 13 that clearly illustrates
how each study performs across key attributes such as: Forensic
Readiness, Real-time Forensics, Framework Proposed, Integration
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TABLE 13 Comparison of study with other state-of-the-arts.

S/n Study/ Focus area Forensic Real-time Framework Integration Legal/Policy Dataset/Tool Study'’s unique
Author readiness forensics proposed with Al/IDS emphasis contribution contribution
1 This Study UAV digital forensic | Forensics-by- v Yes v Enhanced UAV v Al + Blockchain- | v Strong legal and v Highlights need for Holistic forensic model tailored to
framework and safety = design Forensic based readiness standardization call datasets (Proposed + UAVs, bridging real-time evidence
Framework (Strong Global Scope) Training Need) capture, legal compliance, and
technical constraints. First study to
integrate real-time forensics, legal,
policy, AL and cloud solutions in
UAVs
2 Alquwayzani and = Zero Trust for UAVs | X No X No v ZTA Model v Trust-based AT v Yes X No Focus on access control and security
Albuali (2024) in IoBT architecture; lacks forensic
mechanisms
3 Ajakwe and Kim = Smart aerial mobility X No X No X No v Context-aware v Yes X No Broader aerial transport safety model;
(2024) and logistics security paradigms limited forensic utility
4 Telli et al. (2023) =~ Review of UAV X No X No X No X No X No X No Wide-ranging survey; lacks forensic or
applications and security framework
trends
5 Ntizikira et al. IDS for UAV X No v Partial X No v IDS-based X No X No Effective at threat detection; lacks
(2023) communications forensic evidence handling
6 Sharma and Secure X No X No X No v Cryptographic X No X No Cryptographic protocols for
Mehra (2023) communications in protocols communication, not designed for
ToT-based UAVs forensic traceability
7 Studiawan et al.  UAV forensics v Thematic X No X No X No v Yes X No Identifies UAV forensic gaps, but lacks
(2023) overview insights practical solution or framework
8 Hillier and Threat hunting X No X No v General Lifecycle v Adaptive detection = v Yes X No Valuable threat hunting model; not
Karroubi (2022)  lifecycle for digital UAV-specific or forensically integrated
systems
9 Adil et al. (2022) =~ UAV-IoT security X No X No X No v IDS + policy view = v Yes X No Comprehensive taxonomy; not tailored
threats and taxonomy for forensic or incident response
10 Goel and Cyberattack v Attribution X No X No v Pattern v Yes X No Cross-domain attribution analysis;
Nussbaum attribution across logic recognition lacks UAV-specific evidence protocols
(2021) domains
11 Salamh (2021) UAV forensic v Yes X No v Taxonomy X No v Moderate v Taxonomy tool Provides theoretical forensic
taxonomy (U-FIT) taxonomy, limited real-time or
technical application
12 Mohamed et al. Forensics in cyber- v General CPS X No v Conceptual model = X No v Yes X No General CPS model; not directly

(2020)

physical systems

applicable to UAV ecosystems

(Author’s own processing).
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Clarity of strengths and limitations across the reviewed literature (Author’s own processing)

with  AI/IDS, and  Dataset/Tool
Contribution. This heatmap provides a structured overview of

Legal/Policy =~ Emphasis,

strengths and gaps across the literature and highlights how “This
study (Mohammed et al, 2025)” stands out with the most
comprehensive forensic scope. This heatmap not only validates
the comprehensiveness of this study (Mohammed et al. (2025)),
but also highlights clear research gaps in the broader UAV forensic
literature. Most existing work either targets UAV security in general
or offers narrow technical contributions that lack forensic readiness,
legal support, or deployable tools. Hence, the visual summary
strongly supports the novelty and necessity of a unified, Al-
integrated, and legally aware UAV forensic framework as
proposed in this current study.

Trends and Gaps Identified: most studies ignore the need for
in-flight forensic logging or volatile memory protection, which is a
major gap, therefore the gap lie within underutilization of real-
time forensics which was addressed by this current study
(Mohammed et al. (2025). With the exception of Mohammed
etal. (2025) and Salamh (2021), no other studies proposed reusable
datasets or tools a concern for reproducibility and benchmarking,
hence, this study also makes sparse dataset/tool contribution. Less
than half the studies meaningfully address legal admissibility,
standardization, or jurisdictional constraints limiting their real-
world applicability, thus, this study lay more emphases on legal
and policy than other studies. AI/IDS is common but often shallow
among other studies, although, several papers mention Al or threat
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detection, but without deep integration into forensic workflows or
evidence validation.

13 Conclusion

In conclusion, the survey confirms alignment between current
UAV forensic challenges in literature and real-world stakeholder
perspectives. Participants validated both the structure and necessity
of the proposed framework, reinforcing its relevance to law
enforcement, UAV developers, and policy bodies alike (Alsulami,
2022; Yeboah-Ofori and Brown, 2020). This study provides a
comprehensive evaluation of UAV cybersecurity risks and presents
the EUAVFF to enhance forensic readiness and incident response. Key
innovations include modular forensic components, blockchain-
logs, and Al-enabled threat
deficiencies in existing UAV platforms. Survey findings showing

secured detection, addressing
over 70% of respondents unaware of UAV cyber threats reinforce
the need for stakeholder education, standardization, and forensic
integration. The study identifies persistent challenges such as
encryption, volatile memory loss, and jurisdictional barriers, calling
for multidisciplinary collaboration to resolve them.

EUAVEF offers a scalable, forward-looking solution adaptable to
diverse UAV types, including micro-drones and VTOL systems. Future
work should expand on real-world implementation, improve UAV
model coverage, and adapt to emerging attack vectors. As UAV
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adoption grows across sectors, embedding forensic-by-design principles
will be vital to ensuring security, accountability, and resilience. Future
iterations of this work should incorporate real-world forensic case
studies, involve legal practitioners in co-design, and validate
framework components through cross-platform field testing.
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