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The Internet of Things (loT) is a collection of devices such as sensors for
collecting data, actuators that perform mechanical actions on the sensor's
collected data, and gateways used as an interface for effective communication
with the external world. The loT has been successfully applied to various
fields, from small households to large industries. The IoT environment consists
of heterogeneous networks and billions of devices increasing daily, making
the system more complex and this need for privacy and security of loT
devices become a major concern. The critical components of IoT are device
identification, a large number of sensors, hardware operating systems, and loT
semantics and services. The layers of a core loT application are presented in this
paper with the protocols used in each layer. The security challenges at various
loT layers are unveiled in this review paper along with the existing mitigation
strategies such as machine learning, deep learning, lightweight encryption
techniques, and Intrusion Detection Systems (IDS) to overcome these security
challenges and future scope. It has been concluded after doing an intensive
review that Spoofing and Distributed Denial of Service (DDoS) attacks are two of
the most common attacks in IoT applications. While spoofing tricks systems by
impersonating devices, DDoS attacks flood loT systems with traffic. loT security
is also compromised by other attacks, such as botnet attacks, man-in-middle
attacks etc. which call for strong defenses including IDS framework, deep neural
networks, and multifactor authentication system.

KEYWORDS

loT, loT applications, IoT layers, mitigation strategies, network and communication
protocols, security challenges

1 Introduction

Connected devices and Internet usage are increasing worldwide, mostly in North America,
west Europe, and China (Kandaswamy and Furlonger, 2018). In 2024, machine-to-machine
communication will grow to 27billion instead of 5.6billion in 2016 (Kandaswamy and
Furlonger, 2018). Therefore, IoT is considered one of the prime forthcoming markets that will
greatly affect the digital economy. In terms of revenue, the IoT industry is expected to reach
$4 trillion by 2025, a huge number. IoT has a vast number of applications whether
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machine-to-human or machine-to-machine communication in health
trackers, smart retail, smart cities, and smart grids (Ferndndez-
Caramés and Fraga-Lamas, 2018). Figure 1, displays the building
blocks of IoT. The basic components of IoT include smart objects for
collecting data, and the exchange of data is done through Wifi or
Bluetooth. Smart analytics can be done by using cloud services and
various technologies such as Wireless Sensor Networks (WSN), cloud
computing, edge computing, fog computing, and machine learning
are integrated. The interaction of data is possible through machine-to-
machine, human-to-machine, and machine-to-human, and
communication is done in any network whether it is homogeneous
or heterogeneous.

Earlier IoT devices were used to communicate through the cloud,
where all the information is stored in the cloud only. Nowadays, fog
and edge computing are also used with cloud computing to increase
the computation speed and solve complex problems (Ahanger et al.,
2022). In the future, direct communication between devices on the
Internet will be possible. IoT applications collect a lot of user data and
store it at various nodes before and after processing.

Ensuring the confidentiality, integrity, and availability of IoT data
faces several challenges (Schiller et al., 2022). In the intricate tapestry
of the IoT, data security emerges as a paramount concern at the heart
of this interconnected realm. As the IoT generates a staggering volume
of sensitive information, safeguarding its integrity becomes a daunting
task. Numerous challenges arise, encompassing the specter of
unauthorized access, privacy breaches, and data manipulation
(Koohang et al., 2022; Sarker et al., 2023). To address these challenges,
robust mitigation strategies must be implemented.

This paper aims to examine the variety of security risks that
affect IoT devices, as well as the attack types. This paper intends to
investigate and assess different approaches and solutions that
could be used to mitigate these risks, with an emphasis on
improving the security of IoT systems. These include, but are not
restricted to, malware, data breaches, and Denial of Service (DoS)
attacks. The study also aims to investigate current security
protocols used in IoT systems and evaluate how well they work to
counter new threats. This paper has 10 sections organized as
follows: In Section 2, the research methodology is fully elaborated.

Abbreviations: AEs, Autoencoders; AMQP, Advanced Message Queuing Protocol;
AODV, Ad-hoc On-demand Distance Vector; APT, Advanced Persistent Threat;
CNN, Convolutional neural network; CoAP, Constrained Application Protocol;
DCNN, Distributed Convolutional Neural Network; DDoS, Distributed Denial of
Service; DDS, Data Distribution Service; DODAG, Directed Acyclic Graph; DosS,
Denial of Service; ECC, Elliptic Curve Cryptography; FCM, fuzzy C-means; FDI,
False Data Injection; FPGA, Field Programmable Gate Array; HMAC, Hash Message
Authentication Code; HTTP, Hypertext Transfer Protocol; IDS, Intrusion Detection
Systems; IoT, Internet of Things; ISHO, Improved Spotted Hyena Optimization;
LSH, Locality Sensitive Hashing; LSTM, Long Short-Term Memory; MP2P, MultiPoint-
to-Point; MQTT, Message Queue Telemetry Transport Protocol; OWASP, Open
Web Application Security Project; P2MP, Point-to-MultiPoint; P2P, Point-to-point;
PAN, Personal area network; PCA, Principal Component Analysis; PUF, Physical
Unclonable Functions; RFID, Radio Frequency Identification; RPL, Routing Protocol;
RSS!, Received Signal Strength Indication; SCA, Side Channel Attacks; SGX, Software
Guard Extensions; SOAP, Simple Object Access Protocol; SRAS, Secure Return
Address Stack; SSL, Secure Socket Layer; SVM, Support Vector Machine; TLS,
Transport Layer Security; WFL, Weighted Federated Learning; WSN, Wireless Sensor

Networks; XMPP, Extensible Messaging and Presence Protocol.
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Section 3 provides an overview of IoT and the current state of IoT
security. Section 4 is dedicated to the literature review of previous
works. In Section 5, IoT layers are explained along with the
protocols used in various layers. Section 6 examines the security
threats faced by each layer of the IoT architecture. It will identify
security attacks associated with each layer and discuss their
potential impact on IoT systems. Section 7 reviews current security
solutions and countermeasures. Then, in Section 8 discussion is
presented. Finally, in Section 9, the conclusion is presented with
the possibility of future work.

1.1 loT security

The major concern here is how to protect this data from intruders
or hackers who are always keen to access a user’s private data, as the
Internet and other networks are still facing security problems. IoT
has its own security and privacy issues such as device authentication,
management, processing, and storage issues, etc. IoT devices have
limited storage capacity, so heavy security measures cannot
be incorporated. Only lightweight algorithms are preferred (Hassija
et al., 2019). Besides this, IoT devices are using heterogeneous
devices over diverse networks so they are more vulnerable to attacks.
There have been numerous privacy and security attacks on IoT data
and applications. According to the Healthcare Data Breach Trend
Report 2021. Recent data shows that the frequency of malicious
attacks and illegal disclosure of healthcare data has risen
tremendously in the last 3years” (H1 Healthcare Data Breach
Report, 2022).

The two security incidents were reported by “Ring. an
Amazon-owned company. One was due to third-party trackers
accidentally embedded in their Android application disclosing
private information to social networking websites and another
incident took place in smart homes where hackers monitored the
homes of many families (IoT Security Breaches, 2022). Due to the
usage of default usernames and passwords, cybercriminals could
not only access live CCTV footage from smart homes but were able
to operate these devices remotely. The 30 members of 15 families
were persecuted in person by cybercriminals for misusing IoT
sensor devices. In May 2019, an Internet security company,
Applied Risk, spotted 10 security breaches in IoT devices by which,
after stealing user IDs and passwords, cybercriminals can operate
home security locks, install software and even a DoS attack can
be launched. All attacks are carried out by breaking security
measures at the place of service (IoT Security Breaches, 2022). IoT
applications rely on interconnected devices that require security,
such as smart cameras and medical devices, while internet
connectivity enables data exchange and access to cloud-based
services as shown in Figure 2.

The attackers make use of IoT devices for their bots so that
they can attack specific websites or even whole networks with
heavy traffic and halt the IoT system for their use. The botnet
attacks are affecting more than 35% of smart homes globally as
published in the Gartner report (Internet of Things, 2022). If the
whole botnet is controlled by attackers in turn controlling a vast
number of smart home devices enables hackers to impair the whole
power system (Botnets Latest News, Photos and Videos
WIRED, 2022).
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Internet of Things.

2 Methodology

In this article we have followed a process which is based mainly
on two main parts firstly search and then review. In the first
process, maximum effort is put into finding keywords related to
IoT like

“IoT protocols”

“IoT layers”

“IoT data security attacks”

“IoT security solutions and mitigation strategies”

These keywords are selected as it covers all the topics strated
from IoT in general and then going toward the details of IoT layers,
security attacks and solutions. From all the articles retrieved,
articles that are related to this study have been shortlisted. This
process was based on the review of more than 300 published and
reviewed papers related to IoT. The Prisma flow diagram is shown
in Figure 3, depicts the process of systematic review conducted in
this study.

The methodology for the review paper on IoT data security
attacks and mitigation strategies can be outlined as follows:

2.1 Search criteria

o Identify relevant keywords and phrases related to IoT data
security attacks and mitigation strategies.

Frontiers in Computer Science

« Utilize reputable academic databases, such as IEEE Xplore,
Scopus, SCI, and Google Scholar.

« Consider recent publications from 2018 to 2023 to ensure the
inclusion of up-to-date information.

o Include articles, conference papers, and whitepapers that address
IoT security attacks and propose solutions.

2.2 Inclusion criteria

Include articles that specifically focus on IoT data security
attacks, vulnerabilities, or threats.

Include articles that propose or discuss solutions, countermeasures,
or mitigation techniques for IoT security attacks.

o Include studies that evaluate the effectiveness of existing solutions
or propose new methodologies to enhance IoT security.

Include articles that cover various layers of the IoT architecture,
such as device, communication, network, and application layers.

2.3 Exclusion criteria

o Exclude articles that do not directly address IoT security attacks
or propose solutions.

o Exclude articles that are not peer-reviewed or lack

credible sources.

o Exclude articles that are not written in English.
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Unleashing the power of |oT: safeguarding a connected future.

2.4 Screening process

« Conduct an initial screening of titles and abstracts to identify
potentially relevant articles

o Apply inclusion and exclusion criteria to further refine the
selection of articles.

Review full-text articles that pass the initial screening to
determine their suitability for inclusion.

Resolve any discrepancies through consensus among the authors.

2.5 Data extraction

« Extract relevant information from the selected articles, such as

research objectives, methodologies, attack types, and
proposed solutions.
o Systematically organize the extracted data for analysis

and discussion.

2.6 Analysis and synthesis

o Analyze the collected data to identify common trends, patterns,
and challenges in IoT security attacks and solutions.

Frontiers in Computer Science

» Compare and contrast different approaches and methodologies
proposed in the literature.

« Summarize the findings and provide a comprehensive overview
of the current state-of-the-art in IoT security attacks
and solutions.

A total of 356 articles related to IoT in security were identified
from the database, out of which 226 articles did not meet the inclusion
criteria and were excluded from the study.

3 Roadmap of loT to the loT security in
the state of art

Table 1 shows how IoT technology has evolved over time and how
it's become more secure. At first, [oT devices connected without much
protection. But as IoT grew, people realized the need for better
security. This path illustrates the transition from basic security to the
current strong emphasis on IoT security.

Figure 4, depicts a significant amount of research and
development in the field of IoT technology. However, it also
underscores that the progress in IoT security measures has been
comparatively limited, with ongoing efforts to enhance security in
this domain. Figure 5 (Dimensions), provides a chronological
(starting from 2018) overview of the increasing volume of
publications related to the IoT. This journey showcases how IoT
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Prisma flow diagram for literature review on |oT security.

TABLE 1 From loT to loT security: a progression toward protection.

Strings IEEE explore Google ACM digital Springer Taylor and
scholar library Francis
ToT 75,985 87,400 19,555 25,103 88,912 6,116
IoT AND applications 34,524 71,900 18,669 22,643 81,145 5,816
IoT AND applications
9,669 77,100 10,570 12,989 47,791 3,303
AND security

ToT AND (applications
OR layers) AND 1,214 67,200 10,671 12,017 33,632 3,346

security

IoT AND (applications
OR layers or protocol) 466 17,800 10,671 14,433 22,886 3,357
AND security

IoT AND (applications
OR layers and

protocol) AND 162 18,000 10,985 14,515 14,588 1,159
(security or security

attacks)

IoT AND (applications
OR layers and
protocol) AND
(security or security 45 17,800 16,697 15,278 4,822 1,508
attacks or mitigation

strategies OR security

solution)
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|oT's rising tide: a year wise publication journey.

research and literature have grown over time, capturing the rising
interest and insights into this field over the years.

Figure 6 (Dimensions), is a depiction of the evolution of security
measures within the IoT domain. It serves as a historical record of how
the protection of IoT devices and data has progressed and adapted to
emerging threats.

The chart shows a strong dedication to strengthening digital
security over time, offering a full picture of IoT security’s progress. In
addition to the progress shown above, there is still much work to
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be done in the field of IoT security to ensure safety against emerging
cyber threats.

4 Literature review

The literature review regarding IoT security is described in
Figure 7, concerning the most widely used IoT applications:

4.1 loT security

The major challenge that is being faced today is the security of
these devices. The security of these devices is violated for many
reasons, but one of the prime reasons is storing data with default,
weak, or no passwords at all (Internet of Things Report, 2022). That
gives the hacker easier access to the user’s confidential data and by
using this data, DDoS attacks can be launched on the IoT network,
which can halt the whole IoT system. The large scale Mirai attack in
2016 was due to the default password stored in IoT systems (Kolias
etal., 2017). The other reason for security violations of IoT devices is
that they run on less power, low encryption methods, and limited
resources, and storage (Ahemd et al., 2017; Aydos et al., 2019). The
various security attacks identified by Ahmad and Alsmadi (2021) and
the recent literature review have been provided with limitations. A
three-stage approach has been applied to protecting IoT systems. First,
firewalls are implemented to filter new traffic. Second, intrusion
detection systems are implemented to detect the vulnerabilities that
penetrate the firewall.

Last, a recovery system is implemented so that the IoT system can
respond quickly when an IDS alarm is hit, indicating that security has
been breached. Mostly, large-scale attacks are launched by
compromising millions of IoT devices to create a botnet. Botnets are

frontiersin.org


https://doi.org/10.3389/fcomp.2024.1420680
https://www.frontiersin.org/computer-science
https://www.frontiersin.org

Kaur et al.

10.3389/fcomp.2024.1420680

&

=

Sma ome

\

N

rny
-

&

4

|

0.

olo

Cloud Computing

FIGURE 7
loT applications keeping in view security as a key factor.

H

Smart City

Smart Healthcare

)

O =)
&

.
o

S B

cCO—0O"

Industrial loT

used to launch DDoS attacks that consume the entire bandwidth and
resources of the target system. Because of the resource constraint
problem of IoT devices, edge data centers are used to implement deep
learning models for security. But still, there are a lot of issues with
these approaches that need to be solved to enjoy the full benefit of
these techniques (Ahmad and Alsmadi, 2021).

The IoT is based upon Radio Frequency Identification (RFID)
and WSN as well as protocols and standards needed to support
device-to-device communication. As IoT devices are collecting large
data from heterogeneous networks and these devices have low
storage capacity and high installation costs, a lot of other security
issues in terms of data storage, cloud, big data, and RFID are
discussed. Tewari and Gupta (2020) also described the efforts of IoT
in various industries.

IoT is the most widely used technology in modern applications.
The smart things connected to the IoT environment capture
information and corresponding action is done. Mohanta et al. (2020)
described an IoT infrastructure with protocols defined in each layer.
The application areas of IoT and various security issues are identified.
To address security issues, three main technologies, namely machine
learning, artificial intelligence, and blockchain, are studied.

IoT is connected to two things, which are data and connectivity.
So, it is important to secure data generated by IoT systems and various
data transmission channels. Mohanty et al. (2021) described IoT
architecture as 3 layered physical, network, and application. Layer-
wise security issues and their possible solutions are discussed, as
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protocols are the backbone of any communication, layer-wise
protocols, and their security mechanism are discussed.

An IoT environment consists of heterogeneous networks and
billions of devices increasing day by day, making the system more
complex and this need for privacy and security of IoT devices becomes
amajor concern. The critical components of IoT are device identification,
various sensors, hardware operating systems, and providing semantics
and services for IoT. The security at each layer is crucial but Khattak et al.
(2019) discussed the security at the perception layer by using two main
key technologies, RFID and Wireless sensor networks. The perception
layer is the point where data is collected from the external environment.
The layer-wise security attacks in the context of RFID and sensor
networks and their possible solutions are discussed. These attacks have
significant implications for IoT applications (Rani et al., 2020), ranging
from data breaches and privacy violations to disruptions in critical
services and potential physical harm in sectors such as healthcare, smart.

home, smart city, cloud computing, smart agriculture, and
industrial automation (Savithri et al., 2022) as shown in Figure 8.

In an IoT network, data collection is done by sensors.
Microcontrollers such as Arduino, and Raspberry Pi are used to
process that data, stored in the cloud for future use, and analysis is
done by any tool or language. Today, IoT has been applied in prime
areas such as healthcare, industry, and smart city applications. The
security of IoT devices is as important as the data communication
process. For effective communication to take place, it is vital to secure
the whole IoT network. This can be achieved with the help of protocols

frontiersin.org
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Overview of |oT security attacks and their impact on applications.

as they are the backbone for any communication to take place.
However, IoT protocols work with IP protocols to provide effective
transmission. The user data is exposed to various threats and attacks,
therefore a standardization of IoT devices is required at the
manufacturing level. The various IoT security issues along with
requirements are discussed. The layer-wise IoT security protocols,
their issues, and solutions are identified by Cynthia et al. (2019).

Yugha and Chithra (2020) discussed IoT layered architecture with
layer-wise protocols. IoT security issues are discussed layer-wise and
various IoT implementation tools are described in healthcare studies.
Noor and Hassan (2019) identified layer-wise IoT security issues, mainly
data security and privacy that arise because of heterogeneous IoT
devices and networks. The two main IoT security solutions have been
discussed. Those are authentication and encryption, but both solutions
still need a lot of improvement to provide secure communication.

The different IoT devices are being connected to impart smart
facilities to the user. As devices are different, there is a need to protect
IoT data at various access points. For this reason, IoT is clubbed with
various machine learning methods to provide secure, authenticated
data and make offloading of data more authentic (Xiao et al., 2018).
The main threat in IoT data transmission is data security, so Safi (Safi,
2017) suggested a hybrid encryption method to reduce data privacy
risk. It has also been shown through MATLAB that this encryption
technique has better speed when used with a digital signature.

ToT security attacks encompass a range of malicious activities aimed
at exploiting vulnerabilities in IoT devices, networks, or applications.
These attacks include device exploitation, botnets, eavesdropping, sleep
deprivation attacks, phishing sites, and sniffing attacks (Noor and
Hassan, 2019). To mitigate these risks, strong authentication, encryption,
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regular updates, network segmentation, and security monitoring are
essential. Besides these, various solutions are given by authors such as
IDS, Field Programmable Gate Array (FPGA), Improved Spotted Hyena
Optimization (ISHO) algorithm, and various machine learning models
as described in Table 2. By implementing robust security measures,
organizations and individuals can safeguard against IoT security attacks
and ensure the integrity and privacy of IoT systems and data.

4.2 Healthcare

To improve the security in medical IoT Jyotheeswari and Site
(2020) suggested a security model using SHA-256 and AES-256
algorithms using an advanced encryption standard that is used in
OpenSSL. This proposed algorithm has decreased the overhead
incurred in the encryption and decryption computation process and
also improved the performance. A person's heartbeat can be used to
anticipate a person's fitness concerning their age. The stress levels of a
person can be determined by monitoring the heart rate of the person
so that patients get notified in case of some severe condition. The IoT
and machine learning are working together to achieve this as, with the
help of supervised learning, patient conditions can be foreseen and
IoT is useful in communicating. The machine learning algorithm
works well for authentic data (Selvaraj and Sundaravaradhan, 2020).

Security attacks can include unauthorized access to medical
devices, manipulation of patient data, disruption of critical healthcare
services, DoS attacks, man-in-middle attacks, and even the potential
for physical harm as shown in Table 3. For example, a compromised
IoT device could provide incorrect readings or dosages, leading to
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TABLE 2 loT security attacks: solutions and limitations.

10.3389/fcomp.2024.1420680

Ref. No. Attack Solution Limitation
Xu et al. (2016) Eavesdropping and interference Relay transmission Little performance loss
Bhattasali and Chaki (2011) Sleep deprivation attacks Lightweight multilayer IDS Effective only in a simulated environment
Tufts University and IEEE Circuits and
Booting attacks FPGA ZC706-based IoT device not secure
Systems Society (2017)
_ Not examined on the real data set and
Sabahno and Safara (2021) Phishing site attack ISHO algorithm
phishing website detection.
Security features are not considered in the
Kiran et al. (2020) Sniffing attacks Machine learning models
design process.
Feature selection method based on a
Liu and Du (2023) Botnet attacks Class imbalance problems
genetic algorithm

TABLE 3 loT security attacks on smart healthcare: solutions and limitations.

Ref. No.

Fotouhi et al. (2020)

Attack

Node capturing

Solution

Authentication protocol

Limitation

Not applied in the real environment

Salem et al. (2022) Man-in-the-middle attack

Framework using locality sensitive hashing

(LSH) and HMAC

Not suited for other attacks like jamming or

channel-hoping attacks

Chaudhry et al. (2021) Access control attack ECC

Increased computational cost

Jabeen et al. (2023) Malicious node attacks

Genetic-based algorithm

Less effective

Vijayakumar et al. (2023) ARP spoofing and Do attacks

A deep neural network-based cyber-attack

Less scalability and not tested in a real-time

detection system environment
Architecture over the communication layer
Fontanella et al. (2023) Man-in-the-middle attack Weak security
that offers mutual authentication
TABLE 4 10T security attacks on the smart city: solutions and limitations.
Ref. No. Attack Solution Limitation

IEEE Signal Processing Society (2018) Side channel attacks

Packet obfuscation scheme

Creating extra delay

Velliangiri et al. (2023) DosS attack

Attack detection model -

Sangaiah et al. (2022) Sinkhole attack

Clustering Multi-Layer Security Protocol (CL-
MLSP) with Ad-hoc On-demand Distance -

Vector (AODV)

Real-time framework inspired by the honeybee = Improve the method of investigating the URL
Vijayakumar et al. (2023) Phishing attack

defense mechanism content
Sousa et al. (2023) Flooding attack IDS using machine learning algorithms Not applicable in platooning scenarios

misdiagnosis or improper treatment (Ben Othman et al., 2022). To
address these threats, robust security measures such as device
authentication, data encryption, Hash Message Authentication Code
(HMAC) (Salem et al., 2022), and Elliptic Curve Cryptography (ECC)
(Chaudhry et al., 2021), etc. are identified.

4.3 Smart city

The smart city is one of the major applications of IoT, but it suffers
from some issues such as data privacy, security, and confidentiality
(Kouicem et al., 2018). Therefore Chen et al. (2021) suggested an
artificially intelligent model based on Big Data that uses a differential
algorithm to overcome the various security issues in smart city
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applications. IoT is the modern nature of communication as it is used
to transmit data between different devices. Jindal et al. (2019)
discussed the smart city application of the IoT and various machine
learning algorithms that can be applied with IoT to achieve better and
more accurate results.

Smart city systems, which integrate various IoT devices and
technologies, are vulnerable to several attack vectors. For instance,
malicious actors may target the city's sensor networks, transportation
systems, or energy grids to disrupt operations or cause widespread
damage. Attacks such as data breaches, unauthorized access, side
channels, sinkholes, phishing, flooding attacks, or even ransomware
attacks can compromise the integrity, availability, and confidentiality
of sensitive information. Smart city initiatives as described in Table 4
must prioritize robust security measures, including secure
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TABLE 5 loT security attacks on smart home: solutions and limitations.

10.3389/fcomp.2024.1420680

Ref. No. Attack Solution Limitation

Kasinathan et al. (2013) DDoS/DoS attack IDS framework Unable to detect complex attacks.
IDS using Clustering and Reliability A single model is not used to detect

Santos et al. (2019) Routing attacks

modules

multiple routing attacks.

Kesswani and Agarwal (2020) Spoofing and sniffing attacks

RFID-enabled multifactor authentication

model

Extra overhead and model are not

practically implemented

Device hijacking, and unauthorized
Khanpara et al. (2023)
access

Context-aware security-based scheme -

Cho et al. (2022) Device capture attacks

Secure user authentication scheme using

Physical Unclonable Functions (PUF)

Not suitable for practical smart homes

TABLE 6 loT security attacks on cloud computing: solutions and limitations.

Ref. No.

Telo (2023)

Attack

Malware attacks

Solution Limitation

Multi-factor authentication -

Sivasankari and Kamalakkannan (2022) Man-in-middle-Attack

Regression modeling -

DDoS Attack and Low-Rate DDoS

Ali et al. (2023) (LR-DDoS)
-DDo!

Not applied in the real-time network
Weighted Federated Learning (WFL) )
environment

Wu et al. (2022) Eavesdropping

Intel Software Guard Extensions (SGX)
based authentication key agreement Computational cost is slightly higher

protocol

Wu et al. (2022) Authentication attacks

Lightweight Centralized Authentication = Increased Computational and storage

Mechanism overhead

communication protocols, encryption, access controls, real-time
framework (Vijayakumar et al., 2023), IDS (Sousa et al., 2023), and
effective attack detection models (Velliangiri et al., 2023) to mitigate
the risks associated with IoT security attacks and safeguard the city's
infrastructure and citizens’ privacy (Kumar et al., 2021).

4.4 Smart home

As the need for technology upgrades is rising, it is also required
to protect and secure IoT data in smart homes (Song et al., 2017). To
make this possible, a lightweight blockchain model is proposed.
Mohanty et al. (2020) carried out three schemes for optimization and
deployed this model into the smart home environment.

ToT security attacks can exploit vulnerabilities in the connected
devices and networks within a smart home ecosystem. One common
attack is unauthorized access, where malicious actors gain control over
smart devices like cameras, door locks, or thermostats. This intrusion
can lead to privacy breaches and unauthorized surveillance of
residents. Another threat is the injection of malicious code into the
system, allowing attackers to manipulate or disable smart home
functionalities. Additionally, false data injection attacks can result in
incorrect readings or actions by the devices, impacting the efficiency
and reliability of automated tasks (Hammi et al., 2022). Smart homes
are also vulnerable to other attacks, such as DoS, routing, spoofing, or
even device capture attacks as mentioned in Table 5. Therefore, smart
home users must implement strong security measures, including the
IDS framework (Kasinathan et al., 2013; Santos et al., 2019), and user
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authentication mechanisms (Kesswani and Agarwal, 2020; Cho et al.,
2022), to safeguard against these potential threats.

4.5 Cloud computing

IoT data is stored in the cloud for further processing and analysis.
Therefore, cloud computing has prime importance in storing and
maintaining IoT data. Yan et al. (n.d.) suggested an efficient attribute-
based encryption method with cryptography based on pairing to
deduplicate IoT encrypted data so that secure data access can
be provided in case of confidential data transmission.

IoT security attacks on cloud computing pose significant risks to
the confidentiality, integrity, and availability of data and services. One
of the major concerns is the unauthorized access to sensitive
information stored in the cloud. Another common attack is the
injection of malicious code into cloud applications or services,
man-in-middle-attacks or even eavesdropping, allowing attackers to
manipulate data or compromise the functionality of the system.
Additionally, DDoS attacks can disrupt cloud services, causing
downtime and affecting the availability of IoT applications (Ahmad
et al,, 2022). Mitigating these risks requires implementing robust
security measures such as encryption, lightweight access control
mechanisms (Wu et al., 2022), regression modeling (Sivasankari and
Kamalakkannan, 2022), federated learning (Ali et al., 2023), and
ensuring the use of trusted and secure cloud service providers as
outlined in Table 6.
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TABLE 7 loT security attacks on Industrial loT: solutions and limitations.

Ref. No.

Aboelwafa et al. (2020)

Attack

False data injection attack

Solution

Autoencoders(AEs)

10.3389/fcomp.2024.1420680

Limitation

Vulnerability to Correlated Attacks

Yavuz et al. (2018) Routing attack Deep-learning-based machine learning method Multiple models are used.

Principal Component Analysis (PCA)- fuzzy C Not accurate and fast enough to detect
Jing and Wang (2022) DDoS attack

Means (FCM) clustering Model all DDoS attacks.
Kumar Donta et al. (2023) Botnet attack Real-time network environment Not applied in publicly available datasets

Yang et al. (2023)

Replay attacks, Eavesdropping attacks,
Man-in-the-middle attacks, and

simulated attacks

ECC and trusted tokens with packet encryption
using the TLS protocol

Complicated authentication process on

terminal devices

TABLE 8 loT security attacks on smart agriculture: solutions and limitations.

Ref. No. Attack Solution Limitation
Convolutional neural network combined
Aldhyani and Alkahtani (2023) DDoS attack with long short-term memory (CNN- Not used in the real agricultural environment
LSTM)
Integrates blockchain technology, fog
Insertion of fake Sensor data in the intelligent
Padhy et al. (2023) DoS attack computing, and software-defined
agricultural field
networking
The lightweight deep learning model for an Interpretability limitations: Incomplete feature
Negera et al. (2023) Botnet attack
SDN-enabled IoT framework identification
Cyber Secured Framework for IoT devices
Alyahya et al. (2022) Replay attacks, DoS$ attacks using Constrained Application Protocol Only tested in the simulated environment
(CoAP)

4.6 Industrial loT

IoT nowadays is being used in almost every field but it contributes
widely to IIoT where smart factories and intelligent manufacturing
take place (Sadeghi et al., 2015). As the security of IToT is a major
concern Wang et al. (2020) proposed a security technology for
Industry 4.0. Blockchain is considered a relevant solution to the
security of industrial IoT.

IIoT systems face significant security threats as depicted in
Table 7, including false data injection attacks that manipulate sensor
readings, routing attacks, DoS, botnet attacks, eavesdropping, and
man-in-middle-attacks (Javed et al., 2022). Robust security measures
such as AEs (Aboelwafa et al., 2020), deep learning methods (Yavuz
etal,, 2018), clustering models (Jing and Wang, 2022), and ECC (Yang
etal., 2023) are crucial to protect IIoT environments.

4.7 Smart agriculture

IoT in agriculture is gaining popularity among countries that
export agri products. Ferrag et al. (2020) classified five types of attacks
including authentication, privacy, confidentiality, availability, and
integrity to IoT-based agriculture. A 4-tier architecture of green
IoT-based agriculture has been presented. It has also been described
how blockchain-based public key infrastructure, machine learning,
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distributed key management, and access control solutions for security
can be applied to IoT-based agriculture.

ToT security attacks, such as DoS and botnet attacks as described
in Table 8, pose risks to smart agriculture. DoS attacks disrupt device
availability, while botnet attacks use compromised devices for
coordinated disruptions. These attacks can compromise farming
processes, disrupt data collection, and compromise system integrity
(Vangala et al., 2022). Neural network-based systems (Aldhyani and
Alkahtani, 2023), blockchain technology with fog computing (Padhy
et al,, 2023), and deep learning models (Negera et al., 2023) can
be used to protect smart agricultural systems.

5 loT layers

As different applications use different IoT devices which are of
varied nature in terms of performance, interaction, and data handling.
Different devices are prone to unique threats that require customized
security. Therefore, layered security provides the flexibility to adjust
security measures in response to evolving threats. The IoT architecture
is divided into 4 main layers where data flows from connected objects
using sensors/actuators to gateways for digitization and protocol
conversion, then to edge devices for pre-processing, and then finally
to the cloud for detailed processing and storage. The processed
information is then passed to the real world for use (Raj and Shetty,
2022). The layers of a core IoT application are shown in Figure 9.
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FIGURE 9

Layers of a core loT application.

5.1 Data capturing and processing layer

In this layer, data is collected from the outer world with the help
of sensors. A sensor can identify changes in a situation. Sensors are
linked to IoT networks. Sensors collect data and then transform it into
an electric signal. An actuator is a component of a machine that
converts this electric energy to non-electrical energy such as motion
(Rayes and Salam, 2022).

As sensors can be analog or digital, passive or active, or can
be property-based (mechanical, chemical, etc.; Sehrawat and Gill,
2019). IoT connectivity protocols are used to connect devices over the
network, allowing device-to-device communication within the range
of the network (Al-Sarawi et al., 2017). IoT connectivity protocols are
mainly defined on the Physical Layer that is discussed in Table 9:

(1) Zigbee: Zigbee is a protocol based on communication that
follows the IEEE 802.15.4 standard. The main characteristics
of ZigBee are low throughput, less energy consumption, and
100-meter connectivity between devices (Bhoyar et al., 2019).
Smart homes, smart alarm systems, and surveillance systems
are some of the applications where ZigBee is most used.

The most popular use of ZigBee is wireless sensor networks
using mesh topology. Because of its self-configuration property, the
installation and maintenance of ZigBee is effortless. Hundreds and
thousands of nodes can easily be added to the ZigBee network and
many devices such as sensors, microcontrollers, etc. are available in
the market now using this open standard (Al-Sarawi et al., 2017).
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(2) Bluetooth: Bluetooth is another open standard used for
communication in the short range that allows wireless
connections to a variety of electronic devices such as
telephones, keyboards, computers, laptops, mice, palmtops,
printers, headsets, speakerphones, and more. It is based on the
IEEE 802.15.1 standard and its technical specifications include
three categories with a range of 100, 10, and 1 meter (Bhoyar
et al,, 2019). The second most common category Is (10m or
30feet), which enables devices to be connected even on
different floors (Lonzetta et al., 2018).

Wi-fi: Wi-fi is used to connect to nearby devices that fall in a
specific range. for broadcasting any data, various devices like
computers/laptops/desktops or mobiles can use an internet
connection which can be connected with wires or without
wires. Radio waves are used by Wi-fi for broadcasting at
24GHz and 5GHz frequencies. These frequencies have
multiple paths which help many wireless devices to perform
certain operations (Bhoyar et al., 2019).

5.2 Connectivity layer

Once the sensors collect the data, the next step is to convert it into
a computer-readable format. As the data from the sensors comes in an
analog form, for processing it needs to be converted into digital format.
Data acquisition systems (DAS) are used to perform data aggregation
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TABLE 9 loT connectivity protocols.

Protocols Layers Bandwidth Connectivity Functions Application area
Wireless sensor networks
Power consumption is less Personal area network (PAN)
Low throughput Smart Homes
ZigBee Physical and MAC layer | Up to 250 Kbps Many to many
Addressing Smart Alarms
Message exchange Surveillance systems (Chen and Jin,
2012)
Physical and Data Link Low bandwidth Smart phones
Bluetooth 24 Mbps One-to-one
Layer Short-range connection Smart speakers (Collotta et al., 2018)
High data throughput Home security system
Wi-Fi Physical Layer 54 Mbps One-to-many
High power consumption Smart Grid (Li et al,, 2011)
Interoperability
Easy installation.
Low power consumption
Low interference.
Zwave Application Layer 100 Kbps One-to-one ToT home applications (Li et al., 2011)
Security
Scalability
Open source
Low cost
Lora modulation technique
Smart cities
Media Access Control Low power consumption
Lora Wan 300bps to 37.5kbps | Many to many Smart metering (Tukade and Banakar,
(MAC) Long range communication 2018)
Bi-directional communication

TABLE 10 loT connectivity layer protocols.

Protocols Bandwidth Connectivity Functions Application Area
Open Standard protocol | Automation
Networking Provides IP Addresses of | Industrial monitoring
One-to-many and many-to-
6LowPAN technology or Up to 250 Kbps Nodes Smart Grid
one
adaption layer Flexible and Self-Healing | Smart Home(Al-Sarawi
Mesh Routing etal., 2017)
IoT network layer(Institute
MultiPoint-to-Point (MP2P);
Loop avoidance and of Electrical and
Point-to-Point (P2P); Point-
RPL Network layer - detection Electronics Engineers and
to-MultiPoint
Self-configuration IEEE Internet of Things
(P2MP).
(Initiative), 2020)

and convert the aggregation results into digital numeric values so that on a destination oriented directed acyclic graph(DODAG),

the Internet gateway can receive the digitized data and transmit it over which Is a directed acyclic graph that has one and only one root.
the Internet for further processing (Jabraeil Jamali et al, 2020;
Chatterjee and Ray, 2022). The main task of this layer is to choose the

optimal routing path from one node to another in the network. The IoT

This graph Is considered better than a tree as it allows nodes to
have information about their parent nodes and allows them to
select multiple neighboring nodes as parent nodes but they do
connectivity layer protocols defined in Table 10 are described below: not contain any information about child nodes. The major
external attacks on RPL networks are confidentiality, integrity,
(1) 6LOWPAN: 6LOWPAN Stands for Low power wireless

personal area network over

and availability of services (Institute of Electrical and Electronics

ipv6. information can Engineers and IEEE Internet of Things (Initiative), 2020).
be transmitted seamlessly even from devices that use low-speed
processors using this protocol. It enables IEEE 802.15.4 radios
To carry 128-Bit addresses of ipv6 (Sharma et al., 2018).

Routing protocol(RPL): In the IoT connectivity layer, routing

5.3 Gateways

information is provided by the RPL, which Is an ipv6-based The main function of gateways is protocol conversion. The

protocol. It is a standard protocol mainly used for resource-  gateways wrap and format the digitized data by the network protocol

constrained devices over lossy links. The RPL protocol is based  and after wrapping, data is stored in the cloud via the network. The
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gateways are used: when different protocols are used by node and

network and the other is when two devices need to communicate but

using different protocols (Hassija et al., 2019). The IoT gateway

protocols are discussed below:

1)

)

Secure socket layer (SSL): SSL Is used to exchange encrypted
data to provide security so hackers are not able to access the
data. To block cyber-attacks during transit, IoT SSL certificates
Are used that encrypt the data using symmetric encryption
between the IoT device and the application. The SSL certificate
provides an extra layer of protection to user data through user
authentication (Yugha and Chithra, 2020).

Transport layer security (TLS): TLS is an improved and secure
version of SSL. TLS is used in IoT to make connections secure
between devices and remote servers. For TLS connection to
work, some points need to be considered, such as mutual
authentication between both parties, the use of symmetric
encryption, and private keys. TLS uses a CA certificate that is
signed by the certificate authority to validate the server. This
certificate is then presented to the device by the server at the
time of session establishment. TLS provides protection from
cipher block chaining attacks and improved workstations and
encryption models (Cynthia et al, 2019; Yugha and
Chithra, 2020).

5.4 Application layer

The devices that use less power communicate by using Io data

protocols. Direct communication is achieved using these types of

protocols even with no internet connection as they use hardware that

TABLE 11 loT data protocols.

10.3389/fcomp.2024.1420680

is placed on the user’s side. Wired or wireless connectivity is possible
through these protocols (Jabraeil Jamali et al., 2020). IoT data
protocols are mainly defined on the Application Layer that is discussed
in Table 11:

1)

@

©)

Message Queue Telemetry Transport Protocol (MQTT):
MQTT is an ISO standard lightweight protocol used with the
TCP/IP suite. It is a publish/subscribe (pub/sub) messaging
protocol. MQTT has three basic components: publishers,
subscribers, and brokers. The publishers include different
sensors that are used to collect data from various devices. The
subscribers are those entities that use the sensor data and
brokers act as a bridge between the publishers and subscribers,
connecting them and classifying the sensor data (Yassein et al.,
2018; Sidna et al., 2020).

CoAP: it is an internet application protocol, particularly used
for web transfer but used in a constrained environment with
limited computational and communicational resources and
bandwidth. CoAP is a client-server protocol like HTTP that
uses UDP for lightweight implementation (Ugrenovic and
Gardasevic, 2016).

Advanced Message Queuing Protocol (AMQP): AQMP is an
ISO open standard protocol that is used for queuing and
routing messages with security and provides message delivery
guarantees with three primitives at most once, at least once,
and exactly once. The AQMP has three basic components,
which are exchange, queue, and binding. The exchange
component is used for receiving and routing messages to the
queues. There are different separate queues for different
processes and end customers use these queues to accept
information. Bindings are the basic rules for distributing
messages (Al-Fuqaha et al,, 2015).

Protocols Bandwidth = Connectivity Functions Application Area
Healthcare
Logistics
Minimum bandwidth use
One-to-one, one-to-many, and many- Industry and manufacturing
MQTT 250 Kbps Low energy consumption
to-many Facebook Messenger for online chat
Little processing and memory resources
Amazon Web services (Naik, 2017;
Tukade and Banakar, 2018)
One-to-one and many-to-many ToT systems that are based on HTTP Machine-to-machine communication
CoAP 40 Kbps
communications protocol are handled here. Smart energy (Yassein et al., 2018)
Performing various functions such as
Banking
AMQP 250 Kbps Point-to-point collecting, arranging, and storing messages
industry (Sidna et al., 2020)
as well as their interrelationship.
HTTP - One-to-one Building blocks for fetching web pages.
Installed in almost every device ranging
Peer-to-peer communication, one-to-
from a minute to cloud based on real-time. M2M communications (al-Masri et al.,
DDS 64 Kbps one, one-to-many, many-to-many, and
Platform-independent data exchange is 2020; Sidna et al., 2020)
many-to-one
done.
Smart Grid
Used in customer-based IoT applications Social Networking
XMPP Upto 250 Kbps One-to-one
due to features like flexibility skills. Consumer-oriented IoT applications
(Al-Masri et al., 2020; Sidna et al., 2020)

Frontiers in Computer Science

14

frontiersin.org



https://doi.org/10.3389/fcomp.2024.1420680
https://www.frontiersin.org/computer-science
https://www.frontiersin.org

Kaur et al.

(4) Hypertext Transfer Protocol (HTTP): Hypertext Transfer
the of data
communication for IoT devices over the web. HTTP is a

Protocol is most common protocol
stateless protocol for the communication of heterogeneous
devices over the Internet. HTTP is a client-server-based
protocol in which a client sends a request message and a host
generates a response message. The basic flaws which have
been encountered in HTTP are cost, battery life, and energy
saving. But still, a large set of data is published by this (Naik,
2017; Sidna et al., 2020).

Data Distribution Service (DDS): DDS is a protocol that deals
in real-time and reliable performance which is deployed on

()

platforms ranging from low-footprint devices and it uses
multicasting to convey high quality. It is used as an IoT
messaging protocol for communication between the sender
and receiver (Naik, 2017).

Extensible Messaging and Presence Protocol (XMPP): XMPP
is a protocol used for exchanging messages in real time using a

(6)

push mechanism. It is scalable and modifications can easily
be accommodated. Open XML is used to develop this protocol
so that the sender and receiver nodes' accessibility status can
be provided. Some of the popular application areas of XMPP
are gaming, which is online, news, WhatsApp, Google Talk, etc
(Al-Masri et al., 2020).

6 loT security threats LayerWise

The data is passed to various layers and nodes before reaching the
user’s device. As it crosses all nodes and different gateways, it is more
vulnerable to attacks. IoT security attacks can occur at various layers
of the IoT architecture, including the data capturing layer, data
transmission layer, gateways, and application layer, compromising the
overall security and integrity of IoT systems as shown in Figure 10.

10.3389/fcomp.2024.1420680

6.1 Data capturing and processing

Changes in a situation can be identified by a sensor. Sensors are
linked to IoT networks. Sensors collect data and then transform it into
an electric signal. An actuator is a component of a machine that
converts this electric energy to non-electrical energy such as motion
(International Systems Engineering Symposium, 2015). Sensors detect
electrical or optical signals and then transform these.

signals into electrical signals. A variety of sensors are available in
the market for different purposes. Sensors can be monitored on
various parameters like accuracy, precision, environment, etc. The
major attacks that can be experienced at this stage are as follows:

(1) Node Capturing: In IoT applications, many sensors and
actuators are used which are considered nodes with little
consumption of power. These low-power devices are highly
prone to security attacks by hackers in various activities. These
low-power devices are highly prone to security attacks by
hackers in various activities such as replacing or capturing the
node with a malignant node (Sudeendra Kumar et al., 2018).

(2) Malicious Code Injection Attack: These types of attacks occur

when some harmful code is inserted into the node’s memory

by the opponent. Firmware or software on IoT nodes is
commonly updated over the air, giving attackers a gateway to

insert malignant code. With this malignant code, it provides a

loophole for suspicious users, so that they can have complete

control of the system which is based on IoT, and perform

actions according to them (Deogirikar and Vidhate, 2017).

False Data Injection Attack: Once a node is created, an attacker

can use it to insert incorrect data into the IoT system. This can

lead to incorrect results and can cause IoT applications to

crash. An attacker could also use this technique to commit a

DDosS attack (Deogirikar and Vidhate, 2017).

Side-Channel Attacks (SCA): Besides direct attacks on nodes,

the leakage of sensitive data can cause multiple side-channel

(4)

\ Booting Attacks
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loT layers unveiled: the battleground of security breaches.
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attacks. Processor microarchitectures,

radiation, and their power consumption provide opponents

electromagnetic

with sensitive information. Power consumption side-channel
attacks, laser attacks, time attacks, or electromagnetic attacks
are also supported. Modern chips provide several remedies to
forestall these types of attacks when running cryptographic
modules (Sayakkara et al., 2019).

(5) Eavesdropping and Interference: In an IoT open environment,
usually different nodes are located to communicate between
different IoT devices. This results in IoT applications being

attacks
authentication, data can be listened to and accessed (Liao
etal., 2018).

(6) Sleep Deprivation Attacks: In these types of attacks, opponents
tried to discharge the batteries of the IoT-Edge device with low
power. Due to low battery, denial of service attacks on nodes

vulnerable to during data transmission or

for ToT applications occur. It can be achieved in two ways,
which is one by performing endless loops on peripheral devices
and by pretending the enhanced power consumption of
peripherals using malicious code (Kamble and Bhutad, 2018).

(7) Booting Attacks: At the time of booting, inbuilt security
techniques are disabled, so edge devices are more at risk of
attacks during that time. Attackers could exploit the
vulnerability and attempt to attack when the node devices
restart. Because peripheral devices typically have low power
consumption and sometimes go through a sleep-and-wake
cycle, it is important to provide a secure boot process on those
devices (Deogirikar and Vidhate, 2017).

6.2 Data transmission and communication

The prime responsibility of this layer is to transmit the information
received from the data capturing and processing stage to the analytical
unit for further processing. The considerable security attacks that can
be experienced at this stage are as follows:

(1) Phishing Site Attack: These types of attacks happen when
various IoT devices are attacked by hackers simultaneously and
they anticipate that some devices will be compromised. Visitors
who visit websites on the Internet are more likely to encounter
phishing sites. After hacking the user credentials, attackers can
cause harm to the entire IoT environment (De La Torre Parra
et al., 2020).

(2) Access Attack: Another name for an access attack is Advanced
Persistent Threat (APT). In such attacks, the IoT network is
accessed by an attacker or opponent and stays there for an
extended period. These types of attacks are not for destroying
the network, rather they capture important information of
users by unauthorized access. As crucial data of users is being
transmitted in the IoT network, users’ private information can
be leaked (Liu et al., 2012).

(3) DDOS/DOS Attack: DDoS attacks occur when the hacker
overloads the servers with more requests than a server could
handle. This service to the end user has been disrupted as the
server is disabled. When the server is filled with multiple
resources by the hacker, a DDoS attack is likely to happen. These
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types of attacks are not IoT application specific, but the network
layer of IoT is susceptible to these attacks due to the complexity
and diversity of IoT networks. As IoT devices are not properly
arranged, it enables hackers to launch DDoS attacks easily. The
Mirai botnet attack exploited this susceptibility and as a result,
many servers were being blocked by continuously sending
requests to IoT servers (Kolias et al., 2017).

(4) Routing Attacks: Routing attacks occur during the data
transmission phase where harmful nodes attempt to divert
routing paths. There is a special type of attack known as a
sinkhole attack where attackers grab the attention of nodes
by showing a false shortest route and enabling the nodes to
use that route only. Another type of routing attack is a
warm-hole attack that could cause serious security issues if
it is joined with a sinkhole attack as hackers try to avoid
security protocols by using the combined attack (Yavuz
et al., 2018).

6.3 Gateways

It is the stage where data is analyzed, managed, and stored on
strong IT systems. More in-depth analysis can be done in this stage as
sensor data is combined with data from other sources for deeper
insights. This layer creates an interface between the data transmission
and the application layer. The major security threats encountered in
this layer are described as follows:

(1) Man-In-The-Middle Attack: The Publish-Subscribe model is
used by the MQT'T protocol for data transmission and on the
client side, MQTT Broker is being used efficiently. This enables
publishers and subscribers to communicate with each other
and messages can be sent without destination information.
After turning into a man-in-middle by controlling the broker,
the full authority of communication can be held by the attacker
without even informing the client (Tewari and Gupta, 2020).

(2) SQL Injection Attack: The gateways are vulnerable to SQL
injection attacks. For such attacks, dangerous SQL statements
are inserted by the hacker in a program (Kasim, 2021). In
addition, hackers can retrieve any user's personal data and
database tuples can be changed. SQL injection is a major
security issue as listed in the Open Web Application Security
Project (OWASP).

(3) Signature Wrapping Attack: At gateways, XML signatures are
used for internet services. For this type of attack, the hacker can
break the signature algorithm and perform the operation or
manipulate the data by making use of susceptibilities (Hassija
etal., 2019).

6.4 Application layer

The application layer creates a link between the user and the IoT
system. All IoT applications such as smart healthcare, smart buildings,
smart transport, etc. reside in this stage. This stage has security issues
that are specific to the privacy of the users’ data and the applications
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they are using. The extensive security concerns at this stage are
discussed below:

(1) Access Control Attack: Access control means only authorized
users should have access to IoT data so that data is restricted to
legitimate users only. But if that access is compromised, the
whole IoT system will be at risk (Liu et al., 2012).

Malicious Code Injection Attacks: The attacker injects
malicious code or script from an unknown location into the
system, hacking authorized user data and manipulating or
stealing important information about the user

(Kasim, 2021).
(3) Sniffing Attacks: The network traffic can be monitored using

sniffer applications by the attacker, which leads to the revealing
of confidential user data (Kiran et al., 2020).

7 Existing security solutions LayerWise

The various security attacks and their effect on IoT systems and
existing solutions are described in Table 12.

7.1 Data capturing and processing

The existing solutions for given security attacks on this layer are
described below.

(1) Node Capturing: For sensor-capture attacks in medical IoT, an
improvement has been made to the authentication.
(2) protocol proposed by Fotouhi et al (Fotouhi et al., 2020). The
new version is lightweight and uses login and biometric
authentication to make the system highly secure against node-
capturing attacks by enhancing protocol authentication speed
and minimizing its computational cost (Lee et al., 2022).
(3) Malicious Code Injection Attack: To prevent malicious code
injection attacks, a hardware-based Secure Return Address
Stack (SRAS) is implemented with limited modifications to the
processor as well as the Operating system. To overcome buffer
overflow attacks, a multilayer software and hardware approach
is proposed that is static as well as dynamic defenses. For
securing computing devices, this hardware-based solution can
be combined with existing software solutions (Mosenia and
Jha, 2017).
False Data Injection (FDI) Attack: FDI attacks can mislead any
data by inserting incorrect information such as wrong details
of sensor movements. Yavuz et al. (2018) used AEs to detect
FDI attacks instead of support vector machine-based methods.
AEs have many advantages over earlier methods such as it is
easier to train them as labeling is not required and different
types of attacks such as hidden data correlation structures are
easily learned by them. Therefore, they can detect any change
in these complex structures by using AE-based algorithms. The
data that is affected by FDI attacks can be recovered using a
denoising autoencoder to the original state. This approach has
reduced execution time as well as a tendency for false alarms
(Yavuz et al., 2018).
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(5) SCA: For detecting side channel attacks in IoT networks, a
packet obfuscation scheme is proposed using local
differentiation privacy in smart home applications. Smart
home devices such as cameras, switches, and sleep monitors are
used to collect IoT data, and privacy bandwidth trade-offs have
been shown with consideration of some assumptions (IEEE
Signal Processing Society, 2018).

Eavesdropping: Initially, eavesdropping in IoT was solved
with the use of encryption and decryption methods, but
due to constrained resources in IoT, it is difficult
to implement.

(7) Xuetal. (2016) have given relay transmission as a solution to
eavesdropping. As several hurdles in information transmission
come from machinery/equipment noise and vibrations, it is
necessary to deploy relaying in most IoT environments.

(8) Sleep Deprivation Attacks: The main aim of this attack is to
degrade the battery life of target nodes by utilizing their power
consumption to the full extent. Bhattasali and Chaki (Bhattasali
and Chaki, 2011) suggest a lightweight multilayer IDS without
using MAC protocols. This multilayer technique uses the
cluster-based approach for plotting IDS.

(9) Booting Attacks: To protect from booting attacks,
hardware-based security implementation is essential. For
this, a FPGA is used to protect infrastructural components.
An IoT device is being designed using a ZC-706 prototype
board which is the master of the booting process. To secure
the IoT device, three things have been done. First, an IoT
device is protected from bit stream encoding by encrypting
the FPGA bit stream. Second, the system boot image is
encrypted and lastly, it has been checked that FPGA is
working correctly so that attacks like spoofing and Trojan
horses can be avoided (Tufts University and IEEE Circuits
and Systems Society, 2017).

7.2 Data transmission and communication

The existing solutions for given security attacks on this layer are
described below:

(1) Phishing Site Attack: Phishing attacks deal with the user’s
financial information such as hacking passwords, so that IoT
devices can be hacked. Dhillon and Kalra (2017) introduced
Phish-sec mathematically by using interactive intersection to
find out website uniqueness. The Phish-sec is considered
efficient as it evades data poisoning to secure the
back-end system.

To detect counterfeited web pages, machine learning algorithms
such as artificial neural networks, decision trees, support vector
machines, etc. are used but proper features need to be selected for
classification. Therefore Sabahno and Safara (2021) suggested an
ISHO algorithm that is based on a hyena optimization algorithm with
swarm hunting of spotted hyenas. The major developments in this
algorithm are local as well as global search and are improved, being
converted into binary, and a support vector machine is combined with
a feature selection method so that phishing can be detected. The
proposed algorithm has proved to be efficient in comparison to other
meta-heuristic algorithms.
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TABLE 12 loT security attacks and solutions.

Layers Type of security attack

Node capturing

Effect on loT system

The original node was replaced with the malicious node

Existing solutions

Improvement in the authentication protocol (Chen et al., 2021)

Malicious Code Injection Attack

Attack on node's memory

Secure Return Address Stack (SRAS) (Lee et al., 2022)

False Data Injection Attack

Insertion of incorrect data

AEs (Aboelwafa et al., 2020)

. . SCA
Data capturing and processing

Leakage of secret keys

Packet obfuscation scheme (IEEE Signal Processing Society, 2018)
Robust Encryption Algorithm (Ferndndez-Caramés and Fraga-Lamas, 2018)
De patterning and decentralization (Mosenia and Jha, 2017)

Eavesdropping and interference

Data leakage

Relay transmission (Xu et al., 2016)
Chaos based cryptography (Song et al., 2017)

Sleep deprivation attacks

Draining the batteries of edge devices

Lightweight multilayer IDS (Bhattasali and Chaki, 2011)

Booting attacks

Sensitive sections of hardware and software are at risk.

Field Programmable Gate Array (Tufts University and IEEE Circuits and Systems Society, 2017)

Phishing site attack

Multiple IoT devices can be attacked

Phish-sec using interactive intersection(Nirmal et al., 2020)
ISHO algorithm (Sabahno and Safara, 2021)
Distributed deep learning framework (De La Torre Parra et al., 2020)

Access attack

Data transmission and

Unauthorized access

Role-based access scheme (Liu et al., 2012)

Three-factor remote user authentication scheme (Dhillon and Kalra, 2017)
Ultra-weight RFID authentication protocol (Safkhani and Bagheri, 2017)

New signature-based authentication key establishment scheme (Chifor et al., 2018)

communication

DDoS/Dos attack

Blocked server due to many attacks

IDS framework (Kasinathan et al., 2013)
Packet marking, filtering, and dropping mechanisms(Zargar et al., 2013)

Routing attacks

Routing paths are disrupted, and a DoS attack can
be launched

IDS using Clustering and Reliability modules (Santos et al., 2019)
Deep learning on Big Data(Yavuz et al., 2018)

Hashing and Signature-based authentication (Dvir et al., 2011)
Monitoring node behavior (Le et al., 2013)

Man-in-the-middle attack

Communication control

Locality sensitive hashing(LSH) (Salem et al., 2022)
IDS and IPS in fog nodes (Aliyu et al., 2018)

Gateways .
SQL injection attack

Alteration of records in the database

Snort is a signature-based IDS (Gupta and Sen Sharma, 2022)
TransSQL (Zhang et al., 2011)
Ensemble classification algorithm (Kasim, 2021)

Signature wrapping attack

Modifying messages in SOAP

Node counting (Gupta and Santhi Thilagam, 2016)

Access control attack

Application

Unauthorized user access

Certificate-based device-to-device access control (Chaudhry et al., 2021)
Multi-factor authentication and session key agreement protocol (Amin et al., 2016)
Lightweight authorization stack for untrusted cloud platform (Chifor et al.,, 2018)
Authentication protocol using smart card(Amin et al., 2018)

Certificate free authentication (Lavanya and Natarajan, 2017)

Malicious code injection attacks

Hijacking of an IoT account

Status-based detection system (Wei and Qiu, 2018)
Lightweight biometric authentication and key agreement (Dhillon and Kalra, 2017)

Sniffing attacks

Access to confidential user data

Machine learning models (Kiran et al., 2020)
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A distributed deep learning framework is proposed for detecting
phishing attacks which are cloud-based with two security algorithms,
a Distributed CNN model within IoT devices as an add-on security
feature to protect IoT devices from phishing attacks as soon as they
occur and LSTM network mode to detect DDoS phishing attacks
among various IoT devices. It has been shown that the proposed
model can detect phishing attacks at the device level as well as at the
back-end level (Liu et al., 2012).

(2) Access Attack: Role-based access schemes are used for access
control. A role here means some particular function that can
be one activity or group of activities that are associated with
that function. No authorization is given to users, but they are
assigned to roles. Roles control user access as well as their
resources, which makes a hierarchy where roles come first and
then corresponding users (Kasim, 2021).

DDoS/DoS Attack: Santos et al. (2019) proposed an IDS
framework for detecting DoS attacks in 6LoOWPAN. The
proposed system has two main components: one is a detection

©)

engine that is embedded in the framework itself and the other
is a monitoring system. The performance of the proposed
framework assessed by penetration testing has proved to
be more stable. Suricata (IDS), Prelude (SIEM), and SCapy
(PenTest), like open-source security tools, are used
for development.
(4) Routing Attacks: Kesswani and Agarwal (2020) suggested an
IDS using Clustering and Reliability modules, that is used for
preventing sinkhole and selective forwarding attacks on
routing mechanisms in IoT networks. By simulation, it has
been shown that routing attacks can be detected, and the
efficiency of the proposed approach is also shown.

Routing attacks in IoT can be detected by using deep learning on
Big Data. IoT routing attacks that are hello flood, decrease rank and
version number modification attacks can be detected using the Cooja
IoT simulator with Cotinki-RPL implementation. The proposed
model is well-suited for real-life IoT applications with high precision
and recall rates (Jing and Wang, 2022).

7.3 Gateways

The existing solutions for various security attacks on this layer are
described below:

(1) Man-In-The-Middle Attack: To prevent man-in-middle attacks
and fake alarms, a framework is proposed by Salem et al.
(2022) for use in the healthcare system. Three things are
considered in the proposed system: privacy, reliability, and
energy consumption of the healthcare system. LSH is used to
drive digital signatures that are transmitted to get access to
private data. A HMAC is sent to avoid modification attacks
based on the Received Signal Strength Indication (RSSI) key. It
has been shown that the proposed framework provides an
accurate and low false alarm rate for attack detection. For
preventing Man-in-Middle attacks in Fog Computing, IDS and
IPS are proposed by Gupta and Sen Sharma (2022). Fog nodes
are examined by IDS nodes one hop away and their content,

Frontiers in Computer Science

19

10.3389/fcomp.2024.1420680

context, and arrival time are recorded. IPS uses AES encryption
techniques to avoid attacks.

SQL Injection Attack: To detect SQL injection attacks and
snort, a signature-based IDS is being used. Snort is an open-

@

source IDS and can be used with all applications. To make the
snort more effective and use it to detect all types of attacks, five
new rules are proposed. The rules use white spaces, comments,
hexadecimal equivalent values, strings, and semicolons. On the
server side, Open WebGoat is being used to analyze the
proposed system which is considered more effective (Zhang
etal., 2011).

To solve the problems of SQL injection attacks, TransSQL is
used which is a server-side solution that will automatically
translate SQL queries to an LDAP request. TransSQL is used to
analyze different responses from SQL and LDAP databases so that
it can prevent SQL injection attacks (Gupta and Santhi
Thilagam, 2016).

To protect against SQL injection attacks, a middleware application
is developed using an ensemble classification algorithm. In this
algorithm, SQL injections are divided into four main parts: clean,
simple, unified, and lateral. In the case of simple injections, the SQL
query is blocked. The IP address is blocked when lateral or unified
injections occur. It has been shown that the developed method gives
effective protection against SQL injection attacks (Chen et al., 2021).

(3) Signature Wrapping Attack: Making Simple Object Access
Protocol (SOAP) messages secure means web services are
being protected from attackers. SOAP messages use digital
signatures to protect the data. But that can be modified by the
attackers without invalidating the signature. Therefore Amin
etal. (2016) have proposed a solution to a signature wrapping
attack by using node counting. In a web service request, the
frequency of each node is calculated to detect wrapping attacks.
It has been shown that the proposed solution is much more
effective in detecting such attacks.

7.4 Application layer

The existing solutions for given security attacks on this layer are
described below:

(1) Access Control Attack: To protect from access control attacks
in healthcare, ECC is used to propose certificate-based device-
to-device access control which ensures the safety of all other
devices if any device is compromised. Although this proposed
model has additional computational, and other costs it can
protect the system from unauthorized or man-in-middle-
attacks (Chaudhry et al., 2021).

Malicious Code Injection Attacks: Wei and Qiu (2018)
suggested a status-based detection system that will detect any

@

malicious task done by IoT devices by continuously checking
the running status of the device. The infected IoT device can
easily be detected by checking its activities like monitoring the
operations of the web camera. Any change in device activity is
identified using simulation.
(3) Sniffing Attacks: Machine learning models are being used by
Kiran et al. (2020) to detect sniffing attacks. To classify the data
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as normal and attack data, four machine learning algorithms:
Support Vector Machine (SVM), Naive Bayes, Decision Tree,
and Adaboost are being used to test the simulated IoT
environment by using NodeMCU. The data transmission is
done between NodeMCU and the ThingSpeak Server. An IDS
is designed to overcome sniffing attacks.

8 Discussion

IoT security attacks pose significant challenges and prompt
discussions regarding the vulnerabilities and potential consequences
they bring to various applications. One of the primary concerns is
the increasing number of IoT devices being deployed without
adequate security measures. This lack of security leaves devices
susceptible to attacks, leading to potential privacy breaches, data
theft, and even physical harm (Ullah et al., 2024). One of the
prominent security attack vectors is the DDoS attacks (Kasinathan
et al, 2013). By compromising numerous IoT devices and
coordinating them to flood a target system or network with an
overwhelming amount of traffic, attackers can disrupt operations,
rendering critical services unavailable. These attacks exploit weak
security configurations and vulnerabilities present in many IoT
devices (Bala and Behal, 2024; Reegu et al., 2024; Singh and
Jain, 2024).

Another type of attack is device spoofing or impersonation, where
attackers mimic legitimate IoT devices to gain unauthorized access to
networks or systems (Kesswani and Agarwal, 2020). This can lead to
unauthorized control, data manipulation, or the infiltration of
sensitive information. Insecure communication channels, weak
authentication mechanisms, and lack of secure firmware updates are
often the entry points for such attacks (Ghaffari et al.,, 2024).
Additionally, IoT devices often collect and transmit sensitive data,
raising concerns about data privacy and integrity. Attackers may
intercept, manipulate, or steal this data, posing a significant risk to
individuals and organizations. Furthermore, the compromised devices
themselves can become platforms for launching further attacks,
creating a ripple effect across interconnected systems (Negera et al.,
2023; Toman et al., 2024).

The complexity of IoT systems, with numerous interconnected
devices, poses another challenge. Discussions revolve around securing
the entire ecosystem, including gateways, communication channels,
cloud infrastructure, and end devices (Tewari and Gupta, 2020).
Implementing secure protocols (Yugha and Chithra, 2020; Khilar
et al., 2022), encryption algorithms (Dhar Dwivedi and Srivastava,
2022; Liu et al,, 2022), and access control mechanisms (Chaudhry
etal, 2021; Farhad Aghili et al., 2022) is critical to protecting sensitive
data and ensuring secure communication among devices. The study
of IoT Security Attack Types, Application Areas, Challenges, and
Mitigation Strategies as discussed in Table 13 is a vital exploration that
encompasses the multifaceted landscape of IoT security. By analyzing
different attack types such as botnet attacks (Singh et al., 2024) that
are used to compromise numerous connected systems, spoofing
(Reddy et al., 2024; Xu et al., 2024) which is an act of deceiving, and
man-in-the-middle attacks (Bin Muzammil et al., 2024; Thankappan
et al.,, 2024) that alters the communication between two parties,
researchers gain insights into the vulnerabilities and risks faced by IoT
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systems. Understanding the application areas impacted by these
attacks, including smart homes, industrial automation, and healthcare,
highlights the potential consequences and the need for robust
security measures.

To address these challenges, discussions revolve around
implementing robust security measures at multiple layers. The
development of industry-wide security standards and best practices is
also a topic of discussion, promoting uniform security guidelines for
IoT device manufacturers and application developers.

Furthermore, discussions focus on the role of artificial intelligence
(Chen et al., 2021) and machine learning (Ahmad and Alsmadi, 2021;
Sarker et al., 2023; Niand Li, 2024) in IoT security. These technologies
can help detect anomalies, identify potential threats, and enhance
incident response capabilities. Deploying intelligent security systems
that can adapt to emerging attack patterns and quickly respond to
threats is a key area of exploration (Inuwa and Das, 2024).

Researchers propose solutions to mitigate IoT security attacks, but
they come with limitations. Secure communication protocols, such as
TLS or IPsec, provide robust security but may be challenging for
resource-constrained IoT devices (Mohanty et al., 2020). Segmentation
and network isolation can contain breaches but may introduce
complexity and impact scalability. Al and machine learning can detect
anomalies, but distinguishing between legitimate and malicious
activities can be difficult. Practical solutions should address evolving
threats in the dynamic IoT landscape. Most of the solutions given by
researchers work in simulated environments, so a lot of work is
required to implement them in real-world environments (Fotouhi
et al, 2020; Aldhyani and Alkahtani, 2023; Ali et al., 2023).
Overcoming limitations and barriers is necessary to develop effective
IoT security solutions.

Overall, the discussions surrounding IoT security attacks
emphasize the need for a multi-faceted approach that encompasses
robust device security, regular updates, secure communication
protocols, continuous monitoring, and collaborative efforts. By
addressing these challenges head-on, the IoT community can
strengthen the security posture of IoT applications and build a more
resilient and trustworthy ecosystem.

9 Conclusion and future scope

IoT is not a single technology but it is a combination of diverse
technologies, such as cloud computing, fog computing, edge
computing, machine learning technologies, and many more. It has
been wrapped up that various devices such as sensors, actuators, and
RFID are used in core IoT applications to provide intelligent services
to users. The various messaging and networking protocols are used to
support the IoT deployment process. It has been concluded that the
crucial IoT data is being processed to various IoT access points for
further processing before reaching the end device, so the data should
be secured from various routing, booting, injection attacks, and
unauthorized access. In this paper, protocols used in different layers
and related security issues are presented. The existing mitigation
strategies to IoT security challenges including machine learning,
Blockchain, IDS, and encryption algorithms are unveiled.
Undoubtedly, IoT security has become a major problem; nevertheless,
as per the discussion in Table 13, it is evident, that there is still a
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TABLE 13 loT security attack types, application areas, challenges, and mitigation strategies.

Security attack

Core loT application = Challenges

Smart Healthcare

Mitigation strategies

Deep neural network-based cyber-attack detection system

(Vijayakumar et al., 2023)

Smart Healthcare manipulation

Smart City
Attack detection model (Velliangiri et al., 2023)
Smart Home
DoS attack Blocked server due to many attacks IDS framework (Kasinathan et al., 2013)
Cloud Computing
WEL (Al et al., 2023)
Industrial IoT
PCA-FCM clustering model (Jing and Wang, 2022)
Smart Agriculture
CNN-LSTM (Aldhyani and Alkahtani, 2023)
RFID-enabled multifactor authentication model (Kesswani
Smart Home Preventing deceptive impersonation and and Agarwal, 2020)
Spoofing

Neural network-based cyber-attack detection system

(Vijayakumar et al., 2023)

Smart Healthcare
Man-in-middle attack Cloud Computing

Industrial IoT

Communication control

Framework using LSH and HMAC (Salem et al., 2022)
Regression modeling (Sivasankari and Kamalakkannan,
2022)

ECC and trusted tokens with packet encryption using the
TLS protocol (Yang et al., 2023)

Access control attack Smart healthcare smart home

Unauthorized user access

ECC (Chaudhry et al,, 2021)
Context-aware security-based scheme (Khanpara et al.,

2023)

Industrial IoT
Botnet attacks

smart agriculture coordinated defense

Mitigating distributed threats with

Real-time network environment (Kumar Donta et al., 2023)
The lightweight deep learning model for an SDN-enabled
IoT framework (Negera et al., 2023)

substantial gap in the amount of work devoted to resolving this issue.
It has been determined that IoT is certainly becoming more and more
essential, but research and development efforts have not kept pace
with the need to strengthen its security. This discrepancy highlights
the pressing need for a more substantial commitment to IoT security
research and implementation to match the growing significance of IoT
technology. This survey is anticipated as a valuable source of IoT
security intensification for forthcoming applications. For researchers
and readers, this review also provides useful perspectives to improve
IoT security.

This survey provides valuable insights and guidance for young
researchers, directing their focus toward the crucial realm of IoT data
security. Exploring the challenges and mitigation strategies aims to
raise awareness and foster a deeper understanding of this critical field.
Through comprehensive analysis and recommendations, it empowers
young researchers to contribute toward securing IoT environments
and safeguarding sensitive data. With its emphasis on healthy
direction, this survey paves the way for impactful research in the
realm of IoT data security.

« AES and DES cryptography techniques are being widely used to
encrypt the data whereas the ECC algorithm can be used to
recover from side-channel attacks, but still no work has been
done using ECC. In comparison to other algorithms, the ECC
algorithm is smaller in size, which makes it suitable for mobile
devices (IEEE Signal Processing Society, 2018).

o In the future, another swarm meta-heuristic algorithm can
be examined. There are a lot of growing and successful meta-
heuristic algorithms such as gray wolf and glow worm
optimization algorithms available in swarm intelligence that
could be investigated. A real dataset can be used in the proposed
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approach in the future so that phishing attacks can be avoided
(Sabahno and Safara, 2021).

New machine learning techniques can be discovered with
reduced communication overhead and computation. To make
IoT devices more secure and reliable, machine learning-based
backup recovery mechanisms should be designed (Xiao et al.,
2018). Deep learning provides solutions in the case of IDS but
requires more time to train the model, sometimes a week or even
a month. For attack detection, both stateless and stateful traffic
feature analysis is required but models are trained for one
approach only. ML and DL datasets should be trained on
ToT-specific data (Ahmad and Alsmadi, 2021).

The algorithm and training model can be separated and stored
in the cloud in the future so that data from gateways can easily
be organized and examined and then decide which machine
learning detection algorithm can be applied (Wei and
Qiu, 2018).

A lightweight security protocol should be designed because of
resource-constrained IoT devices. System throughput and
consensus algorithm problems are still there because IoT devices
are connected in huge numbers (Mohanta et al., 2020). There
should be some security protocols for handling large IoT data
effectively (Mohanty et al., 2021). In the future, a standard
protocol will be required to fulfill the security needs of
heterogeneous IoT devices (Yugha and Chithra, 2020).

Till now, IoT is related to technology only. However, it should
be applied to other areas such as management, economics,
sociology, law, etc (Tewari and Gupta, 2020). The work can
be expanded in the future so that upcoming attacks in IoT
communication such as using encrypted data to avoid detection
(De La Torre Parra et al., 2020).
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o There is a need to reduce the energy spent by the blockchain
model and it also should be deployed to other application areas
than smart homes (Mohanty et al., 2020).

o To detect complex attacks, SNMP can be incorporated into
Prelude (Kasinathan et al., 2013).

o The future idea is to develop a zero-trust IoT threat model to
weaken various IoT security issues (Noor and Hassan, 2019;
Dhiman et al., 2024).

o There is a need to verify ownership of data, that is how the data
access will be controlled and a mechanism is required to assist
deduplication of data (Yan et al., n.d.).

o SRAS can be applied to prevent DDoS attacks (Wani et al., 2021;
Lee et al., 2022).

« In the future, the derived authentication key could be used in a
pseudo-random function to detect jamming and channel hoping
attacks (Salem et al., 2022).
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