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Digital media in early childhood:
risk factors for online harm and
psychosocial correlates
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Introduction: Early and middle childhood are times of rapid development,
and critical periods for laying the foundations of life-long trajectories of
socioemotional well-being. High levels of screen media use are of growing
concern to parents, health professionals, and researchers, given the increasing
body of research demonstrating detrimental impacts of excessive screen use in
young children. One particular consequence is the risk that children encounter
online content or experiences that are upsetting or distressing, including
exposure to inappropriate or adult content, cyberbullying, and interactions with
strangers that they don't know.

Methods: This research examined experiences of online harm reported in a
sample of 8-year-old children, with a focus on identifying risk factors and
psychosocial correlates of online harm. Data for this study were collected from
children and their mothers as part of the prospective longitudinal Growing Up
in New Zealand (GUINZ) study (n = 4,920 children with data at age 8). Children
were assessed at 4.5-years-old and 8-years-old.

Results: The findings of this research indicate that approximately a quarter of
New Zealand children have experienced online harm (that is, have encountered
online content that worried, upset, or bothered them) by the age of 8. Our
analysis indicates that children with behavioral difficulties are at greater risk of
online harm, as are children with more personal devices. Experiences of online
harm were found to be negatively associated with child self-worth and positively
associated with depressive symptoms.

Discussion: Findings highlighting the critical importance of considering online
harm as a contributing factor to child and youth well-being and mental health
in our media-saturated world. Our results also point to practical solutions for
parents, such as limiting the number of personal media devices that children
have in early and middle childhood.

KEYWORDS

online harm, online risk, Growing Up in New Zealand, mental health, self-worth, digital
media

Introduction

The internet has become increasingly integrated into our daily life, with approximately
95% of New Zealanders using it at home daily (InternetNZ, 2022; Pacheco and Melhuish,
2020a). While offering various affordances such as access to information, educational
resources, entertainment, and social connections, it is also a conducive environment
for online risks. These risks include exposure to inappropriate and/or explicit content,
cyberbullying, engaging with developmentally inappropriate materials or games, and
inappropriate marketing and advertising. However, research examining these online risks
have disproportionately focused on school-age children and adolescents, whereas exposure
to online risks likely occurs much earlier in life with young children being particularly
vulnerable. Recently concerns about children’s access and exposure to inappropriate
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content have surged (see InternetNZ, 2022; Stoilova et al., 2021),
yet there remains a paucity of research examining the frequency
and impact of young children’s exposure to online risks globally and
in New Zealand. This paper aims to address this gap by exploring
online risk and online harm when children are 8 years old.

Online risk and online harm

Online risks are described as the hazards or dangers individuals
encounter while online. In contrast, online harm is the consequence
or negative impact that results from exposure to these online risks
(Livingstone, 2013). The spectrum of online risks is broad, with
individuals either actively seeking out such risks or inadvertently
stumbling upon them through algorithmic and socio-technical
designs inherent in online platforms. Online risks have been
categorized in terms of content (e.g., viewing inappropriate or
illegal material), contact (e.g., unwanted, harassing, or harmful
communication), and conduct (e.g., revealing or misusing personal
information or illegally downloading content). New Zealand
children aged 9-17 specifically reported being contacted by a
stranger, having either seen or received media that made them
feel uncomfortable, having felt under pressure to send photos or
other information about themselves, and having accidentally spent
money online that they did not mean to spend (Pacheco and
Melhuish, 2020a).

Online contexts, including chat rooms, video games, and social
media, provide an environment conducive to perpetrating and
experiencing harm given the anonymity and lack of regulation
often inherent to these applications. Most online platforms are
not child-centered by default, rather they are based on industry
incentives that prioritize engagement and advertising revenue
at the expense of children’s safety and privacy (Radesky and
Hiniker, 2022). For example, Papadamou et al. (2020) found an
alarming number of disturbing and inappropriate videos that were
recommended when browsing preschooler-oriented content on
YouTube. The monetization opportunities on YouTube and other
platforms as well as the advent of algorithmic content creation are
likely contributors to this issue (Papadamou et al., 2020). Given
there may be less parental monitoring of children’s online activities
compared to offline activities (e.g., Ellonen et al., 2021; GerZitakova
et al., 2023), understanding the risks and harms associated with
children’s online activities is paramount.

Once exposed to online risks, the factors influencing an
individual’s vulnerability to harmful consequences remain unclear.
Researchers have argued that children who are vulnerable to
offline risks are also more likely to be vulnerable to exposure to
online risks (Livingstone, 2013). Similarly, factors that contribute
to vulnerability and protection offline may also be relevant
online. Given that internet use begins at an early age, and that
young children’s internet use predominately occurs in the family
home (Pacheco and Melhuish, 2020a), this study investigated the
role of child characteristics, parenting styles and behaviors, and
digital media use factors related to young children’s susceptible
to exposure to online risks and, consequently, online harms—
particularly over time.
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While previous research has tended to focus on exposure to
online risks and the psychosocial outcomes associated with this
exposure, in this study we move to examining online harm and
the psychosocial consequences of this harm. It is important to note
that exposure to online risks is a precursor to online harm, not a
determining factor. Not every exposure to online risk will lead to
harm. As described above, further research is required to identify
the moderating factors determining whether risk eventuates to
harm in an online context.

Child characteristics

Research led by the European Kids Online network of over
25,000 children aged 9-16 and their parent found that 41%
of children had been exposed to an online risk with exposure
2011).
However, with increasing numbers of younger children watching

increasing considerably with age (Livingstone et al,

videos and playing games online (Pacheco and Melhuish, 2020a),
they are not immune from online risks. Exposure to online risk
has also been shown to differ for boys and girls. In a cross-national
study of young people aged 15-30 in the United States and Finland,
Keipi et al. (2015) found that boys were more likely to report
viewing online content related to self-injury and suicide, whereas
girls were more likely to report viewing online content related
to pro-eating disorders. Similar gender differences in exposure to
online risks have been identified in younger people (aged 11-16)
across 25 European countries (Almenara et al., 2016). With the
exception of privacy risks, Livingstone and Helsper (2008) found
that boys aged 12-17 were significantly more likely to encounter
all types of online risks compared to same age girls. How the
associations between child age, gender and exposure to online risk
manifest during early childhood when young children are first
exploring their online worlds, is unknown.

Child temperament, including emotional and behavioral traits
have been shown to be related to children’s use of media
(Coyne et al., 2017; Radesky et al., 2016; Thompson et al., 2013;
Zimmerman and Christakis, 2007). Increased socio-emotional
difficulties in children such as frequent crying, irritability, and
behavioral difficulties have led some parents to use media to
calm their child down (Radesky et al., 2016) or cope with and
control their child (Flias and Sulkin, 2019; Tang et al., 2018).
During this process of regulation, children may not be supervised,
with the parent opting to give the child (and themselves) space
to regulate from a heightened and intense emotional experience.
Inadvertently, this unsupervised time online may contribute to
vulnerability to online risks, to the extent that children use this
unsupervised time to engage in risky online behavior. Further,
increased autonomy and boundary-testing related to children’s
temperament during early childhood may also influence the types
of online experiences and activities children partake in. Indeed,
some children have stronger risk-taking propensity which may
be seen in both online and offline environments (Livingstone,
2013). However, we are yet to understand how emotional and
behavioral traits of young children relate to their exposure to online
risks, and consequently, online harm. Further investigation of these
associations will improve our understanding of some of the early
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individual factors contributing to young children’s vulnerability to
online risks.

Parenting styles and behaviors

As the majority of young children’s media use occurs in
the home, parents are the gatekeepers of children’s media use.
With greater attention and concern being shown for children’s
access and exposure to inappropriate content (InternetNZ, 2022;
Stoilova et al., 2021), parents may seek out ways to regulate their
child’s online activities. Media-specific parenting, such as parental
mediation of media represent various strategies that parents use to
maximize the positive benefits and reduce vulnerability to online
risk and harm (Livingstone et al.,, 2017). Mediation strategies for
the internet specifically include active co-use (e.g., talking and
providing guidance to children about online activities, in real time
in front of the computer or in the same room), technical restrictions
(e.g., filtering, monitoring, or blocking risky online activities or
material), interaction restrictions (e.g., setting rules restricting or
banning certain peer-peer activities), and parental monitoring (e.g.,
covert or overt checking of children’s online activity) (Livingstone
and Helsper, 2008). Theoretically, parental mediation should
reduce young people’s exposure to online risks, however, research
examining these associations in middle childhood and adolescence
has been mixed. Some researchers report that providing a rationale
for screen time and content restrictions reduced 10-14-year-olds
exposure to online media violence (e.g., Fikkers et al, 2017),
whereas others have found no association between commonly
practiced mediation strategies such active co-use and 12-17 year
olds’ exposure to online risks (e.g., Livingstone and Helsper, 2008).
These mixed findings may be explained by parents’ involvement in
their child’s activities. More specifically, parents typically use more
parental mediation strategies for younger children (Livingstone
and Helsper, 2008), suggesting greater involvement in their online
activities, thereby reducing exposure to online risks. Conversely,
low parental involvement may heighten a child’s vulnerability
to online risks. To our knowledge, no studies have investigated
parental involvement in children’s activities alongside media-
specific and general parenting behaviors as potential predictors of
children’s exposure to online harm.

General parenting styles, characterized by dimensions of
parental responsiveness, warmth, demandingness, and control
(Baumrind, 1991) have been studied in the context of children’s
and parent’s media-related behaviors. Several studies have shown
that primary school age children from permissive families (high
warmth, low demand) were >5 times more likely to watch >4h
of television per day (Jago et al., 2011) and have the highest
internet usage (Valcke et al., 2010), whereas older (10-11 year
olds), primary school age, and younger (5 year olds) children from
authoritarian (low warmth, high demand) and authoritative (high
warmth, high demand) families had lower levels of screen exposure
(Jago et al, 20115 Veldhuis et al., 2014) and internet use (Valcke
etal, 2010). However, these associations between general parenting
styles and children’s vulnerability to online risks are only assumed
through increases or decreases in time spent online. It is well
recognized in the literature that focusing on screen time, without
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including variables related to the quality of screen content, seriously
constrains our understanding of the types of activities that are more
or less likely to contribute to short- and long-term online harm (see
Stoilova etal, 2021 for a review). Notably, parent-child interactions
characterized by warmth and open communication about internet
use and content may help parents to scaffold and teach their child
about e-safety, reducing potential exposure to online risks (Cho and
Cheon, 2005).

Family context

Beyond parenting styles and behaviors, other aspects of
children’s home environment may influence their exposure to
online harm. In this research, we examined socioeconomic
status (SES) and the presence of older siblings as predictors of
harm. While there is a relation between SES and adverse life
events generally, research is mixed on whether SES influences
the likelihood of online harm. Skogen et al. (2022) found
that low SES was associated with greater frequency of negative
experiences on social media, including negative acts, exclusion,
and unwanted attention from others, within high school students.
However, other studies have found no association between SES and
cybervictimization (Rodriguez-Enriquez et al., 2019).

Research on the influence of siblings on exposure to online
risks and harm is also still in its infancy. Despite a body of
research examining peer influences on online risk (e.g., Festl, 2021;
Mascheroni et al., 2015), research has yet to determine the influence
of siblings. Olafsson et al. (2018) found that while the presence of
older siblings increases the range and number of online activities
pursues by younger siblings, there was no increase in risk for harm.
However, from a social learning perspective, younger siblings may
observe and model the online behaviors of their older siblings,
potentially imitating risky online behaviors. This modeling could
make younger siblings more vulnerable to online harm. Given the
lack of research on the presence of older siblings in relation to
experiences of online harm, this was investigated as a potential
predictor of online harm in the present research.

Digital media use factors

With greater accessibility and affordability of mobile
technologies, personal ownership of devices is occurring earlier
in childhood. Recent evidence from New Zealands Netsafe
suggests that cellphone ownership increases with children’s age;
however, less is known about ownership of other mobile devices
such as tablets. Rideout and Robb (2020) reported that 48% of
0-8-year-olds in the United States own their own mobile device
(either a tablet, smartphone, iPod touch or similar). The type of
device owned by a child may contribute to exposure to online
risks. For instance, gaming devices are typically an activity that
children do independently of their parents. These devices may be
set up in the child’s room, or in a separate area of the living space,
where regular monitoring is difficult or infrequent. Conversely,
cellphones and tablets used by the family (or owned by the parent)
may be restricted to communal areas of the house. Research has
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shown that children aged 8 to 12 were more likely to engage with
screen for longer periods of time if they had a device set up in their
bedroom (Lee et al., 2018), potentially putting them at higher risk
for being exposed to risks online.

Guidelines published by child health authorities, such as the
American Academy of Pediatrics, advocate restricting screen use to
video chatting for children until 18 to 24 months of age; limiting
children aged 2-5 years to an hour or less of screen time per
day; and emphasizing parental regulation and monitoring of young
children’s media use (Hill et al., 2016). However, a recent meta-
analysis of 95 studies and screen time data for 89,163 children
revealed that adherence to these recommendations is low, with
only 1 in 4 children under 2 years and 1 in 3 children between 2
and 5 years following suggested guidelines (McArthur et al., 2022).
Increased time spent online affords young children the opportunity
to develop digital skills and reap the benefits of the internet.
However, concurrently, excessive time spent online increases the
potential for encountering online risks and harm. While various
factors related to digital media use have been documented, there
remains limited understanding of which specific factors contribute
to young children’s susceptibility to online risks and harm.

Consequences of experiencing online risk

With young children’s media use continually increasing, the
propensity for exposure to online risk is also ever increasing. Recent
research (Pacheco and Melhuish, 2020a; Stoilova et al., 2021) has
called for more research to examine online risks in young children.
As noted earlier, with online risks comes the potential for online
harm. A recent rapid review of the literature on online risks
and wellbeing demonstrates that considerable attention has been
given to harmful effects of cyberbullying, online harassment, and
sexual online activities on the psychosocial outcomes of school-age
children and adolescents (see Stoilova et al., 2021 for a review). The
findings typically demonstrate that online risks are differentially
associated with psychosocial outcomes. More generally, young
people aged 15-30 years across three European countries and
the United States described feeling lower levels of happiness after
exposure to negative content online (Oksanen et al., 2016). Further,
research conducted with adolescents aged 10-17 years indicated
that 25% described feeling upset or extremely upset after exposure
to harmful content online while 19% felt stressed in the days
following exposure to online risks. While our understanding of
the associations between online risk and psychosocial outcomes is
expanding, it is still limited to a focus on school-age and adolescent
populations; very little is known about the potential long-term
psychosocial outcomes associated with experiencing online harm
for younger children.

The current research

In this research we go beyond measuring online risks, such as
exposure to adult content, to measure online harm, the distress
caused by exposure to online risks (Livingstone, 2013). The vast
majority of previous research on online risks and online harm
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has focused on teenagers and adolescents (from age 9 onwards;
e.g., Machimbarrena et al., 2018; Smahel et al., 2020). Given
the rapidly growing prevalence of screen media use in younger
children, including internet use, we aimed to understand how
many children experience online harm by the age of 8. Using a
large, prospective sample of children, we examined vulnerability
and protective factors for experiencing online harm by age 8,
spanning aspects of child characteristics, parenting styles and
behaviors, and digital media use factors. We also examined the
psychosocial correlates of experiencing online harm, including
depressive symptoms, emotional symptoms, and self-worth. Our
specific research aims were as follows:

1. To understand the frequency with which children have had
experiences on the internet that worried or upset them (online
harm) by age 8.

2. To determine vulnerability and protective factors for children
experiencing online harm.

3. To determine concurrent associations at age 8 of online harm
with depressive symptoms, emotional adjustment, and self-
worth.

Materials and Methods

Participants

The data used in this analysis came from the Growing Up
in New Zealand (GUINZ) study, a prospective longitudinal study
following more than 6,000 New Zealand children since before
birth. A total of 6,822 pregnant women with an estimated delivery
date between April 2009 and March 2010 were recruited from the
Auckland, Counties Manukau, and Waikato District Health Board
regions of New Zealand. See Morton et al. (2010, 2013, 2015) for
a detailed description of the study’s design, conceptual framework
and recruitment procedures. In these analyses, we use data collected
at two assessment points, when children were aged 4.5-years-old
and 8-years-old. Data was collected using face-to-face interviews
with mothers at the 4.5-year assessment point, and through face-to-
face interviews with mothers and children at the 8-year assessment
point. At both time points Computer Assisted Personal Interviews
(CAPI) were conducted by trained interviewers, usually in the
child’s home.

Measures

Child-reported measures
Online harm (age 8)

At age 8, children were asked to self-report on harmful internet
experiences. They were asked “What have you come across on the
internet that has worried, bothered, or upset you, or that you don’t
like seeing?” Response options were:

e Nothing,
e Site, games, or images that are meant for grownups,
e Bullying (of you or others),

e Advertising on websites,

°

Someone I don’t know/or shouldn’t talk to,
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e Peer pressure to watch particular content, play certain games,
follow particular sites or YouTubers,

e Buying something by mistake,

e Don’t know.

Children could select as many types of online harm as
was applicable.

Child depressive symptoms (age 8)

Child depressive symptoms at age 8 were measured with the
child-administered Center for Epidemiologic Studies Depression
Scale (CESD-10; Fendrich et al., 1990; Andresen et al., 1994). This
scale includes 10 items that ask children to report on how much
they “felt this way during the past week”. Example items are “T felt

»

down and unhappy”, “It was hard to get started doing things”, and
“I felt happy” (reverse-coded). All items were rated on a 4-point
scale from Not at all (0) to A lot (3). A total score out of 30 was
calculated by summing across the 10 items (after reverse coding 2
items). Cronbach’s alpha across the 10 items in the present sample

was 0.69.

Child self-worth (age 8)

Child self-worth at age 8 was assessed using the child-
reported global self-worth subscale of the Self-Perception Profile
for Children (SPPC; Harter, 2012). This subscale has 6 items that
are each scored a value between 1 and 4. All scale items are phrased
as follows: “Some kids like the kind of person they are BUT other kids
often wish they were someone else.” Children select which option
is most like them, and then indicate whether the statement is
“Really true for me” or “Sort of true for me”. A self-worth score was
calculated by summing the 6 items. Reliability and validity of the
scale have been demonstrated by Harter (1999), with an internal
reliability of 0.8.

Personal media devices (age 8)

At the 8-year assessment, children were asked to report whether
or not they had their own personal device (yes or no). Those who
answered yes were then asked to indicate whether or not they
owned each of the following types of devices: a tablet (e.g., iPad),
a desktop computer or laptop, a TV, a smartphone (e.g., an iPhone
or a Samsung Galaxy), a gaming console (e.g., an Xbox, PSP, or
Playstation), an iPod, iPod touch, or MP3 player, a kindle or other
eReader, a Smart watch, a virtual reality headset, a camera (also
includes digital and GoPro), and other. A total score was created
to indicate the total number of personal devices a child owned by
summing across devices, with scores of 0 for children who indicated
they did not own a personal device.

Parent-reported measures
Child emotional symptoms (age 4.5)

Child emotional symptoms at age 4.5 were measured using
the Emotional Symptoms subscale of the parent-report version
of the Strengths and Difliculties Questionnaire (SDQ; Goodman,
1997). This subscale includes the five items of: “Often complains of

» o«

headaches”, “Has many worries”, “Often unhappy, downhearted”,
“Nervous or clingy in new situations”, and “Many fears, easily

scared”. All items are rated by parents as Not true (0), Somewhat
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true (1), or Certainly true (2). A total score was calculated as the
sum of these 5 items. These 5 items had a Cronbach’s alpha of 0.65
in the present sample.

Child behavioral difficulties (age 4.5)

Child behavioral adjustment at age 4.5 was measured using total
scores on the SDQ (described above), reflecting overall behavioral
difficulties across the domains of peer problems, conduct problems,
hyperactivity-inattentiveness, emotional symptoms and (low)
prosocial behavior. Thus, note that this measure includes the
emotional symptoms subscale described above. All items are rated
by parents as Not true (0), Somewhat true (1), or Certainly true
(2). A total score is typically calculated as the sum of the 25
items (5 items per subscale). In the present sample, an item from
the conduct problems subscale was mistakenly omitted from the
questionnaire. To correct for this error, the 4 conduct problems
items have been re-scaled to reflect a score out of 10, by multiplying
the mean of individual item scores by 5. This results in a total
behavioral difficulties score out of 50 (maximum of 2 points per
item) despite only including 24 items in the measurement. For
more information see the GUINZ Data User Guide (Growing Up
in New Zealand, 2023). Previous research has demonstrated the and
predictive validity of the SDQ (Stone et al., 2010, 2015). Cronbach’s
alpha for the 24 items used in the present sample was 0.68.

Electronic media use (ages 4.5 and 8)

Parents reported on the amount of time children spent per
day using screen media outside of school time. We focused on
electronic media use (and did not include watching television
or movies), given this is when children would be accessing the
internet. At age 4.5, mothers were asked to report how much time
their child spent on a typical weekday “Using electronic media eg
computer or laptop, including children’s computer systems such as
Leapfrog, iPad, tablets, smart phones and any electronic gaming
devices” Parents reported an amount of time in hours and minutes
per day.

At age 8, mothers were asked to report on a normal weekday
how much time their child “Spent time doing activities and tasks,
e.g., homework, playing games, or sending messages, on any screen-
based device including computers, laptops, tablets, smartphones, or
gaming devices”. Parents reported an amount of time in hours and
minutes per day.

Given that time duration at both ages 4.5 and 8 were positively
skewed (age 4.5: skewness = 2.64, kurtosis = 9.41; age 8: skewness
= 2.48, kurtosis = 6.83), both variables were divided into quartiles
for analysis. At age 4.5, children were assigned to quartiles using the
following values (equating to duration of daily electronic media use
in hours): Q1 = 0.08, Q2 = 0.50, and Q3 = 1.00. At age 8, children
were assigned to quartiles using the following values: Q1 = 0.33, Q2
= 1.00, and Q3 = 2.00. Thus, final scores on both electronic media
use variables ranged from 1 to 4.

Parenting style (age 4.5)

Parenting style was assessed when children were 4.5-years-old
using a shortened version of the Parenting Styles and Dimensions
Questionnaire (PSDQ; Robinson et al,, 1995, 2001). A total of
21 items assessed the three subscales of Authoritative parenting
(8 items), Authoritarian parenting (8 items), and Permissive
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parenting (5 items). Authoritarian items reflect a style of parenting
guided by reasoning and responsiveness to the child’s thoughts
and needs. Authoritarian items reflect a style of parenting guided
by punitive punishment, and permissive items reflect a lack
of discipline.

Each of the 21 items was rated from 1 (Never) to 5 (Always).
The three subscale scores were computed by taking the mean
of the items making up each of authoritarian, authoritative, and
permissive parenting. The PSDQ is used worldwide for measuring
parenting style and the reliability and validity of the scale, including
the shortened version, have been demonstrated (Robinson et al,
2001; Oliveira et al., 2018). Cronbach’s alpha for the three subscales
was as follows: Authoritative o = 0.82, Authoritarian o = 0.78, and
Permissive o = 0.60.

Parental involvement (age 8)

At the 8-year assessment, parental involvement was assessed
using 11 items that asked mothers to report how often they engaged
in certain activities with their child. Items included reading books
to/with their child, getting the child ready for school, baking or
cooking together, and talking about their child’s feelings or issues,
or comforting them. These items were rated on a 5-point scale of:
Never/almost never (1), Once a week (2), Several times a week (3),
Once a day (4), or Several times a day (5). The 11 items had a
Cronbach’s alpha of 0.72. A total score of parental involvement was
calculated as the mean of the 11 items.

Digital parenting (age 8)

Mothers reported on the extent to which rules around media
use were used in the household at the 8-year assessment. Nine
items were used to assess the existence of rules about media content
and screen time, the extent to which these rules were enforced,
use of parental control settings, adherence to recommended age
requirements for media content, and the frequency with which
parents talked to their child about the dangers and the possibilities
associated with internet usage. Five of these items were taken
from the Internet Parenting Style Instrument (IPSI; Valcke et al,
2010; Alvarez et al., 2014). These items were rated on a 5-point
scale either from “Never/almost never” to “Always/almost always”
or from “Never” to “All of the time” depending on the specific
item. A principal components analysis was used identify the factor
structure of the nine items. Examination of the rotated factor
loadings produced using Quartimax rotation indicated three factors
with eigenvalues >1, accounting for a combined 54.6% of variance
in the items. Table 1 provides the items loading on each of the three
factors identified (Screen Rules, Screen Rule Enforcement, and
Communication about Internet) along with factor loadings. For
ease of interpretation, only the highest factor loading is presented,
identifying the factor each item loads to. Factor scores on each
of the three factors (each with mean of 0, SD of 1) were used
for analysis.

Demographic characteristics
Finally, three demographic characteristics were obtained from
the GUINZ data:
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e child gender, as reported by parents when the child was 9-
months old,

o the presence of older siblings in the household, as identified at
the 8-year assessment point, and

e household income, reported by mothers at the 4.5-year
assessment point and classified into seven categories ranging
from <$20,000 to >$150,000.

Results

Experiences of online harm

Data was available for 4,920 children who had completed the
questions on online harm at age 8. Within this sample, 26.6% of
children (n = 1,307) indicated they had experienced at least one
type of online harm, while 62.7% (n = 3,086) indicated no online
harm. The remaining 10.7% of children (n = 527) had responded
with “Don’t Know” when asked whether they had encountered
anything on the internet that worried, bothered or upset them (see
Figure 1).

Figure 2 provides the frequencies of each type of online harm
enquired about, as a proportion of the total sample. The most
common type of experience that worried or upset children was
encountering sites, games or images meant for grownups (reported
by 12.6% of children). Roughly 5% of the sample reported being
worried or upset by each of: buying something by mistake,
advertising on websites, and bullying. Peer pressure was the least
common form of online harm that was enquired about.

There were 314 children (6.4% of the sample) who reported
being worried or upset by more than one type of online harm.

Vulnerability and protective factors for
online harm

There are a number of child and family factors that may
increase or decrease risk of experiencing online harm. Based on
existing literature and theory, we examined the following set
of child and family predictors: child gender, presence of older
sibling(s), household income, parenting style (age 4.5), daily time
spent using electronic media (ages 4.5 and 8), child behavioral
difficulties (age 4.5), parental involvement (age 8), the child’s
number of personal devices (age 8), and three variables relating
to digital parenting—screen rules, screen rule enforcement, and
internet communication and safety (all assessed at age 8).

For these analyses, we examined online harm collapsed across
all forms. We compared those who have and have not been
worried/upset by negative internet experiences, and we have
excluded “Don’t Know” responses from analysis. This resulted in
a sample of 4,393 children who have (29.8%) and who have not
(70.2%) been worried or upset by at least type of online harm.

Table 2 provides means (SDs) or percentages and statistical
tests for each of the vulnerability and protective factors based on
presence or absence of online harm experiences at age 8. Chi-square
tests were used for categorical predictors and independent samples
t-tests were used for continuous predictors. Hedges’ g effect size was
used to examine the strength of association for continuous variables
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TABLE 1 Factor loadings for screen rules, enforcement, and communication.

Screen rules

10.3389/fdpys.2024.1390276

Factors

Internet communication Screen rule enforcement

and safety

Eigenvalue 2.32

1.33 1.26

Variance accounted for 25.80%

14.78% 14.03%

Items

In your household are there rules for 0.598

[child] about media content?

How often does someone in your
household make sure that [child]
follows these rules?

0.844

In your household are there rules for 0.545
[child] about the amount of screen time

they are allowed?

How often does someone make sure that
[child] follows these rules?

0.851

I use software and/or parental controls
to block certain internet sites or app
access for [child]

0.454

I talk with [child] about the rich
possibilities of the internet

0.861

I talk with [child] about the dangers
relation to the internet

0.827

I follow the reccommended viewing ages 0.682
for [child] when [child] watches movies

or TV

I follow the recommended minimum 0.692
age requirement for [child] when [child]

uses social media

0.7
T 0.6
2
505
1L
004
z
003
e 0.2
5
& 0.1

No online harm

FIGURE 1
Prevalence of experiencing online harm by age 8.

Experienced online

PRESENCE OF ONLINE HARM

Don't know
harm

and the Phi statistic (¢) was used for categorical outcomes. For
Hedges™ g, which is similar to Cohen’s d but adjusted for unequal
group sizes, effect sizes of 0.2, 0.5, and 0.8 are considered to be
small, medium, and large, respectively (Cohen, 1988, 1992). For
the ¢ effect size, values of 0.1, 0.3, and 0.5 are considered small,
medium, and large effects, respectively (Cohen, 1988).

We next used a logistic regression to predict the experience of
online harm by age 8 from the predictors simultaneously. For this
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analysis, we included any predictors in Table 2 with effect sizes of
¢ > 0.05 or g > 0.10, as our threshold for a meaningful effect
size. Thus, our logistic regression included the predictors of child
gender, behavioral difficulties at age 4.5, electronic media use at
ages 4.5 and 8, internet communication and safety at age 8, and
the number of personal devices at age 8. For ease of interpretation,
SDQ behavioral difficulties were standardized to a mean of 0 (SD
= 1) prior to inclusion in the logistic model. The overall logistic
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Buying something by mistake

Peer pressure to watch particular content, play
certain games, follow particular sites or...

Someone | don't know/ or shouldn't talk to

Advertising on websites

Bullying (of you or others)

Type of Negative Internet
Experiences

Sites, games or images that are meant for
grown ups

FIGURE 2
Proportion of sample who have experienced online harm by type of harm.
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TABLE 2 Comparison of child and family predictors between children with and without experiences of online harm.

No online harm (n 086) Experienced o Effect size
harm (n =1

Percentage
Child gender 50.5% female 44.1% female p < 0.001 ¢ =0.06
Older sibling(s) 55.0% 55.4% p=20.80 ¢ = —0.004
Mean (SD)
Predictors assessed at age 4.5
Household income (age 4.5) 5.19 (1.47) 5.11 (1.50) p=017 g=0.05
Permissive parenting (age 4.5) 1.95 (0.57) 1.99 (0.58) p=0.03 g=-0.07
Authoritarian parenting (age 1.97 (0.48) 2.01(0.52) p=0.03 g=-0.07
4.5)
Authoritative parenting (age 4.44 (0.44) 4.47 (0.43) p=0.03 g=-0.07
4.5)
Electronic media use (age 4.5) 2.10 (0.86) 2.18 (0.89) p=0.008 g=-0.10
Child behavioral difficulties 16.84 (4.64) 17.36 (4.86) p < 0.001 g=-0.11
(age 4.5)
Predictors Assessed at Age 8
Electronic media use (age 8) 2.24 (1.01) 2.34 (0.96) p=001 g=-0.10
Screen rules (age 8) —0.01 (0.97) 0.06 (0.85) p=0.01 g=-0.08
Screen rule enforcement (age 0.02 (0.92) —0.04 (0.96) p=0.04 £=20.07
8)
Internet communication and —0.06 (0.94) 0.10 (0.92) p <0.001 g=-0.17
safety (age 8)
Parental involvement (age 8) 2.76 (0.47) 2.75(0.47) p=0.60 £=10.02
Number of personal devices 1.16 (1.09) 1.45(1.24) p < 0.001 g=-0.26
(age 8)

model was significant [X%@ = 71.38, p < 0.001; Nagelkerke R* =
0.03]. The Hosmer-Lemeshow test was not significant [X%S) =821,
p = 0.41], indicating an acceptable model fit. Table 3 presents the
results for each parameter in the model.

Once including the predictors simultaneously, the predictors
remaining significant were child behavioral difficulties, internet
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communication and safety, and the child’s number of personal
devices. As indicated by the odds ratios in Table 3, an increase of
one standard deviation in behavioral difficulties corresponded with
a 13% increase in the odds of experiencing online harm. Notably,
every additional personal device a child had resulted in a 21%
increase in the odds of experiencing online harm. Once accounting
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TABLE 3 Logistic regression predicting experiences of online harm.

10.3389/fdpys.2024.1390276

Parameter p-value Odds ratio 95% ClI for odds
ratio

Female gender —0.13 (0.08) 2.56 0.11 0.88 0.75-1.03

Behavioral difficulties (age 0.12 (0.04) 8.00 0.005 1.13 1.04-1.23

4.5)

Electronic media use (age 4.5) —0.002 (0.05) 0.001 0.97 1.00 0.91-1.10

Electronic media use (age 8) 0.02 (0.04) 0.28 0.60 1.02 0.94-1.11

Number of devices (age 8) 0.19 (0.04) 30.14 <0.001 1.21 1.13-1.30

Internet communication and 0.15 (0.04) 12.17 <0.001 1.16 1.07-1.26

safety (age 8)

for all other variables, there was no longer a significant predictive
effect of gender or the amount of electronic media use (neither
longitudinally nor concurrently). Counterintuitively, our results
indicate that higher levels of internet communication and safety
in the home (as reported by parents) are associated with increased
odds of online harm, which may reflect an effect in the opposite
direction, as discussed further in the Discussion section.

The fact that gender and extent of electronic media use were
not significant in the final model is due to the shared variance
amongst predictors. For example, children in the highest quartile
of electronic media use at age 4.5-years-old scored higher in
behavioral difficulties at the same age than the rest of the sample
(see Figure 3).

Personal devices

Given the results of the above analysis, demonstrating a strong
association between the number of personal devices and online
harm, a post-hoc analysis was undertaken examining individual
types of personal devices. We ran a logistic regression predicting
experience of online harm from indicator variables for all types of
personal devices occurring with frequencies >5% of the sample.
These were: a desktop computer or laptop, a TV, a smartphone, a
gaming console (e.g., Xbox, Playstation), an iPod/iPod touch/MP3
player, and a tablet (e.g., an iPad).

The overall logistic model was significant [X%s) =48.18,p <
0.001; Nagelkerke R? = 0.02]. The Hosmer-Lemeshow test was not
significant [st) = 4.16, p =0.43], indicating an acceptable model
fit. Table 4 presents the results for each parameter in the model.

The results of this analysis indicate that the odds of online harm
are significantly increased when children have the personal devices
of desktop computers or laptops, TVs, gaming consoles, and tablets.
The largest increase in risk was observed for gaming consoles. In
contrast, there was no significant impact on online harm risk from
the personal devices of smartphones and music players.

Associations between online harm and
psychosocial adjustment
Our final set of analyses compared psychosocial adjustment

between children who had experienced online harm and those who
had not. Our dependent variables were child depressive symptoms
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assessed with the CESD-10 and child-reported self-worth. Table 5
provides the means and standard deviations for child-reported
depressive symptoms and self-worth at age 8 and parent-reported
emotional symptoms at age 4.5 (our control variable) based on the
experience of online harm.

We used a multivariate analysis of covariance (MANCOVA)
to predict both outcome variables at age 8 from the presence vs.
absence of online harm, while controlling for earlier emotional
adjustment at age 4.5 and gender.! Earlier emotional adjustment at
age 4.5 was assessed with the SDQ emotional symptoms subscale.
We also examined the interaction between online harm and gender
in predicting emotional outcomes.

The overall multivariate tests indicated a significant effect of
both earlier emotional adjustment at age 4.5 [F54324) = 8.29, p
<0.001; nf, =0.004] and online harm [F(3 4324y = 116.62, p < 0.001;
nf, = 0.05]. There was not a significant effect of either gender or
the interaction of gender with online harm (p’s > 0.07, both nf,
=0.001).

When examining the effects for each dependent variable, it was
seen that earlier emotional adjustment was a significant predictor
of both outcomes (F’s > 7.92, p’s < 0.006). Further, experiencing
online harm was a significant predictor of child-reported depressive
symptoms, with a medium sized effect (F(;4325) = 232.92, p <
0.001; nlz, =0.05), and child-reported self-worth, with a small effect
size (F(1,4325) = 43.36, p < 0.001; nIZ) = 0.01). Figure 4 provides the
adjusted mean depressive symptoms (after controlling for earlier
emotional adjustment) based on the presence or absence of online
harm. Children who had experienced online harm scored higher
on self-reported depressive symptoms (M = 9.02, SD = 4.60) than
children who had not experienced online harm (M = 6.73, SD
=4.34).

Discussion

Given the rapidly growing presence of digital media in the lives
of children and youth, it is critically important to understand the
potential risks of this media use and to identify vulnerability and
protective factors for those risks. In this research, we examined

1 Note that the same pattern of results was found when using SDQ total
behavioral difficulties as the covariate instead of the emotional symptoms

subscale.
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FIGURE 3
Mean behavioral difficulties by electronic media use at age 4.5-years-old.

TABLE 4 Logistic regression predicting online harm from type of personal device.

Parameter % of sample B(SE) p-value Odds ratio 95% Cl for
odds ratio

Desktop 19.6% 0.23 (0.08) 7.64 0.006 1.26 1.07-1.48

computer/laptop

vV 11.7% 0.21 (0.11) 391 0.05 1.23 1.00-1.51

Smartphone 14.9% 0.11 (0.09) 1.47 0.23 1.12 0.93-1.34

Gaming console 18.0% 0.31 (0.09) 12.51 <0.001 1.36 1.15-1.62

iPod/iPod 8.3% 0.06 (0.12) 0.24 0.63 1.06 0.84-1.34

touch/MP3 player

Tablet 42.7% 0.16 (0.07) 5.65 0.02 1.18 1.03-1.34

TABLE 5 Means and standard deviations for emotional adjustment based on experience of online harm.

No online harm (n = 3,086)

Experienced online harm (n = 1,307)

Mean (SD) Mean (SD)
SDQ emotional symptoms age 4.5 1.82 (1.67) 1.94 (1.79)
CESD-10 depressive symptoms age 8 6.82 (4.37) 9.10 (4.68)
Self-worth age 8 20.96 (2.97) 20.26 (3.24)

reports of online harm at age 8 and aimed to determine predictive
factors for experiencing online harm, as well as the psychosocial
correlates of online harm.

Our results show that approximately a quarter of 8-year-old
children have experienced online harm. Most research on online
harm has examined older populations, focusing on teenagers and
adolescents (e.g., Machimbarrena et al., 2018; Smahel et al., 2020);
however, our analysis shows that these experiences start early for
some children, with a substantial number experiencing harmful
experiences in middle childhood or earlier. The most commonly
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experienced form of online harm was exposure to adult content
(content intended for grown-ups, as determined by the child).
It is important to note that online harm was assessed through
children’s own reports of internet experiences that caused them
distress, which will differ among individual children and may differ
from what adults perceive to be harmful experiences. In light
of prior research indicating a discrepancy between parents’ and
children’s accounts of online harm (Pacheco and Melhuish, 2020b),
it was important to investigate the child’s subjective experience and
recollection of the event as distressing.
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Depressive symptoms based on experience of online harm, with adjustment for earlier emotional symptoms
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As data for this study was collected as part of a large,
longitudinal study with an extensive battery of measures collected,
the data available on online harms was less detailed than would be
the case if a study specific to online harms was conducted. Future
research is required to provide a more nuanced understanding of
the types of online situations and experiences that young children
find to be distressing.

Predictors of online harm

We found evidence of both longitudinal and concurrent
predictors of children experiencing online harm by age 8, and
these included child characteristics, parenting behaviors, and child
digital use factors. Males were more likely to report experiences
of online harm than females, and children who spent more time
using electronic media, as assessed earlier at age 4.5-years-old and
concurrently at 8-years-old, were more likely to experience online
harm. However, in our final predictive model, these two factors
(gender and extent of electronic media use) were not significantly
predictive of online harm once accounting for the other factors in
the model.

The factors remaining predictive of online harm in the final
model were child behavioral difficulties, parent communication and
behavior related to internet safety, and the number of personal
devices owned by the child. Children with higher levels of
behavioral problems, as reported by their parents when the child
was 4.5-years-old, were more likely to experience online harm by
age 8. These children may be more prone to risky and defiant
behavior, both offline and online, consistent with previous literature
identifying overlapping vulnerability for harm online and offline
due to risk factors common to both, including proclivity for risk-
taking (Livingstone, 2013). Further, children with more behavioral
difficulties may end up spending more time using electronic media,
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if parents use this as a means to cope with and control child
behavior (e.g., Elias and Sulkin, 2019; Tang et al., 2018). In the
present sample, children in the highest quartile of electronic media
use at 4.5-years-old were reported by their parents as having
significantly higher levels of behavioral difficulties than the rest of
the sample.

As noted above, previous research such as that by Livingstone
(2013), has found that children vulnerable to offline risks are also
more likely to be at risk online. Interestingly, however, in the
present sample we found no impact of socioeconomic status, with
children’s risk of online harm not differing based on household
income. This finding is surprising given differences often found
in the way that screen media is used by children of differing
socioeconomic backgrounds (e.g., Mollborn et al., 2022; Nagata
etal,, 2022); however, these differences in patterns of screen use may
not translate to differential risk for online harm in young children.

We found that the strongest predictor of online harm was the
number of personal devices owned by the child at age 8. Gaming
devices had the greatest impact on increasing the odds of online
harm, followed by computers/laptops, and TVs. Note that this
question asked about personal devices, not those shared within
the household, perhaps reflecting situations where children have
TVs and computers set up in their bedrooms and they engage
with media content outside of any adult supervision. Indeed,
previous research has identified bedroom media (either a TV or
a gaming device in the bedroom) as a risk factor for exposure to
media violence and video game addiction (Gentile et al., 2017).
Continuing to explore the specific harms associated with different
types of devices presents an interesting area for future research.

Finally, we found that online harm was associated with
internet communication and safety, a factor reflecting the parenting
behaviors of talking with children about the benefits and the risks
of using the internet and using software and/or parental controls
to restrict child internet access. In this case, our results showed the
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opposite pattern to what we expected—parents scoring higher on
the use of internet communication and safety were more likely to
have children who had experienced online harm. One explanation
for this counterintuitive finding may be that the discussions about
internet safety and use of parental controls were prompted by
online harm experiences; in response to a child’s distressing internet
experience, parents may be more likely to talk with their child
about internet dangers and implement control measures, resulting
in the significant association between these variables. Similarly,
children who are using screen media in more inappropriate ways
(whether or not they have yet experienced online harm) might
be more likely to (1) have parental restrictions placed on them,
and (2) experience online harm. However, there is some evidence
that control-oriented managing of children’s media use can actually
exacerbate problematic media use (Lee and Ogbolu, 2018), so
further work in this area is required. In general, parenting strategies
for preventing online harm that are more collaborative (such as co-
viewing) are more effective than those that are control-based (like
restricting internet use; Elsaesser et al., 2017).

Overall, the model only accounted for a small amount of the
variance in predicting the likelihood of online harm, suggesting that
there are other important factors not considered in this analysis.
However, our results point to a few key risk factors for early
experiences of online harm.

Psychosocial adjustment

Our analysis of the psychosocial functioning of children at
age 8 indicates that those who reported experiencing online
harm also reported higher levels of depressive symptoms and
lower self-worth, even after controlling for earlier emotional
symptoms (assessed at age 4.5). While these reports were gathered
concurrently (and all self-reported by the child), the results could
indicate adverse psychological consequences for young children
who experience distressing situations online, including viewing
adult content, bullying, and talking to strangers. Previous research
has demonstrated in teenagers that more time spent using the
internet and on social media predicts higher depressive symptoms
and lower self-esteem (Twenge and Farley, 2021) and that specific
types of online harm, such as cyberbullying, are associated with
poorer mental health and psychosocial outcomes (Kwan et al,
2020). The present research extends upon this literature to show
disadvantageous associations with psychosocial functioning as
early as age 8. The results suggest that adverse or distressing
experiences online may impact psychological functioning and
mental health in the same way that experiencing offline adverse
events in childhood can lead to mental health problems such as
anxiety and depression (e.g., Chapman et al., 2007).

Given the rapid changes in digital technology use by young
children, our findings highlight the importance of ensuring age-
appropriate online activities for minimizing risks for online harm
in our youngest children. Importantly, research has shown that
there is substantial overlap in online and offline harm (for
example, youth who experience cyberbullying often experience
offline bullying as well; Finkelhor et al., 2021). It will be important
in future research to disentangle the unique association of online
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harm with psychosocial functioning, after controlling for offline
experiences of harm.

Given the previous literature in this field, we have interpreted
our results as indicative of online harm influencing young children’s
depressive symptoms and self-worth. However, it may also be the
case that children with poor psychosocial adjustment (lower self-
worth and higher depressive symptoms) either (1) are more likely
to use the internet in risky or problematic ways and in turn more
likely to experience online harm, or (2) are more likely to report
experiencing distressing situations online than other children (for
example, because they differ in how they perceive these situations
in the first place or in how they recall these situations later on).

While the effect size for group differences in self-worth was
relatively small, the mean difference in depressive symptoms was
substantial (half a standard deviation). It is important to note,
however, that although significant differences were observed based
on experiences of online harm, the actual level of depressive
symptoms in the online harm group (9.10 out of a possible score
of 30) is still low in an absolute sense.

It is also important to note that when children experience
online harm, there may also be the opportunity to build resilience,
and these adverse experiences may lead to coping, adaptation and
the development of resilience (e.g., Olafsson et al., 2018). While we
did not find evidence of this in the present study, investigation of
longer-term outcomes for these children (which will be possible
as the Growing Up in New Zealand study continues) has the
potential to demonstrate that these children end up developing
stronger digital safety skills and digital resilience. For example,
Mensonides et al. (2023) theorize that “digital risky play” may
help to build resilience in the same way that offline risky play is
important for building resilience in childhood. This remains to be
demonstrated empirically.

Finally, it is worth noting that all measures of psychosocial
this of

and media-specific.

functioning included in analysis are measures

broad/everyday functioning are not
Understanding specific emotional and depressive symptoms
and self-worth related to media and when exposed to online risks is
an important avenue for future research. Some research with older
children has found that exposure to different online risks leads to
differential consequences (Gonzilez-Cabrera et al., 2018; Montiel
et al., 20165 Temple et al., 2014). In the present sample, given the
relatively low frequency of each individual type of online harm we
grouped all types of harm together; however, it will be important
for future research to examine the differential impacts of different
types of online harm in young children as well. Additionally, it
is crucial to acknowledge the evolution of the internet since the
collection of this data in 2009-2010. While online applications
have been designed specifically with the safety of young children in
mind (e.g., YouTube Kids), parents are still required to be vigilant
and monitor their child’s online engagement due to the detection of
inappropriate and risky content on these “child-friendly” platforms
(Tahir et al., 2019).

Conclusions

The findings of this research indicate that approximately a
quarter of New Zealand children have experienced online harm
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(that is, have encountered online content that worried, upset, or
bothered them) by the age of 8. While our growing digital landscape
offers new opportunities and advantages, understanding the risks
that come with early online experiences and how to protect young
children is critically important. Our analysis indicates that children
with behavioral difficulties are at greater risk of online harm,
as are children with more personal devices. Limiting children’s
personal devices, particularly those that are accessed without
adult supervision, and using collaborative rather than controlling
strategies for managing child media use are two key steps parents
can take to prevent online harm. Preventing early experiences
of online harm is particularly important given our finding that
children who report experiencing online harm also report more
depressive symptoms and lower self-worth at age 8 than children
who have not experienced online harm.
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