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Introduction: Digital health has revolutionized the landscape of healthcare through personalized care, moving away from the traditional approach of treating symptoms and conditions. Digital devices provide diagnostic accuracy and treatment effectiveness while equipping patients with control over their health and well-being. Although the growth of technology provides unprecedented opportunities, there are also certain issues arising from the use of such technology. This scoping review aimed to explore perceived gaps and challenges in the use of digital technology by patients and meta-synthesize them. Identifying such gaps and challenges will encourage new insights and understanding, leading to evidence-informed policies and practices.



Methods: Three electronic databases were searched (Cinahl EBSCO, Pubmed, and Web of Science) for papers published in English between January 2010 and December 2023. A narrative meta-synthesis was performed. The review followed the Preferred Reporting Items for Systematic Reviews and Meta-Analysis (PRISMA) 2009 checklist.



Results: A total of 345 papers were retrieved and screened, with a noticeable increase in publication numbers after 2015. After the final selection, a total of 28 papers were included in the final meta-synthesis; these were published between 2015 and 2023. A total of 99 individual reports were included in the synthesis of these papers, comprising 25 identified gaps and 74 challenges.



Discussion: Our meta-synthesis revealed several gaps and challenges related to patients' use of digital technology in health, including generational differences in digital propensity and deficiencies in the work process. In terms of ethics, the lack of trust in technology and data ownership was highlighted, with the meta-synthesis identifying issues in the realm of disruption of human rights. We, therefore, propose building a model for ethically aligned technology development and acceptance that considers human rights a crucial parameter in the digital healthcare ecosystem.
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1 Introduction

Digital health has transformed healthcare by enabling real-time personalized monitoring and therapeutic care, moving away from the traditional “one-size-fits-all” approach (1). There is no doubt that digital health has shifted the paradigm of quality medical care (2). The ubiquitous availability of smartphones, wearable devices, and tablet computers and widespread internet connectivity have led to significant changes in human-technology interactions (3). Worldwide, each step of the patient care pathway is being improved by digital devices (1), as they have the potential to enhance our ability to diagnose diseases accurately, provide effective treatment, and improve healthcare delivery for individual patients while empowering patients to have greater control over their health and make informed decisions regarding their well-being (4).

The COVID-19 pandemic accelerated the adoption of digital health technologies, demonstrating the ability of such technologies to meet the needs of the population (5). Specifically, the pandemic has emphasized the crucial role of digital technologies in the healthcare sector (6), with many people being dependent on the internet and digital devices to access medical services and treatments (7). Healthcare systems are gradually realizing that modern technologies can optimize the patient journey, from symptom identification to long-term care, widening access to healthcare provision, reducing costs, and providing services tailored to individual needs (1). Nevertheless, there seems to be a mismatch between expectations for digital technology use in healthcare from both patients and developers and patients' own reported experiences (8). This mismatch is likely to result in the underuse of such technology.

Therefore, the main objective of this study was to identify and map in a systematic way the perceived challenges and gaps in the use of digital health services by patients, as reported in the published literature. The identified gaps and challenges have been compiled, categorized, and meta-synthesized to encourage new insights and understanding, leading to evidence-informed policies and practices. This meta-synthesis offers a unique contribution to digital health technology by integrating diverse findings to provide a comprehensive perspective on its broader implications for healthcare systems, policy, and patient outcomes. It develops a structured ethical framework grounded in human rights principles, guiding stakeholders in addressing ethical challenges such as patient rights, equity, and data privacy. Additionally, it identifies underexplored risks, such as the dehumanization of patient-provider interactions, and proposes human-centered solutions. The review also highlights the need for region-specific strategies, particularly in low- and middle-income countries. By offering holistic insights and practical recommendations, this synthesis provides guidance for policymakers, healthcare providers, and technology developers to foster ethical, inclusive, and patient-centered digital health solutions.



2 Methods

This study adopts a systematic mapping design as a robust methodological approach to establish the extent of evidence (2) on identifying the challenges and illuminating the gaps raised by digital technology use in patients. The guidelines and criteria set in the Preferred Reporting Items for Systematic Review and Meta-Analyses (PRISMA) protocol (9) were used.


2.1 Search strategy

We initially performed a rapid synthesis of evidence with data mining via a few selected keywords in the EBSCO CINAHL database, including the terms “digital health”, “gaps and challenges” and “patients”. This exercise served as a preliminary measure of exploring research activities in the fields of interest and guided a more targeted search by indicating arbitrary boundaries of reviews that were within the time and practical constraints of this study (10). Consequently, we used the Population, Intervention, Comparison, and Outcome (PICO) format for systematic reviews (9) in order to identify the search items/categories that guided the structured searches. The search terms were carefully chosen to balance specificity and comprehensiveness. The search categories included “digital health”, “telehealth”, “mobile health”, “electronic health”, “patients”, “gaps” and “challenges”, which were used in different combinations (see Table 1) with Boolean operators (AND, OR) to capture studies addressing both the technology and its impacts on healthcare delivery in order to maximize relevant literature retrieval. These terms were further refined to focus on studies published from 2010 onwards (based on the initial exploration) to ensure the review reflects recent trends and developments in the field. This approach ensured a systematic exploration of digital health and patient experiences, providing a structured foundation for our search, enhancing transparency and strengthening the validity of our findings.


TABLE 1 Structured search strategy and key terms.
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A comprehensive search algorithm (see Table 2) was used to search three databases, EBSCO CINAHL, Pubmed, and Web of Science, modified as per the guidelines for each database. This structured approach ensures that our literature search captures a broad yet focused selection of studies. By clearly defining the search strategy, Table 2 enhances reproducibility and methodological transparency, allowing future research to build upon our findings. The search strategy was designed to be comprehensive and systematic. Databases such as PubMed, Cinahl and Web of Science were selected due to their breadth and relevance to healthcare and digital health research. The rationale for choosing these databases was to ensure that the review captured a wide range of peer-reviewed articles across disciplines, including medicine, healthcare technology, and policy. The searches were run from April to June 2021 for papers published between January 2010 and April 2021, with an updated search occurring between January 2021 and December 2023 for papers published between January 2021 and December 2023. The search was limited to full-text papers published in English.


TABLE 2 Database-Specific search algorithms for identifying patient-related digital health studies.
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2.2 Inclusion and exclusion criteria

Papers were included if they fulfilled the following criteria: (1) were published between January 1st, 2010 (as initial searches identified a lack of literature on the topic prior to 2012) and December 27th, 2023, on EBSCO Cinahl, PubMed, or the Web of Science; (2) were published in the English language as a full-text paper; and (3) were relevant to the subject. Relevance was assessed as any mention of a gap or challenge, as defined below, based on the pre-identified eligibility criteria and PICO format:

Gap: “lack of”, “need for” and challenges: “barriers”, “fears”, “mismatches”, “desire for”, “risk”, “downsides”, “concerns”, “potential pitfalls”, and “limitations”.

The exclusion criteria were as follows: (1) not relevant to the study question; (2) books, e-books, news, magazines, reports, electronic resources, trade publications, conference material, dissertations/theses, nonprint resources, videos, or audios; (3) unavailable full texts in the English language; (4) catalog and non-peer-reviewed articles; (5) abstracts only papers; and (6) duplicates of the same study.

During the review process, studies were excluded based on a set of predefined criteria, including irrelevant focus: Studies that did not directly address digital health technologies or their impact on healthcare outcomes were excluded. This approach ensured that only studies with relevant findings were synthesized. A decision was made to include review papers as well, given their number but also so as not to miss any reported gaps or challenges.



2.3 Selection process and data extraction

The electronic search results were downloaded into a reference manager library (Mendeley Ltd., Elsevier). After duplicates were removed, titles and abstracts were screened initially by two authors (GL and AP) independently. Full-text copies of potentially relevant papers were retrieved and further assessed against inclusion/exclusion criteria. At both stages, any conflicts were resolved by consensus, and forwarded for content analysis.

Two authors (GL and AP) extracted the data independently and compared the results. The following data were extracted from each study: title, authors, publication year, country of study, study design if relevant, study population, type of technology reported and outcome (perceived experience of technology used), and any additional information deemed potentially useful or relevant for the meta-synthesis. Relevant data were extracted into a prespecified data extraction template in Microsoft Excel.



2.4 Critical appraisal

A risk of bias assessment was not deemed appropriate in this context because the aim was to identify and synthesize all the reported perceived challenges and gaps in the use of digital health technology by patients, as well as because one-third of the included papers were reviews.

While the literature review provided an extensive overview of existing studies, a more critical examination of the included sources is warranted. Each study reviewed has its strengths and limitations, and discussing these more explicitly can provide a clearer understanding of the quality of evidence and its implications for the findings of this meta-synthesis. For instance, several studies included in this review have small sample sizes or focus on specific demographic groups, which may limit the generalizability of their results. Others may suffer from methodological limitations, such as lack of longitudinal data or reliance on self-reported outcomes, which could introduce biases. Additionally, many studies were conducted in high-income countries, which may not fully capture the challenges faced by low- and middle-income countries (LMICs), potentially skewing the broader applicability of the conclusions. Nevertheless, due to the thematic analysis of the study, it was felt that any gap or challenge reported should be recorded and included in the meta-synthesis. No group or thematic category included reports from only one study.



2.5 Quality assessment and risk of bias

To ensure methodological rigor and transparency, we conducted a systematic quality assessment of the included studies (see Supplementary Table 1). Given the diverse study designs in our review, we employed an adapted quality appraisal approach suited to both qualitative and quantitative studies.


2.5.1 Quality Assessment Criteria

Each study was evaluated based on the following criteria:


	1.Study Design and Methodology: Clarity and appropriateness of the study design in addressing research questions.

	2.Data Collection Methods: Use of validated instruments or standardized procedures for data collection.

	3.Analysis and Interpretation: Rigor in data analysis, transparency in reporting findings, and discussion of limitations.

	4.Relevance to Review Objectives: Direct alignment with the scope of identifying gaps and challenges in digital health adoption by patients.






2.6 Data synthesis

A thematic analysis of the papers was performed in a systematic, iterative manner. The process began with an initial coding phase, where key concepts and patterns were identified from the extracted study data. These initial codes were then grouped into broader themes through a process of refinement and re-categorization, guided by both the study's research questions and a review of relevant literature.

Following this structured approach, relevant gaps and challenges were first categorized conceptually using predefined terms to differentiate between gaps (e.g., “lack of,” “need for”) and challenges (e.g., “barriers,” “fears,” “mismatches,” “desire for,” “risk,” “downsides,” “concerns,” “potential pitfalls,” “limitations”). These were then further grouped into seven conceptual categories: (1) ethical issues, (2) educational/training issues, (3) usability issues, (4) communication issues, (5) functionality/structural issues, (6) technical issues, and (7) access issues.

To enhance reliability, two coders independently conducted the analysis, resolving any inter-coder discrepancies through regular discussions and consensus meetings. This ensured that the final themes accurately reflected the data and remained grounded in evidence.

As a final step, the seven categories were synthesized into three overarching pillars—(A) Digital Literacy, (B) Functionality/Usability, and (C) Trust—which provided the foundation for the meta-synthesis and final recommendations. The synthesis was performed by GL in discussion with all co-authors, ensuring a rigorous and transparent approach.

Our approach aligns with established meta-aggregation methodologies, particularly those outlined in recent systematic reviews and meta-synthesis studies [Zheng et al. (11); Zheng et al. (12)], as well as the JBI meta-aggregation framework [Lockwood et al. (13)]. In line with these methodologies, our study followed a structured process of data extraction, categorization, and synthesis to ensure a rigorous and transparent analysis. Specifically, (a) findings were extracted verbatim from each study and grouped into categories based on similarity in meaning; (b) these categories were further synthesized to produce higher-order synthesized findings, ensuring a more comprehensive interpretation of patient-reported gaps and challenges; and (c) the final meta-aggregation process led to the formulation of three overarching synthesized findings (pillars): Digital Literacy, Functionality/Usability, and Trust. By applying this structured synthesis approach, our study maintains methodological robustness and ensures that the final themes are deeply grounded in patient experiences and systematically derived from the literature.




3 Results


3.1 Search and selection results

The initial search resulted in a total of 345 papers. After a preliminary check, 45 duplicates were removed. The remaining 300 publications were screened by title and abstract (GL, AP), resulting in 69 full-text papers being included for full-text review. After a full-text review (GL, AP), a total of 24 (out of 69) papers were included in the final data extraction. Four additional studies were identified through a manual search of the included papers' references and included in the final data extraction, bringing the total number of studies included in the final review to twenty-eight (14). To ensure a transparent and systematic selection of studies, we employed the PRISMA framework to document the search outcome and screening process. Figure 1 illustrates the number of records identified, screened, excluded, and included in the final synthesis. This structured approach enhances the reproducibility of our methodology and ensures a rigorous evaluation of relevant literature.


[image: Figure 1]
FIGURE 1
PRISMA flowchart of search outcome and patient study selection process.




3.2 Data mapping of the included papers

Data from all 28 included studies were extracted using a standardized tool (predefined Excel template) and mapped based on the thematic analysis described before. The rationale behind the taxonomy used was to highlight and correlate information first with regard to the characteristics of the included papers, including the year of publication, the country, the type of study, and the different types of digital technology; second, with regard to the categorization of the reported gaps and challenges.



3.3 Characteristics of the included papers

All included papers (n = 28) were published after 2015. When all 345 initially identified papers were included, there was an increasing trend in related topics since 2015, with a peak in 2020, perhaps indicating an increase in digital technology use by patients during the COVID-19 pandemic (Figures 2, 3). To assess the evolution of research on digital health and patient-related challenges, we analyzed the number of all identified papers published annually (Figure 2). This trend highlights the growing academic focus on digital health over time, reflecting increasing recognition of its impact on patient experiences and healthcare systems. As shown in Figure 3, the number of included studies increased steadily, peaking in 2020. This trend aligns with the broader surge in digital health research (Figure 2) and likely corresponds to the heightened adoption of digital technologies by patients during the COVID-19 pandemic.


[image: Figure 2]
FIGURE 2
Annual trend of all identified papers on digital health and patient challenges (2010-2023).



[image: Figure 3]
FIGURE 3
Annual distribution of included papers on digital health and patient challenges (2010-2023).


The same was true for the papers included in the final meta-synthesis (Figure 4). To examine the evolution of digital health research, we analyzed both the initially identified papers (n = 345) and the final included papers (n = 28) by year of publication. Figure 4 illustrates this distribution, highlighting an increasing trend in related studies since 2015, with a peak in 2020. This surge aligns with the broader expansion of digital health research (Figure 2) and likely reflects the accelerated adoption of digital technologies by patients during the COVID-19 pandemic.


[image: Figure 4]
FIGURE 4
Comparison of initially and included papers by years of publication (2010-2023).


The main authors' affiliations for the papers included in the meta-synthesis included papers from 13 countries, namely, the USA (n = 9), Canada (n = 4), the U.K. (n = 3), Norway (n = 2), Brazil (n = 1), Spain (n = 1), Germany (n = 1), France (n = 1), Australia (n = 1), Pakistan (n = 1), Ethiopia (n = 2), Poland (n = 1) and Portugal (n = 1).

The majority of the papers included in the final meta-synthesis were original reports (n = 12), followed by reviews (n = 10), systematic reviews (n = 4), and opinion/case studies (n = 2).

With regard to the type of digital health technology used, as shown in Table 3, the majority of the included papers examined mobile health apps (23/28 papers) and electronic health records (21/28 papers), followed by telemedicine (10/28 papers), artificial intelligence, and wireless monitoring technologies (5/28 papers each), and finally blockchain, digital biomarkers in clinical care and biofeedback/digital rehabilitation technology (1/28 papers each). By analyzing this table, we can identify trends in the adoption of these technologies and understand their distribution across the studies. As seen in the table, mobile health apps are the most commonly discussed technology, followed by electronic health systems and artificial intelligence. This prevalence indicates a strong emphasis on digital tools aimed at improving patient engagement and care delivery.


TABLE 3 Types of technology across included studies.

[image: Table 3]

To provide a detailed overview of the studies included in the final meta-synthesis (n = 28), we compiled their key characteristics in Supplementary Table 2. This table outlines essential information such as study design, population, digital health interventions, and key findings, offering deeper insights into the scope and focus of the included research. This structured summary enhances transparency and facilitates a comprehensive understanding of the evidence base.



3.4 Categorization of reported gaps and challenges in the included papers

Using the prespecified terms to denote gaps and challenges (see Supplementary Table 3), an initial categorization of reported outcomes was performed. It highlights key thematic areas and associated technological considerations. This classification enables a structured analysis of the primary obstacles faced in adopting these technologies, supporting a targeted approach to addressing these issues in future research and policy development.

To further refine the analysis, the reported findings were further grouped into seven new conceptual categories (see Supplementary Table 4): (1) ethical issues, (2) educational/training issues, (3) usability issues, (4) communication issues, (5) functionality/structural issues, (6) technical issues, and (7) access issues. These categories offer a systematic way to interpret and address the barriers identified across the studies. By organizing the findings in this way, we aim to facilitate a clearer understanding of the most pressing challenges and inform targeted solutions for future research and policy development. The most populated category was related to ethical issues, reported in 19 papers, and the least common was access issues, reported in only 8 papers.

A final step included further grouping into three main overarching pillars that provided the foundation for the meta-synthesis and the formulation of final recommendations. The study findings from the existing literature were evaluated using thematic content analysis. Our narrative synthesis was then structured around the categories derived from the included study results or outcomes. These categories were: (A) digital literacy (encompasses issues related to user knowledge, skills, and confidence in engaging with digital health tools), (B) functionality/usability (captures concerns regarding system design, accessibility, and ease of use), and (C) trust (reflects factors such as data security, ethical considerations, and confidence in digital solutions among stakeholders) (see Supplementary Table 5). These pillars emerged as central themes that encapsulate the key challenges and considerations for digital health technology adoption. Digital Literacy. Functionality/Usability. Trust. By structuring our synthesis around these categories, we aim to offer a clearer framework for addressing critical barriers and facilitating more effective implementation of digital health technologies.

The results showed that digital health literacy deficits (17, 20, 27, 30, 39) were the most commonly identified deficits. Such deficits included a lack of awareness of the existence of health technology due to lack of promotion (17), as well as English literacy issues for patients whose first language was not English (17, 33). The most common perceived challenges were fear and frustration as a result of not fully understanding the technologies used (15, 17, 32, 33), along with low confidence in the patient's ability to interpret health data in electronic health records (EHRs) and mHealth apps, which resulted in increased anxiety and concern about incorrect self-diagnosis and taking inappropriate steps to seek care (33, 40).

With regard to functionality/usability, the most common perceived gap was the lack of internet or smartphone access (16, 17, 21, 27, 30, 32–34) reported in 8 papers, while the most common perceived challenge was patients' inability to use digital technology (17, 30, 38–40) due to poor technological awareness and subsequent feelings of incapability (17, 30), followed by age criteria (17, 30), mainly referring to older patients (16, 38, 40), which were reported in 5 papers.

The most common gap related to trust was related to issues related to the privacy and security of personal information, which was reported in 10 papers (14, 16, 17, 21–23, 25, 27, 30, 32), thus revealing the crucial need for relevant regulatory frameworks (38). The lack of control over one's own data (25) has highlighted the need to negotiate regulatory issues surrounding licensing (30). The most common perceived challenge was the user's resistance to change (19, 25, 38), which was reported in 3 papers. Concerns about the impact of digital health services on the patient-physician relationship (18, 40) have created concerns about missing human connections with doctors. Finally, reliance on the user's input (14, 22, 38) was also reported in 3 papers, enhancing the potential for misinterpretation.




4 Discussion

This study aimed to identify and map the perceived gaps and challenges associated with digital health technology use among patients in the published literature and to perform a meta-synthesis. A total of 28 papers were included in the final meta-synthesis, ranging from 2015 to the end of 2023, with most of the publications originating from developed countries. A total of 99 findings were reported from these papers; 25 were identified as gaps, and 74 were identified as challenges. These issues were further grouped into seven thematic categories: (1) ethical issues, (2) educational/training issues, (3) usability issues, (4) communication issues, (5) functionality/structural issues, (6) technical issues, and (7) access issues. The most commonly reported gap was the issue of privacy and security of personal information, while the most frequently reported challenge was a lack of familiarity with digital health technologies, often due to age-related factors among older patients.

All the findings were thematically abstracted and ultimately conceptually synthesized into three main pillars/problem dimensions—(A) digital literacy, (B) functionality/usability, and (C) trust—which should be considered for future research and policy recommendations. Trust was set as a separate category to highlight the importance it may have in user preference/usability.

The first pillar/problem dimension can be identified around digital health literacy deficits (17, 20, 27, 37), some of which can be traced back to a generational difference in overall digital propensity (28). Patients may not even be aware of the existence of health technology (17); even when they do, they may be inexperienced with the use of such technology (15, 32) or have not developed either the digital (41) or the technical skills (17) necessary to interact with technology effectively. In addition to the technology literacy barrier (38), patients also report English literacy issues (17, 33) since English may not be their first language. This situation can reportedly cause feelings of fear and frustration (15, 32); increased anxiety (33); worry; and concern about possible incorrect self-diagnosis or taking inappropriate steps to seek care (40). These feelings may lead to low confidence in the patient's ability to interpret health data (40) and to a loss of motivation to improve their health through electronic data (17).

The second pillar/problem dimension refers to technical/technological/functional deficiencies during the use and access of digital technology by patients. Even though the World Health Organization (WHO) emphasizes that digital health is essential for achieving universal health coverage, as “it extends the scope, transparency, and accessibility of health services and health information, widening the population base capable of accessing the available health services and offering innovation and efficiency gains in the provision of health care” (42), patients still deal with access issues, including lack of computer or mobile equipment (17) and lack of internet access (16, 17, 27, 30) or system connectivity errors (18, 33) and limitations in good quality of the internet connection (19). All of the above may result in ongoing concern and frustration for patients. Moreover, although a growing body of literature suggests that the adoption of digital health technologies is associated with higher-quality care, usability concerns (38) can cause patients to feel dissatisfied with their overall experience with digital health technology. A key factor in the inability to use technology was poor app usability (28), leading to user abandonment (23). One reason users disengage from apps is the time commitment (21, 28), while others include patients' dissatisfaction with the app's manual input process (23), the need to remember passwords (15, 34), logging in every time, and waiting for the loading process (15), which are burdensome and reduce users' interest. A feeling of frustration was reported by patients about other technical issues regarding functionality and appearance, including but not limited to a perceived stigma and embarrassment when they had chosen to wear a device, while the frequent need to recharge was also a disadvantage (29). Age (16, 27, 38, 40), language (16, 38, 40), and cultural barriers to effective communication (38) affect users' compliance (38) and increase concerns about inequity in the use and access of digital health services (33, 40).

The third pillar/problem dimension refers to ethical deficiencies, which further result in a lack of trust in technology. Issues of privacy and security, confidentiality, and integrity of personal health information (14, 17, 21–23, 25, 27, 30, 32) were key concerns as reported by patients. In particular, concerns about the potential misuse of data, including risks around cybersecurity breaches and commercial end-use (16, 40), along with concerns about data being shared with governmental bodies (16, 40), were reported. Moreover, perceived issues regarding data repository ownership (14), secondary use of personal data (24), and lack of control over data (25) all highlight patients' need to develop regulatory frameworks (38). Concerning mobile apps, the majority of users may not even understand all ethical issues arising from their use (35) since no seal or certification exists that would make it easier for the end-user to understand which products use a high industry-standard level of security and are safe to use (27). On the other hand, users' resistance to change (19, 38) and subsequently to new technologies (25, 32) remain significant barriers that governments and developers need to take into account. Patients report a need to trust and rely on technology and that all information comes from a trustworthy source (23) while also expressing fears of being linked to their digital identity (25) and worries about identity fraud (17). Furthermore, the impact of digital technology on the patient-physician relationship is also an important parameter. The lack of human contact when interacting with technology (30) and the possible development of abusive or threatening behaviour (17) during virtual health meetings can lead patients to feel disconnected, preventing them from being engaged and enrolled. Trusting advice from a virtual health professional without input from a qualified doctor or nurse (17) is an additional issue. The sense of isolation and alienation, as digital tools replace in-person consultation, and the lack of interpersonal reassurance may lead to a perceived reduction in holistic care (40), while the risk of addiction to technology resulting in distortions of social relationships and cognitive perceptions toward critical thinking was also mentioned (31). Finally, socioeconomic parameters seem to affect the adoption of digital technology, as patients were discouraged from thinking that real-life doctors might be affordable only for those with adequate insurance or financial resources, while others would be predominantly treated by avatars or telemedical consultants (27).

Although we used a bottoms-up thematic analysis to group first in larger and then in more concise categories the identified gaps and challenges from the included literature, these fit well with the recently published socio-technical framework, proposed by Jacob et al. (43) further supporting our categorization, especially with regard to functionality and usability, and further technical and cultural requirements, data protection/safety and regulatory compliance. They suggest a sociotechnical framework assessing patient-facing eHealth tools to equip decision-makers, emphasizing both social and technical aspects as interdependent parts of a complex system (44), going beyond evaluating individual technologies and taking into account their intended context, categorizing criteria as foundational and contextual. In addition, another recent publication [Cordeiro (45)] reporting on the ethical, legal, and social implications of the adoption of digital technologies, further supports the role of trust as a fundamental value, in agreement with our thematic categorization of Trust as an independent pillar/problem dimension.

While this study highlights key ethical concerns such as privacy frameworks, trust, and data commodification risks, a more in-depth analysis of mechanisms to enhance trust is required. Future research should focus on proposing concrete strategies and guidelines for developers, policymakers, and stakeholders. These could include implementing transparent consent processes that ensure users have clear and informed choices regarding their data, establishing robust data governance frameworks that prioritize security and ethical data use, and designing methodologies to foster user trust in digital health technologies. Incorporating these strategies would not only enhance the ethical discourse but also provide practical recommendations that contribute to responsible and equitable digital health adoption.


4.1 Interoperability and data integration challenges

One of the most significant challenges in digital health technology is interoperability—the ability of different health systems, platforms, and devices to exchange and use patient data seamlessly. The lack of standardized frameworks for data sharing across healthcare providers and institutions often results in fragmented patient records, impeding coordinated care.

Several studies in our review highlight interoperability as a key barrier to effective digital health implementation. Differences in electronic health record (EHR) systems, proprietary software restrictions, and varying data formats limit the ability to integrate patient information across multiple healthcare providers. This lack of integration can lead to inefficiencies, misdiagnoses, and gaps in continuity of care, ultimately affecting patient outcomes. Additionally, concerns around data privacy and security complicate interoperability efforts. Healthcare organizations must balance the need for data accessibility with stringent regulatory requirements, such as GDPR and HIPAA, which impose restrictions on cross-institutional data sharing. Without clear policies and technical solutions, patient data remains siloed, restricting its full potential in enhancing healthcare delivery.

To address these challenges, policymakers and technology developers should prioritize the development of standardized data exchange protocols, improved interoperability frameworks, and secure, scalable digital health infrastructures. Future research should explore best practices for achieving interoperability and investigate patient-centered solutions that enhance data fluidity while preserving privacy and security.



4.2 Practical implications for digital health technology development and policy

The findings highlight the need for digital health technologies to be adaptable to diverse geographic and demographic contexts. Studies predominantly from high-income regions may introduce biases, overlooking the challenges faced by populations in LMICs or rural areas. For technology development, solutions must be tailored to varying infrastructures, with low-cost, accessible options for underserved regions. Policy should focus on promoting equitable access, supporting infrastructure improvements, and enhancing digital literacy, particularly in low-resource areas. Acknowledging these biases is crucial, and future research should include more diverse study populations to ensure that findings are applicable globally.



4.3 Considerations for low- and middle-income countries

As most studies in this review are from the USA and Europe, the findings may not be directly applicable to low- and middle-income countries (LMICs) due to differences in healthcare infrastructure, technological access, and resources. In LMICs, barriers such as limited internet access, lower digital literacy, and healthcare system challenges could impact the adoption and effectiveness of digital health tools. However, digital health technologies also offer opportunities to address unique challenges in these regions, such as improving access to care in remote areas and providing cost-effective solutions. Future research should focus on adapting these technologies to LMIC contexts and evaluating their impact on healthcare delivery in these settings.



4.4 Impact of digital health technology on health outcomes

Several studies included in this review highlight the impact of digital health technologies on health outcomes. Evidence suggests that mobile health apps, telemedicine, and electronic health records contribute to improved disease management, enhanced patient engagement, and better clinical outcomes. For instance, remote monitoring and telehealth services have been shown to enhance the management of chronic conditions such as diabetes, cardiovascular diseases, and mental health disorders by enabling continuous tracking and real-time patient-provider interactions.

Digital interventions facilitate timely medical advice, reducing hospital readmissions and improving adherence to treatment plans. Additionally, mobile health applications empower patients by increasing self-management capabilities, promoting health literacy, and encouraging lifestyle modifications that lead to better long-term health outcomes.

Despite these benefits, some studies highlight concerns related to disparities in access, usability issues, and data security risks, which may hinder the widespread adoption of digital health solutions. Ensuring equitable access and addressing digital literacy challenges remain critical factors in maximizing the potential of digital health technology to improve patient outcomes. Future research should further explore region-specific implications, particularly in low- and middle-income countries, to understand the broader impact of digital health tools on healthcare delivery and patient well-being.



4.5 Regulatory, quality, and certification considerations for digital health technologies

Given the increasing reliance on digital health technologies, ensuring their quality, safety, and efficacy is crucial to fostering trust among users. Digital health technologies, including medical devices and digital therapeutics, require robust regulatory frameworks to ensure compliance with safety standards and clinical effectiveness.

Several regulatory bodies, such as the U.S. Food and Drug Administration (FDA), the European Medicines Agency (EMA), and national health authorities, oversee the approval and certification of digital health technologies. These regulations focus on aspects such as data security, clinical validation, software reliability, and interoperability with existing healthcare systems.

Quality certification mechanisms, such as the Digital Health Certification by the International Organization for Standardization (ISO) and the Health IT Certification Program, establish best practices for ensuring the safety and effectiveness of digital health applications. Implementing standardized regulatory pathways can help mitigate risks associated with data privacy, cybersecurity threats, and disparities in access, ultimately enhancing patient confidence in digital health solutions.

Furthermore, increased transparency in data governance and the ethical use of patient information are essential for maintaining public trust. Future advancements in regulatory policies should focus on balancing innovation with rigorous safety assessments, ensuring that digital health technologies contribute positively to healthcare outcomes while safeguarding patient rights and security.



4.6 Consideration of rapid technological development

The meta-synthesis covers a 10-year period during which rapid advancements in digital health took place. While the review captures key trends and challenges in digital health adoption, it may not fully reflect the most recent developments, particularly in artificial intelligence (AI) and its integration into medical devices. AI-powered digital therapeutics, predictive analytics, and machine learning-driven diagnostics have gained significant momentum in recent years, presenting both opportunities and new challenges for patient care.

As AI-driven medical devices and digital solutions continue to evolve, future research should focus on assessing their impact on patient outcomes, regulatory compliance, and ethical considerations. Additionally, interoperability and standardization remain critical issues as AI-based solutions require seamless integration with existing healthcare infrastructures. Addressing these emerging developments will be essential in ensuring that digital health technologies remain both effective and trustworthy in modern healthcare ecosystems.

There is no doubt that digital health technology has transformed the healthcare landscape, enhancing patients' empowerment; however, it is crucial to consider the identified gaps and challenges in technology use as perceived by its users, especially with regard to the disruption of human rights. The issues reported highlight the possible intensification of social health inequalities, the exploitation and commodification of personal health information, the decrease in patient autonomy, the doubted value of patient-generated data due to potential increased subjectivity, the dehumanization/distortion of the patient-doctor relationship, and the addiction to technology.



4.7 Addressing dehumanization in the patient-doctor relationship

Digital health technologies, while beneficial, may inadvertently reduce the human connection in healthcare by stripping away non-verbal cues and emotional engagement. This can lead to feelings of alienation for patients. However, when designed thoughtfully, these technologies can complement, rather than replace, human interactions. Video consultations, for example, preserve face-to-face communication and enhance empathy, while digital tools like EHRs can reduce administrative tasks, allowing more time for patient interaction. Studies have shown that digital platforms, when used correctly, can improve communication and patient satisfaction. For instance, research by Madanian et al. (46) highlights how digital tools empower patients and improve engagement. Similarly, Polus et al. (47) found that digital health interventions in chronic care led to better outcomes through more frequent, meaningful interactions. Designing digital health technologies with a focus on user-centered care and supporting, not replacing, human interactions can enhance compassionate healthcare delivery.

Based on the results of this meta-synthesis, the issues highlighted here need to be discussed among all stakeholders and included in the development of relevant digital technologies, which is in agreement with Shaw and Donia's (48) suggested socio-technical system, focusing on social justice for the communities implicated in the development and distribution of digital health technology with the aim of creating a better world for all. Therefore, we propose that a bioethics model for ethically aligned technology acceptance under the scope of human rights is necessary for the digital healthcare ecosystem, satisfying the ethical principles of autonomy, privacy, and equality.



4.8 Ethical frameworks for digital health development

To guide the future development of digital health technologies, it is essential to adopt ethical frameworks that address human rights and the challenges identified in this study.

Key considerations include:


	1.Human Rights-Based Approach: Technologies must uphold patient rights, such as privacy, informed consent, and equitable access. Safeguards should be in place to prevent misuse of data and protect vulnerable populations.

	2.Informed Consent and Autonomy: Ethical frameworks must ensure that patients fully understand how their data is used and have the right to control their participation in digital health tools.

	3.Equity and Access: Digital health tools should be accessible to all, particularly underserved groups, with features that bridge the digital divide, such as multilingual support and compatibility with low-cost devices.

	4.Human Interaction and Empathy: Ethical guidelines should prioritize maintaining human connection in care. Technology should support, not replace, empathetic communication between patients and providers.

	5.Data Protection and Security: Robust data protection measures are essential to maintain trust in digital health solutions. Ethical frameworks must ensure that patient data is securely managed and protected from breaches.



By applying these ethical principles, developers, healthcare providers, and policymakers can create digital health technologies that respect patient rights and enhance healthcare quality.




5 Limitations

It is important to note some limitations associated with our study. Most of the included papers originated from the USA and Europe, thus making generalization difficult. This geographical bias restricts the global applicability of our findings, as healthcare systems, cultural attitudes, and technological infrastructures vary significantly across regions. Consequently, insights from non-Western contexts, where different economic, systemic, and cultural factors influence digital health adoption, remain underrepresented. Future research should actively seek to include studies from diverse geographic settings to provide a more comprehensive and globally relevant understanding of digital health challenges and opportunities. Furthermore, language restrictions were used in the search strategy, thus limiting the included publications to those in English. This may have excluded valuable research published in other languages, particularly from regions where English is not the primary language of academic publication. Although we searched the 3 most relevant databases on this topic, we cannot rule out the possibility that including additional databases might have yielded additional relevant publications. We included only published studies and not unpublished or gray literature, which may have resulted in missing some relevant unpublished data. However, we decided to synthesize only published studies as a basic quality indicator of the included data. Only 12 of the 28 included papers were original reports (and of various methodologies), while 14 were reviews (4 of which were systematic), allowing for the possibility of additional relevant gaps and challenges not being reported in the literature due to lack of original studies on the topic. What is more, it is possible that some bioethics and sociological literature on patient use of digital health tools has not been captured by our search terms. This could most likely be due to differences in the terminology used. However, even though it is possible that individual issues may have been overlooked, it is unlikely that they would fall outside of the three final pillars/problem dimensions.

Finally, another limitation is the manuscript's heavy focus on barriers and gaps, which, while important, risks creating an overly critical narrative. However, several successful implementations of digital health technologies demonstrate how these challenges can be overcome. For example, Estonia's national health information system has effectively integrated electronic health records (EHRs) to enhance patient access and interoperability, ensuring seamless data exchange while maintaining robust privacy protections (49). Similarly, the UK's NHS digital transformation initiatives, such as the NHS App, have successfully facilitated patient engagement, appointment scheduling, and digital prescriptions, improving accessibility and efficiency (50). Furthermore, initiatives like Rwanda's Babyl digital health platform have shown how telemedicine can address healthcare access challenges in resource-limited settings (51). Highlighting such best practices provides a more balanced and constructive perspective on digital health adoption.



6 Conclusion

Digital health technology has the potential to revolutionize healthcare delivery and provide better care to everyone. Digitally enhanced patient empowerment can increase patient independence. Nonetheless, relevant gaps and challenges in technology use by its intended users need to be considered, especially issues pertaining to human rights, as highlighted by our findings. In this context, it is crucial to note that all three identified pillars contain issues that can be traced to a disruption of human rights, with issues of trust remaining a major concern. An analysis of the above leads to issues related to the intensification of social health inequalities, the exploitation and commodification of personal health information, a decrease in patient autonomy, the doubted value of patient-generated data due to potential increased subjectivity, the dehumanization/distortion of the patient-doctor relationship, and addiction to technology. Such issues need to be discussed among all stakeholders and included in the development of relevant digital technologies. Therefore, we propose that a bioethics model for ethically aligned technology acceptance under the scope of human rights is necessary in the digital healthcare ecosystem. Such a model would include issues of autonomy, privacy, and equality, as highlighted in the present meta-synthesis.

Based on the identified gaps and challenges, providing concise recommendations for stakeholders is crucial. To enhance the impact of this research, we recommend the following actions for key stakeholder groups:

Policy Makers:


	•Regulate and Support: Establish clear regulations for integrating digital health technologies while preserving human interactions. Promote funding for research on the long-term effects of digital health.

	•Promote Digital Literacy: Support initiatives to improve digital literacy for both healthcare providers and patients, especially among underserved groups.



Healthcare Institutions:


	•Train Providers: Offer ongoing training for healthcare providers on using digital tools in ways that enhance empathy and communication.

	•Adopt Patient-Centered Technologies: Prioritize technologies that improve patient care while maintaining human connection.

	•Encourage Collaboration: Foster collaborative care models that integrate digital health tools into multidisciplinary teams.



Technological Developers:


	•Design User-Friendly Tools: Focus on creating intuitive, accessible digital solutions that complement human interaction, including video consultations and real-time communication.

	•Ensure Privacy and Security: Prioritize data protection and security to maintain trust in digital health tools.

	•Promote Interoperability: Ensure seamless integration with existing healthcare systems to support smooth transitions and continuity of care.



By addressing these areas, stakeholders can help ensure that digital health technologies enhance both the efficiency and humanity of healthcare delivery.
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