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Objectives: This scoping review explores the existing literature on the interoperability of telemonitoring systems in cross-border healthcare settings. It focuses on identifying technical standards, enablers, and barriers to effective telemonitoring data exchange across healthcare systems and geographies.



Methods: A systematic search was conducted across databases (MEDLINE, PubMed, ISI Web of Knowledge, DBLP, and Scopus) from January 2000 to May 2023, using keywords such as “telemonitoring”, “interoperability”, “technical standards”, and “cross-border data exchange”. Eligibility criteria included peer-reviewed studies examining the interoperability of telemonitoring systems across healthcare providers and cross-border settings. A total of 861 studies were identified, and 25 met the inclusion criteria.



Results: The review identified diverse technical standards, including HL7 FHIR, ISO/IEEE 11073, and IHE profiles, used in telemonitoring systems. However, significant gaps were found in the literature regarding the operational challenges of telemonitoring systems, particularly in cross-border contexts. Many studies focused on technical aspects, with fewer addressing organizational and legal issues. Data transport types, such as Bluetooth and REST APIs, were mentioned, but no common standard for data exchange between devices was identified.



Discussion: The findings highlight the need for further research on the deployment of telemonitoring systems, particularly in cross-border contexts. The lack of harmonization in technical standards poses a barrier to achieving seamless interoperability. The review calls for the development of a robust framework to support telemonitoring integration across healthcare systems.



Conclusions: While telemonitoring shows promise in improving healthcare delivery, significant interoperability challenges remain. Developing common standards at the European level is essential to enhance cross-border telemonitoring services and patient care.
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Introduction

Telemonitoring, which involves the remote monitoring of patients’ health data via digital devices, has become an integral part of modern healthcare systems, revolutionizing the way patient care is delivered and managed (1–3). Telemonitoring enables continuous, real-time tracking of patients’ physiological parameters. It offers numerous benefits. These include cost-effective delivery of healthcare, reduced need for face-to-face consultations and clinic visits, enhanced quality of care, and improved patient self-management and compliance (4–8). This approach not only alleviates the burden on healthcare systems, but also empowers patients to take an active role in managing their health.

Telemonitoring solutions have become particularly important due to several critical factors. The rapid expansion of the aging population necessitates ongoing healthcare support and regular health assessments (9). Concurrently, the increasing prevalence of chronic diseases requires continuous monitoring and management for affected individuals (10). Furthermore, the rise in healthcare costs emphasizes the need for cost-effective solutions that can reduce the frequency of in-person consultations and hospital admissions (9). Telemonitoring addresses these needs by providing real-time health data, and facilitating timely interventions, thus improving overall patient outcomes.

One significant issue with the effective implementation and benefits of telemonitoring is the challenge posed by interoperability and cross-border exchange. This is particularly relevant for Europe considering the free movement of individuals within the European Union. All EU citizens and their family members have the right to move and reside freely within the EU. This is a fundamental right established by Article 21 of the Treaty on the Functioning of the European Union and Article 45 of the EU Charter of Fundamental Rights (11, 12).

However, addressing interoperability and cross-border exchange is not only critical for supporting the mobility of individuals but also for improving healthcare outcomes globally, as many countries face similar challenges in ensuring seamless healthcare data exchange. Ensuring that telemonitoring systems can seamlessly share and interpret data across different healthcare providers and countries is essential to maintain continuity of care and enhance healthcare delivery (13, 14).

According to the Healthcare Information and Management Systems Society (HIMSS), interoperability is defined as the capability of various information systems, devices, and applications to access, exchange, integrate, and collaboratively utilize data efficiently. This has to occur in a coordinated manner both within and across organizational, regional, and national boundaries. The goal is to ensure the timely and seamless transfer of information, ultimately optimizing the health outcomes for individuals and populations worldwide (15). Interoperability issues can significantly limit or compromise the seamless exchange of health data between different telemonitoring systems, healthcare providers, and countries. Although achieving interoperability is technically feasible for most providers, various technological, organizational, and environmental factors can impede its implementation (16). This is due to interoperability being a matter affecting a wide range of stakeholders including the public, health professionals, and the private sector (17). Addressing these challenges is crucial to ensure the effective integration of telemonitoring solutions across diverse healthcare settings. This allows to optimizing patient care and enhancing healthcare delivery on a broader scale. Indeed, in a recent review, a key regulatory consideration and policy implication highlighted was the development of standardized telemedicine practices on a global scale to facilitate cross-broader telehealth (18).

Importantly, the use of technical standards is essential to ensure that diverse devices and applications used for telemonitoring can communicate seamlessly (19) across different health systems in the EU, as previously highlighted by the European Commission in a call for the harmonization of medical device standards (20). Without standardized protocols, health data captured by telemonitoring devices may not be consistently readable or usable when shared across borders, impeding the continuity of care. Standards for device-to-device interoperability are essential here (19), as they ensure that data generated by various telemonitoring devices can be effectively communicated and processed.

The eHealth ecosystem at European level aims to facilitate safe and efficient cross-border exchange of data for healthcare and research purposes, proposing the European Electronic Health Record Exchange format (EEHRxF) as an EU-wide standard (21). The HL7 FHIR standard is one of the standards recommended by the eHealth Network for this purpose. (22) The European Health Data Space (EHDS) and the European Electronic Health Record Exchange Format (EEHRxF) aim to address these needs by establishing frameworks that facilitate both the direct communication between devices and the standardized structuring of this information within EHRs (21, 22). These initiatives are crucial in overcoming the technical and semantic challenges that currently limit cross-border telemedicine, paving the way for a more cohesive and reliable healthcare experience for patients and providers across the EU. By elaborating on these points, we emphasize that standards are not merely a technical requirement but a foundational need for secure, efficient, and continuous healthcare across the EU.

The principal aim of this scoping review is to map the existing literature on the interoperability of cross-border telemonitoring services with a focus on technical standards and interoperability issues. Taking such action had previously been called for (23). This review seeks to provide a comprehensive understanding of the current landscape. It aims to identify and analyse the enablers and barriers to effective data exchange and integration across different healthcare systems and geographical boundaries. This knowledge will support the development of strategies to overcome interoperability challenges, ensuring seamless, efficient, and patient-centred telemonitoring solutions. Ultimately, the insights gained from this review will inform future research and policy efforts aimed at optimizing telemonitoring services to enhance healthcare delivery and patient outcomes globally.

The main research questions were: (1) What evidence of using interoperable telemonitoring solutions exist and what is its impact on patient care? (2) Which standards or communication protocols between different telemonitoring solutions? (3) Which interoperability frameworks current exists that supports the deploy or understanding on a multi-dimensional level, the implementation of telemonitoring solutions? Thus, our specific objective was to summarize the results of previous studies that focused on technical artifacts or specifications, architecture, standards or guidelines for telemonitoring solutions.



Methods

This scoping review was performed according to Preferred Reporting Items for Systematic Reviews and Meta-Analyses extension for Scoping Reviews (PRISMA-ScR) statement (24).


Search strategy

A literature search was conducted from January 2000 to May 2023 in the following databases: MEDLINE, PubMed, ISI Web of Knowledge, DBLP and Scopus. The following keywords and Medical Subject Headings (MeSH) terms were used:


	•Technical standards OR Architecture AND telemonitoring;

	•Telemonitoring AND Technical standards OR Telemonitoring AND Architecture;

	•Telemonitoring AND standards AND Interoperability;

	•Telemonitoring AND FHIR AND Interoperability;

	•Telemonitoring AND FHIR AND Interoperability OR telemonitoring data sharing architecture;

	•Telemonitoring AND cross country.





Eligibility criteria

Inclusion criteria were full-text research articles written in all languages, with English and Portuguese articles read by the author. Articles in other languages were translated as needed. The articles had to be published in peer-reviewed journals and assess telemonitoring solutions, specifically in cross-border settings and cross-organizations. They needed to focus on the benefits, use, and impact of interoperable telemonitoring solutions. They should have different providers or systems, examine technical artifacts or specifications, IT architectures, technical standards or guidelines for telemonitoring solutions, and evaluate the impact and benefits of using telemonitoring solutions based on a common technical framework or international standards. The studies also had to address the enablers and barriers of using telemonitoring solutions in continuous monitoring, non-continuous monitoring, and home care monitoring.

Studies were excluded if they (1) assessed only the benefits of EHRs in general (i.e., did not focus on mobile health records), or (2) assessed the use of telemonitoring solutions in areas not related to healthcare.



Study selection

Articles were identified through database searches. To identify additional publications, reference lists of identified studies and relevant reviews were manually checked. After duplicates were removed, titles and abstracts resulting from application of the first author search strategy were reviewed for eligibility by a single reviewer according to the eligibility criteria. Uncertainty and doubts were discussed with a third researcher, and a consensus was reached. Potentially relevant studies were identified, and the full texts were obtained. These studies were reviewed and selected for final inclusion according to inclusion and exclusion criteria for full-text review by the first author.

A total of 861 studies were identified from all databases and search methods. After full text-review a total of 25 studies met all criteria and were considered for this review (see Figure 1; Table 1).
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FIGURE 1
Flowchart of study selection.



TABLE 1 Reasons of the exclusion criteria.
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In Table 1, we present the main reasons for the exclusion of the 39 articles. It is important to note that some articles were excluded based on multiple criteria.



Data extraction and synthesis

Relevant data was extracted from each included article on the following parameters: country of origin, year, and type of study. Also, a narrative synthesis was conducted, organized according to technical domain (see Figure 2).


[image: Figure 2]
FIGURE 2
Technical domain for narrative synthesis.





Results


Study characteristics

The studies included were published between 2005 and 2022, with an increasing number of publications since 2014. Most studies were conducted in Italy (n = 5; 20%) and Spain (n = 5; 20%), but there was a wide variety of other locations (Austria, Belgium, China, France, Germany, Romania, Panama, and the United Kingdom).

In terms of study methodologies, the majority were observational (n = 23, 92%), with 13 focusing on conceptual development (52%), 6 on design and implementation (24%), 4 on evaluation and assessment (16%), and 2 on reviews and analyses (8%). Most of the articles did not specify the sample (64%), whilst 9 studies were conducted with specific patient groups (e.g., focusing on chronic diseases, cardiac diseases, COPD, and Parkinson's, mostly in elderly populations).

The main focus was on technical aspects of interoperability for telemonitoring solutions according to the Refined eHealth European Interoperability Framework (ReEIF) (25). With 25 of the studies reporting on technical aspects, the included papers also recounted information related to Legal aspects (2 studies), organizational aspects (16 studies), semantic aspects (9 studies). Detailed article characteristics can be found as Supplementary Material.



Technical areas of intervention

To analyse the results, we organised them into four technical areas: Data and communication standards, ICT framework and architectures, Interoperability standards, Transport types. This categorisation was inspired by the “Defining an Open Platform” documentation from Apperta Foundation1 and the OSI Model2. While these technical areas are mapped to their primary OSI layers in Table 2. We acknowledge that many standards span multiple layers rather than being confined strictly to a single OSI level. Our categorisation reflects the primary impact areas of each technical area, while allowing for flexibility across multiple layers depending on the specific role and application of each standard.


TABLE 2 Technical areas relation to OSI model.
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An overview of the analysis is provided with further details as Supplementary Material.



Data and communication standards

Various standards used in telemonitoring solutions were identified. HL7 standards, including HL7 FHIR 3and CDA4, were referenced in 8 studies. ISO/IEEE 11073 5standards for device communication appeared in 9 studies. REST API or REST APIs FHIR based were noted in 4 studies, while XML6 was referenced in 5 studies. IT infrastructure from IHE7 was mentioned in 1 study. Additionally, 3 studies referred to other standards without a specific standard.



ICT framework and architectures

The analysis identified diverse standards and frameworks used in telemonitoring solutions. HL7 standards, including FHIR and CDA, were referenced in 8 studies, while ISO/IEEE 11073 standards appeared in 9 studies. REST APIs, particularly FHIR-based, were mentioned in 4 studies, with XML referenced in 5 studies. IT infrastructure from IHE was noted in 1 study, with the IHE Profile Framework specifically referred to in 6 studies. The Continua Alliance framework was mentioned in 1 study, conceptual frameworks with RESTful services in 4 studies, and SOA or XML frameworks in 4 studies. Additionally, 3 studies referred to other standards without a specific partner, and 11 studies mentioned other frameworks without specific standardization.



Interoperability standards

The analysis identified several studies focusing on various IT infrastructure and interoperability standards used in telemonitoring solutions. Studies referring to IT infrastructure from IHE, including HL7 standards, totalled 10. ISO/IEEE 11073/IEEE 1073 standards were referenced in 11 studies. RestAPI or REST APIs FHIR-based methods were mentioned in 2 studies, while the Continua Framework was noted in 1 study. Additionally, 6 studies utilized other interoperability methods that were non-standard.



Transport types

In terms transport types used, the analysis identified various transport types used in telemonitoring solutions. Bluetooth, RFID, and ZigBee were referenced in 10 studies. RestAPI or REST APIs FHIR-based methods, along with JSON in FHIR resources, were mentioned in 3 studies. SOP, XML, and similar standards appeared in 4 studies, while 8 studies did not specify the transport types used.




Discussion

The results of this review revealed a scarcity of technical articles, indicating a significant gap in the literature regarding the detailed technical implementation and operational challenges of telemonitoring systems. This rejoins previous findings (26). Specifically, there is a notable lack of in-depth studies on the deployment and integration of telemonitoring solutions, device-to-device communication protocols, and the practical aspects of achieving seamless interoperability. This gap underscores the need for more comprehensive research focused on the technical aspects, including the configuration of device communication standards like ISO/IEEE 11073 and the integration of these devices with healthcare IT infrastructures using standards such as HL7 FHIR or defined technical workflow based on IHE profiles. Enhanced technical documentation and research can facilitate better understanding, replication, and improvement of telemonitoring solutions, particularly in a cross-border context.

The review indicated some alignment in the use of ISO/IEEE 11073 standards, highlighting their importance in promoting interoperability between devices in telemonitoring systems. These standards are crucial as they ensure that devices from various manufacturers can communicate effectively with each other and with healthcare providers’ EHR systems, enabling value-based care (27). The ISO/IEEE 11073 standards include protocols for real-time data exchange, device plug-and-play interoperability, and standardized data formats, which are essential for seamless integration (26). However, while these standards enable effective local data transmission, their scope is primarily to near-field device communication and does not directly address the broader requirements of cross-border interoperability.

This interoperability is vital for cross-border healthcare, where devices and systems from different regions need to work together without compatibility issues. By adopting ISO/IEEE 11073 standards, healthcare providers can ensure reliable and efficient telemonitoring, ultimately enhancing patient care across different countries. The use of such standard as a common standard for devices interoperability or communication seems and early adopter to be tested and upscaled as generic standards, but as well on cross-border context. While there is some indication of the use of IT infrastructure from the Integrating the Healthcare Enterprise (IHE), including HL7 standards, for telemonitoring purposes, the evidence remains limited and suggests that adoption is still in its early stages. Several studies have shown that these infrastructures are adapted for specific telemonitoring needs (29–33). For instance, HL7 FHIR is used for exchanging healthcare information electronically, providing a robust framework for integrating telemonitoring data with EHR systems. However, the adaptation of these standards often involves customizing profiles to fit specific telemonitoring requirements, such as remote patient monitoring and chronic disease management (28). This adaptability highlights the flexibility of these standards but also emphasizes the need for standardized profiles that cater to telemonitoring in cross-border scenarios.

Despite some popularity for certain franchises, the review identified a lack of common standards for data exchange between devices and EHR systems. Bridging this gap is essential to ensure that data is accessible to patients, researchers, and healthcare providers using a common standard or method. Enhancing interoperability at this level will improve data accessibility and utility, facilitating better patient care and more effective research. The implementation rules and guidelines to be used as baseline for any implementation at European Level, both for cross-border exchange and for country-level report sharing could be based on HL7 FHIR standard, as ongoing harmonization efforts already adopt it for this purpose (22). As the EEHRxF is proposed as an EU standard for healthcare, further exploration by research appears essential to validate or invalidate this.

The review revealed a lack of evidence regarding the use of standards in a cross-border context, with only three studies reflecting on data exchange between different entities. Although these standards theoretically apply to cross-border scenarios, additional aspects defined by the ReEIF need to be addressed (25). Furthermore, 15 studies identified the need to exchange data between different applications and IT providers, highlighting the necessity for further research and development in cross-border interoperability.

Both findings of a variety of different approaches to interoperability and of scarce evidence of interoperability point to the same suggestion: there is the need for a more robust framework around telemonitoring (34). In Europe, the European Health Data Space regulation was adopted in April 2024 and serves as a flagship effort for empowering eHealth (35). In forward-looking countries, telemonitoring is already being included in efforts to implement EHDS requirements (36). Telemedicine is mentioned in different provisions (Recitals 21/22, Article 13), and appears to be one of the next domains to be included in the EHDS (37). Including telemonitoring as one facet of telemedicine in the EHDS through additional implementation acts can help bridge the gaps identified in this research, namely the lack of harmonization and evidence of telemonitoring interoperability services.

It is important to recognize that although the technical aspects of telemonitoring interoperability are fundamental to ensuring seamless data exchange across systems, which is essential for effective telemonitoring in cross-border settings, legal frameworks provide the necessary safeguards for data privacy, security, and patient rights, while organizational structures ensure that policies are effectively implemented and that stakeholders are aligned. Future research should aim to explore these legal and organizational dimensions in greater depth, as addressing these challenges is crucial for achieving comprehensive and equitable healthcare integration across borders.

Overall, the results of this review should be interpreted with caution. One limitation was the use of a single examiner for the preliminary evaluation, which may introduce potential bias; however, other reviewers were consulted in cases of doubt or discussion to ensure balanced and objective assessments. Future studies could benefit from employing a dual-reviewer approach to further enhance the reliability of the evaluation process.



Conclusions

This scoping review highlighted the diverse range of standards and frameworks utilized in telemonitoring solutions, ranging from ISO/IEEE 11073 to HL7 FHIR standards and IHE profiles, emphasizing the varying approaches to achieving interoperability and effective data communication in healthcare. Additionally, this review uncovered the lack of evidence of use of standards, thus the need for further research to understand how telemonitoring solutions can leverage new healthcare standards to enhance interoperability and accelerate the transition from conceptual studies to practical applications.

Thus, it is essential for healthcare practitioners and policy makers to adopt and promote standardized frameworks for data exchange. Implementing recognized interoperability standards, such as HL7, IHE profiles, and ISO/IEEE protocols, can facilitate secure, efficient, and scalable telemonitoring systems. Policy makers should support initiatives that establish legal and regulatory frameworks for cross-border data sharing, while healthcare organizations should invest in interoperable technologies and staff training. Working towards a robust framework is needed to support practice and research. Internationally funded efforts such as X-eHealth, XpanDH, xShare, or Xt-EHR projects are crucial to foster harmonization. Furthermore, including telemonitoring into legislative frameworks could be pivotal for interoperability developments. In this line of work, it is crucial to establish common standards at the European level to enhance the interoperability of telemonitoring solutions. These standards will enable the healthcare domain to effectively leverage telemedicine technologies, accelerating the transition from conceptual studies to practical applications across Europe.

Future research should continue to explore not only technical solutions but also the legal and organizational enablers of interoperability, ensuring that healthcare systems are well-prepared to deliver integrated care across borders. By incorporating these recommendations, healthcare systems can enhance patient care, improve resource utilization, and foster greater collaboration at both national and international levels.
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