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Electronic health records (EHRs) have emerged as resources for both the identification of adverse drug events (ADEs) and general population health surveillance, however questions remain around how best to utilize EHR data for drug safety signal identification. While the majority of signal identification research has utilized spontaneous reports and health insurance claims, these data also have limitations. Pharmacovigilance approaches combining EHR data with other data sources have the potential to address many of the shortcomings of individual sources. This mini-review seeks to provide an overview of some of the recent research leveraging EHR data in combination with spontaneous reports, claims data, and other pharmacovigilance data sources for drug safety signal identification. Studies have shown that combining EHR data with these and other sources is often beneficial compared to the use of a single source alone, however the synergism or friction introduced is insufficiently explored in current literature. Our review explores how EHR data benefits signal identification when used in combination with other sources, what methods have been applied, and what considerations have previously been noted. Finally, we identify gaps in current research and highlight important considerations for future work using multiple real world data sources for drug safety surveillance.
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1 INTRODUCTION
Electronic health records (EHRs) have emerged as resources for both the identification of adverse drug events (ADEs) and general population health surveillance (Desai et al., 2021). However, as we have shown in previous work, questions remain around how best to utilize EHR data for drug safety signal identification, particularly with regards to 1) challenges in leveraging multiple data domains in the EHR in concert, 2) challenges in appropriately merging EHR and non-EHR data sources together, and 3) methods for effectively analyzing data under these different data collection strategies (Davis et al., 2023).
Signal identification studies using EHR data alone have largely focused on a limited set of data domains, such as structured diagnosis codes, laboratory results, or free-text clinical notes. Most studies have not combined these EHR domains together, or explored other components within EHRs (Davis et al., 2023). And despite these rich data, the extent to which studies adjust for confounding variables has been limited and inconsistent. Consequently, discovered ADE signals may fluctuate in strength of evidence and validity.
While the use of EHR data for safety signal identification is promising, the majority of signal identification research has utilized spontaneous reporting systems (SRS) and health insurance claims data (Lucas et al., 2022). Spontaneous reports have long served as the primary vehicle for post-market drug safety signal identification. Available in SRS such as the FDA Adverse Event Reporting System (FAERS) and the European Medicines Agency’s EudraVigilance, spontaneous reports detail suspected adverse events related to drugs, biologics, and other medicinal products (Postigo et al., 2018; Center for Drug Evaluation and Research, 2019). SRS are particularly useful for detecting unexpected and unknown adverse events where the occurrence would be expected to be zero or near zero (Pal et al., 2013).
Over the last decade, health insurance claims data, such as that available through the FDA Sentinel System, have served as another primary data source for safety surveillance (Huang et al., 2014). The use of claims data addresses many of the shortcomings of SRS, by allowing ascertainment of cohorts of patients, longitudinal patient conditions, diagnostics, and treatments over time. These distinctly different data sources in turn support a different family of methods to adjust for patient clinical states.
There are also emerging novel data sources that are being explored for their relevance in drug safety surveillance, such as social media databases (Lee et al., 2021), internet search trends (White et al., 2014), and patient reported outcomes (Habib et al., 2021). These data sources represent distinctly different adverse effect information and may provide useful data such as the subjective experience of patients in their own words. Studies using these unconventional data sources have been able to duplicate known signals, however relatively few studies exist compared to those utilizing traditional data.
While each of these data sources have advantages, they also each have significant challenges. For example, SRS suffer from a number of well-known limitations, such as the passive nature of their surveillance (reporters must suspect an association between a medication and outcome and then make the effort to report it), chronic under-reporting, and a lack of linked longitudinal patient information which limits the ability to control for confounding effects (Hazell and Shakir, 2006; Palleria et al., 2013). Claims data are limited by a narrow range of data domains, lacking laboratory test data, radiology data, and clinical text. Social media are limited by challenges in parsing unstructured and nonmedical reporting of symptoms and events into data representations amenable to surveillance (Rees et al., 2018). In addition, linking social media data to more traditional medical data sources is particularly difficult.
Lastly, EHR data also have limitations, being noisier and more variable in data collection practices. Compared to SRS, however, the EHR adds robust, longitudinal data with the potential to better control for confounders, as well as a better representation of prevalence in a population. Compared to claims data, the EHR adds more detailed and nuanced patient information in the form of vital signs, laboratory results, and unstructured clinical text, describing details that may not be captured in structured codes.
Pharmacovigilance approaches combining these other data sources with EHR data have the potential to address the shortcomings of individual sources. This review seeks to provide an overview of some of the recent research leveraging EHR data in combination with other data sources for drug safety signal identification. As there are limited examples of such research, we also highlight research gaps and potential future directions in this field. Our overall objective is to discuss how these data sources have been used together in the past to further elucidate how they can best complement one another to improve drug safety surveillance in the future.
2 USAGE OF EHRS WITH DISPARATE DATA SOURCES FOR SIGNAL IDENTIFICATION
We conducted a scoping review to understand the current state of postmarketing medication surveillance efforts using EHR data in combination with disparate data sources. Using a search methodology previously developed to identify studies using EHR for signal identification (Davis et al., 2023), we searched for citations encompassing each of three relevant domains -- pharmacovigilance biomedical research, analytic methods used for signal identification, and EHR-based data resources (search queries in Supplemental Materials). We revised this search methodology with additional eligibility criteria to focus on the use of EHR alongside non-EHR data and updated the search results with relevant publications in MEDLINE and EmBase indexed through 20 March 2024. Studies were eligible for inclusion in this review if they 1) reported original research; 2) conducted analyses to identify excess adverse outcomes associated with a medication regardless of whether a link between the medication and outcome were noted at the time of the event; and 3) analyzed both patient-level EHR data and data from at least one other source. From our prior review, 15 studies were eligible; our updated search found 196 additional studies, 21 of which were retained after initial abstract screening, and 2 of which passed full text review. Combing the original and updated search, data was extracted from a total of 17 studies (see Figure 1).
[image: Figure 1]FIGURE 1 | PRISMA Flow Diagram of search results.
We note that a key limitation of our search strategy was that it required mentions of EHR data specifically, as well as another separate source. Results therefore did not necessarily include studies in which data were previously integrated (i.e., linked on the patient or visit level). For example, integrated care organizations, such as Kaiser Permanente in the United States or public health services in many countries, integrate health insurance with medical services. Similarly, commercial resources, such as those provided by TriNetX, combine data sourced from EHRs and insurance claims into a single database (TriNetX, 2024). Despite data from these institutions including longitudinal claims and detailed EHR data, few of these studies classified themselves as clearly using EHR data in either titles or abstracts. For this reason, few studies utilizing claims data linked to EHR data were identified here.
An overview of included studies is presented in Table 1. Spontaneous reporting system data was the non-EHR data source in 16 of the 17 studies. Two studies considered claims data. Most studies included minimal or no control for confounding and applied variations of disproportionality analysis (DPA). We classified the analytic pipelines used to integrate information across data sources into three categories: comparative, parallel, or sequential (see Figure 2). In seven studies, comparative analyses of EHR data and the alternative data source were used for evaluation purposes only rather than to enhance information and insight across data sources. Four studies conducted parallel analyses in the EHR and alternative data source, combining signals identified in each or conducting meta-analyses to integrate separate findings. Six studies developed a sequential pipeline in which the results of signal detection in one data source informed the ADEs assessed in the other. With one exception (Shin et al., 2021), these studies first evaluated spontaneous reports and used EHR data to confirm the ADE signals. Overall, studies found no single source consistently provided the best evidence for ADE signal identification, highlighting the potential utility of considering multiple sources of information.
TABLE 1 | Details of included studies.
[image: Table 1][image: Figure 2]FIGURE 2 | Analytic pipelines for signal detection in disparate data sources.
Several studies noted important considerations when using both EHR and spontaneous reporting data for observational postmarketing surveillance. First, the timing of analyses and public concern over ADEs influences data collection in both EHR and spontaneous reporting data, with implications for the ability to detect signals. For example, while several studies found that ADEs could be found in EHR data earlier than in spontaneous reports, the issuing of public warnings or publications of studies reporting suspected ADEs impact the data available in each source (Iyer et al., 2014; Patadia et al., 2018; Yu et al., 2020). After awareness of a suspected ADE, more spontaneous reports may be submitted even for events occurring before the warning and the drug-event pair of interest may be less commonly observed in EHR data as fewer patients at risk may be treated with the drug (Patadia et al., 2015). As a consequence, while ADE signals may be easier to identify in EHR data prior to the warning, afterward the same ADE signals may become harder to identify in EHR data and easier to identify in spontaneous reports (Patadia et al., 2015; Patadia et al., 2018). A second consideration is the size of the observational EHR data and the population covered. Small EHRs and systems covering populations unlikely to receive a particular drug may not provide sufficient information for analysis (Li et al., 2015; Star et al., 2015). Finally, for more common adverse events, EHR data may be a particularly useful data source as healthcare providers and patients may be less likely to consider an association between a drug exposure and the event, making spontaneous reports unlikely to be filed (Trifirò et al., 2011; Pacurariu et al., 2015).
One unique advantage of EHRs over most other data sources is the availability of unstructured clinical documents. While these documents often contain a richer, detailed, and more nuanced view of the patient, their lack of structure requires the use of natural language processing (NLP) to extract useable information. Out of the 17 studies we reviewed, 6 utilized this unstructured text. This includes EHR data such as admission notes, discharge summaries, outpatient visits notes, radiology and pathology reports, nursing records, and inpatient progress notes; non-EHR data sources included free-text adverse event reports. Several studies utilized standard biomedical tools such as MedLEE (Harpaz et al., 2013) and Medtagger (Wang et al., 2017; Wang et al., 2018) for extracting outcomes from text, as well as MedEx and MedXN for medication extraction (Wang et al., 2017; Wang et al., 2018). Other studies employed custom scripts, regular expressions, and text searching for extracting relevant data (Harpaz et al., 2013; Iyer et al., 2014; Kim et al., 2024; Li et al., 2015). Nearly all these studies mapped extracted concepts to vocabularies within or subsets of the Unified Medical Language System (UMLS).
3 TRENDS AND QUESTIONS ARISING FROM PRIOR RESEARCH
Most studies found in our review investigated the combination of EHR data with spontaneous reports. Few identified studies combined EHR data with health insurance claims data (since those studies more often utilized integrated data sources and were not included, a limitation described above). We found no studies that combined social media data with EHR data. Combining SRS with EHR data has been shown to improve both accuracy and recall for signal identification (Harpaz et al., 2013; Wang et al., 2018). Despite this, combining two or more disparate sources is not a widespread practice and the exact benefits have not been fully explored. It is also important to emphasize that we excluded combinations of sources that did not involve the EHR, for example, spontaneous reports and claims, or spontaneous reports with social media. These areas likely also need further investigation and may benefit from independent reviews.
Different pipelines have also been explored, but not directly compared. For most studies classified as sequential (when the results from one source informed analysis of the other), the SRS was used to identify signals that were further validated in the EHR; in fewer studies, the reverse was done, wherein signals from EHR data informed analysis of spontaneous reports. Comparative studies may allow us to identify strengths and weaknesses of each approach, but it is currently unknown how different methods of directionality and/or integration of two data sources may influence the signals identified. What is known is that when integrating data sources, it is important to ensure they are comparable. For example, usage rates for a medication of interest may differ significantly between one source and another if the data is sourced from different countries or regions, or if they encompass different patient populations (Star et al., 2015).
Regarding statistical methods, most combination EHR studies used disproportionality analysis methods to identify signals. It is uncertain whether certain methods are more effective at reducing noise and identifying signals as there have been only a few studies directly comparing methods in a single data source (Park et al., 2020; Khouri et al., 2021). There remains a need for further comparison of methods to test which one may be more effective or feasible to use for signal identification in two different data sources, or when one method may be preferred over another. Importantly, there was little to no adjustment for confounding variables when combining the EHR with another data source for signal identification. The EHR can be a vast resource with significant depth and nuance, but not all EHR variables are regularly utilized. While some studies adjusted for confounding using propensity scores, age, sex, or medications, the majority described no control for confounding (see Table 1). This remains consistent with findings on the lack of confounding variables when utilizing EHR data alone (Davis et al., 2023). Selecting confounding features and appropriately adjusting for their influence may be complex and require tailored approaches (Wang et al., 2021). Further, it may be a difficult task to uniformly adjust for confounding variables across two data sources. Best practices for controlling for confounding in EHR-based signal identification warrant further research.
4 FUTURE DIRECTIONS
As with the use of EHR data alone, many signal identification methods have been applied when using combined sources. Data from EHRs may be more useful for detection of novel ADEs, but additional evaluation of methods may identify which sources are better for particular scenarios, such as with rare or severe ADEs. Further adjustment for confounding may also reduce noise in the signals and make use of the myriad types of data within the EHR. Benchmarking studies may help expand knowledge about the use of the EHRs with other data sources. Shared reference standards with detailed definitions of exposures and outcomes would allow researchers to systematically investigate the performance of different signal identification methods with different combinations of data sources, analytic pipelines, and controls for confounding features. Research should consider factors such as the rarity of the adverse event, severity of the adverse event, and reporting patterns, among other variables. Various existing reference standards may be suitable for assessing the use of combined data sources, but further study may be necessary.
Similarly, the data sources used, and the order in which they are analyzed, can also impact which signals are identified or prioritized. As described above, the utility of pharmacovigilance data is also influenced by the publication of research or warnings surrounding an ADE. Prior to suspicion surrounding an association, one data source may be better suited for identifying safety signals; after warnings are issued, another source may be more reliable. Awareness of this influence can be used to improve signal identification using the integration of multiple sources and warrants exploration of potential adjustment or changes in analytic design before and after public reporting of adverse events.
Disproportionality analysis methods were applied in most of our reviewed studies, but statistical, data mining, and machine learning methods should also be assessed for use with multiple-source approaches. Use of unstructured text data in the reviewed studies consisted primarily of concept recognition using rule-based NLP approaches. Modern techniques such as deep learning or large language models (LLMs) are a largely unexplored space and likely to offer new capacities for signal identification. For example, LLMs could support analysis of confounding factors, improved annotation of clinical text, and better information extraction from notes, adverse event reports, case studies, and other knowledge sources (Matheny et al., 2024). However, significant effort will be required to ensure LLMs support the necessary rigor required for safety signal identification.
Finally, we found only one study combining more than two sources of data on drug exposures and outcomes (Li et al., 2015). Future work integrating spontaneous reports, claims data, EHR data, and social media might prove beneficial. Additional resources such as public health databases, patient reported outcomes, and the published literature should also be considered. However, it is also important to note that combining data sources is complex, and not a panacea for pharmacovigilance. For example, sequential and parallel studies may underperform when the data source represents highly disparate populations, and integrated studies that merge data may be dependent on direct overlap between populations. Additionally, utilizing health insurance claims improves longitudinal coverage of patients, but in countries such as the United States many patients change insurance providers and health systems frequently. Many patients may not have the same access to healthcare, and instead may turn to social media in search of answers. No single source of data is complete, but multiple sources, corroborating and complementing one another, could benefit pharmacovigilance and lead to improved safety surveillance.
5 CONCLUSION
In summary, although a wide selection of computational methods has been applied to EHR and non-EHR data, it remains unclear how these methods compare to one another and the circumstances under which one method might be preferred over another in the setting of different data source configurations. There remains a need for further research in best practices for guidance regarding selection of methods for hypothesis generation, detection, and confirmation of drug events in observational EHR data alone and in concert with other health-related data sources.
The key opportunity spaces identified in this review to pursue safety surveillance are 1) evaluation of the utility and feasibility of integrating more than two data sources together, 2) robust evaluation of the impacts on validity and variability of results from increasingly robust confounder adjustment, 3) exploring health-related and health-adjacent data sources for novel opportunities for signal identification, and 4) evaluating novel data science methods such as deep learning and large language models for both information extraction and signal identification purposes.
Capturing a patient’s journey through healthcare remains challenging even when using multiple sources, but the integration of data sources along with careful evaluation of the appropriateness, utility, and accuracy of statistical methods to conduct signal identification in these data have the potential to substantially impact utility of real-world data in drug safety signal identification efforts.
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‘medical center laboratory data and | results) for EHR) emerging ADE
unstructured data signals where there
from discharge ‘may beless consistent
summaries, reporting
admission notes,
and outpatient office
visit notes.
Non-EHR data:
structured data on
medications and
diagnoses
Iyer et al. 1994-2012, | 1997-2012, SRS | EHR data: Separate analyses | EHR: PS matching age, = DPA for ORs Comparable
(2014) US academic | (FAERS) unstructured data | for comparison sex, race, note count, | (EHR) and DPA | performance from
‘medical center from both inpatient diagnoses count, with MGPS (SRS) | EHR and SRS, not
and outpatient medication count used together, only
notes, including for comparison.
radiology, Could find some in
pathology, and EHR before first
transeription report to FAERS
reports
Non-EHR data:
structured data on
medications and
diagnoses
Patadia etal | 1995-2010, | 1969+, SRS EHR data: Separate analyses | None EHR: DPA with | Both had high
(2015) European (FAERS) structured data on | for comparison LGPS; SRS: (GPS) | specificity. EHRs
multiple medications and were better at
national diagnoses detecting signals
datasets Non-EHR data: when only data prior
(EU-ADR) structured data on to regulatory action
medications and was used; in SRS
diagnoses signals were not as
strong before
regulatory action --
suggesting reporting
patterns and use
patterns in the two
datasets matter
Lietal. 2004-2010, | 2004-2010,SRS | EHR data: Parallel analysis | Smaller EHR and Smaller EHR and | Large scale EHR or
(2015) US academic | (FAERS); Claims | structured data on | (combined FAERS adjusted for FAERS used claims data in
‘medical center | (MarketScan) diagnoses and through meta- other medication use; | regression for ORs, | combination with
and large data medications, as well | analysis) Larger EHR and claims | Claims and larger | SRS improved
consortium as unstructured data used self-controlled EHR preprocessed | detection of ADE, but
from admission case series with various DPA | small scale EHR
notes and discharge methods did not
summaries
Non-EHR data
(SRS): medication
data from
unstructured case
reports and
structured data on
diagnoses
Non-EHR data
(claims): structured
data on medications
and diagnoses
Pacurariu 2000-2010, | 2000-2010, SRS | EHR data: Separate analyses | None EHR: DPA with | EHR may be
etal (2015) | European (EudraVigilance)  structured data on | for comparison LGPS; SRS: DPA | particularly useful for
multiple medications and with PRR more common
national diagnoses events, but SRS may
datasets Non-EHR data: generally be more
(EU-ADR) structured data on cost effective in terms
medications and of number needed to
diagnoses detect
Star et al. ‘Through 2011, | 2011, SRS EHR data: Sequential analyses | None SRS: DPA and Lack of power for
(2015) European (VigiBase) structured data on | (SRS results manual review; analyses EHR for
national medications and informed EHR EHR: temporal several ADEs
dataset diagnoses analyses) pattern analysis highlighted in SRS
Non-EHR data: with chronographs | due to THIN being
structured data on outpatient data
medications and (some meds only
diagnoses inpatient) and some
‘meds not being
widely used in
United Kingdom
Lorberbaum | 1996-2014, | *** SRS EHR data: Sequential analyses | EHR: stratification by | SRS: DPA with Identified potential
etal 2016) | US academic | (TWOSIDES) structured data on | (SRS results sex and race binary outcome; | DDI and
medical center demographics and | informed EHR EHR: Mann- documented
medications, ECG | analyses) Whitney Y test for | evidence in lab that
report elements QTcinterval;Signal | may explain
Non-EHR data: corroborated in the | mechanism
structured coded EHR were further
data on medications evaluated in lab
and diagnoses studies
Lorberbaum U academic | 2004-2009, SRS | EHR data: Sequential analyses | EHR: stratification by | SRS: logistic Used indirect
etal (2016b) = medical center | (FAERS) structured data on | (SRS results sex and adjustment for | regression; EHR: | outcome fingerprints
demographics, informed EHR co-medications Mann-Whitney Y | from FAERS and
diagnoses and analyses) test for QTc confirmed with more
medications, ECG interval accurate outcome
reports ascertainment
Non-EHR data: in EHR
structured coded
data on medications
and diagnoses
Wangetal. | 1998-2013, | 2004-2011, SRS | EHR data: Sequential analyses | None DPA Demonstrated
(2017) US academic | (FAERS) medication and (SRS results framework for signal
‘medical center diagnoses data informed EHR discovery in SRS and
extracted from analyses) subsequent signal
clinical validation in EHR
unstructured
narratives (note
types not specified)
Non-EHR data:
Structured
diagnoses data and
medication data
extracted from
unstructured
reports
Patadia etal | 1995-2010, | 1968-2010, SRS | EHR data: Separate analyses | None EHR: DPA with | Earlier detection in
(2018) European (VigiBase) structured data on | for comparison LGPS; SRS: (GPS) | EHR data than SRS.
multiple medications and Some reporting to
national diagnoses SRS of events prior to
datasets Non-EHR data: warnings but
(EU-ADR) structured data on reported after
medications and
diagnoses
Wangetal | 1995-2017, | SRS (FAERS) EHR data: Separate analyses | EHR: self-controlled | DPA with ORs Significant overlap of
(2018) US academic medication and for comparison series findings from both
‘medical center diagnoses data and parallel sources, combining
extracted from analysis improved recall
dlinical (combination)
unstructured
narratives (note
types not specified)
Non-EHR data:
Structured
diagnoses data and
medication data
extracted from
unstructured
reports
Yuetal. 2004-2018, | 2004-2018, SRS | EHR data: Separate analyses | None DPA In monthly repeated
(2020) US academic | (FAERS) structured data on | for comparison analyses, ADEs may
‘medical center medications and be detectable earlier
diagnoses in EHR data than
Non-EHR data: in SRS
structured data on
medications and
diagnoses
Akimoto 2004-2020, | 2004-2020,SRS | EHR data: Separate analyses | Both: adjustment for | Logistic regression | Higher OR estimates
etal (2021) | Japanese (JADER) structured data on | for comparison age, sex, medications, from SRS compared
academic demographics, labs, diagnoses to EHR (“may be

Shin and Lee
(2021)

Shin et al.
(2021)

Kim et al.
(2024)

‘medical center

2014-2018,
South Korean
academic
‘medical center

2005-2011,
South Korean
academic
medical center

2012-2019,
South Korean
academic
‘medical center

2012-2018, SRS
(FAERS)

2013-2017, SRS
(KAERS)

2017-2019,
Claims (HIRA)

medications and
diagnoses
Non-EHR data:
structured data on
demographics,
medications and
diagnoses

EHR data:
structured data on
demographics,
medications and
diagnoses, as well as
pure tone
audiometry reports
Non-EHR data:
structured data on
demographics,
medications and
diagnoses

EHR data:
structured data on
demographics,
medications and
diagnoses
Non-EHR data:
structured data on

demographics,
medications and

diagnoses

EHR data:
structured data on
demographics,
medications and
diagnoses, as well as
unstructured
clinical text such as
nursing records and
progression notes
Non-EHR data:
structured data on
medications and
diagnoses

Parallel analysis
(combined
through meta-
analysis)

Sequential analyses
(EHR results
informed SRS
analyses)

Sequential analyses
(Claims results
informed EHR

analyses)

EHR: PS matching
based on age, sex,
utilization

None

EHR: Matching on age,
sex, diagnosis

EHR: Cox
regression, SRS:
DPA with OR

EHR: Cox
regression; SRS
DPA with ROR

Cox regression
and DPA

overestimated due to
the existence of
reporting bias.”

Identified novel
potential ADE for
further evaluation

Note: KAERS not all
SRS; Many more
potential ADE
identified in EHR
than in SRS,
particularly due to
small reporting
numbers for some
drugs

Claims analyses
identified known and
novel ADEs, Novel
ADEs validated in
EHR against
diagnosis code AE
and text mining AE
which led to different
results
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