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The equal time interval sampling in the existing landslide monitoring system cannot detect the abnormal change of landslides in real time. This study proposes a novel landslide monitoring method based on the long range (LoRa) network and intelligent sensing Internet of Things (IoT) to address these drawbacks. The overall structure, hardware circuit, and software design of intelligent sensing monitoring technology are described comprehensively. The designed adaptive data collection strategy can effectively capture abnormal changes in the landslide monitoring parameters, which provides a better alternative monitoring scheme for the real-time data collection of disaster body status. Furthermore, it can ensure data accuracy for the research of intelligent large-scale landslide disaster monitoring and prediction. The field test demonstrates that the proposed system presents the technical characteristics of low power consumption, self-organizing network, stable and reliable communication, and long transmission distance, which is effective for mountain landslide monitoring in harsh environments.
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1 INTRODUCTION
Landslide is one of the most common and extremely threatening geological disasters in the world (Yin et al., 2009; Zhang et al., 2021). Extreme climatic conditions and human engineering activities have resulted in an increasing frequency of landslides. Landslides are characterized by fast movement, abrupt nature and strong concealment, which pose a considerable threat to the safety of residents and their property. Real-time dynamic deformation monitoring and early warning information of landslides can effectively reduce the potential casualties (Shruti et al., 2018). This approach is crucial for the prevention and mitigation of major geological disasters. The wireless sensor network has gradually become the most important technology for landslide monitoring as it does not depend on fixed network facilities (Azzam et al., 2010; Kay et al., 2014; Martina et al., 2015; Kumar et al., 2019). It is inexpensive, self-networking and highly reliable. Various wireless sensor networks (WSN) have been designed to realize the dynamic monitoring of landslides, such as the landslide wireless sensor monitoring network based on inertial navigation (Giri et al., 2019), landslide prediction and forecast system based on geotechnical parameters using LabVIEW visualization software and NI wireless sensor network platform (AhmedMoyed et al., 2019), and low power vibration WSN for early monitoring of landslide (Somchai et al., 2016; Jeong et al., 2020). Giorgetti et al. (2016) proposed a robust WSN for landslide monitoring and risk management and designed a node topology based on the CC2530 wireless sensor. Intrieri et al. (2012) developed a WSN based on extensometers, thermometers, rain gauges, and video surveillance, which explained the monitoring and early warning system in detail with the help of a case study. Adeel et al. (2019) reported that wireless communication technologies such as the Internet of Things (IoT), WSN, and 5G wireless communication present significant potential for the monitoring and prediction of geological disasters. Cui et al. and Sanchez-Iborra et al. designed IoT monitoring systems in different scenarios (Cui et al., 2018; Ramon et al., 2018) The studies presented above have proposed a novel approach for landslide geological disaster monitoring and have achieved certain research results.
The existing landslide wireless monitoring systems face the limitations of slow networking speed, data transmission lag, limited transmission distance, and high-power consumption. They cannot realize the large-scale, long-distance, and ad-hoc network monitoring of landslides; the reliability and stability of the transmission monitoring data cannot be ensured (Sandra et al., 2020). Therefore, this study proposes a novel wireless sensor landslide monitoring system through the application of Long Range (LoRa) wireless communication network technology to monitor landslides in complex mountainous areas. The system consists of field monitoring collection nodes and gateway nodes, and primarily collects and sends monitoring data through various on-site monitoring and collection nodes (Haziel et al., 2018; Lorenzo et al., 2019; Sandra et al., 2020). The aggregated data is then packaged and uploaded to a remote cloud server via a 4G mobile network. A geological disaster monitoring and early warning management system based on the C # language is used as the host computer software for data collection to realize the real-time display, data analysis, and early warning information release of field monitoring data. The wireless landslide monitoring system presents the advantages of light deployment, low cost, and low power consumption, which can be applied for the monitoring and early warning of landslides in harsh outdoor environments and are therefore effective for the prevention and management of landslides.
2 OVERALL SYSTEM DESIGN
The landslide monitoring system is composed of two main parts: on-site monitoring, and collection and gateway nodes. The on-site monitoring and collection nodes are composed of an STM32L071RBT6 microprocessor, monitoring sensors (rainfall, displacement, tilt, acceleration), and the LoRa transmission module. The STM32 microprocessor processes the sensor data acquired by each collection node and transfers it to the gateway node through the LoRa module. The gateway node is composed of the STM32L071RBT6 microprocessor, LoRa module, and 4G full Netcom module. The STM32 microprocessor receives the sensor monitoring data, which is sent by the point reduction of each field monitoring terminal using the LoRa technology to transmit the monitoring data to the data monitoring center through the 4G full network modules (Du and Liu, 2019; Zhao et al., 2019; Guan-Peng et al., 2020; Wu and Sun, 2020). The host computer software in the server performs the storage, analysis, processing, display, and comprehensive early warning of the monitoring data (Wan et al., 2018; Zhang and Zhou, 2019). The landslide disaster mutation data can be simultaneously transmitted to managers and experts to make emergency decisions while reducing the power consumption of the equipment. Figure 1 presents the schematic diagram of the overall structure of the landslide monitoring system.
[image: Figure 1]FIGURE 1 | Schematic diagram of the overall design structure of landslide monitoring system.
The system exhibits the characteristics of intelligent perception, intelligent collection, collaborative linkage, and intelligent early warning. It primarily comprises the following four layers:
1) The perception layer: It employs various monitoring sensors for the recognition and perception of environmental factors and deformation related to landslides.
2) The transmission layer: It employs the new generation of IoT (LoRa), Beidou, or maritime technology to transmit the disaster monitoring data obtained by the field monitoring sensor to the monitoring and early warning cloud platform, and creates the bidirectional transmission and command control of data information between the perception layer and the cloud server side.
3) The data layer: It performs intelligent perception database storage to monitor the data acquired on-site, and realizes the intelligent multi-source monitoring data fusion processing and visual representation of landslides.
4) The application layer: It comprehensively analyzes and determines the multi-source and multi-field monitoring data of the data layer, and provides various data support and decision-making application services for geological disaster managers and technicians.
3 CIRCUIT DESIGN OF LANDSLIDE MONITORING SYSTEM
The landslide monitoring system must be capable of multi-source real-time data collection, to collect the real-time sensor monitoring data such as rainfall, crack displacement, acceleration, and inclination of disaster bodies. This study proposes an intelligent sensing monitoring technology for abnormal variation of sensor data, which can monitor the changes in the parameters of each monitoring sensor, and perform the collection, perception, identification, convergence, and transmission of the monitoring sensors in real time (Zhang and Zhou, 2019; Zhao et al., 2019). A landslide disaster self-organizing network and an adaptive monitoring technology suitable for complex field environment are constructed through the design of an intelligent data collection algorithm based on a sensor abnormal data trigger collection and encryption collection strategy.
3.1 Microcontroller
The STM32L071 microcontroller includes the ARM Cortex-M0+ core, which is a low-cost and low-power RISC controller based on a 32 bit ARM architecture. It has a maximum operating frequency of 32 MHz and integrates various high-performance industrial interconnect standard interfaces, including 10 timers, AD Analog-to-digital conversion, DA digital-to-analog conversion, a wireless network interface, an external 2 Kbit IIC interface, and an SPI mode MicroSD storage interface. The microcontroller can realize three low-power working modes of sleep, shutdown, and standby, which is widely employed in the low power consumption field of IoT.
3.2 LoRa Module
LoRa is a low-power, long-distance wireless modulation and demodulation technology which uses the spread spectrum scheme. It is the first ultra-long-distance wireless transmission scheme to be popularized and applied by Semtech Corporation of America as a modulation technology of the linear frequency modulation spread spectrum. It presents a significantly higher receiving sensitivity and can achieve a longer communication distance than other modulation technologies. The main functional indicators of LoRa include: 1) Long transmission distance; the effective distance is 2–5 km in urban areas and 5–10 km in the field. 2) Flexible working frequency and supporting ISM frequency bands such as 433/868/915 MH. 3) Flexible access and large capacity; the gateway supports random access of nodes to the network and a single gateway supports the connection of thousands of LoRa nodes. 4) Strong real-time supporting full-duplex communication, and uplink and downlink concurrency. 5) Simple network topology; the stability of the star network is especially high. 6) Strong anti-interference ability; LoRa has excellent spread spectrum modulation and forward error correction capability when compared to the traditional FSK modulation technology. The LoRa wireless module in this system employs the SX1278 RF chip made by Semtech. The chip has a transmission power of 30 dBm (1 W) and supports LoRa spread spectrum and self-organizing network technology, which is suitable for wireless data communication transmission in complex environments. There are no additional relay devices and complex communication infrastructures in this system, considering that the effective monitoring range of the field landslide test site is less than 3 km.
3.3 Power Supply System Design
Because the landslide monitoring equipment needs to work stably in the wild environment for a long time. Therefore, the system adopts floating rechargeable lithium iron phosphate battery and solar panel power supply, and the lithium battery parameter is designed as 12V/10 Ah. The system must provide voltage supplies of 3.8 and 3.3 V. The 3.8 V voltage is provided by the TPS54260-Q1 conversion (Figure 2). The TPS54260-Q1 can achieve low-power voltage conversion within the range of 3.5–60 V, and can provide a maximum output current of 2.5 A. It is suitable for voltage conversion in the field of automatic control. The 3.3 V voltage is provided by SPX5205 conversion (Figure 3). The peripheral circuit of the chip is simple, and the output voltage is highly accurate. Additionally, TPS61040 converts 3.8 V to a standard voltage of 5 V for the displacement and inclination sensors, as shown in Figure 4.
[image: Figure 2]FIGURE 2 | 3.8 V power supply circuit schematic diagram.
[image: Figure 3]FIGURE 3 | Schematic diagram of 3.3 V power supply circuit.
[image: Figure 4]FIGURE 4 | Schematic diagram of 5 V power supply circuit.
3.4 Sensor Circuit Design
The circuit design of the rainfall monitoring sensor is very simple. It primarily uses the tipping bucket rainfall sensor to convert the output of the switching quantity by using the pulse voltage value. The microcontroller obtains the on-site rainfall monitoring data via counting. The displacement sensor circuit primarily uses the 12-bit ADC circuit inside the microprocessor to obtain the displacement data, which is converted into the corresponding voltage value output by changing the resistance value of the displacement sensor. Figures 5, 6 illustrate the rainfall and displacement sensors.
[image: Figure 5]FIGURE 5 | Circuit schematic diagram of rainfall data collection sensor.
[image: Figure 6]FIGURE 6 | Circuit schematic diagram of displacement data collection sensor.
3.5 Collection Sub-node Design
The collection sub-node is an optimized integration of sensors, data acquisition instruments, LoRa wireless modules, and power supply systems. It focuses on the collection of the sensor data for each monitoring point of the landslide, as shown in Figure 7. The main functions of the collecting sub-nodes include (1) collecting sensor data such as the rainfall, crack displacement, and soil pressure data; (2) establishing two-way communication control with LoRa master node and sending data to the master node. The rainfall sensor collects the data through the IO interface of the switch quantity, the crack displacement collects the data through the AD conversion circuit, and the tilt sensor collects the data using the RS485 interface.
[image: Figure 7]FIGURE 7 | Structure diagram of data collection sub-node.
3.6 Master Node Design
The main function of the node is to realize bidirectional protocol control with the cloud server and to collect the monitoring data of each sub-node, as shown in Figure 8. The master node collects the data of each sub-node and sends the monitoring data to the cloud server through 4G or Beidou short message. Additionally, the master node also performs the data acquisition function; the rainfall acquisition function is usually included in the master node.
[image: Figure 8]FIGURE 8 | Structure diagram of gateway master-node.
4 SOFTWARE DESIGN OF LANDSLIDE MONITORING SYSTEM
The proposed system includes an effective multi-task scheduling mechanism, which can perform the simultaneous real-time data acquisition of multi-monitoring parameters of landslides and thus, effectively control the power consumption. Through The two-way control presented by the geological disaster monitoring and early warning information management platform enables the real-time activation of the on-site acquisition nodes, and the prompt and accurate upload of the on-site landslide monitoring data (Dong and Huang, 2017; Han et al., 2020).
4.1 Application Layer Communication Protocol Design
The system designs the application layer protocol for the master node and the sub-node, and synchronously realizes the encapsulation and transparent transmission of each packet. The data transmission between the master node and the sub-node is performed through the data frame, and the CRC16 algorithm is used to verify the corresponding data. In the sensor data acquisition process, the cloud server first sends the protocol instructions to each acquisition sub-node through the main node. The data is returned to the acquisition sub-node after the field sensor obtains the protocol response. Subsequently, the acquisition sub-nodes process their monitoring data, which are sent to the master node after packaging. Lastly, the main node sends all the monitoring data to the cloud server.
This study designs a flexible LoRa data transmission communication protocol, in which the data transmission mode adopts the data frame mode. A one-to-many mapping relationship can be immediately established between the gateway nodes and collection nodes after the LoRa wireless sensor network is created. Tables 1 and 2 present the frame structures used to upload data and send commands.
TABLE 1 | Frame structure of uploaded data.
[image: Table 1]TABLE 2 | Frame structure of the issued command.
[image: Table 2]The system employs a star ad-hoc network for communication and transmission between the gateway (master) node and collection nodes. The LoRa module defines the corresponding upload data frame and the command frame for the collection node and the gateway node. The frame header of the upload data frame is 0 × 55, the address is the device address of the collection node, the type is the monitoring sensor type, and the length is the length of monitoring sensor data. There are two states: normal and threshold. The frame header of the issued command frame is 0 x FF, and the data content is the device address of the collection node being queried.
4.2 Ad-Hoc Network Design of Master Node and Sub-node
The proposed system uses the main node and sub-node to build the landslide wireless ad-hoc network, which can support three data acquisition methods: timing acquisition, broadcast acquisition, and threshold trigger acquisition. A single-to-many mapping relationship is established between the main node and the sub-node when the field wireless ad hoc network is established. The master node and the sub-node form a local self-organizing network through the LoRa communication protocol for landslide monitoring, and collect data from the rainfall, crack displacement, and other monitoring sensors. Figure 9 illustrates the flow chart of the master node and sub-node ad-hoc network.
[image: Figure 9]FIGURE 9 | Flow chart of the master node and collection sub-node ad hoc network.
4.3 Software Design of the Host Computer
The geological disaster monitoring and early warning information management platform is used to store, display, query, analyze, and process the collected on-site monitoring data. The host computer software is realized using the Visual Studio development platform, and the corresponding software modules are developed through the C#.Net form application. The platform mainly includes equipment management settings, data retrieval and storage, human-computer interaction interface, and other functions. Figure 10 presents the host computer function module diagram.
[image: Figure 10]FIGURE 10 | Function module structure diagram of host computer.
4.4 Low-Power Software Design
Geological disaster monitoring equipment is generally installed in dangerous areas with adverse disaster body deformation or in areas where manual work is inconvenient. The normal operation of the equipment is primarily focused on the power supply and communication networks. Figure 11 presents the flow chart of the low power collection sub-node software. The proposed system presents the low power consumption software design to solve the network transmission of wireless ad-hoc networks by proposing two work modes: the frequency conversion working mode and the collection trigger mode (Somchai et al., 2016; Wang and Zhu, 2020). When the equipment is operated in the normal mode, the main frequency of the microcontroller is reduced from 16 MHz to 65 kHz, which ensures that the equipment can be operated in each function module at a low speed, while closing the communication interface. In the collection trigger mode, the device data collection interface is in the low-speed real-time monitoring mode. The result of the collected data exceeds the present threshold when there is an abrupt change in one of the multiple monitoring parameters; the device is immediately activated and enters the high-speed operation mode. The system simultaneously opens the communication interface and sends the variation value collected by the sub-master node to the remote geological disaster monitoring and early warning cloud server. The system enters a low-speed operation mode when it is confirmed that the data is sent successfully. In low speed operation mode, the working current of the device can be as low as 1 mA. This design ensures that the power supply capacity of the equipment is maintained without losing useful data.
[image: Figure 11]FIGURE 11 | Flow chart of low-power data collection.
5 TEST ANALYSIS
5.1 Deployment of Monitoring Equipment
The Jianshanying disaster area in the Shuicheng County of the Guizhou Province is selected as the landslide disaster testing site, and the function of the landslide monitoring system is analyzed. This area is characterized by complex terrain, large and diverse damage area, scattered debris, cracks, and other characteristics. Five sets of equipment, numbered EI01 ∼ EI05, are built in this region. EI01 is used as the gateway master node to monitor the rainfall, and EI02 ∼ EI05 are used as the collection sub-nodes to monitor the deformation of surface cracks at four key disaster points (Figure 12).
[image: Figure 12]FIGURE 12 | Schematic diagram of monitoring equipment deployment.
5.2. Test Data
The monitoring data of nearly 9 months, from 15 December 2019, to 10 September 2020, are selected for data analysis. The interval of timed return in the working mode of the system is 1 h. The data collection port is simultaneously turned on to trigger the return mode, and the thresholds for rain trigger and displacement trigger return are set to 0.2 and 20 mm, respectively.
It can be observed from the data that the landslide monitoring system based on LoRa obtains real-time monitoring data of landslide rainfall and displacement sensor changes, and presents a comparative analysis of the displacement and deformation of cracks in the landslide, as shown in Figure 13. The red column represents landslide rainfall monitoring data, the green curve represents landslide EI05 displacement monitoring data, and the blue curve represents landslide EI04 displacement monitoring data.
[image: Figure 13]FIGURE 13 | Comprehensive analysis curve of rainfall and displacement.
The rainfall and displacement are primarily analyzed to achieve adaptive encryption data collection. There was intermittent rainfall at the Jianshanying disaster site in Shuicheng County from January 4 to 10 January 2020. Each rainfall triggers the encryption collection and return of the master node EI01 device, and the encryption returns three pieces of data each time. The encrypted collection interval is 5 min. It is can be observed that the fracture displacement presents an increasing trend under the coupling effect of rainfall, and the fracture displacement varies significantly under the condition of heavy rainfall.
5.3 Results Analysis
Through the monitoring data, it can be concluded that the designed monitoring system can well capture the displacement change of landslide cracks. The EI01 device triggered the collection and return mechanism several times when it started raining at 0:17 on 6 January 2020. The return interval is approximately 5 minutes (Table 3). If it is triggered again in the process of the three encrypted returns, the trigger condition is ignored, and the trigger data are counted into the next 5 minute cycle.
TABLE 3 | Adaptive encryption transmission data of landslide monitoring system.
[image: Table 3]In addition, the real-time collection and backhaul of the displacement collection sub-node is high. The encrypted collection and backhaul interval after each trigger is 1 s, and the encrypted backhaul is performed thrice. According to the analysis of the returned data, the displacement monitoring points, EI02 and EI03, are relatively stable, and there is no displacement change as of 10 September 2020. However, the displacement of the EI04 and EI05 displacement monitoring points varies significantly as shown in Figure 13. Figure 14 presents one case that proves the accuracy of adaptive data transmission.
[image: Figure 14]FIGURE 14 | Displacement curve of monitoring point, EI05.
The EI05 displacement monitoring point recorded a sudden change on 15 December 2019, and the displacement change reached 86.2 mm in a short period of time. The EI05 monitoring point detected a sudden change of displacement data from 0 to 36.6 mm at 16:02:49 on 15 December 2019, exceeding the preset threshold of 20 mm, triggering the return mechanism and collecting once every 1 s, presenting a total of Pass three pieces of data. Since the device has not entered the low power consumption mode within a short period, the data mutation was again recorded to reach 59.1 mm at 16:02:54, exceeding the threshold of 20 mm, and the retransmission mechanism was triggered again with only an interval of 3 s. At 16:07:59, the data abruptly changed to 86.2 mm, and the changes of surface cracks were accurately captured thrice.
According to the preliminary investigation and on-site installation of the equipment, the EI04 equipment was installed in the landslide crushing zone and the EI05 equipment was installed at the trailing edge of the landslide. The two monitoring points were relatively unstable, and the consistency of the data changes was verified simultaneously.
6 CONCLUSION
This study proposes an IoT architecture for landslide monitoring using a LoRa network. The design of the overall structure and the software and hardware design scheme of intelligent perception monitoring technology are explained in detail. The findings of the study are presented below:
1) This study presents a novel solution for landslide monitoring, which meets the technical requirements of landslide geological disaster data acquisition to solve the problem of poor network communication in complex mountain field environments. An embedded microcontroller, a LoRa ad-hoc network, and 4G network technology are used to realize the real-time dynamic monitoring of landslides.
2) The proposed system presents flexible operation by using single chip frequency control, low speed monitoring of data acquisition port, and trigger return of monitoring threshold, which effectively controls the power consumption of the system to a certain extent and ensures the power supply of the field monitoring equipment.
3) The wireless ad-hoc landslide monitoring system proposed in this paper can effectively solve the system power consumption and communication transmission problems. It can realize long-distance sensor networking and data interconnection in the landslide monitoring range, and ensure the stability, and real-time and reliable upload of field monitoring data.
4) The geological disaster monitoring and early warning information management platform can be used to immediately understand and view the deformation data of landslides, and can also provide an effective technical reference for geological disaster management personnel and emergency experts in order to minimize casualties and property loss.
Although the designed monitoring system has achieved a good design effect, further research is needed to ensure that the system can work more stably and reliably.
1) In the system software work, it is necessary to improve the accuracy of data acquisition. Currently, second-level acquisition frequency has been achieved, and the next step is to achieve millisecond sampling accuracy.
2) The influence of external factors on the monitoring system should also be considered, mainly referring to the interference of LoRa’s transmission signal, because in the actual monitoring, there will be heavy rainfall, fog and tree cover, etc.
3) The results show that for a certain range of landslides, the LoRa ad hoc network reflects the advantages of wireless sensor networks, but for larger-scale and larger-volume landslides, it needs to be further verified, and additional relays may be required to realize the efficient transmission of data.
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