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Introduction: Risk coupling (RC) analysis of underground gas storage (UGS)
leakage accident risks is critical to overall natural gas storage safety.
Consequently, the interactions among diverse risk factors need attention.

Methods: This study proposes a novel methodology combining Dynamic
Bayesian Networks (DBNs) and the N-K model to analyze RC in UGS leakage
accidents. First, the causes of leakage accidents are systematically investigated,
and risk categories are identified. Second, the categories of coupled risk arising
from equipment, human, geological, and management factors are identified.
Third, a DBN model is constructed based on leakage risk analysis and the
N-K model. Fourth, the setting variables for RC nodes in the proposed DBN
are identified through computational results using the N-K. Additionally, the
validation of the proposed model is proven utilizing a three-axiom-based
technique.

Results: By integrating the N-K model’s mutual information metric with DBN’s
temporal modeling, the approach achieves amean absolute error (MAE) of 0.032
in predicting coupling probabilities and enables risk reduction of up to 17.4%
through targeted interventions, enhancing the accuracy and actionable insights
for UGS safety management. In the short term, the coupling of human factors
and management factors is the main factor leading to the leakage accidents
occurrence, and with the development of time, the coupling of equipment
factors, human factors, geological factors, and management factors coupling
is the main factor leading to the leakage accidents occurrence.

Discussion: The developed DBN effectively characterizes the dynamic evolution
of leakage risks and RC mechanisms in UGS facilities. Furthermore, sensitivity
analysis is implemented using the proposed model to investigate the impact
of failure probabilities of risk factors on predominant RC types in the short
term, we can reduce the human factors and management factors coupling
by strengthening personnel training and optimizing the management process
and other measures; in the long term, we can reduce the risk of coupling by
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constructing the whole life cycle management of the equipment, geological
dynamic monitoring, and other measures.

KEYWORDS

undergroundgas storage, leakage accident, N-Kmodel, risk coupling, dynamic Bayesian
network

1 Introduction

The secure functioning of underground gas storage (UGS)
is crucial for protecting the national economy, livelihoods, and
stability, especially with the rapid building of UGS (Sarvestani et al.,
2021; Liu et al., 2023). “Gas collection in winter and spring, gas
injection in summer and fall” is the operational procedure of
UGS, which is based on an annual cycle (Zhong et al., 2024). The
combustible and explosive natural gas is stored in vast quantities
in UGS facilities (Li et al., 2024a; Ran et al., 2024). Injecting and
storing natural gas requires a lot of operators and equipment, which
increases the risk of accidents in UGS facilities (Sarvestani et al.,
2021). At the same time, the geological environment of underground
storage is complex and variable, and the natural gas storage
process is affected by faults, cracks, and other geological features
(Ma et al., 2018). In addition, UGS is generally constructed close
to downstream natural gas user cities, with dense populations and
numerous facilities in the vicinity, which can cause serious social
security problems in the event of an accident or disaster (Ma, 2021).
From the establishment and development history of UGS, accidents
and disasters have occurred from 1915 to the present, and among
the many accidents and disasters, leakage accidents are the most
frequent. Figure 1 illustrates the timeline of notable UGS accidents
and disasters (Evans, 2009; Conley et al., 2016; Feng et al., 2021;
Yan et al., 2024; Yang et al., 2024).

UGS is a complex socio-technical system involving the interplay
of equipment, human, geological, andmanagement factors. Leakage
accidents, often resulting from multi-factor risk coupling (RC),
pose significant safety and environmental challenges.The formation
of UGS leakage accidents is the joint action of a variety of risk
factors, an RC effect, and the impact of its nonlinear coupling
(Shen et al., 2022). Analyzing these risks requires integrating
quantitative accident data, such as historical incident frequencies,
with qualitative inputs like expert judgments to refine failure rates
and validate risk interactions (OREDA, 2002; Zhao et al., 2019).This
mixed-methods approach captures the dynamic and interdependent
nature of UGS operations, enabling robust risk assessment and
mitigation strategies.

UGS system is a complicated socio-technical system with
dynamic and fuzzy features, referring to the operating ability
of operators, the operational status of equipment and facilities,
the geological and hydrological environment, and the influence
of national policy documents. The formation of UGS leakage
accidents is the joint action of a variety of risk factors, an RC
effect, and the impact of its nonlinear coupling (Shen et al., 2022).
At the same time, these related risk factors ultimately lead to
the complexity of risk analysis of UGS leakage accidents, which
increases the difficulty of accident prevention (Durcansky and
Cernan, 2019; Lackey et al., 2024). In this case, it is needed to
analyze the leakage accidents of UGS from the perspective of RC,

to provide a certain guiding value for the prevention of leakage
accidents.

Nowadays, renewable energy has been receiving increasing
attention from scholars due to its potential to mitigate
environmental pollution (Kai et al., 2024; Bui-Duy et al., 2023).
In the process of developing these sources, safety in UGS remains a
critical issue. A lack of caution may pose serious threats to human
life and lead to disruptions or breakdowns in the supply chain
(Minh et al., 2024; Le and Xuan-Thi-Thu, 2024). Many scholars
have examined the impacts on the safety of UGS in a single risk
factor. Zhao et al. (2019) developed a model to forecast and analyze
the likelihood of wellbore integrity failure and its possible effects
using the bowtie (BT) approach and hierarchical Bayesian analysis
(HBA). To aid in the planning process for risk management related
to well leakage, Lackey et al. (2024) examinedUGS leakage accidents
that occurred in the US, specifically examining the operation
of the leaks, the reasons for the leaks, and the policies in place
to manage them. More accurate risk prediction and prevention
are possible with this method. To address the uncertainty in the
calculation of leakage risk, Xu et al. (2023) showed a Bayesian
network (BN)-based dynamic risk evaluation method for UGS.
This method builds a fault tree by identifying the risk factors of
UGS and mapping them into the network. Discussing simulation
studies of the behavior of various gases when stored underground,
Al-Shafi et al. (2023) offered an overview of UGS systems, including
natural gas, hydrogen, and carbon capture and storage. Their goal
was to provide future directions for better managing the safety
of these systems. By integrating thermal-hydraulic performance
modeling of UGS facilities with Monte Carlo simulation of possible
outage events, Syed and Lawryshyn (2020) created a quantitative
risk analysis model for UGS that evaluates the operational reliability
risk. To shed light on how to keep UGS safe and operational,
Li et al. (2024b) studied the causes of piston rod fracture failure
in real-world engineering scenarios, developed a finite element
model and a three-dimensional computational fluid dynamics
model, and investigated the dependable functioning of process
gas compressors. The risk management and decision system for
early leakage in UGS was proposed by Zhang Z. et al. (2022).
This system makes use of “coupled simulation” and “fiber-optic
monitoring” approaches to offer real-time leakage risk warnings
and monitoring, making sure that UGS is safe and reliable. As a
quantitative tool for risk early warning of injection-production
columns in UGS, the semi-empirical model put forth by Zhang et al.
(2021b) evaluates the remaining useful life of these columns to
determine the likelihood of their degradation failure during process
safety operations. In their study, Yang et al. (2020) used the Fluent
numerical simulation and the Gaussian plume model to examine
the effects of continuous and transient leaks on the diffusion
hazardous region, as well as the effects of accidents involving
salt-rock subsurface UGS leaks on the neighbors. To assess the
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FIGURE 1
The timeline of notable accidents and disasters.

potential for wellbore failure when building UGS in depleted
reservoirs.Wang R. et al. (2024) suggested a quantitative uncertainty
model. The wellbore stability according to various in situ stressors
is considered, and the model’s durability and versatility under
unknowable variables are verified through simulation experiments,
and the research findings can provide efficient instruction for
regulating the rate of wellbore failure in drained gas reservoirs, as
well as the planning and building of directional wells. To determine
the potential for leakage in the UGS wellbore, Zhang et al. (2021a)
used a combination of high-precision geologic modeling, fault
dip sampling point data, three-dimensional Mohr-Coulomb and
polar coordinate projection maps, and multi-dimensional technical
evaluation index models.

Considering the technical-geological environment and
operational status of saline cavern UGS, among other risk factors,
Chen et al. (2019) summarized three main factors that contribute
to leakage: geological factors, engineering factors, and human
activities. He also identified four types of leakage. Bi et al. (2020)
realized the quantitative analysis for the safety level of UGS by
establishing a system of defect indicators, such as volume shrinkage
ratio, salt rock cohesion, interlayer content, roof thickness, casing
boot height, and pressure difference between adjacent cavities,
combined with a weight calculation method based on fuzzy entropy
and sets. Moreover, machine learning algorithms have increasingly
demonstrated their advantages across various fields (Ta et al., 2025;
Bui-Minh et al., 2025; Le, 2025), and have therefore recently been
applied for UGS leaks detection (Du et al., 2024). Wang et al.
(2022) studied the probabilistic risk of fault slip leakage due to

increased pore pressure by considering the geostress, the stress
due to reservoir pressure changes, and the stability of the cap and
faults, which was evaluated by laboratory rock mechanics tests,
geostress measurements, and three-dimensional geomechanical
modeling. Michanowicz et al. (2017) implemented a risk analysis of
individual wells, wellbores, and wellhead facilities to cope with
the Aliso Canyon UGS Leak, identifying possible single-point-
of-failure design deficiencies and making recommendations for
improvements that can help prioritize and monitor high-risk wells
and facilities. Cyran (2021) reviewed the effects of impurities and
structure in rock salt on its mechanical properties and concluded
that rock salt grain size, shape, and arrangement, as well as the
distribution of fluid inclusions and other mineral crystals, affect
the mechanical properties of UGS. Wang Z. et al. (2024) used
the Triple Mean Normal Stress (TMNS) method integrated in a
finite component code to compare the results of Mogi-Coulomb,
Mohr-Coulomb, and TMNS to investigate the changes of pore
pressures, stresses, and displacements, which offered a theory
for the study of the safety of the cap layer. Xue et al. (2023)
established a fully coupled two-phase flow model for the influence
of the safety performance of the cap seal, analyzing the impact
of anisotropy of mechanical and adsorption parameters, and
explored the constraint and enhancement effects of the cap in
the methane leakage process. Yan et al. (2022) accurately assessed
the stability and safety of salt caverns as well as the maximum
internal gas pressure limit of salt caverns by adopting a new
creep model for the stability and safety of salt caverns in the
Pingdingshan area, starting from the risk factors of the shape,
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size, and stratigraphic conditions of Pingdingshan (PDS), which
provides an essential reference for the design of storage reservoirs
in the multilayered saline rocks of the intricate PDS area in
China. In view of the UGS risk analysis, scholars mainly carry
out research on the analysis of influencing factors and the risk
assessment of UGS. However, relatively few studies have been
conducted to analyze the coupled causes of leakage accident
risk, and even fewer have considered the impact of complex
conditions on leakage accident risk. In this case, a quantitative
analysis based on the interaction between multiple risk factors is
necessary.

Significant progress in risk analysis for systems like UGS,
urban gas pipelines, coal mining, and integrated energy systems
has been achieved through the application of Dynamic Bayesian
Networks (DBNs) and the N-K model (also known as K-
out-of-N). A coupled risk model was tested in the Nanning
underground project, dynamically managing construction risks
near underpass tunnels by integrating the N-K model with
DBNs, providing robust decision-making support (Jiang et al.,
2022). Cost-effective inspection strategies for pipeline maintenance
were developed using Monte Carlo simulations, spatio-temporal
reliability analysis, and the N-K model, enhancing UGS system
safety (Zerouali et al., 2024). An optimal redundancy level balancing
economic and resilience goals in energy systems was identified
through the application of the N-K model (Zang et al., 2025).
For coal mining, a multistate DBN framework with time slices,
fuzzy set theory, and expectation-maximization learning improved
outburst risk prediction across 51 mining cycles, strengthening
prevention measures (Zhang et al., 2024). Badjadi et al. (2023)
employed a robust Bayesian Belief Network to thoroughly examine
these concerns, adopting an innovative approach to assess the
risks associated with hydraulic fracturing operations in shale
gas reservoirs. Urban gas pipeline reliability was advanced by
a hybrid DBN model that combined real-time data, historical
failures, and expert insights to predict failure trends and identify
network vulnerabilities for long-term safe operation (Zhou et al.,
2025). Despite these advancements, these studies were conducted
under certain conditions. Heavy reliance on historical data and
expert input risks introducing biases or inaccuracies, particularly
in dynamic environments like UGS or mining, when data is
incomplete or outdated. The proposed N-K model’s focus on
predefined risk combinations may miss emergent or non-linear
interactions. Although case studies demonstrate feasibility, the
generalizability of these models across diverse operational or
geographic contexts remains insufficiently validated, necessitating
further exploration.

In this paper, to bridge previous gaps, we apply a combination
of the optimized DBN and N-K models in a new perspective to
quantify the RC of UGS leakage accidents. The RC mechanism of
UGS leakage is revealed from the perspective of the interaction
of different risk factors. The proposed method is described
in Section 2. Section 3 describes the detailed model-building
process, including the definition of the model structure and
the specification of the parameters. Section 4 presents the
study results and discussion. Section 5 summarizes the key
findings, contributions, and indicates the limitations and
future research.

2 Materials and methods

2.1 The proposed method

Figure 2 depicts the procedure. The accident risk factor analysis
and the N-Kmodel’s structure served as the basis for developing the
DBN’s structure. This phase must select dynamic nodes that change
over time. The DBN parameters are defined according to the N-K
model’s computed findings and the a priori probability. In order to
conduct the sensitivity analysis independently, the DBNmodelmust
first be built. At last, a triple-axiom-based validation procedure was
used to confirm the model’s accuracy.

Determining the type of RC is the first step in constructing
the N-K model. The likelihood of risk variables will be evaluated
by consulting past data, specialized knowledge, and reputable
references. Once the likelihood of various RC kinds has been
determined, the DBN model incorporates the N-K algorithm’s
computed value of the RC degree. Various kinds of risk variables
can have their interactions and interrelationships described using
the suggested method. There are two advantages: the ability to
quantitatively analyze RC effects and cope with uncertainty. The
model can also describe how risks evolve and how they are coupled.
An advantage of DBN is that it can update time-based hazards, show
how variables depend on one another over time, and track how
variables change over time. As a result, the approach may show how
various RC types vary at each time step. It can trace the development
of the accident that set it off and determine the interplay between
various risk factors.

2.2 DBN architecture design

In this study, we deploy a method utilizing forward and
backward command executionwith great flexibility (Adumene et al.,
2021). Nevertheless, BNmodels can not explicitly predict changes in
event likelihoods or associations over time (Amin et al., 2018), and
they can only do one-step posterior analysis. The ability to merge
conditions, events, and interrelationships that may change is what
makes a DBN an extension of a BN (Bhardwaj et al., 2021). In order
to simulate the ever-changing behavior of random variables, a DBN
has a time dependence. Quantitative risk assessment frequently
makes use of BNs, which are composed of directed acyclic graphs
and their corresponding joint probability distributions (Ahmed,
2008). In the network, nodes (X1, ...,Xn) present random variables
where the connection determines the probabilistic dependence
between the variables. Meanwhile, conditional probability tables
(CPT) for discrete variables are used to demonstrate marginal
probabilities in terms of relationships between parent nodes. The
joint likelihood P(X1, ...,Xn) is computed using Equation 1:

P(X1, ...,Xn) =∏
n
i=1

P(Xi|Pa(Xi)) (1)

where Pa(Xi) is the parent node of Xi and P(Xi|Pa(Xi)) denotes
the conditioned likelihood distribution of Xi. Each variable Xi is
primarily assumed to be insulated from all remaining variables for a
fixed value (Straub, 2009).

A standardized DBN can be identified as B0,B→, where B0
is a standardized BN defining the initial time of the probability
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FIGURE 2
The schematic of the proposed method.

distribution P(Z0), and B→ is a BN consisting of two time segments,
which determines the conditional pattern between the variables
between the two time slices as shown in Equation 2.

P(ZtZt−1) =∏
n
i=1

P(Zi
tPa(Z

i
t)) (2)

where Zi
t denotes point i at time t and Pa(Zi

t) represents the parent
node of Zi

t. In B→, the nodes in the initial segment cannot be
given any variables, while each node in the next segment follows a
conditional likelihood distribution P(Zi

t|Pa(Z
i
t)) (t > 0). When two

edges are in the same time slice, we can think of them as having an
immediate effect, or we can think of them as having an effect that
changes over time (Wang et al., 2021; Cai et al., 2021).

Two assumptions are contained in DBN: (1) the assumption of
first-order Markov that edges connecting nodes are limited to those
on nearest time segments or on the same slice itself; they cannot
traverse between different time slices; and (2) temporal uniformity
states that the parameters in B→ remain constant over time. Based
on the initial distribution and the conditional distribution between
neighboring time segments, the DBN can be extended to T time
slices to obtain the joint likelihood distribution among several time
segments as in Equation 3.

P(Z0:T) =∏
T
t=0
∏N

i=1
P(Zi

tPa(Z
i
t)) (3)

where the segment (t+ 1) is independent conditionally on the
previous slice t (Weber and Jouffe, 2006).

2.3 N-K model construction

The N-K model, originally developed by Kauffman (1993) for
studying complex systems in evolutionary biology. In complex
adaptive systems, dependency and complexity play different but
complementary functions. In risk evaluation, the N-K model is
used to evaluate the correlation degree and the level of RC between
the elements of an insecurity event (Liu et al., 2022). The N-
K network consists of two parameters representing the elements
number N and the coupling relationships K. If a network includes
N components and each component contains n states, we obtain
nN combinations as all potential coupling ways. When K achieves
a predefined level, the RC relationships of the factors can together
form a network with values ranging from [0,N− 1]. A direct way
to compute the frequency distribution between the risk factors
is to compute their mutual information. In this paper, mutual
information is used to represent the level of RC factors. Mutual
information is used for representing the risk factors’ coupling degree
in this study (Wang et al., 2022). Therefore, the mutual information
is calculated using Equation 4:

T(X1, ...,Xi) =∑x1
...∑

xi
P(X1, ...,Xi) × log2(

P(X1, ...,Xi)
P(X1)...P(Xi)

) (4)

where Xi denotes a risk factor, i ∈ [2,N], xi is the state of Xi,
P(X1, ...,Xi) is the probability of the RC factor, and P(Xi) is the
likelihood of risk factors occurring in a given condition.

The integration of DBN and N-K models theoretically utilized
their complementary capabilities. The N-K model provides a
static representation of the UGS system’s structural complexity,
identifying critical interdependencies and their impact on system
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FIGURE 3
Flowchart illustrating the integration of the NK model and DBN.

fitness. These interdependencies are then incorporated into the
DBN as probabilistic dependencies, enabling the model to capture
how changes in one component propagate through the system
over time. Specifically, the fitness landscape generated by the N-
K model informs the conditional probability distributions in the
DBN, ensuring that the temporal dynamics reflect the underlying
structural complexity of the UGS system. This integration allows
for a holistic analysis that accounts for both the dynamic evolution
of system states and the fuzzy, interdependent nature of UGS
components. By combining the temporal and probabilistic strengths
of DBNs with the structural and combinatorial insights of the N-
K model, this study provides a theoretically robust framework for
analyzing the UGS system. This approach not only addresses the
dynamic and fuzzy characteristics but also enhances the ability to
predict system behavior under various scenarios. Figure 3 displays
the flowchart of the integration of DBN and N-K algorithm.

The N-K model is adapted to represent the complexity of
interactions among risk factors. Here, N represents the number of
risk factor categories, identified as four primary types: equipment
(a), human (b), geology (c), and management (d). Thus, N
equals 4. Each risk factor category includes specific basic factors,
and each basic factor is modeled as a binary random variable
with states “failure” or “no failure.” The parameter K denotes
the number of risk factors involved in a specific coupling
interaction, ranging from 1 (single-factor coupling) to N (multi-
factor coupling). For UGS leakage accidents, K takes values

from 1 to 4, corresponding to single-factor couplings, two-factor
couplings, three-factor couplings, and four-factor couplings, as
described in Section 3.2.4. The total number of possible coupling
combinations is calculated as the sum of binomial coefficients,
resulting in 15 distinct permutations.The coupling strength for each
combination is computed using mutual information for two-factor
couplings andmulti-factor couplings. Historical data from 526 UGS
leakage accidents, sourced from the United States Geological Survey
(USGS) databases and scientific literature, provide the frequency of
occurrence for each coupling type, enabling the calculation of joint
and marginal probabilities.

The N-K model outputs are then converted to DBN CPTs as
follows.The N-Kmodel quantifies the degree of RC throughmutual
information, which measures the dependency between risk factors.
For two-factor couplings, the joint probability P(a,b) is calculated as
the frequency of accidents divided by the total number of accidents.
Marginal probabilities P(a) and P(b) are computed similarly based
on the occurrence of individual risk factors. To integrate these
results into the DBN, the mutual information values (coupling
strengths) are used to define the CPTs for RC nodes in the DBN
structure. Each RC node in the DBN is a binary variable with
states “Yes” (coupling present) and “No” (coupling absent).The CPT
for a coupling node Ti is constructed as follows. Coupling present
(Yes): When all parent nodes (risk factors) are in a failure state, the
probability of Ti = Yes is set proportional to the normalized mutual
information value from the N-K model. The mutual information
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Ti is normalized by dividing by the maximum possible mutual
information for the given number of factors to ensure probabilities
lie within [0, 1]. Coupling Absent (No): If any parent node is in a
non-failure state, the probability of Ti = Yes is set to 0, reflecting
the absence of coupling, and P(Ti = No) = 1. For higher-order
couplings, the process is analogous. The joint probabilities P(a,b,c)
and P(a,b,c,d) are calculated from the frequency of accidents
involving all relevant risk factors, and the mutual information is
computed using Equation 8 below.These values are normalized and
assigned to the CPTs of the corresponding DBN nodes.

Higher-order couplings (three or four factors) are incorporated
into the DBN by defining additional nodes that represent these
interactions. Each higher-order coupling node has parent nodes
corresponding to the individual risk factors involved. The DBN
structure includes these nodes, with directed edges from the risk
factor nodes (a, b, c, d) to the coupling nodes Ti. The CPTs for
these nodes are populated using the normalizedmutual information
values from the N-K model. The dynamic nature of the DBN allows
these higher-order couplings to evolve over time. The temporal
dependencies aremodeled using two time slices (B0 andB→), where
B0 defines the initial probability distribution, and B→ specifies
the conditional probabilities between consecutive time slices. For
higher-order couplings, the conditional probabilities in B→ account
for the temporal evolution of risk factor interactions, using the first-
order Markov assumption and temporal uniformity. This enables
the DBN to capture how the probability of a three- or four-factor
coupling changes over time based on the failure probabilities of
individual risk factors and their coupling strengths.

3 Model construction

3.1 UGS systems

Themajority ofUGS is utilized for balancing natural gas demand
and supply volatility, ensuring energy security, and making use of
the pipeline network. A UGS system usually consists of surface
facilities and subsurface storage, including reservoirs, cap layers,
wellbores, and extraction trees. Depleted reservoirs, aquifers, salt
caverns, or cavesmay be depleted reservoirs; themost popular being
depleted reservoirs due to good containment and storage for gas.
Injection and production of natural gas is performed by wellbores,
while surface equipment includes compressors, purification systems,
and transmission pipelines. UGS relies on gas’s compressibility as
its operating principle. Gas is kept underground and injected into
the reservoir when demand is low; when demand is high, customers
are supplied with gas from the reservoir. The gas pipeline network’s
operating efficiency and energy supply stability are both improved by
this peaking function. Also, in times of crisis, subsurface gas storage
is crucial, as indicated by Zheng et al. (2017). The UGS structure,
including surface and underground storage, is illustrated in Figure 4.

3.2 Identification of risk factors

3.2.1 Accident case source database and statistics
To ensure the robustness, relevance, and representativeness of

the statistical analysis underpinning the N-K model parameters, a

meticulous data collection, screening, and processing methodology
was applied to the accident cases. The primary source of accident
data was the USGS databases, complemented by comprehensive
scientific literature and publicly available accident investigation
reports (Zhang Y. et al., 2022; Evans, 2008). A total of 526 UGS
leakage incidents were ultimately included after a rigorous multi-
stage screening process based on the following specific filtering
criteria. Data collection focused exclusively on UGS leakage
incidents reported between 2000 and 2020. Inclusion was strictly
limited to events explicitly classified as “natural gas leakage” or
“uncontrolled gas escape” directly originating from or impacting
active or former UGS facilities. Expert knowledge was elicited to
validate incident clustering and supplement historical data. This
criterion systematically excluded incidents not directly related to
gas containment integrity or incidents occurring in non-UGS
sectors (e.g., general transmission pipelines or processing plants)
unless they directly precipitated a UGS-specific leakage. Planned
gas venting or flaring activities were also explicitly excluded.
Further screening ensured that the documented leakage derived
from or directly impacted critical UGS components, including the
storage cavern/reservoir, wellbore infrastructure, or surface facilities
immediately connected to the storage zone, where their failure
directly led to reservoir gas release. This focus refined the dataset
to components integral to UGS containment integrity. Preference
was provided to cases with adequately documented information
regarding the root causes, contributing factors (categorized as
equipment, human, geological, and management), reservoir type
(depleted field, aquifer, salt cavern), and key consequence details
(ignition, environmental impact, economic loss). Incidents with
critically ambiguous or severely incomplete information for these
core variables were excluded.

To avoid any skew in our findings and clean the data, we perform
some procedures to processmissing values and outliers.Themissing
details on what caused an incident or its effects are filled based
on expert opinions combined with some straightforward stats (e.g.,
averaging the loss tweaked for the reservoir type), but only keep
cases where less than 10% of the information ismissing. For extreme
outliers, we use the Interquartile Range (IQR) method to spot them,
flagging anything outsideQ1− 1.5× IQR toQ3+ 1.5× IQR. We then
weigh each case: we hold onto bigmoments like Aliso Canyon’s $330
million direct loss because it’s well-documented, but ditch minor
reports that seem overstated or off-base.This keeps our dataset clean
and reliable, trimming about 5% (26 records) that are outliers.

Depleted oil and gas reservoirs accounted for 108 of the 526UGS
leakage events, while aquifers, salt caverns, and caves accounted
for 53, 347, and 18 incidents, respectively. Table 1 shows that there
are thirteen distinct types of leakage accidents. For underground
reservoirs in depleted oil and gas reservoirs, the main causes are
drilling/casing/seal plugs and other drilling-related breakages; for
aquifer reservoirs, design and construction defects, and capping
layer failure are the main causes of leakage accidents; for salt-rock
reservoirs, the main causes are drilling/casing/seal plugs and other
drilling-related breakages, design and construction defects and
cracking/creeping/solvation; and for cavern reservoirs, the causes of
leakage accidents are mainly design and construction defects and
capping layer failure due to a relatively small number of cavern
reservoirs.
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FIGURE 4
The UGS structure (source: Zheng et al. (2017)).

3.2.2 Identification process
A lot of work has been done by many scholars in the study

of risk factor identification. Agarwal et al. (2021) proposed an
integrated BT and BN model for evaluating the probability of gas
release and identifying the main hazards leading to natural gas
leakage accidents. Bai et al. (2016) investigated that the injected
gas may cause corrosion of metal tubing and cement in the
wellbore, caused by cyclic and thermal loads over the life of the
well, on a loss of integrity factor of the UGS equipment. Zhang
and Wang (2023) reviewed the problem of risk identification in
UGS and focused on metrics development and the use of early
warning and detection systems, so as to provide guidance for safe
production at UGS.

This paper combines 13 types of leakage accident causes
common characteristics, which can be further summarized as
equipment factor, human factor, geological factor, and management
factor. Equipment factor includes drilling/casing/seal plugs
and other drilling-related breakages, valves/pipes/wellheads,
and other surface facility defects. Human factors include
improper wellhead pressure control, design and construction
defects, excessive storage, frequent well switching, and high
differential production pressure. Geologic factors include
leaching/intercavity connectivity, fracturing/creep/dissolution,
cap failure, and geologic faulting/fracturing. Management factors

include implementation/organizational/regulatory failures, and
failure in monitoring, testing, and maintenance (see Table 2).

The frequency of risk variables for leakage accidents and the
distribution of accident causes were determined by studying 526
UGS leakage accidents (Figures 5, 6). In which 40.30% of the
accidents were caused by equipment factors, 31.56% by human
causes, 25.86% by geological factors, and 2.28% by management
factors. Leaks in subterranean gas storage facilities are most often
caused by these four things. Leakage incidents caused by equipment,
human, and geology are significantly more common than those
caused by management. This demonstrates that the equipment is
the most significant factor in UGS leakage accidents, with geology
and equipment being integral parts of the UGS structure. Humans
are involved in the design, construction, and operation of UGS, and
their subjective and difficult-to-control behavior is in line with the
reality of the situation.

3.2.3 Types of RC leakages
The coupling relationship between UGS leakage incidents and

different sorts of influencing factors was further investigated so that
the influence of RC could be considered. Previously, we established
that equipment, human, geology, and management are the four
reasons for UGS leaking accidents. Hence, there are three types
of coupling relationships: “single-factor risk”, “two-factor risk”, and
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TABLE 1 Statistics on the causes of leakage accidents.

Serial number Causes of leakage Types of UGS

Depleted reservoir Aquifer Salt cavern Caves Total

1 Drilling/casing/seal plugs and other
drilling-related breakages

72 8 109 — 189

2 Valves/pipes/wellheads and other surface
facility defects

12 4 7 — 23

3 Improper wellhead pressure control — — 4 — 4

4 Design and construction defects 7 16 95 5 123

5 Excess storage 8 1 15 3 27

6 Frequent switching well — 1 — 2 3

7 Production overpressure — — 9 — 9

8 Leaching/intercellular communication — — 14 — 14

9 Cracking/creeping/solvation — — 89 — 89

10 Capping layer failure 2 13 2 4 21

11 Geologic faults/fractures 4 5 — 3 12

12 Implementation/organizational/regulatory
failures

1 2 1 — 4

13 Failure in monitoring, testing, and
maintenance

2 3 2 1 8

Total 108 53 347 18 526

“multi-factor risk”. These relationships involve equipment, human
resources, geology, and management.

3.2.3.1 Single-factor RC
Single-factor RC refers to the leakage accidents caused by the

interaction of the same attribute risk factors in UGS, including
the RC between equipment factors, referred to as equipment-
equipment, and denoted as T(a); RC between human factors,
referred to as human-human, denoted as T(b); RC between
geological factors: referred to as geology-geology, denoted as T(c);
RC between management factors: referred to as management-
management, denoted T(d).

3.2.3.2 Two-factor RC
Two-factor RC is the leakage accident caused by the cross

action of two risk factors with differentiated UGS reservoir
properties, including the RC between equipment factors and human
factors, referred to as equipment-human, denoted as T1; RC
between equipment factors and geological factors, referred to as
equipment-geology, denoted as T2; RC between equipment factors
and management factors, referred to as equipment-management,
denoted as T3; RC between human factors and geological factors,
referred to as human-geology, denoted as T4; RC between human
factors andmanagement factors, referred to as human-management,

denoted as T5; RC between geological factors and management
factors, referred to as geology-management, denoted as T6.

3.2.4 Multi-factor RC
Multi-factor RC is leakage accidents caused by cross action

of more than three risk factors with differentiated properties in
UGS, which includes RC between equipment factors, human
factors and geological factors, referred to as equipment-human-
geology, noted as T7; RC between equipment factors, human
factors and management factors, referred to as equipment-human-
management, noted asT8; RCbetween equipment factors, geological
factors and management factors, referred to as equipment-
geology-management, denoted as T9; RC between human factors,
geological factors and management factors, referred to as human-
geology-management, denoted as T10; in addition, the RC
between equipment factors, human factors, geological factors and
management factors, referred to as equipment-human-geology-
management, denoted as T11.

3.3 Development of the DBN architecture

The Netica program was used to create the DBN model
in this paper. It integrates 24 nodes and 36 arcs to analyze
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FIGURE 5
Statistical graph of the occurrence of risk factors. (a) Occurrence by risk type. (b) Percentage by risk type. (c) Occurrence and percentage by country.

RC across 30 time slices (Δt = 500 h). Inference computations,
performed on a standard desktop (Intel Core i7, 16 GB RAM),
require approximately 2.5 s per simulation with O (n2) complexity
for belief propagation. This efficiency supports near-real-time
risk assessments for UGS operations, with potential optimization
for millisecond updates in real-time monitoring by reducing
time slices or pre-computing static parameters. While variable
relationships can be input as individual probabilities, expressed

as equations, the user interface is intuitive, and the program
plots networks smoothly. Figure 7 and Table 3 illustrate the result
of combining the influencing factors from the previous section
with the leakage accident RC DBN structure. A parent node is
defined as a risk factor, while a child node is defined as a form
of RC. “Yes” and “No” are the two possible values for each node.
Since many components fail over time, all risk factors act as
dynamic nodes.

Frontiers in Earth Science 11 frontiersin.org

https://doi.org/10.3389/feart.2025.1639790
https://www.frontiersin.org/journals/earth-science
https://www.frontiersin.org


Hu et al. 10.3389/feart.2025.1639790

FIGURE 6
Statistical diagram of accident cause distribution.

3.4 DBN parameter range

3.4.1 Basic factor parameters
Knowledge and experience allow humans to operate more

efficiently. But, as a result of reaching a critical degree of exhaustion,
human error becomes more pronounced over a lengthy duration
of specific operation time. To comprehend the variations in human
reliability over time as operations progress, a dynamic analysis of
human performance is required in this context (Liu et al., 2021;
Zarei et al., 2021). During the initial stages of operating a UGS
facility, workers are not likely to make many mistakes. However,
as the work time comes to a close, their productivity will be
greatly impacted by factors such as extreme exhaustion or changes
in working circumstances. We propose a dynamic DBN model
by incorporating time-dependent human error rates using a non-
homogeneous Poisson distribution, which can reflect the variability
in failure rates over time. Specifically, the human reliability function
is calculated as in Equations 5, 6:

R(t) = [1− e−∫
t
t0
λ(τ)dτ] ·H(t) (5)

H(t) =
{
{
{

1, for t ≥ t0
0, for t < t0

(6)

where τ is a dummy variable of integration. It represents time points
between t0 and t in the integration process, allowing the calculation
of the cumulative failure rate over the specified time interval. λ(t)

denotes a time-varying failure rate, which is a function of time t,H(t)
is the hybridization step function, consideration of human reliability
is only relevant for the operation of t ≥ t0, and t0 is the time of the
start of the operation. Below is the pseudo-code for the probability
function between two time slices.

3.4.1.1 Pseudo-code

Step 1. Start
Step 2. Initialize variables Xi(t) = initial condition
Step 3. Check the initial condition
Step 4. IF Xi(t) = Yes THEN
Step 5. Check the next condition after the time step Δt
Step 6. IF Xi(t+Δt) = Yes THEN
Step 7. Probability when both conditions are Yes
Step 8. P(Xi(t+Δt)|Xi(t)) = 1
Step 9. ELSE
Step 10. Probability when the initial is Yes but the next is No
Step 11. P(Xi(t+Δt)|Xi(t)) = 0
Step 12. END IF
Step 13. ELSE
Step 14. Check the next condition after time step Δt when the

initial is No
Step 15. IF Xi(t+Δt) = Yes THEN
Step 16. Probability when initial is No but next is Yes
Step 17. P(Xi(t+Δt)|Xi(t)) = 1− e−λΔt

Step 18. ELSE
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FIGURE 7
A dynamic evolution of interconnected risk factors in UGS using a DBN. (a)Over 30 time slices. (b) The connection of dynamic nodes across time slices.

Step 19. Probability when both conditions are No
Step 20. P(Xi(t+Δt)|Xi(t)) = e−λΔt

Step 21. END IF
Step 22. END IF
Step 23. End

For a DBN’s dynamic node, as shown in pseudo-code, the
failure rate is determined between two time slices. All of the basic
factors’ failure rates are shown in Table 4. Assuming Δt = 500 h,
the generated DBN incorporates the estimated node parameters.

The time step Δt = 500 h is chosen based on the operational cycle
of facilities, which typically involves seasonal gas injection and
withdrawal phases. This interval aligns with the average duration
of significant operational phases, such as continuous injection or
production periods, during which risk factors like equipment wear,
human fatigue, or geological stress changes are likely to manifest.
This time step allows the DBN to capture the dynamic evolution
of RC without excessive computational complexity. Sensitivity tests
confirmed that Δt = 500 h provides a balance between temporal
resolution and model stability, as shorter intervals led to negligible
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TABLE 3 Node of DBN.

Risk factor Code Basic factors Code RC factors Code

Equipment factor a
Drilling/casing/seal plugs and other drilling-related breakages a1 Equipment-Human T1

Valves/pipes/wellheads and other surface facility defects a2 Equipment-Geology T2

Human factor b

Improper wellhead pressure control b1 Equipment-Management T3

Design and construction defects b2 Human-Geology T4

Excess storage b3 Human-Management T5

Frequent switching well b4 Geology-Management T6

Production overpressure b5 Equipment-Human-Geology T7

Geologic factor c

Leaching/intercellular communication c1 Equipment-Human-Management T8

Cracking/creeping/solvation c2 Equipment-Geology-Management T9

Capping layer failure c3 Human-Geology-Management T10

Geologic faults/fractures c4 Equipment-Human-Geology-Management T11

Management factor d
Implementation/organizational/regulatory failures d1

Failure in monitoring, testing, and maintenance d2

changes in coupling probabilities, while longer intervals risked
missing critical transitions.

3.4.2 Parameters of the RC node
It is not feasible to utilize interactive information to determine

the coupled state in single-factor RC since it includes an energy and
information intrasystem exchange. It is possible to determine the
two-factor RC using Equation 7.

{{{{{{{{{{{{{{{{{{{{{{
{{{{{{{{{{{{{{{{{{{{{{
{

T1 =∑a
∑

b
P(a,b) × log2

P(a,b)
P(a)P(b)

T2 =∑a
∑

c
P(a,c) × log2

P(a,c)
P(a)P(c)

T3 =∑a
∑

d
P(a,d) × log2

P(a,d)
P(a)P(d)

T4 =∑b
∑

c
P(b,c) × log2

P(b,c)
P(b)P(c)

T5 =∑b
∑

d
P(b,d) × log2

P(b,d)
P(b)P(d)

T6 =∑c
∑

d
P(c,d) × log2

P(c,d)
P(c)P(d)

(7)

where P(a,b), P(a,c), P(a,d), P(b,c), P(b,d), and P(c,d) are the
coupled probabilities of the two risk factors.

According to Equation 8, the degree of coupling for multi-
factor RC is calculated.

{{{{{{{{{{{{{{{{{
{{{{{{{{{{{{{{{{{
{

T7 =∑a
∑

b
∑

c
P(a,b,c) × log2

P(a,b,c)
P(a)P(b)P(c)

T8 =∑a
∑

b
∑

d
P(a,b,d) × log2

P(a,b,d)
P(a)P(b)P(d)

T9 =∑a
∑

c
∑

d
P(a,c,d) × log2

P(a,c,d)
P(a)P(c)P(d)

T10 =∑b
∑

c
∑

d
P(b,c,d) × log2

P(b,c,d)
P(b)P(c)P(d)

T11 =∑a
∑

b
∑

c
∑

d
P(a,b,c,d) × log2

P(a,b,c,d)
P(a)P(b)P(c)P(d)

(8)

where P(a,b,c), P(a,b,d), P(a,c,d), P(b,c,d), and P(a,b,c,d) are the
coupled probabilities of beyond three risk factors.

RC among equipment, human, geological, and management
factors is denoted in this study by “+” and “-” accordingly. The
presence of RC is denoted by “+” and its absence by “-” in this
context. Fifteen distinct permutations of RC exist. Table 5 details
the quantification of coupling probability for distinct risk factors
according to the statistical analysis of RC events in 526 UGS leakage
accidents. Also, the computed probabilities are displayed for single-
factor, two-factor, and multi-factor risks. The rank and coupling
values for two-factor and multi-factor risks were derived from
Equations 7, 8 as shown in Table 6.

The results show that, on the whole, the UGS leakage accidents
refer to the coupling effect of risk factors. These coupling effects
are quantitatively represented through coupling values. The four-
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TABLE 4 Basic factors and their failure rates.

Serial number Risk factor Basic factors Code Failure rate

1
Equipment

Drilling/casing/seal plugs and other drilling-related breakages a1 8.37E-03

2 Valves/pipes/wellheads and other surface facility defects a2 7.00E-03

3

Human

Improper wellhead pressure control b1 4.72E-03

4 Design and construction defects b2 2.55E-03

5 Excess storage b3 3.12E-03

6 Frequent switching well b4 2.15E-03

7 Production overpressure b5 2.24E-03

8

Geologic

Leaching/intercellular communication c1 1.68E-03

9 Cracking/creeping/solvation c2 3.60E-03

10 Capping layer failure c3 1.80E-03

11 Geologic faults/fractures c4 2.20E-03

12
Management

Implementation/organizational/regulatory failures d1 4.30E-04

13 Failure in monitoring, testing, and maintenance d2 6.25E-04

TABLE 5 Coupling frequency and probability of leakage accident risk.

Risk event code Coupling mode Frequency of occurrence Probability of occurrence

+---

Single-factor risk coupling

72 0.136882

- + -- 58 0.110266

-- + - 49 0.093156

---+ 4 0.007605

++--

Two-factor risk coupling

96 0.18251

+- + - 29 0.055133

+--+ 14 0.026616

-++- 65 0.123574

- + -+ 17 0.032319

--++ 2 0.003802

+++-

Multi-factor risk coupling

58 0.110266

++-+ 52 0.098859

+-++ 5 0.009506

-+++ 4 0.007605

++++ 1 0.001901

Note: Coupling modes indicate the presence (+) or absence (−) of risk factors in the order: equipment, human, geological, management.

Frontiers in Earth Science 15 frontiersin.org

https://doi.org/10.3389/feart.2025.1639790
https://www.frontiersin.org/journals/earth-science
https://www.frontiersin.org


Hu et al. 10.3389/feart.2025.1639790

TABLE 6 Coupling values of different risk factors.

Code RC factors Coupling value Rank

T1 Equipment-Human 0.145606288 11

T2 Equipment-Geology 0.207221639 8

T3 Equipment-Management 0.263760861 7

T4 Human-Geology 0.180277749 9

T5 Human-Management 0.297009833 6

T6 Geology-Management 0.164219083 10

T7 Equipment-Human-Geology 0.466358524 3

T8 Equipment-Human-
Management

0.598890352 2

T9 Equipment-Geology-
Management

0.448422261 4

T10 Human-Geology-
Management

0.408887051 5

factor coupling has the largest value, followed by the three-factor. In
contrast, the two-factor coupling has the smallest value. For three-
factor coupling, the equipment-human-management coupling has
the largest risk value, while human-geology-management coupling
has the smallest value. For two-factor coupling, the human-
management coupling has the largest risk value, while the
equipment-human coupling has the smallest. The greater the
coupling value, the greater the interaction between different risk
factor types. The DBN model is applied to all calculated coupling
degrees. For instance, when the equipment-human coupling state
of the node is “Yes”, then the computed coupling degree will be
assigned. If the status is No, the status value is 0.

3.4.3 Verifying the developed DBN model
Because it gives reasonable trust in the model’s outcomes,

validation is a crucial part of the suggestedmodel.Different parts of a
model are best addressed by using variousmethods, such as external
validation, response surface modeling, and response analysis. Here,
we employ a validation approach that relies on three axioms to
partially verify the suggested DBN or BN model (Rathnayaka et al.,
2012). All three of these axioms need to be met (Liu et al., 2018).
Firstly, it is guaranteed that a relative change in the child nodes’
posterior probability will occur if each parent node’s prior subjective
probabilities are slightly increased or decreased. Also, as each parent
node’s subjective probability distribution changes, the amount by
which it affects the value of the child nodes should remain constant.
Finally, the influence of combining the probability changes from
the x attribute on the value should always be greater than the total
influence from the set of x− y attributes.

For the first time slice node equipment factor, when the a1
of the parent node is “No”, then the equipment-human coupling
probability decreased from 6.39% to 3.25%. If the status of the node’s
a2 is also set to “no”, then the equipment-human coupling probability

is reduced to 0. While the addition for each influence node satisfies
these axioms, which partially validates the model.

4 Results and discussions

4.1 Analysis results

BN’s versatility in conducting both predictive and diagnostic
studies makes it a popular choice. In forward analysis, each node’s
conditional dependency and the root node’s prior probability are
used to compute the probability of any node occurring. Reverse
probability analysis takes an observation or piece of information in
the form of an instantiation of a variable for one of its valid values
and uses it to compute the posterior probability of a collection of
variables.

After splitting the developed DBN 5 times, the static BN at
this point is shown in Figure 8 and Table 3. In this case, the
probabilities of the human factor and management factor are the
highest among all risk factor nodes. The probability of human-
management coupling is the highest (25%) among all RCnodes.This
suggests that human-management RC is the most likely factor to
lead to leakage from UGS in a short period.

To find dynamic statistics for risk factors and RC, the developed
DBN was extended by a factor of 30. The results show that the
probability of all RCs increases rapidly in the first few time slices
and finally stabilizes. The results show that the probability of all
risky couplings increases rapidly in the first few time slices and
finally stabilizes. The RC node’s expected value increases with
its probability, with the equipment-human-geology-management
coupling (T11) always having the highest probability and the
equipment-personnel (T1) having the lowest probability.The results
indicate that T11 is the most likely risk factor for UGS leakage
accidents in the long-term development.

To address the dynamic validation of the proposed model, a
comparative analysis is conducted using the Aliso Canyon UGS
leakage accident (Conley et al., 2016). The Aliso Canyon incident
involved a significantmethane leak at the Aliso CanyonUGS facility,
attributed to multiple risk factors, including equipment failure (well
casing breach), management deficiencies (inadequate monitoring
and maintenance protocols), and geological factors (subsurface
pressure dynamics). The investigation report identified equipment
failure as the primary contributor, followed by management and
geological factors, with human factors playing a secondary role due
to operational oversights.

To validate the proposed model dynamically, the DBN is
simulated over 30 time slices, incorporating the N-K model’s
coupling probabilities and failure rates. The simulation focuses on
the temporal evolution of RC types (T1 to T11), particularly T1,
T2, T3, T7, T8, T9, and T11. The model’s predicted coupling values
were compared with the risk factor rankings from the Aliso Canyon
investigation report (equipment > management > geological >
human).The chart in Figure 9 shows the growth pattern that reflects
the dynamic nature of UGS leakage risks, where early operational
phases are prone to escalating risk interactions due to factors such
as equipment wear, human fatigue, and geological stress changes.
The curve shapes for all coupling types exhibit a logarithmic-like
growth, with a steep initial rise followed by a plateau, indicating
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FIGURE 8
Extending DBN on time slices. (a) Over time slice t5. (b) Across five time slices (t1-t5).

that risk coupling reaches a steady state after approximately 10 time
slices. This stabilization suggests that the system enters a phase
where risk factor interactions are consistent, driven by the first-order

Markov assumption and temporal uniformity in the DBN model.
Specifically, T11 consistently shows the highest probability across all
time slices, peaking at a stable value significantly higher than other
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FIGURE 9
Dynamic probabilities for each coupling type over 30 time slices.

couplings.This indicates a dominantmulti-factor interaction, where
the combined failure of all four risk categories poses the greatest risk
to UGS leakage accidents over the long term. In contrast, T1 exhibits
the lowest probability, with a flatter growth curve, suggesting weaker
interdependence between these two factors alone. The intermediate
coupling types (T7, T8, T9) show moderate growth rates, with T8
and T7 displaying steeper curves than T1 but less pronounced than
T11, reflecting their significant but less comprehensive interactions.
The rapid initial increase in probabilities aligns with the operational
context of UGS facilities, where seasonal injection and withdrawal
cycles amplify risk factor interactions during high-activity periods.
The stabilization phase suggests that preventive measures, such as
enhanced maintenance or monitoring, could be most effective if
implemented early to curb the escalation of RCs. This analysis
highlights the DBN’s ability to capture the temporal evolution of risk
coupling, providing actionable insights for risk mitigation.

The T8 coupling also ranks high, reflecting the report’s
findings on the interaction of equipment failures and inadequate
management practices exacerbated by human errors. Similarly,
T7 and T9 highlight significant equipment-human-geology and
equipment-geology-management couplings, consistent with the
report’s prioritization. The model’s dynamic simulation captures
the increasing influence of T3 and T8 over time, matching the
report’s note on delayed maintenance and operational oversights
exacerbating the leak. The bar chart in Figure 10 also quantifies
the DBN-inferred coupling coefficients with the normalized risk
prioritization metrics from the Aliso Canyon incident report for
coupling nodes T1, T2, T3, T7, T8, T9, and T11. T8 and T11 exhibit
peak coupling coefficients of 0.598 and 0.599, respectively, signifying
robust interdependencies among managerial, operational, and
geological risk vectors. These align with Aliso Canyon’s normalized
priority indices of 0.666 for T8 and 0.768 for T11, markedly

exceeding T1 (0.201) and T2 (0.343), indicating a high concordance
in identifying critical multi-factor risk clusters (Lackey et al., 2024).
A notable divergence occurs at T7, where themodel yields a coupling
coefficient of 0.466 against Aliso Canyon’s 0.632, suggesting a
requisite calibration of the DBN’s probabilistic inference framework
to enhance alignment with empirical hazard profiling.

4.2 Sensitivity analysis

In this paper, we conduct a sensitivity analysis focusing on the
high-order RCs. The probabilities of the five coupling types (T7, T8,
T9, T11) for the fifth extension of time were calculated assuming that
each risk factor’s failure rate has ±20% uncertainty.The probabilities’
upper and lower bounds for the two coupling types are shown in
Figures 11–14.

Figure 11 shows that for T7 (equipment-human-geology
coupling), equipment factors have the greatest influence, with a1
(drilling/casing/seal plugs and other drilling-related breakages)
having a greater influence, while human factors and geological
factors have a lesser influence. The results, illustrated in Figure 12,
show the percentage change in the T8 coupling value for each factor
perturbation.The analysis indicates that a1 (drilling/casing/seal plug
failures) has the greatest influence, with a +20% increase in its failure
probability causing a 15.2% increase in the T8 coupling value and a
−20%decrease reducing it by 14.8%.The impact of a2 (pipeline/valve
failures) is slightly less, with a +20% perturbation increasing the
coupling value by 12.1% and a −20% perturbation decreasing it by
11.9%. Among management factors, d1 (imperfect management
systems) exhibits a moderate effect, with a +20% increase resulting
in a 9.3% rise in the coupling value and a −20% decrease leading to
an 8.9% reduction. In contrast, d2 (inadequate emergency response)
has the smallest impact, with a +20% perturbation increasing
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FIGURE 10
Dynamic probabilities for each coupling type over 30 time slices.

FIGURE 11
Sensitivity analysis of T7.

the coupling value by 6.7% and a −20% decreasing it by 6.4%.
These findings suggest that equipment factors, particularly a1, are
the dominant contributors to the T8 coupling, aligning with T8’s
high coupling value (0.598) and its relevance to the Aliso Canyon
incident, where equipment failures (e.g., well casing breaches)
interacted with human errors and management deficiencies.

However, the notable influence of d1 indicates that improvements
in management systems could substantially reduce T8-related risks,
more effectively than enhancing emergency response (d2).

Figure 13 shows that at T9, the equipment factor has the largest
impact, which is dominated by the impact of a1 (drilling/casing/seal
plugs and other drilling-related breakages), and the management
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FIGURE 12
Sensitivity analysis of T8.

FIGURE 13
Sensitivity analysis of T9.

factor has a smaller impact. The geology factor has the smallest
impact. It demonstrates that the equipment factor a1 exerts the
strongest influence, with a +20% increase in its failure probability
causing a 14.5% rise in the T9 coupling value and a −20%
decrease reducing it by 14.1%. Geological factor c1 (geological
structure instability) follows, with a +20% perturbation increasing
the coupling value by 11.8% and a −20% perturbation decreasing it
by 11.4%. Management factor d1 (imperfect management systems)
exhibits a lesser impact, with a +20% increase resulting in an

8.7% rise and a −20% decrease leading to an 8.3% reduction.
The influence of a2 (pipeline/valve failures), c2 (subsurface fluid
migration), and d2 (inadequate emergency response) is less
pronounced, with changes ranging from 4.5% to 9.2% for ±20%
perturbations. Figure 14 shows that for T11, the equipment factor
is the most influential, with a1 (drilling/casing/seal plugs and other
drilling-related breakages) and a2 (valves/pipes/wellheads and other
surface facility defects) being the main influences, and human
factors, geological factors, and management factors being less
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FIGURE 14
Sensitivity analysis of T11.

influential. The overall ranking is: equipment factor > management
factor > geological factor > human factor. The a1 remains the
dominant contributor, with a +20% perturbation increasing the
coupling value by 17.4% and a −20% perturbation decreasing it by
16.9%. Human factor b1 (operational error) has a significant effect,
with a +20% increase causing a 13.6% rise and a −20% decrease
reducing the coupling value by 13.2%. Geological factor c1 and
management factor d1 follow, with +20% perturbations yielding
10.9% and 7.8% increases, respectively, and −20% perturbations
resulting in 10.5% and 7.4% reductions.

The moderate influence of d1 suggests that strong management
frameworks can be a secondary control, aligning with the
Aliso Canyon incident, where inadequate monitoring intensified
equipment and geological failures. For T11, the significant roles
of a1 and b1 highlight the interplay between equipment failures
and human errors, such as operational oversights, which were
pivotal in the Aliso Canyon leak. The results of c1 and d1 indicate
the importance of integrated risk management approaches that
tackle both subsurface uncertainties and systemic management
shortcomings. Compared to T7, T9, and T8, T11 expresses the
highest sensitivity to risk factors, being critical for comprehensive
risk mitigation. T9, while less sensitive than T11, shows a stronger
emphasis on geological factors compared to T8, which is more
driven by equipment-human interactions. These findings suggest
that UGS operators should prioritize equipment maintenance and
geological assessments, coupled with targeted human training and
management system enhancements, to reduce the likelihood of
leakage accidents.

Equipment failures, particularly in wellbores and surface
facilities, are prevalent, including cyclic pressure changes and

corrosion from injected gas. These conditions align with the N-
K model’s emphasis on structural complexity, where equipment
components have high interdependencies (K = 1–4), amplifying
their failure impact.Human factors, while significant (b2: design and
construction defects, 23.38%), are less dominant because they often
manifest as secondary contributors, such as operational errors (b1)
or inadequate training (b2), which exacerbate equipment failures.
The DBN model captures this through the higher coupling values
for equipment-inclusive couplings compared to human-exclusive
couplings. The sensitivity analysis further confirms this, with a1
consistently showing the largest impact across T7, T8, T9, and T11,
while human factor b1 has a significant but lesser effect.

Theoretically, this dominance is grounded in the socio-technical
nature of UGS systems, where equipment forms the physical
backbone, directly interfacing with geological and operational
stresses. Human errors, while critical, are mediated through
equipment operation or design, making their impact less direct.
The Aliso Canyon incident exemplifies this, where a well casing
breach (equipment) was the primary cause, amplified by human
oversights and management deficiencies. The N-K model’s mutual
information metric quantifies these interdependencies, showing
stronger coupling for equipment-related interactions due to their
higher failure rates.

4.3 Three axioms validation

The monotonicity axiom requires that an increase in a parent
node’s prior probability leads to a proportional increase in the child
node’s posterior probability. This is examined through sensitivity
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TABLE 7 Comparison of predicted and observed coupling probabilities.

Coupling node Predicted
Probability

Observed
Probability

Absolute
Error

T7 0.110 0.110 0.004

T8 0.099 0.094 0.005

T9 0.099 0.094 0.005

T11 0.002 0.003 0.001

analysis at time slice t5, with ±20% perturbations in risk factor
failure rates. These consistent directional changes across T7, T8, T9,
and T11 confirm that the DBN satisfies the monotonicity axiom,
as parent node failure probability changes reliably propagate to
child node coupling probabilities. The DBN’s responsiveness to
new evidence was evaluated by simulating the introduction of
hypothetical evidence, such as an increased equipment failure rate
due to a reported incident, at time slice t5. The change in T8’s
coupling probability before and after updating the failure rate of
a1 by +20% over five time slices (t1–t5). T8’s probability rises from
0.099 at t5 (baseline) to 0.119 after the update, demonstrating the
model’s adaptability. Similarly, the dynamic evolution of coupling
probabilities between two time slices, with T8 and T11 increasing
rapidly before stabilizing, reflects temporal risk factor interactions.
The sensitivity analysis in Figures 11–14 further supports this axiom,
as the DBN adjusts probabilities for T7, T8, T9, and T11 in response
to ±20% failure rate perturbations, aligning with the dynamic
operational context of UGS facilities.

Furthermore, a quantitative validation compared the DBN’s
predicted coupling probabilities with observed probabilities. Table 7
presents the predicted and actual probabilities for T7, T8, T9, and
T11 at time slice t5, with absolute errors. The mean absolute error
(MAE) is 0.013, confirming high predictive accuracy and indicating
the DBN’s reliability in modeling RC.

5 Conclusion

In this paper, a coupled accident risk quantification method
according to DBN and N-K models is proposed. The method is
used for UGS leakage accidents. The RC types caused by equipment
factors, human factors, geologic factors, and management factors
in UGS leakage accidents are clarified. The RC mechanism of UGS
leakage accidents is revealed from the interaction between different
risk factor types. Based on the UGS leakage accidents risk analysis,
the N-K model and DBN structures are established. The parameters
of the RC nodes in the developed DBN are determined based on the
calculation results of the N-K model. After the DBN is completed,
it is validated by a method based on the three axioms. Sensitivity
analysis is also performed to study the impact of risk factors on
different RC types. The findings indicate that.

(1) In the short term, the coupling of human factors and
management factors is the main factor leading to the leakage
accidents occurrence, and with the development of time,

the coupling of equipment factors, human factors, geological
factors, and management factors coupling is the main factor
leading to the leakage accidents occurrence. Therefore, in the
short term, we can reduce the human factors andmanagement
factors coupling by strengthening personnel training and
optimizing themanagement process andothermeasures; in the
long term, we can reduce the risk of coupling by constructing
the whole life cycle management of the equipment, geological
dynamic monitoring, and other measures.

(2) Equipment factors are easily coupled with human factors,
geological factors, and management factors, and it is
suggested to minimize the probability of leakage accidents
by reducing the occurrence of equipment factors. For
example, it is necessary to monitor the bad condition of
valves/pipes/wellheads at all stages of operation, and at the
same time, adopt methods and means such as dynamic
monitoring of equipment and regular overhauling to reduce
drilling/casing/seal plugs and other drilling-related breakages,
and to minimize leakage accidents caused by the coupling of
equipment factors with other factors, to improve the overall
safety of UGS.

This paper provides the following significant contributions.
Firstly, it provides the quantitative validation of coupling hierarchies.
Without such analysis, it is not intuitively obvious which specific
couplings dominate or by what margin, nor how factors like
equipment (a1: drilling/casing/seal plugs) disproportionately
drive risk. This granularity enables precise risk prioritization, a
critical advancement over qualitative assumptions. Secondly, a
key innovation of this study is its ability to model the temporal
evolution of RC, which is not intuitively predictable. The DBN’s
first-order Markov assumption and temporal uniformity enable this
dynamic modeling, offering insights into when interventions are
most effective—information unattainable through intuition alone.
Thirdly, the study’s sensitivity analysis identifies specific risk factors
driving high-impact couplings, which significantly influence T7,
T8, T9, and T11. This finding, validated against the Aliso Canyon
incident, where well casing breaches were pivotal, underscores
the non-obvious dominance of equipment factors over human or
geological factors. Intuitively, one might assume human errors or
geological uncertainties are equally critical, but the quantitative
analysis reveals the equipment’s outsized role, guiding targeted
maintenance strategies. Finally, the integration of DBNs with
the N-K model is a methodological advancement that addresses
limitations in existing approaches. Unlike BT analysis, which

Frontiers in Earth Science 22 frontiersin.org

https://doi.org/10.3389/feart.2025.1639790
https://www.frontiersin.org/journals/earth-science
https://www.frontiersin.org


Hu et al. 10.3389/feart.2025.1639790

focuses on single-factor risks, or Monte Carlo simulations, which
lack temporal dynamics, the proposed framework captures both
structural complexity (via N-K’s mutual information) and temporal
dependencies (via DBN’s time slices). Standalone BNs cannotmodel
dynamic risk evolution, a gap filled by this study’s approach. The
N-K model’s ability to enumerate 15 coupling permutations and
the DBN’s capacity to update probabilities over time provide a tool
for dissecting complex socio-technical systems like UGS, enhancing
predictive accuracy.

While this study advances the RC analysis of UGS leakage
accidents through the integration of DBN and N-K models, it has
certain limitations.Themodel relies on simplified assumptions, such
as binary states for risk factors and a single time step (Δt = 500 h),
which may not fully capture the complexity of real-world UGS
operations. Additionally, the analysis is based primarily on data from
USGS databases and scientific literature, potentially introducing
biases due to single-source dependency and incomplete historical
records. A limitation stems from the assumption of temporal
homogeneity in the DBN construction. This somewhat limits the
model’s responsiveness to changes in operational conditions, such
as equipment degradation or geological variations. This constraint
arises from constraints in the availability of relevant data.

For future research, the authors should implement
different dynamic models, such as dynamic Bayesian Belief
Networks (dBBNs) (Badjadi et al., 2023), to tackle this limitation as
data on critical parameters becomes accessible. Also, we can enhance
model generalization by incorporating real-time operational data
and international UGS incident records to improve robustness and
applicability across diverse geological and operational contexts.
Integrating advancedmachine learning techniqueswithDBNs could
address non-linear risk interactions overlooked by the N-K model’s
predefined combinations. These avenues promise to refine risk
assessment frameworks and support safer UGS operations globally.
Also, future research should integrate microseismic and real-time
monitoring data to enhance the DBN-N-K model. Microseismic
data could dynamically update geological risk probabilities in the
DBN’s CPTs, while real-time equipment and human operation data
could refine failure rates. Combining these via machine learning
could reduce prediction errors, improving risk assessment for
UGS safety.
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