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There is strong evidence showing that vulnerable children and adolescents, such
as children who are carers for their family, in care themselves, or who have a
physical disability or special educational needs, are at greater risk of mental health
problems and poor social wellbeing. Recent research indicates this heterogenous but
vulnerable group is also disadvantaged online and may be at greater risk of harm.
This study aimed to examine participants’ vulnerability (vulnerable vs. non-vulnerable),
psychological distress, parental e-safety support, and online lives, specifically their
experiences of online risk. The roles of psychological distress and parental e-safety
support were explored as possible mediators and moderators, respectively, for the
relationship between vulnerability and online risk. Survey data was collected from 15,278
participants (11-17 years old; M = 12.60, SD = 1.44), 46.6% identified as females,
46.6% identified as males and 6% identified as “other”. Participants were recruited
from schools/colleges in different parts of England, of whom 3,242 were categorised
as vulnerable. Using Analysis of Variance (ANOVA) the results showed that, when
compared to the non-vulnerable participants, the vulnerable groups (single or multiple
vulnerabilities) experienced more psychological distress and online risks. They also
received less e-safety support from parents or carers. Furthermore, mediation and
moderated mediation analysis showed that the relationship between vulnerability and
online risk was significantly and partially mediated by psychological distress. Parental
e-safety support was found to moderate the relationship between psychological distress
and online risk and between vulnerability and online risk. In conclusion, the results
demonstrated that vulnerability offline is mirrored online. Psychological interventions and
parental e-safety support are required to navigate the internet safely. Children’s services
and practitioners should consider online risks in their assessments and interventions.

Keywords: psychological distress, online risks, parental e-safety support, vulnerable children, online resilience,
children and adolescents

INTRODUCTION

As digital life has become more widespread and essential in recent decades, children, and
adolescents have been spending ever more time online (Livingstone et al., 2017). This trend
has been rapidly amplified by the COVID-19 pandemic as young people relied increasingly on
the internet for education, entertainment, socializing, and solace (Eyimaya and Irmak, 2020;
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Parents Together, 2020). Although the internet has many
positives for young people, such as social connectivity (Zilka,
2017), increased time spent online is associated with internet
dependence, poor mental health, and increased exposure to
online risks (Russ et al., 2009; Tonioni et al., 2012; Livingstone
etal., 2017; McDool et al., 2020). Online risks have been identified
based on their probability of harmful consequences (Livingstone,
2013). These risks include - but are not limited to — exposure
to harmful content (e.g., self-harm, pro-anorexia, radicalisation)
and risk of child sexual exploitation (Livingstone et al., 2011;
Green et al., 2019).

There is evidence that some groups of young people are
disproportionately susceptible to online risk exposure (Lau and
Yuen, 2013; Notten and Nikken, 2014; El-Asam and Katz, 2018).
It is concerning that recent research showed that vulnerable
young people are more likely than non-vulnerable peers to spend
extensive periods of time online (El-Asam and Katz, 2018) and
to encounter such risks (d'Haenens et al., 2013; El-Asam and
Katz, 2018). They were also more likely to share nude or explicit
images, videos, or livestreams online (Katz and El-Asam, 2020).

Vulnerable children and young people are defined in this study
as those with family/social challenges, physical disability, poor
mental health, communication difficulties, or special educational
needs. The number of children in this high-risk group is
considerable. Of the 12 million children in England alone,
approximately 400,000 children are in the social care system
at any one time (Ofsted, 2020), and 78,000 of these are in
care. Furthermore, 1.1 million have disabilities (Department for
Education, 2020), and over 1.3 million have Special Educational
Needs (Office for National Statistics, 2020). The Children’s
Commissioner estimates that 2.3 million children are vulnerable
due to family vulnerability and 1.6 million children are in families
with complex needs (Children’s Commissioner, 2019), with a
further 166,000 children and young people reported to be young
carers (Office for National Statistics, 2011).

Whilst vulnerable children have been established as an at-risk
population online (d’Haenens et al., 2013; El-Asam and Katz,
2018), the underlying mechanisms, protective factors or potential
mediators of the relationship between vulnerability and risk are
not fully understood. Hence, mental health and parental e-safety
support are two key factors of interest in this study.

The link between mental health and online risk is well-
established, though the relationship between the two appears
complicated. Online risks have been identified as having a
negative impact on young people’s mental health (Doyle et al,
2021), but are also more prevalent amongst those internet
users with pre-existing mental health difficulties (Vandoninck
et al, 2013). Research among adolescents has found that
poorer psychological wellbeing, self-esteem, and self-control
are related to the severity of problematic internet use (Mei
et al., 2016). Earlier results, from a Europe-wide study, have
shown that young people with psychological problems are more
likely to encounter risks online and have a higher chance
of being negatively impacted by the experience (Livingstone
et al., 2011). There are several specific online risks which have
been identified as being disproportionately experienced by those
with mental health difficulties. For example, depression has

been found to predict online sexual solicitation and online
grooming (Whittle et al., 2013; Hornor, 2020), whilst sexting and
accessing online adult sites has been associated with psychological
difficulties (Livingstone and Smith, 2014). Online communities
are often established amongst individuals with mental health
difficulties who seek support from their peers. Pro-eating
disorder communities are one example of online spaces where
young people are exposed to high-risk content and interactions,
such as the encouragement of disordered eating behaviours or
promotion and glamorisation of thin ideals (Sowles et al., 2018).

Furthermore, resilience, which vulnerable children may lack,
has been found to be a protective factor from harm experienced
due to exposure to online risk (Vandoninck et al, 2013;
Wisniewski et al., 2015; Vissenberg and d’'Haenens, 2020). Lower
levels of resilience have been associated with mental health
difficulties and high levels of psychological distress (Wu et al.,
2020) with resilience characteristics being associated with lower
levels of anxiety and depression symptoms. As such, vulnerable
children with poor psychological wellbeing might be at risk of
greater harm from online risks.

There is rich evidence that vulnerable children and young
people experience psycho-social disadvantages, such as a greater
likelihood of mental health problems and poor social wellbeing
(e.g., Emerson, 2003; Raphael et al., 2006; Taanila et al., 2009;
Ryan and Tunnard, 2012; El-Asam et al., 2021a). Understanding
the role psychosocial wellbeing plays in explaining online
vulnerability is of particular urgency due to early evidence
suggesting young people are increasingly isolated during
pandemic-related restrictions and are at increased risk of harm
online (UNICEF, 2020).

Along with positive mental health, online parental supervision
is key in helping children avoid online risks while improving
their resilience. Although parental restrictions and parental
monitoring have been shown to be effective in mitigating against
online risk (Livingstone and Helsper, 2008; Khurana et al., 2015)
and building young people’s resilience (Green et al., 2019), online
safety practices are falling behind (Phippen, 2009; Green et al.,
2019). There is disconcerting evidence that current e-safety
education or initiatives are neither evidence-based nor evaluated
(Jones et al., 2013), are out of date and fail to fully include
vulnerable children and young people (Annansingh and Veli,
2016; Badillo-Urquiola and Wisniewski, 2017; El-Asam and Katz,
2018). It is likely that this group may not benefit from the same
e-safety guidance and parental support as their peers, due to a
lack of adapted content and increased social or school exclusion
(El-Asam et al., 2021a). Furthermore, results from the same study
suggest that digital harms among these groups may be missed due
to the prioritisation of need by professionals or carers, whereby
behavioural or emotional needs are addressed first, or in instances
where parents or carers underestimate the capacity of young
people with learning difficulties to access the internet (El-Asam
et al, 2021a). Although this may help explain their increased
exposure to potentially high-risk online scenarios, little is known
of the risks of cumulative disadvantage on online risk for children
and young people.

While vulnerable children have received more attention from
policy makers in recent years due to the regular collection of
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data by the Children’s Commissioner for England, what motivates
and influences the digital lives of these children and young
people is less well understood by frontline services who work
with them (El-Asam et al., 2020, 2021b). When explaining why
vulnerable young people are more exposed to risk than others
one might consider the Social Compensation Hypothesis, which
suggests that those who perceive their offline social networks to
be lacking seek to compensate through their online activities,
for example through their social interactions (e.g., Livingstone
etal,, 2005; Peter et al., 2005). Other research explains how young
people experiencing attachment difficulties, mental health issues
or loneliness may rely on the internet to fulfil aspects of their lives
that are not met offline (Stamoulis and Farley, 2010; Palmer, 2015;
Eichenberg et al., 2017; Efrati and Amichai-Hamburger, 2019).
Vulnerable children and adolescents are likely to experience these
psychosocial difficulties, which may explain their exposure to
online risks as they attempt to reduce negative emotions and
avoid real life problems by increasing their engagement online
(Kardefelt-Winther, 2014). Consequently, vulnerable children
might feel less restrained online and more likely to self-
disclose; in a positive sense (increased confidence in sharing
true thoughts/feelings) and in a negative sense (disregarding
rules/safety and being more aggressive). This phenomenon is
referred to as the Online Disinhibition Effect (Suler, 2004).

Current Research

Research on the online lives of vulnerable young people is
scarce. An original study by El-Asam and Katz (2018) found that
vulnerable young people spend more time online and encounter
more online risks. This research does not adopt a specific
theoretical framework, however, mental health and e-safety are
key factors in our rationale. Research among children showed
evidence of the protective effects of psychological wellbeing
(Vandoninck et al., 2013; Wisniewski et al., 2015; Vissenberg and
d’'Haenens, 2020) and parental e-safety support (Livingstone and
Helsper, 2008; Khurana et al., 2015) in keeping young people
safe online. However, vulnerable young people are unlikely to
benefit from these protective factors in the same way as their
peers, due to the increased likelihood of mental health difficulties
and poor social wellbeing (Emerson, 2003; Raphael et al., 2006;
Taanila et al, 2009; Ryan and Tunnard, 2012; El-Asam et al,
2021a), and observations of poor, maladapted e-safety provision
for this cohort (Annansingh and Veli, 2016; Badillo-Urquiola and
Wisniewski, 2017; El-Asam and Katz, 2018).

The combination of a vulnerability condition, mental health
and maladapted e-safety support is likely to put the vulnerable
child more at risk of encountering or experiencing online risk.
We argue that positive mental health and e-safety support play
a significant role in protecting vulnerable children from such
encounters while negative mental health might correlate with an
increase in such encounters. We assume that vulnerable children
have complex social and emotional needs, and the internet is a
opportune place to compensate for such needs. They are also
poorly monitored or supervised online and hence they may
be disinhibited (less restrained) and as a result this is likely
to motivate them to access high-risk online content (e.g., pro-
anorexia, self-harm and extremist/radical content) and engage
in high-risk behaviour (e.g., sexting and online aggression). In a

sense, poor mental health and weak e-safety support from caring
adults adds another layer of vulnerability to an already vulnerable
group, while positive mental health and e-safety support act as
protective factors from experiencing/encountering online risks.

This study aims to explore vulnerable children’s mental health
(referred to as psychological distress: depression, anxiety, and
self-esteem) and their online experiences (online risk encounters,
parental e-safety support and perceived internet impact). More
specifically we suggest the following hypotheses: (1) Vulnerable
young people are more psychological distressed compared to
their non-vulnerable peers; (2) Vulnerable young people are more
disadvantaged online (experience more online risks, and receive
less e-safety support) compared to their non-vulnerable peers; (3)
Vulnerable children are more likely to experience online risks due
to their higher psychological distress and poorer parental e-safety
support compared to non-vulnerable children.

MATERIALS AND METHODS

Participants

This study used non-probability opportunity sampling to
gather data from 15,278 children and adolescents from 94
primary/secondary schools as well as colleges across different
regions in England. Schools and colleges were approached to
take part in “The Cybersurvey 2019”. Overall, 7,185 (46.6%)
of the sample identified as males, 7,185 (46.6%) identified as
females and 908 (6%) identified as “other”. Age ranged between
11 and 17 years (M = 12.60, SD = 1.44). Participants with self-
reported, pre-existing social, physical, and educational related
conditions or difficulties were categorised as vulnerable, this
includes participants who: are carers for someone in their
family; are residing in or leaving care; have a long-standing
physical illness; cannot see well or at all; cannot hear well or
at all; have speech difficulties; have learning difficulties; have
Autism Spectrum Disorder. Vulnerability was computed and
recoded into 0 = no vulnerability/control (n = 9,000), 1 = single
vulnerability (n = 2,432), 2 = multiple vulnerabilities (i.e., two or
more; n = 810). Participants who did not fall into those groups
(e.g., had a mental health condition or skipped the question, n =
3,036) were excluded.

Design and Procedure
This study follows a cross-sectional design and utilised
quantitative data (Cybersurvey-2019). The Cybersurvey is an
annual data collection tool, adapted on a yearly basis to generate
an understanding of children and young people’s experiences
online (use, risks, safety, and impact). Researchers approached
schools and colleges in different geographical locations across
England via emails and phone calls. Schools and colleges were
briefed about the study, including the aims, objectives, the ethical
standards and adherence to GDPR. Following their written and
verbal consents, each school/college nominated its representative
who supported with collecting the data online (pre-designed
online survey via an internet link).

Within each school/college participating young people were
brought to the school’s IT-room or used tablets in class. After a
register was taken, students were instructed to enter their unique
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school code in question 1 of the survey. This was based on
school and location in England. This was designed to ensure
participants’ anonymity and their right to withdraw data if
needed. IP addresses were collected along with date and time
of activity on the survey, to be able to report a concern about
significant harm if disclosed in the survey. Upon completion,
young people and schools were thanked and debriefed. Schools
were encouraged to maintain contact with the researchers for
dissemination purposes. Preliminary and anonymous survey
results were posted online and shared with schools.

Measures

The survey was designed and constructed based on consultations,
knowledge and key findings generated from previous research
(e.g., Hinduja and Patchin, 2009, 2012; Livingstone et al., 2011;
El-Asam and Katz, 2018). The survey benefited from a stringent
validation process from educators, e-safety experts, psychologists
and social workers. The survey went through rigorous language
and academic checks to assess the suitability of the survey for
young participants and its compatibility with the research aims
and objectives (achieving face and content validity).

Internet Related Measures

All internet related measures were designed in line with research
findings and new developments in children’s digital use and
behaviour. Specifically, this study examined perceived internet
impact, parental e-safety support and online risk encounters.

Perceived Internet Impact

This measure included 12 items to assess participants’ opinions
on how the internet has impacted their lives. All items
were scored on a 4-point scale (1 = never, 2 = hardly
ever, 3 = sometimes, 4 = most of the time). Exploratory
Factor Analysis (EFA) showed that the 12 items represent two
factors, the sample size was deemed adequate [KMO = 0.851,
x2(66) = 47624.13, p < 0.001] and the model explained 61% of
the variances. The first factor explained 31.6% of the variance
and is referred to as “Perceived Positive Internet Impact” (six
items, a = 0.82) illustrating social and psychological benefits
(e.g., finding likeminded people to talk to, feeling supported and
connected to people, escaping my issues). The second factor
explained 29.7% of the variance and is referred to as “Perceived
Negative Internet Impact” (six items, a = 0.80) which includes
items that reflect the negative impact of the internet on the child’s
life and environment (e.g., on relationships with family or friends,
neglect of school or college work, anxiety or depression). For this
study a mean score was computed for each of the factors.

Parental e-Safety Support

Using 13 items, this measure captured parents/carers
involvement in guiding their children to safely navigate the
internet. All items were scored on a 4-point scale (1 = never,
2 = hardly ever, 3 = sometimes, 4 = most of the time). EFA
showed that this scale has three underlying constructs, all of
which explain 63% of the variances within the data [Sampling
adequacy: KMO = 0.856, x2(7g) =48895.01, p < 0.001]. The first
factor “e-safety monitoring” included six items (o = 0.83) and
reflected young people’s experience of their parents’ monitoring

of their activity online (e.g., they check that games are rated OK
for my age; they have set up controls to keep me safe). This factor
explained 35.5% of the variance. The second factor included four
items (a = 0.73) reflecting the child’s ability to “e-safety advice”
from others (e.g., there are other people in my family I can turn
to about online problems; I follow the advice from my parents
or carers). This factor explained 16.7% of the variances. And the
third factor included three items (o = 0.72) illustrating the child’s
own “e-safety competence” (e.g., parents trust me to manage my
online life; I can manage my online safety). This factor explained
10.7% of the variance. Together all 13 items generated a good
level of internal consistency (o = 0.81). For this study an overall
mean score was computed to reflect parental e-safety support.

Online Risks

This measure reflects repetitive exposure to, or encounters
with, potentially harmful online risks/scenarios. Overall, the 26
risks assessed reflect content-based risks (e.g., pro-anorexia and
self-harm), contact-based risks (relationships), cyberscams and
identity risks (e.g., credit card details stolen and identify thefts).
Items were scored on a 3-point scale (1 = never, 2 = once/twice,
3 = often). Other risks were categorised as conduct-based risks
which involve potentially problematic activities (age-related)
such as sexting, gambling and meeting strangers. These were
scored as 1 = yes (often/frequently), 0 = no (never/rarely).
Although these categories (4Cs) were used thematically in
previous research, to our knowledge such categories of risk were
not statistically validated. Most previous studies have included
fewer online risk types or scenarios.

Exploratory factor analysis was conducted to better
understand the underlying structure of these items. The
results showed that 26 risk items can be grouped under five
factors, accounting for 61.3% of the variance [KMO = 0.938,
X2(325) = 49520.0, p < 0.001]. The first factor accounted for
30.6% of the variance and included 10 items (o = 0.90) which
reflect “Content Risk” for example, content that promotes
violence, hatred or racist views; pressures people to be very thin,
talks about suicide; supports religious extremist views or terrorist
acts. The second factor accounted for 11.2% of the variance and
included six items (o = 0.75) which reflect “Relational Risk”,
for example, has someone you met online tried to persuade you
into some sexual activity you did not want? have you ever felt
someone was trying to control or stalk you?.

The third factor is referred to as “Cyberscams” which included
four items (¢ = 0.71) accounting for 7.9% of the variance.
The items reflect potential or actual online scam encounters,
for example, I've been tricked into buying fake goods; I've
believed something that turned out to be a scam. The fourth
factor accounted for 6.7% of the variance and included four
items (o = 0.79) which enquire about children’s access to “Age
Restricted Websites”. For example, accessing gambling websites
or dating websites. The final model accounted for 4.9% of the
variance and only included two items (a = 0.70) that reflect
“Strangers’ Contact” i.e., I've added people as friends without
knowing who they are, I have met strangers.

For this study the total score of all binary items in which
the respondent selected ‘yes’ (often/frequently) and all other
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risks which were encountered “often” times (range: 0-26, and
reliability of KT-20 = 0.88) was computed to reflect how many
online risks participants have experienced.

Psychological Distress

We used the term psychological distress to reflect common
psychological disturbances. Three scales were designed to
reflect depression and anxiety related symptoms as well as
difficulties in self-esteem. These scales were guided by DSM-5
Characteristics (American Psychiatric Association, 2013). Items
were linguistically simplified for the use of child/adolescent
sample and were scored on 4-point scale (1 = never, 2 = hardly
ever, 3 = sometimes, 4 = most of the time). Confirmatory Factor
Analysis (CFA) was conducted to understand how well items
represent each of the constructs.

Depression was explored using 11 items which asked about
feelings of sadness, negativity, tiredness, and psychosomatic
problems (e.g., feeling sad and negative, inability to concentrate
or sleep well, poor appetite and inability to make decisions). For
depression symptoms, 11 items were shown to load sufficiently
under a single construct. The model fit indexes suggest a good
fit [x2@3) = 1,540, p < 0.001; RMSEA = 0.060, GFI = 0.977,
CFI = 0.939]. Items showed good internal reliability (o = 0.70).

Moreover, Generalised Anxiety was assessed using seven items
reflecting feelings of anxiety and worrying thoughts (e.g., feeling
nervous or anxious, I worry a lot, I get irritable and angry easily).
CFA showed that the seven items with the anxiety scale highly
load under a single factor with good model fit [Xz(m = 73.73,
p < 0.001; RMSEA = 0.019, GFI = 0.998, CFI = 0.998]. Internal
consistency was at a good level (o = 0.84).

Self-Esteem was measured using four items (e.g., 'm proud
of things I do, I feel there are some good things about me and
overall, 'm happy with myself). CFA results suggest that the
model has a good fit using 4 items [x?(1) = 2.1, p = 0.148,
RMSEA = 0.009, GFI = 1.00, CF = 1.00], with good level of
internal consistency (o = 0.88).

For this study, the mean score was calculated for each of
the three scales. Additionally, the mean score was computed for
all items to represent Psychological Distress. Reverse coding was
conducted for self-esteem items and others, so that higher mean
scores reflect more psychological distress. Internal consistency
for all items across the three scales was good (a = 0.88).

Social Support/Isolation

This measure included seven items reflecting communication
and connection with others, social isolation and loneliness. Items
reflect relationships and support from peers, friends, and school
staff (e.g., having good friends, having adults they can trust
at school, feeling alone and worrying about friendships). This
measure was scored on a 4-point agreement scale (1 = strongly
disagree, 2 = disagree, 3 = agree, 4 = strongly agree). EFA showed
that all items loaded highly under a single factor, accounting for
63.7% of the variance [KMO = 0.838, X2(21) =21849.2,p < 0.001].
Furthermore, internal reliability showed good level of consistency
between all items (o = 0.77). Negative items were reverse coded,
and a mean score was computed to represent social support.

Data Analysis

Exploratory Factor Analysis as well as Confirmatory Factor
Analysis were used through SPSS and AMOS respectively. EFA
was used to examine the underlying structures/factors of sets of
items constructed to assess perceived Internet impact, parental
e-safety support, online risks, and social support/isolation.
A list of all scales can be found in the Supplementary
Material.

Confirmatory factor analysis was used to assess if there is an
association between observed items and their underlying latent
factor or construct. CFA was used to assess how well items
under depression, generalised anxiety and self-esteem correlate
with their construct. CFA was deemed suitable as theses scales
were designed based on existing research and diagnostic criteria
[e.g., DSM-5 by the American Psychiatric Association (2013)].
Model Fitness was based on scores on the following indices:
GFI (Goodness of Fit), CFI (Comparative Fit Index), RMSEA
(Root-Mean-Square Error of Approximation) and Chi-Squared
test (x2) although the latter is sensitive to small and large sample
sizes. Acceptable model fitness is based on the following values
GFI/CFI > 0.90; RMSEA < 0.08 and a non-significant Chi-
Squared test outcome (p > 0.05) (e.g., Hu and Bentler, 1999).

Descriptive statistics (Frequency, Mean and Standard
Deviation) as well as Pearson’s r correlation coefficient were
computed to understand the data and the relationships between
all key variables. One-Way Analysis of Variance (ANOVA)
was used to assess differences between vulnerable (offline
vulnerability: one or multiple vulnerabilities) and non-vulnerable
participants across all key variables.

Furthermore, Mediation Analysis (Model 4) and Moderated
Mediation Analysis (Model 15) were conducted using SPSS
macro-PROCESS by Hayes (2012). Model 4 assesses the extent
to which psychological distress (M: mediator) mediates the
relationship between vulnerability (X: predictor) and experiences
of online risk (Y: outcome). Model 15 tests if the relationship
between the predictor and the outcome and between the
mediator and the outcome are moderated by parental e-safety
support (W). Participants age and gender were used as
Covariates in both models.

RESULTS

General Statistics

Table 1 illustrates descriptive statistics and Pearson’s r correlation
coefficients between key variables/measures. In general, the r
coefficients showed significant correlations (p < 0.01) between
psychological distress variables (depression, anxiety, self-esteem)
and internet related experiences (parental e-safety support,
positive and negative internet impact as well as online risk). It
was evident that participants with higher depressive and anxiety
symptoms and lower self-esteem, experienced less parental
e-safety support and perceived the internet to have a negative
impact on their lives. When examining online risk, participants
with higher depressive (r = 0.274, p < 0.001) and anxiety
(r =0.230, p < 0.001) symptoms were shown to also have more
encounters or experiences of online risk. Furthermore, those with
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TABLE 1 | Descriptive statistics and Pearson’s r correlations between psychological distress and internet related measures.

Mean SD 1 2 3 4 5 6 7 8 9
1. Depression symptoms 2.21 0.42 1 0.623** —0.565** —0.475** —0.346™* 0.183** 0.463** 0.274** 0.154**
2. Anxiety symptoms 2.59 0.71 1 —0.455*" —0.459** —0.151** 0.178** 0.471** 0.230* 0.059**
3. Self-esteem 3.28 0.68 1 0.571* 0.383** —0.009 —0.361** —0.233** —0.141**
4. Social support 3.08 0.54 1 0.297** 0.026** —0.325** -0.213* -0.118**
5. Parental e-safety support 3.01 0.54 1 -0.014 —0.203** —0.268* —0.291**
6. Positive Internet impact 2.86 0.71 1 0.320** 0.163** 0.078**
7. Negative Internet impact 1.79 0.67 1 0.415* 0.158*
8. Online risk 1.30 2.58 1 0.267**
9. Age 12.58 1.44 1

**Pearson’s r correlation coefficients were significant at p < 0.01.

more positive self-esteem had fewer encounters of online risk
(r = —0.233, p < 0.001). Positive parental e-safety support is
also associated with lower experiences of online risk (r = —0.268,
p < 0.001).

Vulnerability Group

One-Way Analysis of Variance (ANOVA) was used to examine
group differences between vulnerable (offline vulnerability: one
or multiple vulnerabilities) and non-vulnerable participants.
The results showed that that offline vulnerability is mirrored
in negative online experiences. Table 2 shows the mean
scores for participants across the three groups. Vulnerable
participants have significantly higher depressive symptoms
[F2,11793) = 491.83, p < 0.001, np2 = 0.077], higher anxiety
symptoms [F(3 11791) = 522.76, p < 0.001, npz = 0.081], poorer
self-esteem [F(2, 11793) = 314.62, p < 0.001, Tlp2 =0.051] and less
social support [F(2,12023) = 436.33, p < 0.001, 1% = 0.068].

In terms of internet related behaviour, vulnerable children
were more exposed to online risks, [F(2, 11595) = 164.46, p < 0.001,
npz = 0.028], experienced increased perceived negative internet
impact [F(2 10826y = 130.26, p < 0.001, npz = 0.023], while

TABLE 2 | One way analysis of variance and descriptive statistics illustrating
group-based differences.

Vulnerability: Mean (SD) ANOVA statistics
None One >Two F Partial Eta
Squared

Depression 2.11(0.40) 2.32(0.41) 2.48(0.41) 491.83 0.077
symptoms
Anxiety symptoms  2.41 (0.66) 2.79(0.69) 3.01(0.68) 522.76 0.081
Self-esteem 3.42(0.59) 3.14(0.72) 2.97(0.82) 314.62  0.051
Social support 3.20(0.49) 2.95(0.56) 2.75(0.65) 436.33 0.068
Parental e-safety 3.08 (0.52) 2.95(0.54) 2.87(0.63) 92.49 0.016
support
Positive Internet 2.82(0.70) 2.95(0.72) 2.93(0.83) 32.95 0.006
impact
Negative Internet 1.69 (0.62) 1.88(0.68) 2.01(0.77) 130.26 0.023
impact
Online risk 0.97 (2.23) 1.60 (2.72) 2.47 (4.04) 164.46 0.028

All F-values were significant at p < 0.001.

receiving less parental e-safety support [F(z 11347) = 92.49,
p < 0.001, ny* = 0.016]. Furthermore, vulnerable participants
perceived the internet to have more positive impact on their lives
[F(2,10820) = 32.95, p < 0.001, npz =0.006]. Post-hoc (Bonferroni)
statistics showed significant difference (p < 0.01) between any
two groups across all variables apart from perceived internet
positive impact, where the two vulnerability groups were not
significantly different from each other (p > 0.05).

Mediating Effect Analysis: Psychological
Distress

Table 3 illustrates results from Mediation Analysis using Model
4 in SPSS macro-PROCESS by Hayes (2012). This model was
adopted to test the mediating effect of psychological distress
(M: Mediator) on the relationship between vulnerability (X:
Predictor) and online risk (Y: Outcome) while controlling for age
and gender as Covariates.

The first model (in Table 3) shows that vulnerability has
a significant positive association with online risk (B = 0.678,
SE = 0.047, p < 0.001), while the second model shows
that vulnerability has a significant positive association with
psychological distress (f = 0.312, SE = 0.009, p < 0.001). The third
model included both vulnerability and psychological distress as
predictors of online risk; the results show that psychological
distress had a significant positive association with online risk
(B = 1.144, SE = 0.047, p < 0.001). Moreover, vulnerability still
maintained its significant positive association with online risk
(B = 0.320, SE = 0.048, p < 0.001).

Finally, the upper and lower bounds of the bootstrapped
95% CI for the “Indirect Effect” of vulnerability on online
risk (via psychological distress as mediator) did not include 0;
this indicates that the mediating effect was significant (Indirect
Effect = 0.357, SE = 0.020, 95% CI = 0.318, 0.397). In other words,
psychological distress partially explains the relationship between
vulnerability and experiences of online risk.

Following from the results above (Model 4, PROCESS),
Moderated Mediation Analysis (Model 15, PROCESS) was used
to assess if parental e-safety support (W) moderates the direct
association between psychological distress (M) and vulnerability
(X) on online risk (Y).

The results showed a significant index of moderated mediation
(Index = —0.158, SE = 0.042, CI = —0.242, —0.076). This is
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TABLE 3 | Mediation analysis showing the direct and indirect (through mediator) effects of vulnerability on total online risk encounters.

Predictors Online risk (Outcome) Psychological distress (Mediator) Online risk (Outcome)

[} SE P 95% CI [ SE P 95% CI B SE p 95% CI
Gender (male) 0.180 0.041 p <0.001 0.100,0.259 -0.155 0.008 p <0.001 -0.171,-0.139 0.357 0.040 p <0.001 0.278, 0.436
Age 0.358 0.014 p <0.001 0.329,0.386  0.041 0.003 p < 0.001 0.036, 0.047 0.311  0.014 p <0.001 0.283,0.338
Vulnerability (vulnerable)  0.678 0.047 p <0.001 0.585,0.770 0.312  0.009 p < 0.001 0.294, 0.331 0.320 0.048 p <0.001 0.226,0.415
Psychological distress 1.144 0.047 p <0.001 1.053, 1.236
R? 0.076 0.131 0.125
F 298.33 p < 0.001 543.90 p < 0.001 386.17 p < 0.001

Mediating effect was tested using PROCESS macro program model 4 (Hayes, 2012), N = 10,855. Gender and age are included as covariates.

TABLE 4 | Moderated mediational analysis examining the role of parental e-safety
support as a moderator of the relationship between vulnerability and online risk,
and between psychological distress and online risk.

Online risk (Outcome)

Predictors B SE p 95% CI
Gender (male) 0.316 0.041 p < 0.001 0.235, 0.397
Age 0.267 0.014 p < 0.001 0.238, 0.296
Vulnerability (vulnerable) 1.248 0.278 p < 0.001 0.702,1.794
Psychological distress 2.558 0.257 p < 0.001 2.058, 3.064
Parental e-safety support 0.757 0.184 p < 0.001 0.395, 1.119
Psychological distress*Parental ~ —0.311 0.091 p < 0.001 -0.491, —0.132
e-safety support

Vulnerability*Parental e-safety —0.507 0.082 p <0.001 -0.669, —0.346
support

R? 0.140

F 246.95

Moderated mediation (interaction effect) was tested using PROCESS macro model
15 (Hayes, 2012), N = 10,650. Gender and age are included as covariates.

further explained by the significant interaction effect (Table 4)
between psychological distress and parental e-safety support
(M*W) (B = —0.311, SE = 0.091, p < 0.001), and the significant
interaction effect between vulnerability and parental e-safety
support (X*W) in predicting/explaining exposure to online risks
(B =—0.507, SE = 0.082, p < 0.001). In both interactions, it could
be explained, although with small effect size, that parental e-safety
support reduces the exposure to online risks when vulnerability
and psychological distress are used as predictors of online risk.

DISCUSSION

This study examined the psychological wellbeing (psychological
distress) and the online lives of vulnerable young people
compared to their non-vulnerable peers. It further examined the
role of vulnerability in explaining exposure to online risks while
evaluating the role of mental health as a potential mediator and
parental e-safety support as a moderator.

The present results showed that vulnerable young people
were deemed more disadvantaged across three domains. Firstly,
at an indvidual level, they showed more psychological distress;
secondly, in their online environment, they were more likely to

experience online risk; and thirdly, from an e-safety perspective
they were less likely to receive good parental e-safety support.
Furthermore, psychological distress and poor parental e-safety
support were found to partially explain exposure to online risks.
These findings are discussed in the following sections according
to the study hypotheses:

Psychological Distress

Corroborating previous research, vulnerable young people in our
study had significantly poorer psychosocial wellbeing (Emerson,
2003; Raphael et al., 2006; Taanila et al., 2009; Ryan and
Tunnard, 2012). These young people, especially those with
multiple vulnerabilities, were found to have more depression and
generalised anxiety symptoms, and were more socially isolated,
perhaps as a result of their vulnerabilities or experiences of
marginalisation. In line with the social compensation hypothesis,
those who perceive their offline social networks to have
undesirable characteristics, seek to compensate by developing
more extensive online social networks (Valkenburg et al., 2005;
Valkenburg and Peter, 2007). This might lead socially isolated
young people to interact more with unknown users and create a
large number of connections online, possibly taking risks to be
accepted and to socially and emotionally compensate for what
they are lacking offline.

Because sadness or depression is often disclosed or evident
online, some vulnerable young people can be targeted by users
who would harm them (May-Chahal et al., 2018). If they are
anxious, being behind a screen can offer a disinhibiting effect
(Suler, 2004), enabling them to disclose their fears and seek
support, or act out more boldly. For those who are socially
anxious, the anonymity and invisibility of being behind a screen
can create a different dynamic if offline social situations seem
threatening or stressful.

Disadvantaged Online

In line with previous research (d'Haenens et al, 2013; El-
Asam and Katz, 2018), vulnerable young people in our study
reported increased exposure to online risk. They also reported
greater perceived negative internet impact, echoing previous
findings (El-Asam et al., 2021a). Vulnerable young people in
our sample were also found to have less e-safety support,
confirming concerns in the literature (Badillo-Urquiola and
Wisniewski, 2017; El-Asam et al., 2021a). These outcomes
were found to increase with more reported vulnerabilities,
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highlighting the group’s cumulative and multi-faceted risk
of experiencing harm online. This effect is not unique to
experiencing harm online; there is evidence that people
facing multiple disadvantages have poorer health and academic
attainment (Prince et al, 2018) and have repeat contact
with homelessness, substance misuse, and offending services
(Bramley et al., 2015).

Psychological Distress as a Mediator
Psychological distress in this study represents a combined score
of young people’s self-reported depression, anxiety and self-
esteem. Results showed that higher psychological distress and
poorer social support are associated with greater exposure to
online risk and perceived negative internet impact, highlighting
the significance of psychosocial wellbeing in young people’s
digital lives and adding to previous findings (Livingstone et al,,
2011). Previous research has suggested that the relationship
between online risk exposure and perceived negative internet
impact may be adjusted by psychological wellbeing and resilience
(Vandoninck et al., 2013; Wisniewski et al., 2015). This effect
was found in the current study, with psychological distress
partially mediating the relationship between oftline vulnerability
and poor internet experience i.e., encounters of online risk. In
this sense, it is not only the individual’s “vulnerability condition”
(e.g., being in care, being a carer, having special educational
needs etc.) which increases their experiences of online risk and
perceived negative internet impact. Instead, it is the poorer
mental health and increased psychological distress considered
as a by-product of these vulnerabilities, which could partially
explain why these vulnerable young people are more at risk
online. Indeed, being both vulnerable and having psychological
distress increased the chances of experiencing online risk
and perceived negative internet impact. Given the increased
prevalence of poor psychosocial wellbeing in vulnerable groups,
these findings raise significant concerns for their protection
from harm online.

Parental e-Safety Support
Of significance, our findings demonstrate that parental e-safety
support reduces the chances of experiencing negative internet
impact, with this effect stronger among vulnerable young
people. Yet, in our study, vulnerable young people were
less likely to receive parental e-safety guidance, despite this
being more beneficial in protecting them from harm online
than their non-vulnerable peers. Furthermore, a stepped
decrease in psychological wellbeing, parental e-safety support,
social support and an increase in online risk and perceived
negative internet impact was observed for young people
with two or more offline vulnerabilities. This shows a
relationship between multiple offline vulnerabilities and poor
psychosocial wellbeing, echoing previous findings on cumulative
disadvantage (Nurius et al, 2015), whilst demonstrating a
novel, linear effect with poor internet experience and poor
e-safety guidance.

Poorer parental e-safety support was also found to be
associated with higher psychological distress (symptoms of
depression, anxiety, and poor self-esteem), and increased

exposure to online risks and perceived negative impact. In
addition to highlighting the moderating role of parental
e-safety guidance in protecting young people against risk
online, supporting the importance of parental guidance
described in the literature (Khurana et al., 2015; Schilder
et al, 2016). These results indicate that mental health is
associated with poorer online experiences and emphasise
the central role of parental, school, and peer support.
A focus on psychological resilience rather than rules
alone is likely to improve learning around online safety
and reduce risk-taking. For example, efforts to build
resilience have been shown to have a positive impact both
on risk-taking behaviours and on academic attainment
(Public Health England, 2014).

IMPLICATIONS AND CONCLUSION

Exposure to online risks is on the increase among all young
people, and more specifically among vulnerable children who
are at greater risk of poor mental health. Their psychological
distress puts them at further disadvantage online, especially
when combined with poor e-safety support. Practitioners
working with vulnerable children should enhance their
understanding of motivations (e.g., loneliness, attachment
problems, social-compensations) behind exposure to online
risk and be more informed about risks as a potential
consequence of poor mental health combined with inadequate
e-safety support.

Previous research highlighted a lack of awareness and training
among practitioners who often do not consider the online
lives of their vulnerable young people (El-Asam et al., 2020,
2021b). This lack of specialist training was also evident in a
study of psychiatry trainees, only 9.7% of whom had received
digital risk training (Aref-Adib et al., 2020). Practitioners
working with vulnerable young people should make conscious
efforts to empathetically explore their online lives. Training
could be key, but there is also a lack of psychological tools
assessing for online behaviour in general, and online risks
specifically. This should motivate researchers to develop and
validate new tools to assist practitioners when considering online
behaviour and risk.

This is a significant study in that it generated a reasonably
large sample of vulnerable young people increasing its potential
generalisability; it touches on critical issues in their offline and
online lives. It further enhances our understanding of the lives
of disadvantaged children and young people and plugs important
gaps in the literature.

Research Limitations and

Recommendations

This study showed differences between vulnerable and non-
vulnerable children in their online lives and psychological
distress, particularly children with multiple vulnerabilities who
were most disadvantaged online. Psychological distress and poor
parental e-safety support were found to play a significant role
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too. However, it is important to acknowledge that the effect size
and the regression coeflicients were relatively small (although
significant) hence such outcomes need to be treated with caution
until further consolidated.

Online and internet-related variables were designed based
on consultations with experts and previous research in online
risks (e.g., Livingstone and Helsper, 2008; El-Asam and Katz,
2018), as well as e-safety and perceived internet impacts. As a
result, this study utilised a large number of questions making
such scales more comprehensive and unique. Although these
scales have been tested through Exploratory and Factor Analysis,
future research could seek to validate extracted factors using
Confirmatory Factor Analysis. Additionally, due to the purpose
of this study, all risks were combined in one outcome variable.
It is advisable to explore each factor separately in relation to
vulnerability and mental health.

Vulnerable groups were assumed homogeneous as different
vulnerability groups were grouped together. Although they are
similar in that they are “disadvantaged” and seem to have
higher levels of “psychological distress” compared to their peers,
more could be learnt about each vulnerability group’s unique
needs to introduce more tailored interventions. Indeed, it could
be that different vulnerability groups experience psychological
distress differently, perhaps experiencing greater levels of either
depression, anxiety, poor self-esteem, or loneliness and may
as a result have varying experiences online. Exploring each
vulnerable group further would offer greater insight into their
needs, allowing for more nuanced recommendations.

This study looked at online risk as an outcome, unlike
many other studies which often consider mental health or
psychological distress as an outcome of experiences of risk
online. The rationale behind our choice was that vulnerable
children experiencing psychological distress might resort to the
internet to socially compensate for their social isolation and
cope with their mental health struggles; some are likely to
search for potentially harmful online content. With increased
presence online, they are also more likely to establish high-
risk relationships leading to potential online victimisations
(e.g., cyberbullying and aggression). The Social Compensation
Hypothesis and the Online Disinhibition Effect were used
in the rationale for this study to explain why vulnerable
children are more likely to encounter online risks. However,
they were not tested. Future research should seek to examine
their role in explaining exposure to online risks among
vulnerable children.

Finally, due to schools’ restrictions this data did not include
socioeconomic variables such parents’ education, ethnicity,
income, and geographical location. These variables would have
improved the generalisability of the current findings.
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