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Education in Cybersecurity is considered one of the key challenges facing the modern digitized world. Several frameworks, e.g., developed by NIST or ENISA, have defined requirements for cybersecurity education but do not give recommendations for their development. Developing appropriate education offerings need to incorporate theory-based approaches that are evidence supported. Adopting the Intervention Mapping paradigm, we propose an educational framework incorporating validated theoretical and evidence-based approaches to cybersecurity education encompassing stakeholders' input, identified competency needs, and how to implement and evaluate learning outcomes. This paper presents a case study of how Intervention Mapping can be used to help design cybersecurity education, discuss challenges in educational and professional aspects of cybersecurity, and present an applied educational approach based on Intervention Mapping and its evaluation.
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1. Introduction

Advancing cybersecurity competence to match digital proliferation is essential for both professionals and everyday users. Developing a comprehensive education pathway can contribute to providing a secure cyber environment at multiple levels, ranging from individual to medium sized enterprises. This entails designing a cybersecurity education program where individual roles, responsibilities, and required domain skill-sets are incorporated to ensure competencies align with internationally recognized standards in the field.

Attending to vital education requirements of among others, Cyber and Information Security Managers, Data Protection Officers, Network Administrators, Security Architects, Security Implementers (e.g., developers, programmers), Executive Officers, and everyday users is what defines a cybersecurity posture within an organization. A continuous educational process should consider actors within and around these functional areas to ensure the integrity of the cybersecurity system through role hierarchies and across competence spectrums. According to Bratianu et al. (2020) “a competence is a dynamic integration of knowledge, skills, and attitude capable of performing a generic task, in a given context, at a certain quality level.” Competence can, therefore, be understood as both internal prerequisites, such as knowledge, skills, traits, cognitive factors (i.e., beliefs, attitudes, self-efficacy, working memory, decision-making), and cognitive-affective factors (self-regulation, meta-cognition) and external prerequisites—Social context e.g., educational programs, specific scenarios, role being fulfilled, relationship dynamics. In developing a cybersecurity education ecosystem these component parts of competence development must be taken into consideration.

Cyber hygiene, system and information protection, and the human factor form the main concepts for future educational development. Today though, there exists a gap between what learners know about the ‘cyber-world' and applying appropriate behaviors to maximize performance and avoid slips (habits and behaviors) and mistakes (mental model knowledge Thomson, 2019). More specifically, task requirements in cyber entail users have competencies that encapsulate domain specific knowledge and abilities, and human behavior understanding (self and others, Jøsok, 2020). This includes critical understanding of pre-dispositions and situational factors.

This paper proposes an education framework that incorporates roles, tasks, competencies, and desired behaviors within the domain of cyber. This is informed by the NIST NICE Framework (Newhouse et al., 2017; Wetzel, 2021) and Tuning project (García Olalla et al., 2008) recommendations for cybersecurity educational outcome requirements. This integrated competence approach provides the foundation to an approach for an education framework for cybersecurity capabilities development, in a more holistic way that integrates human and Information Technology (IT) skills. This approach emphasizes the boundaries of responsibility among the cybersecurity workforce, as each role raises different requirements for learning objectives. The proposed framework consists of processes and components that build a competence model, pre-requisites, dependencies among different model elements, and implementation. It also considers technological challenges ensuring in-person and online learning scenarios. To develop such an education ecosystem, based on the above conceptualization of competence development, we propose and present a six-step Intervention Mapping (IM) approach. A case study is then used to provide an example for assessment indicators, exemplify tasks/structures for learning scenarios, and illustrate the flexibility of the proposed methodology. This methodology could inform higher and continuous adult education to fill known gaps in existing cybersecurity education systems.

The rest of the paper is structured as follows. Section 2 covers the research methodology, including the background, design of the cybersecurity education ecosystem, and case study description. Section 3 presents the case study results, and Section 4 discusses the design and application challenges of the proposed framework. Section 5 concludes the paper and offers direction for future study.



2. Methods

First, this section introduces the Intervention Mapping approach. Afterward, it provides the background of educational frameworks and skill assessment. Then, the design of the educational ecosystem is presented, and a case study of its application is described.


2.1. Intervention mapping

Intervention Mapping (IM; Bartholomew Eldridge et al., 2016) is a protocol for building theory-based and evidence-based promotion initiatives and is characterized by three distinct aspects: 1) an ecological approach, 2) the participation of stakeholders, and 3) the application of theories and evidence. While IM has been developed for health promotion domains, it has also been adapted to other domains due to its applicability and efficiency for development and evaluation (Kok et al., 2011). IM uses a six-step process for planning program development (Bartholomew Eldridge et al., 2016):

1. Needs assessment based on the PRECEDE-PROCEED model (refer to Bartholomew Eldridge et al., 2016).

2. The identification and definition of performance and change objectives based on scientific analyses of problems and their causes.

3. The use of theory-based intervention methods and practical applications to change (determinants of) behavior.

4. The production of program components, design, and production.

5. The anticipation of program adoption, implementation, and sustainability.

6. The anticipation of process and effect evaluation.

Intervention Mapping is an iterative rather than linear process where the IM steps are revisited during the intervention development even though it is presented as a sequence of phases. The process is also cumulative where each phase builds on the previous ones, and failure to pay attention to one step can lead to errors and poor decisions in program development. This ensures that IM planners are guided by theoretical models and empirical evidence in two areas: 1) identifying behavioral and environmental determinants related to a target problem, and 2) selecting the most appropriate theoretical methods and practical applications to address the identified determinants.

For cybersecurity educational development, the IM process described above can also be applied. Stage 1 of the IM requires to identify stakeholders, which for cybersecurity are the educational institutions and their staff and students, as well as public and private institutions that will employ future cybersecurity operators. Performance and change objectives in cybersecurity have been identified as common cybersecurity breaches that arise from human errors in both technical and non-technical personnel, and these breaches are well documented and can be used as training scenarios (stage 2). Positive cybersecurity behaviors have been identified but these need to be trained and incorporate evidence based approaches from other socio-technical domains (i.e., aviation, medicine; stage 3). This paper, with the description of the educational framework, also presents possible program components (refer to case study) that can be implemented and evaluated (stages 4–6).

While IM has been adopted in many other domains such as the health sector (Kok et al., 2016), energy consumption (Kok et al., 2011), and mental skills training in the armed forces (Mattie et al., 2020), IM has only been proposed as an approach to train and increase security awareness for small-medium enterprises (Renaud and Warkentin, 2017).

The following sections will describe the current educational approaches, cybersecurity roles, and job demand, and then propose an educational framework developed with the IM approach supported by a case study and its evaluation.



2.2. Cybersecurity education frameworks

Cybersecurity is a highly interdisciplinary field of study. Exploration of the educational methods applied across different fields associated with cybersecurity indicated the need to design a unified educational framework for cybersecurity.

While foundational learning is well understood (Bloom, 1985) socio-technical domains are more complex and thus require higher cognitive processes i.e., meta-cognition and self-regulation to learn more efficiently and be able to apply knowledge appropriately. Cybersecurity and other socio-technical domains have been shown to impose higher cognitive workload due to human-to-human and human-to-machine interaction (Ask et al., 2021). These cognitive load types, such as stress, working memory, and perceptual overload, impact students' learning abilities. Therefore, unnecessary distractions that hamper learning and knowledge transfer should be eliminated (Sweller et al., 2019). In science education, it is argued that the instructional model of argument-driven inquiry is integrated into the learning practice (Sengul et al., 2021).

A notable attempt at bridging the gap between cybersecurity education and industry expectations is the NICE Cybersecurity Workforce Framework (Newhouse et al., 2017). This framework identifies the Knowledge, Skills, and Abilities (KSAs) needed to perform cybersecurity work. Moreover, the framework formulates tasks that compose the work in a specific specialty area or role. The NICE framework Revision 1 links Tasks with specific Knowledge and Skills (TKS; Petersen et al., 2020). The revised framework provides a common lexicon and enables education and training programs to prepare professionals for TKSs and the competence required for specific cybersecurity roles. Tasks describe the work to be done, whereas Knowledge and Skill relate to the learner's abilities. By using their Knowledge and Skills during education or training, learners can complete tasks to achieve organizational objectives. Other competence definition in Tuning states that it combines cognitive and metacognitive skills (i.e., situational awareness), knowledge and understanding, interpersonal communication skills, intellectual and practical skills, and ethical values and they are developed in all course units and assessed at different stages of a programme (García Olalla et al., 2008).

Further efforts resulted in the development of the Cybersecurity Competency Model (Keeton et al., 2019). This model complements the NICE framework by including the competencies needed by the cybersecurity workforce and professionals (OPM, 2018). It defines competencies as the “capability of applying or using knowledge, skills, abilities, behaviors, and personal characteristics to successfully perform critical work tasks, specific functions, or operate in a given role or position” (Keeton et al., 2019, p.2). The Cybersecurity Competency Model by the U.S. Department of Labor, Employment and Training Administration divides roles with responsibilities into general and technical competencies and defines different sets a grading criterion to cybersecurity positions (adapted from Keeton et al., 2019).

The model identifies two levels of positions: Senior level positions are graded above General Schedule 15th grade level (US payscale to determine the salaries of civilian government employees; GS-15 pay grade is generally reserved for top-level positions). The larger organizations with three level structures need further specification of the roles and responsibilities. Tiers 1–3 define foundational soft skill competencies needed for workplace functionality, while Tiers 4–5 define the required technical competencies. Tiers 4 and 5 are not individually oriented but represent the broader needs of cybersecurity where individuals can gain expertise based on their interests. The top tier is specific to specified occupations with the defined KSA's that are relevant for that position.

A UK case study on cybersecurity education demonstrates the positive effect of national accreditation and reveals specific recommendation for curriculum developments (Crick et al., 2019).

Computing curricula 2020 highlights the importance of pragmatic student accomplishments and performance (Impagliazzo and Pears, 2018, p.45). Competencies therefore encapsulate both subject-specific (hard) and human-specific (soft) skills (Wetzel, 2021). Raj et al. (2022) specify soft skills in computing as professional dispositions that comprise abilities to demonstrate perspective, to show empathy, and to have self-awareness. Since computing competencies include not only cognitive aspects, Bloom's taxonomy is not sufficient to assess them. For assessing computing students' performance the hierarchy of competencies suggests including recognition, understanding, capability, conscious competence and proficiency (Bowers et al., 2019).

These frameworks describe the performance and change objectives, alongside the theoretical foundation and inform the development of scenarios that can assist behavior change identified in the IM stages 2 and 3. For an educational program to meet the learning outcomes defined by these frameworks, cybersecurity roles, behaviors, and evaluations of these roles and behaviors need to be implemented into current educational offerings.

The European Union Agency for Network and Information Security (ENISA) has also developed guidelines for cybersecurity education and training (European Union Agency for Cybersecurity, ENISA, 2022) but this framework is still under construction and validation (to be finished in Q4 2022). But ENISA has identified that social sciences need to be incorporated into cybersecurity education, where roles at all levels (i.e., CISO, cybersecurity managers, policy makers) and pertinent behaviors (i.e., attitudes, motivation, communications) are defined (ENISA, 2018). This is due to the accumulated research that shows that human aspects of behavior, such as attitudes, motivation, and communication, need to be addressed in training and education so that pro cybersecurity behaviors, such as compliance, in the general public can be adopted (ENISA, 2018). ENISA also points out that slips and errors need to be reduced among security professionals, and that the inclusion of social science approaches can help mitigate risky cybersecurity behaviors.



2.3. Cybersecurity education development and assessment

While the NIST and NISA frameworks identify specialty areas and roles for a cybersecurity workforce, the importance of which knowledge, skills, and abilities are important is not specified (Armstrong et al., 2018). Recent research has begun to identify how KSAs can be integrated into cybersecurity training. Jones et al. (2018) identified that KSAs related to technical aspects (i.e., networks, vulnerabilities, and programming) and behavioral aspects (i.e., interpersonal communication) should be prioritized and integrated in cybersecurity curricula. This was done by asking cybersecurity experts in different fields. Armstrong et al. (2018) interviewed specific roles, penetration testers, and found that more technical aspects (i.e., penetration testing principles and tools, and system robustness, are more important, while understanding social engineering techniques were not that important. However, the Armstrong et al. (2018) study used NICE KSA for Vulnerability Assessment and Management Jobs which has no defined soft skill markers. Also performing a search for the soft skill terms such as social engineering, communication, and psychology in the NIST framework provided only one hit (social engineering), therefore, the NIST framework is missing human behavioral aspects that have been identified as important.

The IEEE Software Engineering Body of Knowledge (SWEBOK) (Borque and Fairley, 2014) codifies key foundational knowledge on which a range of educational programs may be built. Similarly, the essential knowledge on cybersecurity is covered in the Cyber Security Body of Knowledge, CyBOK (Rashid et al., 2018). CyBOK identifies 19 knowledge areas that are grouped into five areas: 1) human, organizational, and regulatory aspects; 2) attacks and defenses; 3) systems security; 4) software and platform security; 5) infrastructure security. CyBOK is aimed to support the development of a wide spectrum of educational programs, including secondary, undergraduate, postgraduate, and continuing professional development. The Joint Task Force on Cybersecurity Education has developed a comprehensive undergraduate curricular guidance in cybersecurity to support the development of educational programs (Bishop et al., 2017). The guidance identifies six knowledge areas that are spanned into cross-cutting concepts. The discipline determines the depth and approach of each knowledge area, which is then delivered to various curricula. Finally, application areas define the competency levels needed for each knowledge area.

Based on the aspects described above, cybersecurity education faces challenges when attempting to make realistic assessments of learners' competencies. One way to mitigate such challenges is using scenario-based learning, where learning takes place in a context in which it is applied. The simulated real-life situations provide a relevant learning experience and allow for making mistakes without dangerous consequences (Pandey, 2019). This allows for a platform to test one's mastery levels, while at the same time providing role-models and directed feedback to help build self-efficacy (Bandura, 1986; Kiffer and Tchibozo, 2013). Scenarios that provide real world simulations of Red Team attacks, has been shown to have better learning outcomes (Cheung et al., 2011).

Similarly, challenge-based learning encourages students to use their knowledge and technology to solve real-world problems (Cheung et al., 2011). Besides realistic scenarios, this approach involves competitions between attackers and defenders that involve students and has been shown to give better learning results (Cheung et al., 2011). Such scenario-based approaches have also been shown to be effective also for assessing competency development (Maennel et al., 2017; Ghosh and Francia, 2021). Such active learning techniques have been incorporated into cybersecurity education (Knox et al., 2019). For example, collaborative and inquiry-based strategies incorporated into hands-on activities aim to maximize the impact of learning and engagement education (Konak, 2018). Transformational (aka serious) games encourage cybersecurity behavior change by translating self-efficacy theory into the game's design (Konak, 2018). Active team-based learning demonstrates higher self-efficacy in gaining cybersecurity knowledge, skills, and abilities (Chong, 2019). A professional cyber operator is required to possess role-specific competencies to perform specified tasks as described by the NICE Framework (Newhouse et al., 2017). Existing cybersecurity education frameworks mainly focus on subject-specific skills, for example, technical or administrative competencies. But the more general human-skills are also essential for effective task execution, as they characterize how relationships in the social environment affect outcomes since behaviors and personality characteristics are factors that can enhance or degrade performance (Ward et al., 2019).

Despite the various offerings of cybersecurity educational frameworks, the increasing number of successful cyber-attacks raises questions about their effectiveness (Chowdhury et al., 2022). Development of cybersecurity educational frameworks that incorporate behavior change paradigms, i.e., IM, should be based on theoretical foundations that also incorporate learning styles, cognitive abilities, and meta-cognitive development of individuals. This approach would allow for more tailored training orientated to the needs of various individuals and groups of employees.



2.4. Design of the cybersecurity educational ecosystem

Brilingaitė et al. (2020) propose a hybrid cyber defense exercise framework that aids the development and assessment of cybersecurity competences. This framework aims at optimizing exercises to the various skill levels of the trainees. In addition, it supports cyber defense exercises for groups with different roles that require various competences, including non-technical roles and/or functions. ACM Computer Science Curriculum (ACM/IEEE, 2020) among other programs also includes undergraduate programs in cybersecurity. This report states that cybersecurity involves a broad spectrum of jobs from technical, such as network defense, to managerial (e.g., policy compliance) positions. It stresses that every graduate of a cybersecurity program requires both technical skills and a managerial understanding of the organizational actions needed to ensure system-level security. Based on the recommended approaches, the model in Figure 1 presents an education ecosystem. The proposed ecosystem considers requirements for competencies and behaviors that an individual should have to fulfill a particular role and perform tasks in a specific way given a situation.


[image: Figure 1]
FIGURE 1
 The trainee competence model within the cybersecurity education ecosystem reflects the close-to-real environment of the cybersecurity workforce.


As presented in Figure 1, the trainee carries out tasks and demonstrates behavior during the task execution. Success of the task is measured by the result quality. But the trainee plays a particular role during the scenario while executing the task. Therefore, various indicators are required to assess the competence demonstrated and encapsulated by the role description. The predefined conditions and context impact and support the scenario to simulate certain circumstances for the trainee.

Therefore, holistic approaches must incorporate internal and external determinants for a trainee in the cybersecurity educational ecosystem. Internal determinants can be identified as knowledge, skills, and cognitive factors (i.e., self-efficacy, meta-cognition, and decision-making) while external determinants are comprised of specific scenarios, roles, and relationship dynamics. The cybersecurity education framework presented here is a holistic approach that can facilitate the planning and implementation of cybersecurity courses by using the six-step Intervention Mapping process (Fernandez et al., 2019). This will be presented through a case study presentation and analysis.



2.5. Case study for methodology evaluation and triangulation

Using case studies to inform research can give insights that may be difficult to achieve with other approaches (i.e., quantitative measures) and can become the foundation of future experiments. Case studies can also establish the ‘how' and the ‘why' observed variables happen, especially when factors cannot be manipulated (Rowley, 2002). Case studies can be defined as a thorough analysis of a specific case (or cases) in a real-world setting. While there are difficulties in generalizing findings from case studies since they can be context specific, case studies can offer detailed descriptions and explanations of happening phenomena. This is due to case studies being empirical investigations into a current phenomenon in its real-life environment, especially when the distinction between phenomenon and context is blurred (Kohlbacher, 2006). It also deals with the technically unique problem of having far more variables of interest than data points, but also draws on a variety of sources of evidence, including data that must converge in a triangulating manner leading to the creation of theoretical propositions to guide data collection and analysis (Rowley, 2002; Kohlbacher, 2006; Yin, 2013).

The proposed cybersecurity education development approach is presented as a case study. This case illustrates the implementation of the suggested approach to the Continuing Professional Development (CPD) course on information security hosted by the technical university in Latvia. Table 1 presents the key features of the course and it is delivered as part of the Latvian government's initiative to develop and improve citizens' digital skills. The course covers information security and cybersecurity aspects and aims to develop skills in analog and digital data risk mitigation and ITC assets protection. The course contains knowledge areas and knowledge units that are applicable to information security and cybersecurity. The course is designed based on the personnel needs and skill gaps identified by industry enterprises and associations and is digitally delivered with different interactive digital elements–information security tools, digital teams collaboration environment, and technical exercises. The course covers information security governance topics and includes the beginner-level technical exercises in the virtual environment.


TABLE 1 CPD course characteristics card.

[image: Table 1]

The advantage of adopting this six-step IM protocol for course development is that it provides practical guidance on how to effectively plan and implement a course for cybersecurity competence development, identify needs and required behaviors, and helps in evaluating the efficiency of the course (Fernandez et al., 2019). The course includes several training scenarios and topics. The case study focused on competence “ability to perform IT change risk assessment” is presented in Figure 2.


[image: Figure 2]
FIGURE 2
 Illustration of how the model can be applied to develop the competence of risk assessment.


The example scenario (refer to Figure 2 for dependencies among scenario prerequisites) is implementing a new information system in the enterprise. The scenario context includes technical requirements (software-as-a-service (SaaS), deployment in Cloud) and legal aspects (deployment outside of the EU). The scenario refers to a complex process, but the example considers the role of the cybersecurity risk manager. This role must perform an ‘IT change risk assessment' as a task. The task result is a report that must be submitted in full or in parts, but on time. Consequently, time pressure is an additional condition that increases stress and could lead to intuitive behaviors. One of the competences required for the task is IT security risk assessment. Therefore, the ‘trainee' would have to demonstrate abilities to make reasoned decisions and be critical and self-critical in the educational process. Of course, knowledge of IT risk assessment processes is mandatory for the task. The ‘evaluator' would be able to observe the performance indicators via submitted parts of the report as a test with stated justifications, comparisons, and quality of risk assessment. The architect who designs the educational pathway could add specific pedagogical interventions that encourage meta-cognitive skill development (Knox et al., 2019). These can be embedded within the existing task to ensure task related efficacy improvement. Incorporating meta-cognitive aspects in learning can help students understand how one's behavior and predispositions can make them vulnerable or resilient in risk-taking decisions. This would then lead to better learning and increasing self-efficacy.




3. Results


IM step 1: Needs assessment (Phase 1)

Step 1 of the IM (PRECEDE: Predisposing, Reinforcing and Enabling Constructs in Educational Diagnosis) includes stakeholder inclusion through social assessment. Before the course, each student requested to answer several questions including expectations, needs, and topics of interest. Also, 3 years of feedback on prior courses were analyzed to distinguish the principal aspects for improvement. The main subject-specific topics of interest highlighted by students were IT aspects in personal data protection, IT risk management, best practices in information security governance, and information security tools. Topics like IT security risk management and assessment of personal data processing were added as subject-specific topics.

Taking into consideration targeted work roles from the NIST NICE framework (Newhouse et al., 2017)–Security Control Assessor, Privacy Officer, and Information Security Manager, student topics of interest were mapped to existing cybersecurity competency models and curricula (Newhouse et al., 2017; ACM/IEEE, 2020), industry enterprises' requirements, and expert recommendations (interviews). Required general competences were selected from the Tuning competence model (García Olalla et al., 2008) based on IT industry and education experts (Hibbs Pherson, 2017; Scholl, 2020; Fund, 2021) and related research (Huang and Pearlson, 2019; Hajny et al., 2021) recommendations about key general competences for cybersecurity professionals such as increasing self-efficacy, critical thinking, communication, and collaboration. Based on these analyses, outcome measures for the course were then identified as knowledge and skills relating to information security and personal data protection. Besides subject-specific and general competences, key targeted behavior and characteristics were identified, based on related research (Kennison and Chan-Tin, 2020).

Expected changes for this course were to develop knowledge and skills for improved cybersecurity behaviors (self-efficacy, decision-making, and reduced risk propensity) through scenario-based learning on cybersecurity risk management in an organization regarding IT changes.



IM step 2: The identification and definition of performance and change objectives (Phase 2)

Maladaptive cybersecurity behaviors (i.e., impulsive clicking) have been identified as a major threat to both individual and organizational security (Canham et al., 2022). Therefore, the course focused on improving cognitive and behavioral factors such as self-efficacy, repeat clicking, and critical thinking in risk assessment to encourage learning. Maladaptive behaviors directly affect cybersecurity behaviors described in the tasks and learning outcomes presented in Table 1. But individual behaviors can only account for some of the explanation of cybersecurity breaches. Therefore, the course also informs about more systemic and organizational factors, i.e., third party risk assessment and European Union and Latvian security personal data regulations, and they were incorporated into the course to support the scenario (refer to WPENISA and NIST standards from Newhouse et al., 2017; Wetzel, 2021)—identify, protect, detect, respond, recover) to help identify problem behaviors around phishing susceptibility (i.e., predispositions, social engineering, and organizational commitment). Integration of the technical material supports development of cybersecurity skills and illustrates resilience strategies against social engineering attacks.



IM step 3: The use of theory-based intervention methods and practical applications to change (determinants of) behavior (Phase 3)

This step determines the components that must be in place to launch and sustain the change process after determining the suitable behavioral and environmental factors for the designed course. Elements here are classed as predisposing, reinforcing, and enabling, and they all influence the likelihood of desired behavioral and/or environmental changes.

Predisposing and reinforcement elements include the technical scenarios that were developed for the participants with accompanying teaching materials (lectures, audiovisual materials). This included learning the scenario which covered two lectures (10 h in total) and other presentations with audio-visual materials and short published videos. Then, group exercises and individual assignments supported the scenario. For example, impulsive clicking was identified as behavior to be changed (Phase 2: Cognitive and Behavioral Factors), participants were exposed to scenarios (predisposing) where they trained on reducing impulsive clicking behavior through gamification approaches (reinforcing) while getting either automated or instructor feedback.



IM step 4: The production of program components, design, and production (Phase 4)

The fourth phase involves the definition of intervention strategies and final planning for their execution. This is based on policies, resources, and conditions in the strategy's organizational/community environment that could help or impede plan implementation. While the Cybersecurity Competency Model, NIST framework, and ENISA recommendations form the basis of the policies and regulations for the learning outcomes, the university where the course is developed has the necessary infrastructure to carry out the course. This involves having the developed online and physical resources and tools that were used during this exercise. One aspect to consider is the available toolsets and their efficiency in transferring knowledge, i.e., online vs. on-site, awareness training. Other regulatory aspects considered in the design of the course were based on educational parameters defined in the licensed continuing education study program (as course length). For specific program components please contact the first author of this manuscript for details.



IM step 5: The anticipation of program adoption, implementation, and sustainability (Phase 5)

From an educator's perspective, course preparation was more complex compared to the preparation of courses covering only subject-specific competences. Key challenges were limited knowledge of the instructor in other disciplines (i.e., psychology). Other factors to consider were that existing courses have a defined amount of (academic hours, contact hours, ECTS) and mandatory topics, while newly developed courses that focus on novel aspects (i.e., soft skill development in technical scenarios) have no validated or recommended format to achieve competency outcomes. For example, the flipped classroom could enable course enrichment with interdisciplinary topics. Therefore, this multi-dimensional course was developed in collaboration with representatives of different disciplines at the university and their research and educational collaborators from computer science, psychology, and social sciences. Based on the developments described in Steps 1–4 this program was implemented in the spring of 2022.



IM step 6: The anticipation of process and effect evaluation (Phase 6–8)

This step focuses on evaluating the program's process (Phase 6), impact (Phase 7), and outcome (Phase 8) through program assessment of key performance indicators, such as objective performance examinations, follow-up interviews, or evaluation reports (Renaud and Warkentin, 2017; Fernandez et al., 2019). Changes in predisposing, reinforcing, and enabling factors, as well as behavioral and environmental elements (e.g., changes in knowledge, beliefs, attitudes, intentions, and social and environmental barriers/supports) are assessed in impact evaluations. Finally, outcome evaluation assesses the program's impact on cybersecurity behaviors. This section summarizes results from the case study and presents changes in student performance and attitude toward courses and cybersecurity topics when the changes were applied. In general, the changes were accepted positively by students as they enabled new insights into cybersecurity and ensured competence development in a student preferred way.



Process evaluation (Phase 6)

Process evaluation determines the extent to which the program was implemented according to protocol. The updates within the courses allowed educators to investigate cybersecurity topics from different perspectives. By applying the methodology, the instructors provided close to reality cases (roles, scenarios, and contexts) that stimulated student engagement in activities.



Impact evaluation (Phase 7): Student satisfaction and engagement

Impact evaluation assesses change in predisposing, reinforcing, and enabling factors as well as behavioral and environmental factors (e.g., changes in knowledge, beliefs, and self-efficacy) Students rated course content usefulness for scenario execution as “Very good” (8.2). Their confidence level in the ability to assess IT risks raised from “Good” (6.9) to “Very good” (8.5). After study sessions, students reflected that they did not realize that cybersecurity competences are so broad. Previously they concentrated mainly on technical skills.



Outcome evaluation (Phase 8): Impact on the competence development

Applying the proposed methodology can be seen to have an overall positive impact on learners' perceived performance. In the selected scenario related tasks execution, what might be related to student competence development and slight behavior change. Students were able to perform the IT change risk assessment and understand professional terminology. In the test before training in more than 70% of cases, the scenario related terminology was misinterpreted (for example, mixed terms “threat” and “vulnerability”). After training in more than 70% of cases, correct terminology was used. Students also were able to identify different categories of risks. For example, before the course, more than 90% of cases, only few risks were associated with external threats, such as Distributed Denial of Service (DDoS) attacks. After completing the course, students were able to justify their reasoning about organizational risks. For example, they showed better understanding by giving higher risk scores to enterprise e-commerce services distribution caused by DDoS attacks by identifying risk factors such as weakly protected enterprise networks and lack of monitoring capabilities. Also, task execution time was reduced by more than 20%. This can be interpreted as relational to competence increase, as well as increasing self-efficiency in task execution.

During the group exercise, it was observed that students applied new knowledge regarding critical thinking that was delivered through the course. For example, they challenged their team members' assumptions and explored alternatives. Course instructor led situation analysis and group discussions (enabling) led to higher risk awareness scores compared to preliminary risk assessment (before the critical thinking related session). This could indicate a slight movement toward risk-averse behavior change.




4. Discussion

The focus of this paper was to apply the IM approach to cybersecurity education by presenting the IM steps in the development of an educational course in cybersecurity. Maladaptive cybersecurity behaviors that can impact both personal and organizational security have been well documented recently (Hadlington, 2017). Education, both academic and through continued professional development, for technical and non-technical personnel have been identified as necessary to increase pro-cybersecurity behaviors but how to approach this is still not investigated thoroughly (Manson and Pike, 2014). While the existing literature has given guidelines and learning outcomes (Newhouse et al., 2017; Wetzel, 2021), human behavioral aspects still need to be integrated into studies. Assessing the outcomes of newly developed educational offerings needs to be confirmed with validated approaches. IM has been shown to be effective in planning, developing, implementing, and evaluating program outcomes (Kok et al., 2016) and this approach can also be an effective tool for the evaluation of cybersecurity education. The IM steps allow for the inclusion of relevant stakeholders, in this case, students and educators, to be part in developing educational approaches that are evidence-based.

The use of a case study helps in this specific cybersecurity course on information security and risk mitigation, allows for the development of the course to be influenced by the stakeholders, both students and the academic institution, while considering policy and resources (i.e., NIST, ENISA) to help structure the course in ways it can then be evaluated. The evaluation of the course (process, impact, outcome) allows for the case study analysis to deal with the many variables that could influence outcome results, which then helps triangulate the findings. For example, human-technology interaction can be difficult to measure directly since observing learning during specific contexts, such as this cybersecurity exercise, can be influenced by many factors such as instructor feedback or individual affective states, and it can be difficult to distinguish which factors are more influential during the exercise. But, together with the literature synthesis on cybersecurity education, involvement of the stakeholders for educational design, and the outcome measures, this case study uses this triangulation approach to verify its efficiency (Rowley, 2002; Kohlbacher, 2006; Yin, 2013). This course integrated reality-based scenarios with both technical challenges with soft skill testing (self-efficacy, risky decision-making), a demand that has been proposed by ENISA. The outcome evaluations showed that students improved their terminology, their confidence in their skills increased, and could identify security threats with more precision, all while their time on task was reduced. Also, course instructors, during feedback sessions, observed increased critical thinking toward assumptions and more risk-aversive behaviors.

While the course is context specific to information security and risk management, and the findings cannot be generalized to broader populations, it is the IM process that can be adopted. While IM has shown efficacy in other domains (Kok et al., 2011), this is an initial application of IM in cybersecurity education. The IM steps applied to cybersecurity education presented here show that it can be a useful tool to develop and evaluate the educational design. The first 5 IM steps describe how the program was developed and implemented, and step 6 then helped evaluate the findings. The three evaluation aspects (process, impact, and outcome) help verify the first 5 IM steps and also helps in calibrating future changes to the developed program until it reaches the planned goals.



5. Conclusion

Holistic cybersecurity education development and evaluation was the main objective of this paper. The proposed methodology includes multiple dimensions for advancing cybersecurity competencies among professionals, and soon to be professionals. The central dimension is identified competence scope which includes work roles for the future professional. As a second dimension is the implementation path for competence development. The third dimension is the proposed learning environment which includes tools and methodologies for competence development. These three dimensions can be integrated into existing and new programs through Intervention Mapping. Developing this multi-dimensional approach to cybersecurity can contribute to how we meet the challenges of a digitized world.

Our future study will explore the capabilities of the proposed model and cover quantitative research to identify limitations and possibilities for automated scenario setups.
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