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Editorial on the Research Topic
The human factor in cyber security education

The significance of understanding the human component in cybersecurity cannot be
overstated, as it extends well beyond mere technical proficiency. Comprehending human
behavior and engaging with people through various methods such as modeling, gamification,
and the application of neuroergonomic methodologies is essential in building a resilient
cybersecurity infrastructure.

From Venables, one can understand that modeling cyberspace must include humans
as an integral component. Acknowledging the human factor emphasizes the need for a
multidimensional approach to cybersecurity. By focusing on aspects such as geography,
politics, and time, and not just technology, a more comprehensive view of cybersecurity can
be achieved. This helps to understand not only the terrain of cyberspace but also the human
motivations that drive malicious intent.

Cybersecurity exercise design can incorporate approaches that can aid in the acceleration
of learning and developing a soft skill toolset, which has been identified as a key area
(European Union Agency for Cybersecurity, 2022), by using, for example, gamification
(Canham et al.) or applying neuroergonomic approaches (Ask et al.). The use of gamification
in cybersecurity is emerging as an effective tool for both engagement and education.
Interactive methods such as the Phish Derby competition utilize competition and prizes
to incentivize learning, turning it into a fun and engaging experience. Gamification
techniques can be applied to enhance situational awareness, making learning more
immersive and intuitive. This approach can be especially useful for educating non-experts
or the general public about complex cybersecurity concepts. But as identified by European
Union Agency for Cybersecurity (2022) technical skills alone are insufficient in today’s
complex cybersecurity landscape and developing soft skills, i.e., effective communication,
collaboration, and situational awareness, are equally vital. Whether it’s through the creation
of a Recognized Cyber Picture (RCP; Ask et al.) or the implementation of neuroergonomic
principles to improve interpersonal situational awareness, nurturing these soft skills is
essential. Fostering a culture that values both hard and soft skills is critical to achieving
proficient cybersecurity protocols.
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In order to achieve and validate these educational milestones,
Pirta-Dreimane et al. showed that paradigms from other
domains (intervention mapping; health) can be applied and help
cybersecurity education developments. The need for well-designed
educational frameworks that incorporate stakeholders’ input and
address specific competency requirements is paramount. The
application of Intervention Mapping in the design of cybersecurity
education, for instance, allows for a more structured and
evidence-based approach. This highlights the importance of using
well-grounded methodologies in both development and execution.

To objectively rate cybersecurity competencies, a balancing
scoring of Cybersecurity Exercises must be accomplished. Mises
et al. demonstrated the complexity of achieving appropriate balance
in scoring cybersecurity exercises, as seen in the Locked Shields
case study, and illustrated the nuances involved in creating an
effective and fair evaluation system. Clarity and transparency
are essential to maintaining engagement and learning. This adds
another layer to the intricate task of training and evaluating
individuals in cybersecurity.

Conclusion

The global health crisis has brought about unique challenges.
The rapid shift to remote work and learning has increased the risks
of security breaches, while also placing greater stress on employees.
Education and training must adapt to address these evolving
dynamics and provide support for the new workplace environment.
Cybersecurity education must be inclusive, considering experts,
workforce employees, and the general public. Tailoring strategies
to meet the needs of different groups is crucial. Having a holistic
approach ensures that education and awareness permeate all levels
of society, thus enhancing overall cybersecurity resilience.

The complexities of cybersecurity education call for a
multifaceted approach that recognizes the human factor at its core.
The intertwining of technological, psychological, sociological, and
pedagogical elements requires continuous research, collaboration,
and innovation. The insights from gamification, the focus on soft
skills, the need for comprehensive frameworks, and the importance
of adapting to societal changes, such as the impact of the COVID-
19 pandemic, highlight the intricate nature of this field. Together,
these aspects forge a path toward a future where cybersecurity
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education is agile, inclusive, and robust, ready to meet the ever-
changing challenges of the digital age.
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