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Future skills for Industry 4.0
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learning for continuing
engineering education
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Introduction: This research explores leveraging Industry 4.0 technologies and
best practices to address the challenges faced by Continuing Engineering
Education (CEE) in Higher Education, ensuring its sustainability and relevance.
CEE is essential for engineers’ continuous professional growth and adaptability,
especially in an era marked by swift technological progress and changing
job requirements. CEE must adapt to rapid technological advancements and
evolving workforce demands. Nevertheless, traditional pedagogical methods
often lag behind the needs of modern engineering professionals.

Methods: Through a case study, this study aims to show how skills visualization
allows the creation of comparisons between professional scenarios to enhance
the effectiveness and efficiency of CEE programs. To achieve this goal, we utilized
a platform based on the KSA taxonomy, which enables the visualization of skills
and supports creating personalized and adaptive learning.

Results: Our results demonstrate the transformative potential of integrating new
technologies and learning approaches in CEE programs. By leveraging Industry
4.0 technologies, developing personalized learning experiences, and embracing
Education 4.0 principles, CEE programs can empower the workforce of the future
to thrive in an increasingly complex and dynamic landscape.

Discussions: This study underscores the significance of Education 4.0 principles
in shaping the future of CEE programs, emphasizing the crucial role of innovative
learning approaches and technological integration in empowering the future
engineering workforce in the Industry 4.0 era.

KEYWORDS

Industry 4.0, higher education, lifelong learning, future skills, artificial intelligence,
educational innovation

1 Introduction

Continuing Engineering Education (CEE) is crucial for the ongoing professional
development and adaptability of engineers, particularly in an era characterized by
rapid technological advancements and evolving job demands (Ekren and Kumar,
2020; Trevino-Elizondo and Garcia-Reyes, 2023). Traditional pedagogical methods
often struggle to keep pace with the dynamic landscape of Industry 4.0, failing
to provide the agility and expertise required by modern engineering professionals
(Ahsan et al,, 2022; Thwe and Kélmdn, 2023). This discrepancy underscores the need
for a significant transformation in CEE to maintain its relevance and effectiveness.
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This research addresses the challenges faced by CEE, exploring
the integration of Industry 4.0 technologies and advanced Higher
Education (HE) practices. By leveraging emerging technologies
such as artificial intelligence (AI), a comprehensive platform was
created based on Skills, Knowledge, and Abilities (KSA) taxonomy
driven by Natural Language Processing (NLP). In constant
transformation, this platform enables the skills visualization that
could support the creation of personalized and adaptive learning
experiences for engineering professionals, thereby improving the
effectiveness of online courses, virtual laboratories, and industry-
aligned projects. (Newton et al., 2020; Caratozzolo et al., 2023a;
ShapingSkills, 2023a).

Considering the first Shaping Skills functionalities described,
this study aims to show, through a case study, how skills
visualization allows creating comparisons between professional
scenarios to enhance the effectiveness and efliciency of CEE
programs, paving the way for a paradigm shift in the delivery
and consumption of engineering education (Diery et al., 2020;
Caratozzolo et al., 2023a).

Central to our approach is the critical role of Education
4.0 principles, emphasizing learner-centeredness, technology
integration, and lifelong learning (Caratozzolo et al, 2023a).
These principles provide a holistic framework for reimagining
engineering education in the digital age and align with the evolving
needs of the engineering workforce (Herndndez-Muioz et al,
2019; Chakrabarti et al., 2021; Caratozzolo et al., 2023b).

At the core of our efforts is the ambition to harness
the transformative power of integrating new technologies and
innovative learning approaches to empower the future engineering
workforce. We envision a future where engineering professionals
are not only equipped with the necessary technical skills but also
possess the adaptability, resilience, and creativity needed to thrive
in the ever-changing landscape of Industry 4.0.

The success of this integration hinges on the collective efforts
of educators, industry stakeholders, and policymakers. Embracing
change, fostering collaboration, and cultivating a culture of lifelong
learning are essential to harnessing the full potential of Industry
4.0 technologies and Education 4.0 principles. Through these
collaborative efforts, we can chart a course toward a more vibrant,
resilient, and sustainable future for Continuing Engineering
Education.

2 Overview

Continuing Engineering Education serves as a critical nexus
between ongoing professional development and the advancement
of technology within the engineering sector. As Industry 4.0
continues to drive rapid technological change and shift workforce
demands, CEE programs face the pressing challenge of maintaining
relevance and effectiveness. This section explores fundamental
concepts and related work, highlighting the synergies between
Industry 4.0 technologies and contemporary HE practices in CEE.
The aim is to enhance the efficacy and efficiency of CEE through the
transformative potential of integrating cutting-edge technologies.

The principles of Education 4.0 advocate for integrating
advanced technologies and adaptive learning methodologies
to address the evolving landscape of engineering education
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(Miranda et al., 2021). Through technology-enhanced learning,
transformative technologies, such as AI, VR, and NLP, are leveraged
to improve educational outcomes (Chen L. et al., 2020; Krsti¢
et al., 2022). These technologies facilitate personalized learning
experiences tailored to the individual needs and preferences of
engineering professionals (Zawacki-Richter et al., 2019; Chen X.
etal., 2020). AT algorithms and NLP techniques enable educational
platforms to dynamically adapt content delivery and assessment
methods, ensuring both relevance and engagement (Chiu et al,
2023).

Furthermore, the importance of aligning engineering education
with industry needs and real-world applicability is emphasized in
contemporary research. By integrating industry-aligned projects
and experiential learning opportunities, students can acquire
practical skills and knowledge that reflect current engineering
practices (Chen et al., 2021; Sukacke et al., 2022). This alignment
ensures that graduates possess the competencies necessary to thrive
in the dynamic engineering landscape (Ambiyar et al., 2024).

Recent studies have demonstrated the effectiveness of Al-
powered platforms and online learning environments in enhancing
learning outcomes and preparing engineering professionals for
the challenges posed by Industry 4.0 (Araiza-Alba et al., 2021;
Yousuf and Wahid, 2021). Case studies highlight the benefits
of personalized and interactive learning environments, showing
significant improvements in student engagement, knowledge
retention, and problem-solving skills (Daniela et al., 2019; Marin
et al., 2020). These initiatives underscore the transformative
potential of technology-enhanced learning strategies in engineering
education.

Expert consultations have provided valuable insights into the
integration of technology in CEE programs, underscoring the
need to align educational curricula with industry requirements
and leverage advanced technologies to equip graduates for the
engineering workforce (Maisiri and van Dyk, 2020; Santana
and de Deus Lopes, 2020; Diogo et al.,, 2023). Industry experts
emphasize the critical role of technology in bridging the gap
between educational outcomes and industry needs (Armstrong
et al., 2020).

Exploring AI within the CEE could open new perspectives
on improved learning methodologies, offering deep insights into
the benefits and challenges associated with their adoption (Diery
et al., 2020; Kuleto et al., 2021). For example, the proposal of
dynamic taxonomies based on KSAs promises to be a valuable
tool for designing learning activities that cultivate higher-order
thinking skills essential for navigating the complexities of Industry
4.0 (Caratozzolo et al., 2023a).

A pivotal aspect of this discussion is the ShapingSkills
framework, which offers a comprehensive plan to integrate the
principles of Education 4.0 into CEE (ShapingSkills, 2023a). By
prioritizing student-centered learning, technology integration, and
lifelong learning, this framework serves as a guiding light for
reimagining engineering education in the digital age.

The integration of new technologies and innovative learning
approaches is crucial for seeking to empower the future engineering
workforce (Won et al., 2023). By seeking to leverage Industry 4.0
technologies, developing personalized learning experiences, and
embracing Education 4.0 principles (Neaga, 2019), CEE programs
can equip engineering professionals with the skills and expertise
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needed to thrive in an ever-evolving technological landscape
(Hernandez-de Menendez et al., 2020). This research aims to
contribute to the ongoing discourse on transforming engineering
education to meet the demands of Industry 4.0.

3 Methodology

To develop this work, we explored the intersection between
the new technologies of Industry 4.0 and the current pedagogical
strategies in HE, aiming to design a comprehensive framework for
CEE programs that are forward-looking and capable of addressing
future challenges. Our methodology consists of several iterative
steps, each designed to provide a robust foundation for integrating
transformative technologies and innovative learning approaches
into CEE programs.

The initial phase involved thoroughly reviewing the existing
literature on CEE, Industry 4.0 technologies, and innovative
learning methodologies. This review aimed to identify the current
state of the art, existing gaps, and potential opportunities for
improvement in CEE programs.

Following the literature review, we conducted a detailed
that
implementations of technology-enhanced learning approaches

analysis of case studies demonstrated  successful
in engineering education. These case studies were selected based
on their relevance, impact, and innovative use of AI and NLP
technologies in educational settings. The case studies were analyzed
to identify best practices, challenges, and lessons learned that could
inform the design of our framework for CEE programs.

To complement the literature review and case studies findings,
we conducted expert consultations with industry professionals,
educators, and policymakers. These consultations aimed to gather
valuable insights into the practical aspects of integrating new
technologies into CEE programs and to understand the needs of
the industry, as well as the pedagogical requirements and potential
barriers to implementation.

Building on the insights gathered, we developed a dynamic
KSA-based matrix taxonomy tailored for the INFOCOMM sector.
This taxonomy was designed to be adaptive and responsive to
the evolving requirements of the Industry 4.0 landscape. We
utilized NLP and machine learning techniques to analyze data from
various sources, including SkillsFuture, the Standard Occupational
Classification (SOC), and the NESTA taxonomy, to ensure that
the taxonomy remained dynamic and could evolve with changing
occupational profiles (Caratozzolo et al., 2023a; ShapingSkills,
2023a).

The methodology was designed to be iterative, allowing for
continuous refinement based on feedback and new insights.
We used the ShapingSkills framework to create personalized
and adaptive learning experiences for engineering professionals,
continuously evaluating the effectiveness of integrating new
technologies and learning approaches (ShapingSkills, 2023a). This
iterative approach allowed us to address critical challenges in CEE
and propose a holistic strategy to enhance the effectiveness and
relevance of CEE programs.

Finally, we conducted a comprehensive analysis of the results
to compare the proposed taxonomy with existing frameworks,
addressing the research objectives and highlighting the study’s
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limitations. The findings were validated through empirical data and
expert feedback to ensure that the taxonomy met the operational
needs of the INFOCOMM sector and supported future scenarios of
occupational profiles based on KSAs.

Overall, this methodology provides a systematic approach
to exploring the integration of transformative technologies and
learning approaches into CEE programs, with the ultimate goal
of equipping the future engineering workforce with the skills and
knowledge necessary to thrive in the era of Industry 4.0.

4 Application of the ShapingSkills
framework

In alignment with the transformative challenges described in
the previous sections, we present a detailed case study of the
ShapingSkills frameworK’s innovative application within CEE. This
framework aims to revolutionize how educational institutions
prepare engineering professionals for the dynamic demands of
Industry 4.0.

The ShapingSkills framework is a pioneering initiative
established models
to provide a comprehensive approach to KSAs taxonomies.

synthesizing core functionalities from
Traditional KSA-based taxonomies have historically profiled
worker competencies (Seemiller and Whitney, 2020) but often
fail to adapt to the rapid changes in the employment landscape
(WEF, 2019). The ShapingSkills framework (ShapingSkills, 2023a)
addresses this challenge with an innovative approach, introducing
a dynamic KSA matrix taxonomy, developed through a systematic
literature review from 2013 to 2023 and leveraging AI methods to
maintain its adaptability and relevance (Caratozzolo et al., 2023a).

Using AI and machine learning tools, ShapingSkills predicts
and prepares for changing labor market requirements (Caratozzolo
et al., 2023a). This dynamic approach allows the framework to
continuously update its taxonomy based on evolving occupational
profiles and industry needs. The interactive web interface
enhances usability, enabling users to explore and understand
the complexities of future workforce demands (ShapingSkills,
2023a). This represents a significant shift in how occupations
are conceptualized and prepared for, aligning with the evolving
demands of Industry 4.0.

The ShapingSkills (2023a) interface offers seamless navigation
and connectivity with official sites, universities, companies, and
sponsors. Users can select the INFOCOMM sector, which provides
a comprehensive overview of sub-sectors and detailed lists of
associated occupations. Each occupation page includes graphical
representations and detailed descriptions of relevant KSAs,
facilitating a deep understanding of the skills required for various
roles.

To illustrate the practical application, we examine the list
of skills of the ICT sales professional occupation, such as is
seen in Figure 1. The ShapingSkills framework allows users to
compare skills across occupations, highlighting areas for reskilling
or upskilling. For example, if an individual is considering a career
transition within the same industry, they can compare their current
skills with those required for three different occupations within the
Business Intelligence and IT Systems Design subsector, as shown in
Figure 2. This comparison facilitates the identification of specific
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FIGURE 1
ShapingSkills occupation skills view (ShapingSkills, 2023b).
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skills that need enhancement or development to successfully
transition to a new role within the subsector.

Under the assumption that the user wants to transition to
a marketing manager role, the framework identifies common
skills, such as service orientation, leadership, and interpersonal
skills, as seen in Figure 2, indicating areas where retraining
may be sufficient rather than a comprehensive improvement
of the abilities. Additional skills required for the new role,
such as communication, creative thinking, and digital literacy,
are highlighted for development. The framework seeks to
support continuous learning and it is planned to have a
section where relevant courses can be suggested to close these
skills gaps.

This case study demonstrates how the ShapingSkills framework
supports robust training options by leveraging its dynamic KSA
taxonomy. It advocates a comprehensive training strategy that
combines formal education, specialized programs, and continuing
professional development to improve various skills. By offering
a specialized KSA catalog for each occupation related to the
INFOCOMM sector, it allows personalized learning experiences
and adaptive learning paths to be developed, ShapingSkills
aligning educational outcomes with the changing needs of the
INFOCOMM sector.
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ShapingSkills forms a consortium with universities, human
resources companies, and online learning providers, creating a
strategic alliance that addresses the workforce needs of Industry
4.0, including the INFOCOMM sector. This collaborative effort
aims to understand the global industry’s requirements, foster
interdisciplinary collaboration, and achieve educational innovation
that is aligned with future KSA needs. As a dynamic platform,
ShapingSkills is poised to adapt to industry changes and contribute
significantly to the evolution of continuing education.

This case study highlights the practical application and benefits
of the ShapingSkills framework, demonstrating its potential
to revolutionize CEE programs and support the continuous
professional development of the engineering workforce in the
dynamic landscape of Industry 4.0.

5 Results and discussion

Current research on empowering the workforce of the future
through transformative technologies and innovative learning
approaches in CEE has yielded significant results and insights.
This section delves into key findings and their implications for
advancing CEE programs in the context of Industry 4.0.
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FIGURE 2
ShapingSkills occupations skills comparative view (ShapingSkills, 2023b).
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Globalization, Artificial Intelligence, and recent global
challenges like economic shifts or technological development are
rapidly evolving, posing complex challenges to the engineering
workforce. Preparing to overcome these requires continuous
education and professional development, essential for maintaining
or increasing employability in a dynamic landscape (Ahsan et al.,
2022; Thwe and Kalman, 2023).

Engineers transitioning from one occupation to another, as
illustrated in our case study, must engage in reskilling or upskilling
to meet new job requirements. Within a vast and complex
landscape of competencies and learning opportunities, focused
and efficient efforts are necessary to fulfill such demands at an
accelerated pace (Chen L. et al., 2020; Krsti¢ et al., 2022).

A key outcome of this research was to illustrate the diverse
applications and advantages of skill visualization offered by the
ShapingSkills (2023a) platform. The taxonomy, derived from a
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comprehensive review of Al literature and methods, provides
a dynamic framework to understand and address evolving skill
requirements in the engineering domain (Caratozzolo et al,
2023a). This platform aims to demonstrate the possible synergies
between the technical advances of Industry 4.0 and the pedagogical
strategies of HE, enabling the creation of personalized and adaptive
learning experiences for engineering professionals, addressing their
individual needs and preferences. The example described earlier
(Figure 2) underscores the relevance of the ShapingSkills platform
as a valuable tool for lifelong learners, helping them to efficiently
identify the skills needs to achieve their career goals.

Our research highlights the importance of collaborative efforts
and strategic alliances in promoting CEE programs. By bringing
together universities, industry stakeholders, and online learning
providers, initiatives like ShapingSkills can address the diverse
needs of the engineering workforce. In the previously evaluated
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example (Figure 2), the platform assists professionals in identifying
educational institutions, training opportunities, or online programs
that align with their preferences and objectives.

alliances foster

The aforementioned collaboration and

interdisciplinarity, educational innovation, and adaptability,
ensuring that CEE programs remain relevant and effective in
the face of technological advancements and industry changes
(Armstrong et al., 2020). Regarding an implementation plan
with international stakeholders, some of the steps required
for integrating the proposed platform and taxonomy into
CEE programs could be the design of an initial assessment
and stakeholder engagement, the pilot testing and iterative
refinement, and a final assessment together with a full-scale
deployment and the commitment of a continuous improvement.
Regarding the required resources, we considered not only the
human resources (educators and content developers) but also
the financial resources, including the training, maintenance, and
probably the funding for the development. The main stakeholders
have specific roles necessary in successfully implementing
and scaling the proposed solutions. Educators will have an
essential role in developing curriculum, delivering content, and
providing feedback. Industry Partners will be crucial in providing
insights into industry needs, funding, and collaboration on
curriculum design.

Our research underscores the effectiveness of online courses,
virtual laboratories, collaborative platforms, and industry-aligned
projects in CEE programs. By incorporating these elements,
CEE can bridge the theoretical-practical gap and meet the
dynamic needs of Industry 4.0. Online courses offer flexibility
and accessibility, allowing engineering professionals to engage
in continuous learning while balancing their work commitments
(Yousuf and Wahid, 2021). Virtual laboratories provide hands-
on experience in a simulated environment, enhancing practical
skills and knowledge acquisition (Marin et al., 2020). Collaborative
platforms facilitate peer-to-peer learning and knowledge sharing,
fostering a sense of community and collaboration among students
(Zawacki-Richter et al., 2019). Industry-aligned projects offer real-
world context and relevance, preparing engineering professionals
for the challenges of the modern workforce (Chen et al., 2021). All
those implementations implicate potential challenges related to the
resistance to changes and barriers, probably related to costs and
technical limitations, that will be overcome. The implementation
roadmap must take into account, on the one hand, management
strategies such as involving educators in development, providing
incentives, and showcasing success stories, and on the other hand,
the possibility of funding from industry partners and the options
for long-term cost savings.

In addition to these practical implications, our research
highlights the pivotal role of Education 4.0 principles in shaping
the future trajectory of CEE programs. These principles, including
sustainability technologies and practices, learner-centeredness,
collaborative learning, technology-enhanced learning experiences,
and lifelong learning, advocate for a student-centered approach, the
integration of technology, and continuous learning (Caratozzolo
et al., 2023a). By adopting these principles, CEE programs can be
reinvented to meet the evolving needs of engineering professionals
in the digital age. Incorporating principles of sustainability into the
curriculum promotes responsible consumption and production,
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enhancing the understanding of the global challenges and
their potential solutions (Cuevas-Cancino et al., 2024). Learner-
centered approaches ensure that education is tailored to individual
needs and preferences, improving engagement and motivation
(Neaga, 2019). Technology-enhance pedagogies enable the use
of innovative tools and platforms to improve learning outcomes
and experiences (Krsti¢ et al., 2022). Lifelong learning fosters a
culture of continuous improvement and adaptability, equipping
engineering professionals with the skills and resilience necessary
to thrive in a rapidly changing environment (Hernandez-de
Menendez et al., 2020).

Our results demonstrate the transformative potential of
integrating new technologies and learning approaches in CEE
programs. By leveraging Industry 4.0 technologies, developing
personalized learning experiences, and embracing Education 4.0
principles, CEE programs can empower the workforce of the future
to thrive in an increasingly complex and dynamic landscape.

6 Conclusions and future work

The integration of transformative technologies and innovative
learning approaches has immense potential to empower the future
engineering workforce through CEE programs. This study has
highlighted several key findings and insights, underscoring the
critical importance of this integration in the context of Industry 4.0.

One of the primary outcomes of this research was to
demonstrate the various applications and benefits of skill
visualization provided by the ShapingSkills platform. This platform
demonstrates how technological advancements can be effectively
synergized with pedagogical strategies in HE. It enables the creation
of personalized and adaptable learning experiences for engineering
professionals, addressing their individual needs and preferences
while providing a dynamic framework to comprehend evolving
skills requirements.

This study also underscores the effectiveness of online courses,
virtual laboratories, collaborative platforms, and industry-aligned
projects in CEE programs. These elements are crucial in bridging
the gap between theoretical knowledge and practical application,
offering flexibility and accessibility, enhancing practical skills, and
fostering knowledge exchange and collaboration. The integration of
these components is pivotal for developing a workforce that is agile
and equipped to meet the challenges of the Industry 4.0 era.

Collaborative efforts and strategic alliances, as illustrated
by initiatives like ShapingSkills, play a vital role in maintaining
the relevance and effectiveness of CEE programs. By uniting
universities, industry stakeholders, and online learning providers,
these alliances seek to foster innovation, interdisciplinary
collaboration, and educational adaptability. They ensure that
CEE programs remain responsive to technological advances and
industry changes.

In conclusion, the integration of new technologies and
innovative learning approaches is essential for ensuring the
future readiness of the engineering workforce. Flexible, accessible,
and interactive educational pathways, coupled industry-aligned
projects and student-focused, technology-driven methodologies,
are critical for maintaining the relevance and sustainability of CEE
in the era of Industry 4.0.
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The findings of this study also highlight several avenues for
future research and development in the field of CEE. Further
refinement and validation of frameworks like ShapingSkills,
which have shown promising results, is necessary to guarantee
their effectiveness and applicability across various engineering
disciplines and educational contexts. Additionally, there is a need
to actively investigate how these technologies can enhance learning
experiences, facilitate skill development, and simulate real-world
scenarios. Research should explore innovative approaches, such as
gamification and experiential learning, to foster communication,
teamwork, and leadership skills among engineering professionals.

Finally, promoting international collaboration and knowledge
exchange Dbetween universities, industrial partners and
policymakers is essential for the continuous improvement of
CEE programs. Such collaboration can facilitate the exchange
of best practices, resources, and experiences, ensuring that CEE
programs remain relevant and responsive to the evolving needs
of the engineering workforce in the context of Industry 4.0 and
beyond. By addressing these areas, we can enhance the quality and
relevance of CEE programs worldwide, ensuring they continue
to meet the changing needs of the engineering workforce and

contribute to a more dynamic and innovative future.
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