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Introduction: The Information Technology (IT) sector, a key driver of Industry 4.0

and the transition toward Industry 5.0, continues to demonstrate resilience in the

face of prevalent global challenges, including the ongoing COVID-19 pandemic

and persistent talent shortages. The prominence of IT roles in the global job

market highlights the need for a unified framework that e�ciently identifies

and categorizes IT jobs. While the International Labour Organization (ILO) has

introduced the International Standard Classification of Occupations (ISCO) for

job classification on a global scale, it lacks the necessary granularity for the rapidly

evolving IT landscape.

Methods: E�orts to bridge the previous granularity issue often fall short

due to country-specific labor market peculiarities. To address this gap, this

work introduces a novel hierarchical taxonomy for classifying IT jobs within

the broader framework of ISCO-08. Following meticulous data labeling and

clustering, the development of the Bee-inspired Employment and Expertise

Taxonomy (BEET) was a collaborative e�ort between theHR team, data scientists,

analysts, and the authors of this article. A lot of public job postings were gathered

that encompass a diverse range of vacancies within the IT sector, spanning from

October 2023 to February 2025. Using insights from the clustering results, the

team worked to identify distinct patterns and commonalities across IT job roles.

Our taxonomy consists of five major groups, further divided into 15 sub-major

groups and 35-unit groups. The proposed taxonomy has the potential to not only

categorize diverse IT roles with precision but also forecast workforce demands

e�ectively.

Results: Key insights suggest that this hierarchical approach could significantly

aid inworkforce demand forecasting and provide valuable guidance to educators

in shaping programs that prepare professionals for the challenges of Industry

5.0. Furthermore, by aligning educational e�orts with the evolving needs

of the global IT market, our proposal o�ers a robust framework for both

analysts and educators, providing strategic insights essential for future workforce

development in the rapidly advancing.

Discussion: The development of the BEET taxonomy marks a significant

advancement as a framework for IT job classification, o�ering a comprehensive

and adaptable tool aligned with the evolving demands of the technology sector

in the era of Industry 5.0. By leveraging the BEET framework, we can gain deeper

insights into the dynamics of the IT labor market, enabling more targeted and

impactful research. However, some limitations should be noted, as the dataset

used to develop BEET consists exclusively of English-language job postings

from various countries, which may introduce linguistic and regional biases.

Additionally, certain niche or emerging roles that are less frequently advertised

online may be underrepresented in the taxonomy.
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1 Introduction

In today’s globalized world, technology plays a pivotal role in
transforming the job market, driving unprecedented changes in the
workforce through an increasing synergy between jobs, technology,
and education (Dobslaw et al., 2023; Siddique et al., 2024). Over the
past four decades, technological advancements have significantly
influenced global employability and productivity, underscoring
the importance of education in preparing individuals for
technology-driven job markets. This interconnected relationship
has particularly strengthened the Information Technology (IT)
sector (Castro Silva and Lima, 2017; Hötte et al., 2023; Koo
and Le, 2024), which has demonstrated resilience in addressing
global challenges such as the COVID-19 pandemic and talent
shortages by emphasizing human-centric technologies (Apatsidis
et al., 2021; König and Seifert, 2022; Akah et al., 2022; Oikonomou
et al., 2023; Hötte et al., 2023). As the industry continues
to evolve, the transition from Industry 4.0, which focused on
automation and data-driven efficiency, to Industry 5.0, emphasizes
human-technology collaboration, innovation, and sustainability.
This shift introduces new dynamics in the IT job market, where
individuals now face the challenge of blending technical skills with
creativity and ethical considerations to develop socially responsible
solutions (Wang et al., 2020; Fettach et al., 2022).

In this context, IT roles have come to increasingly dominate the
global job market (World Economic Forum, 2023). Nonetheless,
a significant gap persists in effectively organizing IT-related skills
to facilitate accurate job classification (Uter, 2017; Napierala and
Kvetan, 2023; Azofeifa et al., 2024). Therefore, the need for a unified
framework that accurately identifies and categorizes IT skills has
never been more critical.

Current frameworks, such as the International Standard
Classification of Occupations (ISCO) developed by the
International Labour Organization (ILO), establish a global
baseline for job classification. Over the years, ISCO has been
revised multiple times to adapt to the evolving structures of
occupations worldwide. The two most recent iterations, ISCO-
88 and ISCO-08, have notably influenced the classification
landscape. ISCO-88, launched in 1988, offered a comprehensive
update reflecting the dynamic nature of employment. However,
acknowledging the necessity for further refinement and alignment
with contemporary labor market trends, ISCO-08 was developed
and published in 2008. This latest version incorporates enhanced
methodologies and additional dimensions, resulting in a more
nuanced classification system that more effectively captures
the complexities of modern occupations (International Labour
Organization, 2023).

The unique characteristics of skills and job offerings in
each country have driven national organizations to adapt and
utilize ISCO-08 as a foundational framework. These initiatives
aim to develop comprehensive classifications that encompass all
forms of employment. An example is the Mexican National
Occupation Classification System (SINCO) (Instituto Nacional
de Estadística y Geografia, 2019), which integrates additional
dimensions of skill specialization which encompass factors
such as “level of responsibility” and more detailed elements
pertaining to the nature of goods or services produced, such
as “modality of sale”. Similarly, Canada’s National Occupational
Classification (NOC) (Statistics Canada, 2021) incorporates

“Training, Education, Experience, and Responsibilities” (TEER)
levels along with skill specialization to more precisely categorize
occupations. The NOC framework addresses the challenge of
overlapping skill specializations by establishing separate groups
based on TEER level and specialization. In Australia and New
Zealand, the Australian and New Zealand Standard Classification
of Occupations (ANZSCO) (Australian Bureau of Statistics,
2022) uses a combination of skill level and skill specialization
considerations to enhance the clarity and usability of the
occupational classification.

The existing frameworks, including ISCO-08, SINCO, NOC,
ANZSCO, and others, while comprehensive in scope, have
limitations when applied to the IT sector. These frameworks
typically emphasize job classification without sector-specific
specialization, which limits their applicability to the IT sector,
which demands a more nuanced approach. To the best of
our knowledge, the only prior proposal for a specific job
classification framework focused on the IT sector is the work
by Melkumyan (2006). Other efforts have primarily aimed at
organizing IT domains, such as the 2012 ACM Computing
Classification System (CSS) (Association for Computing
Machinery, 2012), or focused on specific IT segments, including
Software Engineering (Papoutsoglou et al., 2019), Requirement
Engineering (Wang et al., 2018; Moravánszky, 2024), Human-
Computer Interaction (Butiurca and Zancanaro, 2021), Data and
Business Analytics (Barefah, 2024), among others. Although there
are some works in which efforts are made to discover patterns
between skills that help classify jobs (Valverde-Rebaza et al., 2018;
Ghosh et al., 2020; Choi et al., 2021; Ternikov, 2022; Baldwin et al.,
2022; Fettach et al., 2022; Siswipraptini et al., 2023, 2024; Senger
et al., 2024; Alharbi and Al-Alawi, 2024; Azofeifa et al., 2024),
there is a strong gap for a more refined classification system that
accurately reflects the diverse IT landscape.

In this article, we introduce the Bee-inspired Employment and

Expertise Taxonomy (BEET), a hierarchical framework designed
to classify IT jobs within the ISCO-08 structure. In accordance
with ISCO guidelines, BEET prioritizes the hard skills required
for task execution as well as the expected level of seniority,
irrespective of how these skills are acquired. Our taxonomy is
built on a comprehensive analysis of requisites and technical
skills extracted from our own dataset of global IT job postings,
which we meticulously collected between 2023 and 2025. An
initial version of BEET was previously published (Valverde-Rebaza
et al., 2024). In this manuscript, we present the enhanced version
BEET v2025-rev2, which incorporates feedback and insights from
the initial release, broadening its applications and improving
classification accuracy.

We anticipate that BEET will help analysts forecast the
demands of the workforce and HR professionals in better aligning
applicants with job opportunities, streamlining the recruitment and
selection process for greater efficiency. Furthermore, our proposal
offers to educators valuable guidance to prepare professionals for
face the challenges anticipated with Industry 5.0.

The structure of this article is organized as follows: Section 2
provides a comprehensive review of all the steps that led
to the construction of the framework we propose, including
verification and validation processes. Section 3 details the complete
structure of BEET, including examples of the classification of some
vacancies and reporting potential overlaps between unit groups.
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Section 4 concludes our research with a discussion of our findings,
highlighting the implications and potential impact of this research.
Finally, Section 5 summarizes the key findings and highlights
potential directions for future research.

2 Materials and methods

In this section, we outline all the steps related to data processing
that allowed the development of our IT employment taxonomy.

2.1 Data collection

We gathered public job postings that encompass a diverse range
of vacancies within the IT sector, spanning from October 2023 to
February 2025. Our dataset includes job postings from companies
of varying sizes, including small, medium, and large enterprises,
located across the globe, with a focus on Europe and America.
Additionally, we considered only job postings published in English.

The selection of job postings was based on several criteria to
ensure a representative and comprehensive dataset. We focused on
roles that are predominantly tech-centric and sought to cover a
broad spectrum of IT positions, from entry-level to senior roles.
The inclusion criteria required that postings explicitly list requisite
technical skills relevant to Industry 5.0, ensuring relevance to
our taxonomy development. Furthermore, the selection process
emphasized diversity in both the geographical origin of the postings
and the industry sectors they represent, although the dataset is
primarily composed of postings from the technology, finance, and
healthcare industries.

A total of 1, 780 IT job offers were collected using web
crawlers specifically designed for this purpose. Importantly, this
collection process was conducted directly on the companies’ public
websites, following thorough verification of their data policies,
to minimize bias. Additionally, relying on web-scraped data may
result in the underrepresentation of companies with lower online
visibility, as well as job postings that are less popular or less
frequently advertised.

Manual search and collection were also carried out in specific
cases. For example, after defining our taxonomy, there was an effort
to balance the IT jobs dataset to avoid excessive imbalance, as
some job categories might naturally occur more frequently than
others. Thus, if there was a low number of job offers collected for
a specific job category, then more job postings from that category
were manually searched on the web for subsequent collection.
Additionally, to further reduce bias, a process of anonymizing
company names was conducted. This ensures that analysis and
insights derive strictly from job content rather than company
identity or reputation.

2.2 Data labeling

Our data labeling process involved a team of three Human
Resources (HR) professionals, each with extensive experience
in recruitment and selection processes within the IT sector,
who meticulously reviewed the collected vacancies. These

professionals applied labels at two levels of granularity. At the
first level, they categorized job offers based on potential areas of
Computing using the 2012 ACM Computing Classification System
(CSS) (Association for Computing Machinery, 2012).

The choice of ACM CSS was driven by its status as a
well-known and widely used framework within the academic
IT community, providing comprehensive coverage of computing
domains through its semantic vocabulary. These qualities make it
particularly effective at capturing the broad spectrum of IT roles.
As a poly-hierarchical ontology, the ACM CSS offers flexibility and
depth in categorizing computing topics, accommodating multiple
classifications for positions that span various areas of expertise. For
example, a job offer for a front-end developer might be categorized
under both “Software and its Engineering” and “Human-centered
computing”. Regular group discussions and periodic meetings
were held to align understanding, resolve ambiguities, and ensure
consistent application of labels across all job postings.

At the second level of granularity, more specific labels were
assigned to define job offers based on the main activities to be
performed. For instance, job offers seeking database administrators
or Oracle database specialists were both categorized under the
“database” classification.

This thorough process resulted in a final dataset comprising
389 labeled job offers. Notably, this dataset is characterized by its
balanced distribution across job categories, with each second-level
category containing approximately 10 job offers in average.

2.3 Job skills understanding with NLP and
machine learning assistance

In our data analysis, we employed natural language
processing (NLP) techniques to create representations of job
vacancies, focusing on skills, technology knowledge, and technical
requirements requested (Valverde-Rebaza et al., 2018; Baldwin
et al., 2022; Senger et al., 2024; Jose Gonzalez-Gomez et al.,
2024). Subsequently, we employed an agglomerative hierarchical
clustering algorithm, a widely-used approach for unsupervised
clustering, to group and analyze the labeled dataset.

In the data preprocessing stage, the job descriptions were
cleaned using a custom preprocessing function, which included
basic text normalization, such as converting text to lowercase,
removing punctuation, and eliminating non-relevant characters.
Following the cleaning process, we converted the job descriptions
into numerical features, which included the removal of stop
words. This step also accounted for common words that appeared
frequently but carried little semantic weight, reducing noise in
the data.

For feature extraction, we relied on the TF-IDF representation
of the text, capturing important terms that could distinguish job
roles. After that, we applied the Average Linkage Hierarchical
Clustering (ALHC) algorithm (Siswipraptini et al., 2023). Here,
we adopted Ward’s method as the criterion for selecting the
pair of clusters to merge at each step, based on the optimal
Euclidean distance. By setting a Ward distance threshold of 1.72,
we automatically obtained 32 clusters formed based on textual
similarity extracted from job descriptions. These 32 clusters were
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further hierarchically grouped by ALHC algorithm into 9 broader
groups, distinguished by different colors in Figure 1. This figure
highlights some of the most relevant hard skills appearing in the
leaf nodes of the clustering structure.

Here, it is important to consider that one of the key benefits of
ALHC algorithm is its ability to capture hierarchical structures in
the data, allowing for a deeper understanding of the relationships
and similarities among job descriptions. Additionally, it does not
require the specification of the number of clusters beforehand,
offering flexibility in identifyingmeaningful groupings based on the
dataset’s intrinsic characteristics.

Therefore, to assess the quality of the clustering results, we
computed three widely used validation metrics: Silhouette Score,
Davies-Bouldin Index, and Calinski-Harabasz Score. The obtained
Silhouette Score of 0.0470 reflects the inherent complexity of job
descriptions in the IT sector, where overlapping skill requirements
and shared technology stacks make strict cluster separability
challenging. The Davies-Bouldin Index of 3.3704 indicates a certain
degree of similarity between some clusters, which is expected
given the frequent co-occurrence of skills across different job roles.
Meanwhile, the Calinski-Harabasz Score of 2.9119 suggests that,
while the clusters exhibit some dispersion, they still provide a
structured representation of the underlying data. These results align
with the nature of job postings, where distinctions between roles
are often nuanced rather than sharply defined. More importantly,
the clustering serves as a strong foundation for human experts to
refine the classification, helping to uncover meaningful groupings
and better distinguish job categories based on domain knowledge.

2.4 Building BEET: a new skill-based IT
employment taxonomy

Following meticulous data labeling and clustering, the
development of the Bee-inspired Employment and Expertise
Taxonomy (BEET) was a collaborative effort between the HR
team and the authors of this article. Using insights from the
clustering results, the team worked to identify distinct patterns and
commonalities across IT job roles.

Our HR team, leveraging their extensive industry experience,
played a crucial role in aligning the taxonomy with real-world
job market demands. Their expertise was essential in interpreting
the clustering outcomes (presented in Section 2.3) and refining
the initial clusters into well-defined categories that accurately
represent the diversity of skills and roles in the IT sector. Following
this validation, the authors focused on integrating theoretical
frameworks and ensuring compliance with academic rigor and
ISCO-08 standards. Through a series of collaborative workshops
and iterative refinement sessions, the team structured BEET to
maximize both its applicability and robustness.

The final taxonomy consists of 35 unit groups, expanding upon
the 32 clusters identified through the ALHC algorithm. These unit
groups are further organized into 15 sub-major categories, derived
from the 9 groups initially formed. Ultimately, these categories are
consolidated into 5 main groups. A detailed explanation of BEET is
provided in Section 3.

To assess BEET’s consistency, we conducted an expert
agreement evaluation with a panel of five HR professionals

specializing in IT recruitment. Each expert independently classified
a random sample of 100 job postings into the appropriate BEET
unit groups. The reliability between raters was measured using
Cohen’s kappa coefficient, a widely accepted metric for categorical
classification tasks. The resulting kappa score of 0.78 indicates
substantial agreement among experts, demonstrating the reliability
of BEET as a classification framework. Disagreements occurred
primarily in roles with overlapping skill requirements, highlighting
the importance of clear definitions of categories.

2.5 Integration and practical implications

BEET demonstrates significant potential for integration
into existing recruitment and educational systems, thereby
improving workforce planning, talent acquisition, and curriculum
development. Since 2021, various versions of BEET have been
incorporated into BeeNet, a web-based recommendation system
designed to assist HR teams in Brazilian companies of different
sizes in more effectively matching candidate profiles with job
openings during the recruitment and selection process for IT
professionals (FAPESP, 2019).

Continuous feedback from the BeeNet system has contributed
to the systematic refinement of BEET. As a result, BEET has evolved
into a robust taxonomy aimed at improving the classification and
analysis of IT jobs while facilitating better alignment between
educational programs and industry demands within the context
of Industry 5.0. One of BEET’s key strengths lies in its strong
alignment with established classification systems such as ISCO-08
and ACM CSS, which enhances its adoption and interoperability.

The well-recognized semantic vocabulary of ACM CSS
further supports BEET in accurately classifying and representing
IT roles across various domains. Thus, BEET’s structure,
influenced by ACM CSS, accommodates a broad range of
computing topics with a flexible and comprehensive categorization
framework. Furthermore, BEET’s integration with the ISCO-08
framework enhances the granularity and specificity of IT job
classifications, addressing common limitations found in existing
classification standards. This alignment ensures that BEET not
only complements international standards but also extends them
by providing a more detailed categorization tailored to the rapidly
evolving IT sector.

2.6 Validation processes

BEET validation was conducted through an extensive pilot
test, and iterative refinement process from 2020 to 2024. During
its development, each component of BEET was meticulously
evaluated and incorporated only after receiving approval from
the entire team responsible for its creation. This team consisted
of HR professionals, academic experts, and industry advisors,
whose diverse perspectives ensured BEET’s practical relevance and
academic robustness.

Progress in BEET’s development was assessed through a series
of pilot tests that applied the taxonomy to real-world job postings
and recruitment scenarios. These tests aimed to replicate actual
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FIGURE 1

Hierarchical clustering dendrogram obtained from job vacancy descriptions.

conditions and gather detailed feedback from users, including HR
professionals from various companies actively engaged in candidate
selection processes within the IT job market.

Regular feedback sessions from the team and insights from
pilot testing were crucial for validating our taxonomy. They
facilitated the resolution of any inconsistencies or gaps in the
classification framework. Furthermore, the iterative nature of the
validation ensured that BEET not only reflects best practices but
also adapts to new roles and technologies emerging in the IT
sector. Consequently, BEET is equipped to provide accurate and
comprehensive classifications that align with its foundational goals
within the context of Industry 5.0.

3 Bee-inspired Employment and
Expertise Taxonomy (BEET)

As result of the process detailed in Section 2, in this section
we present a comprehensive overview of BEET and its categories.
BEET is formed by five major groups (MG), which are further

divided into 15 sub-major (SM) categories and 35 unit groups
(UG), as illustrated in Figure 2.

3.1 MG1–System

Professionals in the System major group play a pivotal role
in shaping the foundational elements needed for the design and
implementation of robust and reliable systems adhering high
safety and sustainability standards. These professionals ensure that
systems are designed to meet current needs while being adaptable
for future advancements, balancing performance, efficiency, and
environmental impact. Thus, MG1 is formed by two sub-major
groups: Micro and Small Systems (SM1) andMacro Systems (SM2).

3.1.1 SM1–Micro and Small Systems
The Micro and Small Systems sub-major group encompasses

the design, development, and integration of compact electronic
systems and devices. Jobs in this group require professionals
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FIGURE 2

Graphical depiction of BEET, the hierarchical taxonomy proposed for classifying IT job roles.

to have the ability to create efficient but miniaturized solutions
that meet the demands of modern applications, ranging from
consumer electronics to industrial automation. Professionals
leverage their expertise in circuit design, hardware integration, and
system optimization to deliver innovative products that enhance
functionality while minimizing size and power consumption. Thus,
SM1 consists of 2 unit groups: Circuits and Devices (UG1) and
Hardware Integration (UG2).

3.1.1.1 UG1–Circuits and Devices

This unit group specializes in the design and development
of electronic circuits and devices. Professionals in this group are
responsible for creating the foundational components that enable
the functionality of micro and small systems. They work on
various technologies, including analog, digital, and mixed-signal
circuits, ensuring that devices operate reliably and efficiently. Key
responsibilities include:

• Circuit design: develop and simulate electronic circuits using
software tools to ensure optimal performance and reliability.

• Component selection and prototyping: choose appropriate
electronic components based on specifications, performance
requirements, and cost considerations to build and test
prototypes of circuits and devices to validate designs and
identify potential issues.

• Testing and Validation: Conduct rigorous testing of circuits
and devices to ensure compliance with industry standards
and specifications.

Relevant job roles include: Circuit Design Engineer, Embedded
Systems Engineer, Electronics Technician, Digital Design
Engineer, PCB Design Engineer, Mixed-Signal Design Engineer,
and others.

3.1.1.2 UG2–Hardware Integration

This unit group is dedicated to the integration of various
hardware components into cohesive systems. Professionals in this
area focus on ensuring that different hardware elements work
together seamlessly, optimizing performance and functionality.
They are involved in the assembly, testing, and troubleshooting
of integrated systems, ensuring that all components function as
intended. Key responsibilities include:

• System integration: combine various hardware
components into a unified system, ensuring compatibility
and functionality.

• Testing and troubleshooting: conduct tests on integrated
systems to identify and resolve issues related to hardware
interactions and performance.

• Configuration management and performance: manage
hardware configurations and ensure that all components are
correctly set up for optimal performance to improve efficiency
and reliability.

• Collaboration with software teams: work closely with software
engineers to ensure that hardware and software components
are effectively integrated.

Relevant job roles include Hardware Integration Engineer,
Hardware Support Engineer, Field Application Engineer, Field
Service Engineer, and others.

3.1.2 SM2–Macro Systems
The Macro Systems sub-major group encompasses the study,

design, and management of larger-scale or impactful systems,
which can be simple or complex, influencing broad operational
contexts. Jobs in this group require professionals to have the
ability to understand the interactions between different system
elements, ensuring their effective operation. Thus, SM2 consists of
5 unit groups: Computational Systems (UG3), Cybersecurity and
Criptography (UG4), Quantum (UG5), Robotics and Automation
Engineering (UG6), and Tech Environmentalism (UG7).

3.1.2.1 UG3–Computational Systems

This unit group focuses on the design, development, and
optimization of computational systems that process and analyze
data through established logic and methodologies. It encompasses
a range of technologies and applications, including algorithm
development, numerical methods, and software engineering,
aimed at solving complex problems across various domains. Key
responsibilities include:

• Algorithm development: design and implement algorithms to
solve specific computational problems.
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• Performance optimization: analyze and optimize the
performance of computational systems to ensure efficiency
and scalability.

• Numerical analysis: apply numerical methods to solve
complex equations and problems in physics.

• Simulation and modeling: create simulations and models to
represent complex systems and predict their behavior.

• Interdisciplinary collaboration: work collaboratively with
researchers and engineers across disciplines, integrating
computational techniques into diverse applications.

Relevant job roles include Algorithm Engineer, Simulation
Scientist, System Analyst, Computational Analyst, Computational
Scientist, Computational Physicist, Applied Research Scientist,
and others.

3.1.2.2 UG4–Cybersecurity and Criptography

This unit group focuses on the technical aspects related
to the protection of systems and data from cyber threats, the
implementation of cryptographic techniques, and the development
of secure systems. It encompasses a range of specialized practices
aimed at ensuring the integrity, confidentiality, and availability of
information in digital environments. Key responsibilities include:

• Threat analysis: identify, analyze, and assess potential cyber
threats and vulnerabilities in systems and networks.

• Cryptographic implementation: develop and implement
cryptographic algorithms and protocols to secure data
transmission and storage.

• Security architecture design: design and evaluate security
architectures that protect against unauthorized access and
data breaches.

• Incident response and forensics: conduct technical
investigations of security incidents and breaches, analyzing
evidence to determine the cause and impact.

• Vulnerability assessment: perform technical assessments and
penetration testing to identify and remediate vulnerabilities in
systems and applications.

Relevant job roles include Cybersecurity Engineer,
Cryptography Specialist, Security Researcher, Penetration
Tester, Cybersecurity Researcher, Information Security Specialist,
Cryptanalyst, and others.

3.1.2.3 UG5–Quantum

This unit group focuses on the study and application
of quantum technologies and principles, including quantum
computing, quantum communication, and quantum cryptography.
Professionals in this group are tasked with leveraging quantum
mechanics to develop innovative solutions that can outperform
classical systems in terms of speed, security, and efficiency. Key
responsibilities include:

• Quantum Algorithm Development: Design and implement
algorithms specifically tailored for quantum computing
environments to solve complex problemsmore efficiently than
classical counterparts.

• Quantum System Design: Develop and optimize quantum
systems and architectures, ensuring their functionality and
scalability for practical applications.

• Quantum Communication Protocols: Create and analyze
protocols for secure quantum communication, ensuring the
integrity and confidentiality of transmitted information.

• Research and Development: Conduct theoretical and
experimental research to explore new quantum phenomena
and their potential applications in various fields.

Relevant job roles include Quantum Software Engineer,
Quantum Research Scientist, Quantum Cryptography Specialist,
Quantum Systems Architect, Quantum Algorithm Developer,
and others.

3.1.2.4 UG6–Robotics and Automation Engineering

This unit group focuses on the design, development, and
implementation of robotic systems and automation technologies
that enhance operational efficiency and productivity across various
industries. Professionals in this group leverage interdisciplinary
knowledge in mechanical, electrical, and software engineering
to create intelligent systems capable of performing tasks
autonomously or semi-autonomously. Key responsibilities include:

• System design: develop and design robotic systems and
automation solutions tailored to specific applications and
industry needs.

• Programming and control: write and implement software
algorithms for controlling robotic systems, ensuring precise
and reliable operation.

• Integration: integrate robotic systems with existing processes
and technologies, ensuring seamless functionality and
communication between components.

• Testing and validation: conduct rigorous testing and
validation of robotic systems to ensure theymeet performance,
safety, and regulatory standards.

• Maintenance and support: provide ongoing maintenance and
technical support for robotic systems, troubleshooting issues
and implementing improvements as necessary.

Relevant job roles include: Robotics Engineer, Automation
Engineer, Control Systems Engineer, Robotics Technician,
Embedded Systems Engineer, AI Robotics Engineer, Robotics
Research Scientist, and others. Here it is important to
note that, both UG2 and UG6 involve the integration of
hardware components, but UG6 specifically emphasizes robotic
systems, while UG2 encompasses a broader range of hardware
integration tasks.

3.1.2.5 UG7–Tech Environmentalism

This unit group emphasizes the role of technology
professionals in developing and implementing practices that
minimize environmental impact and promote sustainability within
technological systems. Professionals in this area are responsible for
ensuring that technology solutions are designed and operated in an
environmentally responsible manner. Key responsibilities include:

• Sustainable Technology Design: Develop and implement
technology solutions that prioritize energy efficiency, resource
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conservation, and minimal environmental impact throughout
their lifecycle.

• Energy System Optimization: Focus on improving the
efficiency of energy storage systems (such as batteries) and
optimizing energy consumption in CPUs, GPUs, and other
electronic components. This includes analyzing and reducing
waste to enhance sustainability.

• E-Waste Management: Design and manage programs for
the responsible disposal and recycling of electronic waste,
promoting circular economy principles within the tech sector.

• Green IT Practices: Advocate for and implement green
IT initiatives, such as virtualization, cloud computing, and
energy-efficient data centers, to reduce the carbon footprint of
technology operations.

Relevant job roles include: Sustainability Engineer,
Environmental Technologies Compliance Specialist, Green
IT Consultant, Electronic Waste Management Coordinator,
Technology Environmental Analyst, Energy Efficiency Analyst,
among others.

Some intersections can be found in UG7, UG6 and UG2
job vacancies. However, while UG7 is dedicated to promoting
sustainable technology practices, UG6 focuses on automation
and robotics for operational efficiency, and UG2 addresses the
integration of hardware components, highlighting their distinct
roles within the technological landscape.

3.2 MG2–Infrastructure

The Infrastructure major group encompasses professionals
responsible for the design, implementation, and management of
the foundational technologies that support IT systems and services.
These professionals ensure that the underlying infrastructure is
robust, scalable, and secure, enabling organizations to operate
efficiently and effectively in a technology-driven environment.
MG2 is divided into two sub-major groups: Architecture (SM3) and
Networking (SM4).

3.2.1 SM3–Architecture
The Architecture sub-major group focuses on the strategic

design and planning of IT systems and frameworks that align
with organizational goals. Professionals in this group are tasked
with creating comprehensive architectural solutions that integrate
various technologies and ensure optimal performance. Thus, SM3
consists of two unit groups: IT Architecture (UG8) and Networks
and Communications Architecture (UG9).

3.2.1.1 UG8–IT Architecture

This unit group specializes in the design and implementation
of IT architectures that support business processes and technology
initiatives. Professionals in this group are responsible for creating
scalable and flexible architectures that facilitate the integration of
various IT components. Key responsibilities include:

• Architectural design: develop and document architectural
frameworks that define the structure and interactions of
IT systems.

• Technology evaluation: assess and recommend technologies
that align with architectural goals and business requirements.

• Integration strategy: formulate strategies for integrating
disparate systems and technologies to ensure
seamless operation.

• Compliance and standards: ensure that architectural designs
adhere to industry standards and regulatory requirements.

Relevant job roles include IT Architect, Solutions Architect,
Technical Architect, Infrastructure Architect, and others.

3.2.1.2 UG9–Networks and Communications

Architecture

This unit group focuses on the design and optimization of
network architectures that facilitate effective communication and
data exchange within and between organizations. Professionals in
this area are responsible for ensuring that network infrastructures
are resilient, secure, and capable of supporting organizational
needs. Key responsibilities include:

• Network design: create and implement network architectures
that optimize performance and reliability.

• Security architecture: develop security frameworks to protect
network infrastructures from threats and vulnerabilities.

• Capacity planning: analyze and forecast network capacity
requirements to ensure scalability and performance.

Relevant job roles includeNetworkArchitect, Communications
Architect, and others.

3.2.2 SM4–Networking
The Networking sub-major group encompasses professionals

who specialize in the implementation and management of network
infrastructures that enable connectivity and communication across
systems. This group focuses on both physical and cloud-based
networking solutions. Thus, SM4 consists of two unit groups:
Physical Networking (UG10) and Cloud Networking (UG11).

3.2.2.1 UG10–Physical Networking

This unit group is dedicated to the design, installation, and
maintenance of physical network infrastructures, including cabling,
switches, routers, and other hardware components. Professionals
in this area ensure that physical networks are reliable and efficient.
Key responsibilities include:

• Network installation: oversee the installation of
physical network components, ensuring adherence to
design specifications.

• Troubleshooting and maintenance: diagnose and resolve
issues related to physical network components to ensure
continuous operation.

• Performance monitoring: monitor network performance and
implement improvements to optimize efficiency.
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Relevant job roles include Network Engineer, Network
Technician, FieldNetwork Technician, Network Support Specialist,
and others.

It is possible to find some intersections between UG10
and UG9, as well as between UG10 and UG1. It should
be considered that, UG10 specializes in the implementation
and upkeep of physical network components, whereas UG9
concentrates on designing and optimizing network architectures
to enhance communication and data exchange within and between
organizations. In addition, UG10 also emphasizes the operational
aspects of networking, ensuring seamless communication across
systems, whereas UG1 delves into the foundational design of
electronic circuits, which are critical for the performance of
individual devices.

3.2.2.2 UG11–Cloud Networking

This unit group focuses on the design, implementation,
and management of cloud-based networking solutions that
facilitate connectivity and data exchange in cloud environments.
Professionals in this area are responsible for ensuring that
cloud networks are secure, scalable, and efficient. Key
responsibilities include:

• Cloud network design: develop and implement cloud
networking architectures that support organizational needs.

• Securitymanagement: implement security measures to protect
cloud networks from threats and vulnerabilities.

• Performance optimization: analyze and optimize cloud
network performance to ensure reliability and efficiency.

• Integration with on-premises systems: facilitate
the integration of cloud networks with existing
on-premises infrastructures.

Relevant job roles include Cloud Network Engineer, Cloud
Solutions Architect, Cloud Infrastructure Engineer, Cloud
Networking Specialist, and others.

3.3 MG3–Development

The Development major group encompasses professionals
involved in the design, development, validation, and deployment
of software systems across various platforms and technologies.
It has five sub-major groups: Software Architecture (SM5),
Software Development (SM6), Validation and Verification (SM7),
Operations (SM8), and Experience (SM9).

3.3.1 SM5–Software Architecture
Professionals in the Software Architecture sub-major group

are responsible for defining the structure and organization of
software systems. They ensure that the architecture aligns with
business goals and technical requirements, facilitating scalability,
maintainability, and performance. Thus, SM5 consists of two
unit groups: System and Enterprise Architecture (UG12) and
Application Architecture (UG13).

3.3.1.1 UG12–System and Enterprise Architecture

This unit group focuses on the design and definition of software
architecture specifically for conventional and enterprise software
systems. Professionals in this group are responsible for creating
architectural models that guide the development and integration
of software applications within an organization, ensuring that they
align with business objectives and technical requirements. Key
responsibilities include:

• Architecture definition: define the overall architecture of
enterprise software systems, ensuring that it meets business
needs and integrates seamlessly with existing systems.

• Technology evaluation: evaluate and select appropriate
software technologies and platforms that align with the
architectural vision and business objectives.

• Scalability and performance: ensure that the defined
architecture supports scalability, maintainability, and
performance, allowing the software systems to grow and adapt
to changing business needs.

• Architectural review: conduct architectural reviews and
assessments to ensure compliance with established standards
and best practices, identifying areas for improvement
and optimization.

Relevant job roles include: Enterprise Architect, System
Architect, Business Architect, and others. It is important to
note that, while UG12 highlights the specific focus of enterprise
architects on software solutions, UG8 encompasses a broader scope
that includes IT architects in managing the overall IT landscape.

3.3.1.2 UG13–Application Architecture

This unit group specializes in the design and development of
application architectures that define how software applications are
structured and interact with each other and with external systems.
Professionals in this group focus on creating scalable, maintainable,
and high-performance application architectures that meet both
functional and non-functional requirements. They ensure that
applications are designed to integrate seamlessly with existing
systems and adhere to best practices in software development. Key
responsibilities include:

• Application Design: Create architectural designs that outline
the structure and components of software applications.

• Integration Planning: Develop strategies for integrating
applications with other systems and services, ensuring smooth
data flow and interoperability.

• Performance Optimization: Analyze and optimize application
performance to ensure responsiveness and efficiency under
varying loads.

Relevant jobs include: Software Architect, Application
Architect, Integration Architect, Cloud Application Architect,
and others.

Here is important to note that, UG12 and UG13 both focus
on architectural aspects but operate at different levels. UG12
addresses the overarching structure and integration of all IT
systems within an organization, ensuring that various systems
work cohesively to support business goals. Professionals in this
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group define the architecture that governs interactions between
different systems and processes across the enterprise. In contrast,
UG13 specifically focuses on the design and structure of individual
software applications, ensuring they are scalable, maintainable,
and optimized for performance. This group emphasizes how
applications interact with each other and integrate with external
systems. Thus, while UG12 provides a holistic view ensuring
that all systems within an organization work cohesively to
support strategic goals, UG13 zooms in on the architectural
considerations of individual applications, highlighting their distinct
roles and responsibilities.

3.3.2 SM6–Software Development
The Software Development sub-major group encompasses

professionals involved in the creation of software applications
across various domains, including web, mobile, and enterprise
applications. Thus, SM6 consists of four unit groups: Web Dev
(UG14), Mobile, Games and Wearables Dev (UG15), Enterprise
Application (UG16), and IoT Solutions (UG17).

3.3.2.1 UG14–Web Dev

This unit group focuses on the development of web-based
applications, including front-end and back-end components.
Professionals in this group work to create responsive and user-
friendly web applications that meet the needs of users and
businesses. Key responsibilities include:

• Front-end Development: Implement the client-side
functionality of web applications using modern web
technologies such as HTML, CSS, and JavaScript frameworks.

• Back-End Development: Develop server-side logic, APIs,
and database interactions to support the functionality of
web applications.

• Performance Optimization: Analyze and optimize web
application performance to ensure fast load times
and responsiveness.

• Cross-Browser Compatibility: Ensure that web applications
function correctly across different browsers and devices,
maintaining a consistent user experience.

Relevant job roles include: Software Engineer, Web Developer,
Front-End Developer, Back-End Developer, Full-Stack Developer,
and others. It is important to note that, professionals in this group
emphasizes a broad approach to software development, allowing
for flexibility in various web technologies and frameworks.

3.3.2.2 UG15–Mobile, Games and Wearables Dev

This unit group specializes in the development of mobile
applications, video games, and wearable technology, focusing on
creating engaging and interactive experiences for users across
various platforms. Professionals in this group leverage various
technologies and frameworks to deliver high-quality applications
that meet user expectations. Key responsibilities include:

• Mobile application development: design and develop
applications for mobile platforms, including iOS and
Android, ensuring optimal performance and user experience.

• Game development: create and implement game mechanics,
graphics, and user interfaces for video games, focusing on
gameplay and user engagement.

• Wearable technology development: design and develop
applications for wearable devices, ensuring seamless
integration with mobile platforms and providing unique
user experiences.

• Cross-platform development: utilize frameworks and tools to
develop applications that function seamlessly across multiple
platforms and devices.

• Performance optimization: analyze and optimize mobile,
game, and wearable applications for performance, ensuring
smooth operation and responsiveness.

Relevant job roles include: Mobile App Developer, Game
Developer, Game Designer, Game Programmer, Wearable App
Developer, Cross-Platform Developer, Game Designer, and others.

3.3.2.3 UG16–Enterprise Application

This unit group focuses on the development of large-
scale enterprise applications that support business processes and
operations. Professionals in this group ensure that applications
are robust, secure, and scalable, meeting the complex needs of
organizations. Key responsibilities include:

• Business requirements analysis: analyze business requirements
and translate them into technical specifications for
enterprise applications.

• System integration: develop and integrate enterprise
applications with existing systems, ensuring seamless data
flow and interoperability.

• Robotic process automation (RPA): design and implement
RPA solutions to automate workflows, reducing manual effort
and increasing efficiency.

Relevant job roles include: Enterprise Application Developer,
Business Analyst, Systems Integrator, Application Support
Specialist, Technical Consultant, RPA Developer, and others.

Here, it is important to note that, while UG14 focuses on
the development of web-based applications that cater to a broad
audience and user experience, UG16 specifically addresses the
creation of large-scale applications tailored to meet the complex
needs of organizations, emphasizing integration, security, and
business process support.

3.3.2.4 UG17–IoT and embedded solutions

This unit group specializes in the development of Internet
of Things (IoT) solutions that enhance connectivity and data
exchange between devices, including embedded systems.
Professionals in this group work to create applications and
systems that leverage IoT technologies and embedded solutions
to enable real-time monitoring, control, and automation. Key
responsibilities include:

• IoT application development: design and develop applications
that connect and manage IoT devices, ensuring seamless data
communication and user interaction.
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• Device integration: implement solutions that integrate various
IoT devices and embedded systems, enabling them to work
together effectively.

• Security implementation: ensure that IoT and embedded
solutions are secure, protecting devices and data from
unauthorized access and vulnerabilities.

• Performance optimization: analyze and optimize
the performance of IoT applications and embedded
systems to ensure reliability and efficiency in diverse
operational environments.

Relevant job roles include: IoT Developer, IoT Solutions
Architect, Embedded Systems Engineer, and others. Here it is
important to note that there are potential intersections between
UG2, UG6 and UG17 due mainly to overlapping responsibilities in
job offers related to hardware integration and system functionality.

Therefore, while UG2 encompasses a broad range of hardware
integration tasks across various electronic devices and systems,
UG17 specifically targets the connectivity and data exchange
between IoT devices, emphasizing real-time monitoring, control,
and automation. Professionals in UG17 are expected to possess in-
depth knowledge of IoT protocols, data communication standards,
and security measures tailored to IoT environments, setting
them apart from those in UG2, who concentrate on ensuring
compatibility and functionality across diverse hardware systems
without a specific focus on IoT applications.

In contrast, UG17 and UG6 may intersect in job requirements
involving the automation of IoT devices, yet they maintain distinct
areas of expertise. UG6 is primarily focused on the development
of intelligent systems designed to execute tasks independently or
with minimal human intervention. While UG6 may incorporate
IoT components, its core emphasis lies in robotics and control
systems, rather than the specific functionalities and applications
of IoT solutions. Consequently, professionals in UG6 are expected
to have expertise in robotics and automation processes, which
may not necessarily include the specialized knowledge required for
developing and managing IoT systems, thereby highlighting the
unique focus of UG17 within the broader technological landscape.

3.3.3 SM7–Operations
The Operations sub-major group focuses on the management

and maintenance of IT systems and applications to ensure their
reliability, availability, and performance. Professionals in this group
are responsible for implementing operational practices that support
the deployment, monitoring, and continuous improvement of
software solutions. Thus, SM7 consists of two unit groups:
Operational Excellence (UG8) and Reliability Engineering (UG19).

3.3.3.1 UG18–Operational Excellence

This unit group specializes in the integration of development
and operations practices to enhance collaboration and efficiency
in software delivery. It also includes the application of
Artificial Intelligence (AI) to improve IT operations. Key
responsibilities include:

• Continuous integration/continuous deployment (CI/CD):
IMPLEMENT CI/CD pipelines to automate the build, testing,

and deployment processes, ensuring rapid and reliable
software delivery.

• Monitoring, analyzing, and logging: set up monitoring
and logging systems to track application performance and
detect issues in real-time including the systematic use of
AI-based services.

• Incident management: manage incidents and outages,
ensuring timely resolution and minimizing impact on users.

Relevant job roles include: DevOps Engineer, AIOps Engineer,
Release Manager, and others.

3.3.3.2 UG19–Reliability Engineering

This unit group focuses on ensuring the reliability and
availability of software systems through proactive monitoring,
incident management, and performance optimization. Key
responsibilities include:

• Reliability assessment: evaluate the reliability of systems
and applications, identifying potential risks and areas
for improvement.

• Performance tuning: optimize system performance
through analysis and adjustments to configurations, code,
and infrastructure.

• Incident response: develop and implement incident
response plans to address system outages and performance
issues effectively.

• Capacity planning: analyze usage patterns and forecast future
capacity needs to ensure systems can handle expected loads.

Relevant job roles include: Reliability Engineer, Site Reliability
Engineer (SRE), Performance Engineer, Incident Manager,
and others.

It is important to note that UG18 and UG19 both focus on
ensuring system performance and reliability but from different
perspectives. UG18 emphasizes the integration of development
and operations practices to enhance collaboration and efficiency
in software delivery. Professionals in this group implement CI/CD
pipelines and monitoring systems to streamline processes and
improve operational workflows. In contrast, UG19 is dedicated
to maintaining the reliability and availability of software systems
in production environments. This group focuses on proactive
monitoring, incident management, and performance optimization
to ensure systems remain operational and meet user expectations.
Thus, while UG18 is about enhancing collaboration between
development and operations, UG19 centers on the ongoing
reliability and performance of systems.

3.3.4 SM8–eXperience
The eXperience sub-major group focuses on the design and

enhancement of user experiences across software applications.
Professionals in this group are responsible for ensuring that
applications are user-friendly, accessible, and engaging, ultimately
improving user satisfaction and adoption. Thus, SM8 consists
of two unit groups: User Interface and Experience (UG20), and
Interaction Design (UG21).
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3.3.4.1 UG20–User Interface and Experience

This unit group specializes in user interface (UI) and user
experience (uX) design, focusing on creating visually appealing and
intuitive interfaces that enhance user interaction with applications.
Key responsibilities include:

• User research: conduct research to understand user needs,
behaviors, and pain points, informing design decisions.

• Wireframing and prototyping: create wireframes
and prototypes to visualize and test design concepts
before implementation.

• Visual design: develop the visual elements of the user
interface, including layout, color schemes, typography,
and iconography.

• Usability testing: conduct usability tests to evaluate
the effectiveness of designs and gather feedback
for improvements.

Relevant job roles include: UI Designer, uX Designer, User
Researcher, and others.

3.3.4.2 UG21–Interaction Design

This unit group focuses on the design of interactions within
applications, addressing how users engage with interface elements
and how these interactions can be optimized to enhance the overall
user experience. Professionals in this group aim to create intuitive
and efficient interactions that facilitate seamless navigation and
usability. Key responsibilities include:

• User flows: create and prototype interactions that are intuitive
and efficient„ allowing the user flows that outline how users
interact with the application, identifying critical points and
opportunities for improvement.

• Collaboration with UI designers: work closely with UI
designers to ensure that interactions align with the aesthetics
and functionality of the interface.

Relevant job roles include: Interaction Designer, Usability
Specialist, and others. Therefore, while UG20 focuses on overall
user experience and interface design, UG21 emphasizes optimizing
user interactions within applications.

3.3.5 SM9–Validation and Verification
The Validation and Verification sub-major group focuses on

ensuring the quality, reliability, and performance of software
applications through systematic testing and quality assurance
processes. Professionals in this group are responsible for identifying
defects, validating functionality, and ensuring that applications
meet specified requirements. Thus, SM9 consists of three unit
groups: Software Testing (UG22), Quality Assurance (UG23), and
Experience Assurance (UG24).

3.3.5.1 UG22–Software Testing

This unit group specializes in the design and execution of test
cases to identify defects and ensure software quality. Professionals
in this group utilize various testing methodologies to validate that
applications function as intended. Key responsibilities include:

• Test case design: develop detailed test cases based on
requirements and specifications to ensure comprehensive
coverage of application functionality.

• Test execution: execute test cases and document results,
identifying defects and areas for improvement.

• Regression testing: conduct regression testing to
ensure that new code changes do not adversely affect
existing functionality.

• Automation testing: implement automated testing solutions to
improve efficiency and repeatability of test processes.

• Defect tracking: utilize defect tracking tools to log, manage,
and prioritize identified issues for resolution.

Relevant job roles include: Software Tester, Test Automation
Engineer, Performance Tester, and others.

3.3.5.2 UG23–Quality Assurance

This unit group focuses on establishing quality standards
and processes throughout the software development lifecycle.
Professionals in this group work to ensure that quality assurance
(QA) practices are integrated into all phases of development. Key
responsibilities include:

• Quality standards development: define and document quality
standards and best practices for software development
and testing.

• Process improvement: analyze existing processes and
implement improvements to enhance software quality
and efficiency.

• Compliance audits: conduct audits to ensure adherence to
quality standards and regulatory requirements.

• Risk management: identify potential risks to software quality
and develop mitigation strategies to address them.

Relevant job roles include: QA Analyst, QA Manager, Process
Improvement Specialist, Technical Writer, and others.

Given that software testing and reliability are essential
components of quality assurance, the responsibilities of UG23
professionals can sometimes be confused with those of UG22 and
UG19 professionals. UG19 professionals prioritize the ongoing
reliability and performance of systems in production, addressing
issues such as uptime and system failures. UG22 professionals, on
the other hand, focus on validating software through testing to
ensure it meets defined standards. In contrast, UG23 professionals
strive to cultivate a culture of quality that permeates the entire
software development lifecycle, ensuring that products meet all
specified requirements before deployment.

3.3.5.3 UG24–Experience Assurance

This unit group focuses on ensuring the quality and
effectiveness of user experiences across software applications.
Professionals in this group are responsible for implementing
strategies and processes that guarantee a consistent and high-
quality user experience, ultimately enhancing user satisfaction and
loyalty. Key responsibilities include:
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• Quality Standards Development: Establish and document
quality standards for user experience, ensuring that all
applications meet these benchmarks.

• Experience Testing: Conduct thorough testing of user
experiences to identify issues and ensure that applications
function as intended from a user perspective.

• User Feedback Integration: Gather and analyze user feedback
to inform continuous improvement efforts and ensure that
user needs are met.

• Performance Monitoring: Monitor user interactions and
application performance to identify areas for enhancement
and ensure a seamless experience.

Relevant job roles include: XA (eXperience Assurance)
Developer, XA Specialist, User Experience Tester, Experience
Quality Manager, and others.

It is important to consider that UG20 and UG24 both
focus on user experience but from different angles. UG20
is dedicated to the design of user interfaces (UI) and user
experiences (uX), emphasizing the creation of visually appealing
and intuitive interfaces that enhance user interaction with
applications. Professionals in this group conduct user research,
wireframing, and usability testing to ensure that applications meet
user needs effectively. In contrast, UG24 focuses on ensuring
the quality and effectiveness of user experiences across software
applications. This group implements strategies and processes to
evaluate and enhance user satisfaction, gathering feedback and
monitoring user interactions to identify areas for improvement.
Thus, while UG20 is primarily concerned with the design aspects
of user interfaces, UG24 is about assessing and ensuring the overall
quality of user experiences, highlighting their distinct roles and
responsibilities within the realm of user experience design.

3.4 MG4–Data

Professionals in this category are crucial for handling
data responsibilities, encompassing collection, organization,
analysis, interpretation, and management. Their work supports
organizations in making informed decisions. By identifying market
trends and enhancing operational processes, these experts use
advanced analytical tools and methodologies to derive insights,
promoting innovation via data-driven strategies. This approach
is pivotal in the shift from Industry 4.0 to Industry 5.0, where
efficient data management bolsters collaboration between humans
and technology. MG4 is formed by three sub-major groups: Data
Collection and Management (SM10), Data Analysis and Insights
(SM11), and AI Strategies and Engineering (SM12).

3.4.1 SM10–Data Collection and Management
This sub-major group encompasses roles focused on data

collection, organization, and maintenance. Responsibilities
include database management and ensuring data quality, security,
and compliance across traditional and big data environments.
SM10 consists of two unit groups: Databases (UG25) and Big
Data (UG26).

3.4.1.1 UG25–Databases

This unit group focuses on designing, implementing,
maintaining, and optimizing database systems. Professionals
ensure that databases remain efficient, secure, and accessible,
leveraging various database management systems for data storage,
organization, and retrieval. Key responsibilities include:

• Database design: structuring databases to ensure optimal
performance and scalability.

• Performance optimization: implementing strategies to
enhance database speed and efficiency, including indexing,
query optimization, and load balancing.

• Security management: ensuring data protection through
mechanisms such as encryption, access controls, and
regular audits.

• Backup and recovery: establishing processes for data backup
and disaster recovery to protect against data loss.

• System monitoring and maintenance: regularly monitoring
database systems to identify and troubleshoot issues
proactively, as well as deal with support of database systems,
ensuring they run efficiently and securely.

Relevant job roles include Database Support Technicians,
Database Administrator, Data Manager, SQL Developer, Data
Warehouse Specialist, Database Security Analyst, Data Migration
Specialist, and others.

3.4.1.2 UG26–Big Data

This unit group is dedicated to managing, processing, and
analyzing the vast volumes of data characteristic of Big Data
environments. It emphasizes the use of Big Data technologies to
extract meaningful insights and facilitate data-driven decision-
making. Core responsibilities include:

• Data management: handling large datasets using big data
technologies like Hadoop, Spark, and NoSQL databases.

• Advanced analytics: employing Statistical and Machine
Learning techniques to analyze Big Data and generate
actionable insights.

• Storage solutions: designing and managing scalable storage
solutions that ensure data accessibility and security.

• Innovation and research: continuously exploring and
adopting new Big Data tools and methodologies to stay ahead
of technological trends and improve data handling efficiency.

Key roles include Big Data Analyst, Hadoop Developer, Big
Data Consultant, Big Data Engineer, Streaming Data Engineer,
among others.

3.4.2 SM11–Data Analysis and Insights
This sub-major group includes roles centered on data analysis

to extract insights that inform strategic decision-making. It
covers data interpretation, trend analysis, and the development
of analytical models. This group is divided into two unit groups:
Analytics (UG27) and Science (UG28).
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3.4.2.1 UG27–Analytics

This unit group emphasizes in-depth data interpretation
and analysis to generate actionable insights. Professionals are
responsible for technical data analysis, including gathering,
processing, and interpreting data to identify patterns and trends.
They employ various analytical methodologies and tools to conduct
comprehensive analyses, often converting raw data into insightful
visualizations and reports. Key responsibilities include:

• Data interpretation: deep dive into datasets to identify
significant trends, patterns, and correlations.

• Visualization: developing charts, graphs, and dashboards to
visually represent data insights using tools like Tableau, Power
BI, or others.

• Statistical analysis: applying statistical techniques to quantify
insights and validate hypotheses.

• Report and strategic recommendations: producing detailed
reports that communicate analytical findings to stakeholders
to support business strategies and decisions.

Some key roles include Data Analyst, Business Intelligence
Analyst, Reporting Analyst, Market Research Analyst, Customer
Insights Analyst, Data Visualization Specialist, etc.

3.4.2.2 UG28–Science

This unit group centers on applying statistical methods and
scientific principles to analyze complex datasets and extract
valuable insights. Professionals are tasked with designing
experiments, performing detailed statistical analyses, and building
predictive models. Their work relies on advanced statistical
techniques and scientific approaches to guide decision-making and
foster innovation. Main responsibilities include:

• Experimental design: designing experiments and studies to
collect data in a systematic and scientifically valid manner.

• Research-based analysis: conducting in-depth analyses using
statistical software to interpret results and validate hypotheses.

• Learning-based modeling: developing and applying statistical
and Machine Learning models to analyze data and make
predictions aiming to obtain relevant information for
strategic decisions.

• Communication of findings: presenting complex statistical
concepts and results in a clear and understandable manner to
stakeholders, often through reports and visualizations.

• Research and development: engaging in research activities
to advance methodologies and improve analytical techniques
within the field.

Key roles include Statistician, Biostatistician, Quantitative
Analyst, Operations Research Analyst, Data Science Researcher,
Data Scientist, and others.

3.4.3 SM12–AI Strategies and Engineering
This sub-major group integrates strategic planning with the

technical implementation of AI and Data Engineering initiatives. It
leads the design, development, and deployment of AI solutions and
data infrastructures to support advanced analytics and intelligent

systems. By merging strategy with execution, this group enables
organizations to use AI and Big Data technologies effectively
to drive innovation and meet strategic objectives. This group is
divided into two unit groups: AI and Data Engineering (UG29) and
AI and Data Architecture (UG30).

3.4.3.1 UG29–AI and Data Engineering

Focused on the practical implementation and
operationalization of AI and data applications. It emphasizes
the creation of robust data pipelines, systems integration, and
the deployment of Machine Learning (ML), Deep Learning (DL),
Large-LanguageModels (LLMs), or other AI-based models at scale.
The primary responsibilities identified for this group are:

• Model development: building, training, and fine-tuning
complex ML, DL or LLMs using frameworks like TensorFlow,
PyTorch, or similar tools.

• Infrastructure development: designing and implementing
scalable data architectures and pipelines that support efficient
data processing and model deployment.

• Integration services: ensuring seamless integration of
various data sources and AI systems, fostering a unified
data ecosystem.

• Model deployment: collaborating with data scientists to
operationalize AI models, ensuring they are production-ready
and maintainable.

• Automation and optimization: utilizing automation tools
to streamline data processing and model management,
enhancing system performance and reliability.

Some key roles include Data Engineer, AI Engineer, Machine
Learning Engineer, Deep Learning Engineer, LLM Engineer, AI
Operations Engineer, Blockchain Developer, and others. It is
important to consider that, professionals in UG29 often leverage
Big Data technologies to enhance machine learning and deep
learningmodel development and deployment. Unlike UG26, which
focuses primarily on managing and processing vast datasets,
UG29 emphasizes the practical implementation of AI solutions,
integrating advanced analytics with operational strategies to drive
business outcomes.

3.4.3.2 UG30–AI and Data Architecture

Centered on the strategic design and structuring of AI
and data systems. This unit group plays a critical role in
conceptualizing and designing the overarching frameworks that
host AI applications and data processes. It emphasizes creating
scalable, robust, and efficient system architectures that meet both
current needs and anticipate future organizational demands. The
primary responsibilities identified for this group are:

• System framework design: crafting high-level designs and
blueprints that define the structure and integration of AI and
data systems within the organization.

• Strategic alignment: ensuring that architecture
aligns with business objectives and strategic goals,
facilitating seamless integration with existing and future
technological infrastructures.
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• Scalability and flexibility planning: designing architectures
that can easily scale and adapt to accommodate evolving
technologies and growing data requirements.

• Performance and efficiency optimization: making high-level
decisions on technologies and methodologies to enhance
overall system performance.

• Security and compliance: establishing architectural guidelines
to ensure system security and regulatory compliance
throughout the entire data lifecycle.

Examples of key roles are AI Architect, Data Architect,
Cognitive Architect, Deep Learning Infrastructure Architect, Cloud
Data Architect, and others.

It is important to note that, UG29 and UG30 both focus on AI
and data but serve different purposes within an organization. UG29
is centered on the practical implementation and operationalization
of AI solutions and data applications. Professionals in this group are
responsible for building, training, and deploying machine learning
models, as well as creating robust data pipelines and ensuring
seamless integration of data sources. In contrast, UG30 focuses
on the strategic design and structuring of AI and data systems.
This group emphasizes creating scalable and efficient architectures
that align with business objectives and facilitate the integration of
AI technologies. Thus, while UG29 is hands-on and operational,
dealing with the execution of AI projects, UG30 is concerned
with high-level design and strategic alignment, highlighting their
distinct roles and responsibilities in the AI and data landscape.

3.5 MG5–Management

The Management major group encompasses various
professions related to the management of Information Technology
(IT), Systems, and Data and AI. This group focuses on ensuring
that technology and data resources are effectively aligned with
organizational goals and strategies. Thus, MG5 is formed by three
sub-major groups: IT Management (SM13), Systems Management
(SM14) and Data and AI MAnagement (SM15).

3.5.1 SM13–IT Management
This sub-major group focuses on the management of IT

resources, projects, and services to ensure that they meet the needs
of the organization and its stakeholders. Thus, SM13 is formed by
two unit groups: IT Project Management (UG31) and IT Service
Management (UG32).

3.5.1.1 UG31–IT Project Management

This unit group specializes in the planning, execution, and
monitoring of IT projects, ensuring that they are completed on
time, within scope, and within budget. Key responsibilities include:

• Project planning: develop project plans that outline objectives,
timelines, resources, and budgets.

• Risk management: identify potential risks and develop
mitigation strategies to minimize their impact on
project success.

• Stakeholder communication: maintain clear communication
with stakeholders throughout the project lifecycle to ensure
alignment and manage expectations.

• Performance monitoring: track project progress and
performance against established metrics, making adjustments
as necessary.

Relevant job roles include: Project Manager, Scrum Master,
ProgramManager, and others.

3.5.1.2 UG32–IT Service Management

This unit group focuses on the management of IT services to
ensure they meet the needs of users and the organization. Key
responsibilities include:

• Service design: develop and implement service designs that
align with user needs and organizational objectives.

• Service delivery: ensure that IT services are delivered
effectively and efficiently, meeting established service level
agreements (SLAs).

• Incident management and continuous improvement: manage
incidents and service requests, ensuring timely resolution and
minimal disruption to users, aiming to identify opportunities
for service improvement.

• User training and support: provide training and support to
users to ensure they can effectively utilize IT services.

Relevant job roles include: IT Service Manager, Service Desk
Manager, ITIL Consultant, and others.

3.5.2 SM14–Systems Management
This sub-major group focuses on the administration and

optimization of IT systems to ensure they operate efficiently and
effectively. Here, SM14 is formed only one unit group: Systems
Administration (UG33).

3.5.2.1 UG33–Systems Administration

This unit group specializes in the administration and
maintenance of IT systems, ensuring their reliability and
performance. Key responsibilities include:

• System configuration: install, configure, and maintain
operating systems and software applications.

• Monitoring and performance tuning: monitor system
performance and make adjustments to optimize efficiency.

• Backup and recovery: implement backup and recovery
procedures to protect data and ensure business continuity.

• User management: manage user accounts and permissions,
ensuring appropriate access to systems and resources.

• Troubleshooting: diagnose and resolve system issues,
providing timely support to users.

Relevant job roles include: Systems Administrator, Network
Administrator, and others.
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3.5.3 SM15–Data and AI Management
This sub-major group focuses on the management of

data resources and the implementation of AI solutions to
support organizational objectives. Thus, SM15 is formed by
two unit groups: Data Management (UG34) and AI Project
Management (UG35).

3.5.3.1 UG34–Data Management

This unit group specializes in the governance,
quality, and security of data within the organization. Key
responsibilities include:

• Data governance: establish policies and procedures for data
management, ensuring compliance with regulations.

• Data quality management: implement processes to ensure the
accuracy, consistency, and reliability of data.

• Data security: develop and enforce security measures to
protect sensitive data from unauthorized access.

• Data lifecycle management: manage the lifecycle of data from
creation to archiving or deletion.

Relevant job roles include: Data Manager, Data Governance
Analyst, Data Privacy Officer, and others.

3.5.3.2 UG35–AI Project Management

This unit group focuses on the management of projects related
to artificial intelligence, from conception to implementation. Key
responsibilities include:

• AI Strategy Development: Define and implement strategies for
AI projects that align with business objectives.

• Project Planning: Develop project plans that outline
objectives, timelines, resources, and budgets for AI initiatives.

• Stakeholder Communication: Maintain clear communication
with stakeholders throughout the project lifecycle to ensure
alignment and manage expectations.

• Performance Monitoring: Track project progress and
performance against established metrics, making adjustments
as necessary.

Relevant job roles include: AI Project Manager, AI Product
Manager, Machine Learning Project Manager, and others.

4 Discussion

The introduction of BEET marks a significant advancement
as a framework to support the task of IT jobs classification, since
it represents a detailed tool adapted to the evolving demands
of the technology sector in the context of Industry 5.0. This
section discusses the implications of this taxonomy, insights gained
from the dataset analysis, and the broader context of challenges
and reliability.

4.1 Descriptive analysis

The labeled dataset for BEET comprises 389 IT job postings
in English, collected globally between 2023 and 2025. These job
postings were sourced from 221 unique companies of varying
sizes across different regions. Given that company names were
anonymized, their sizes were mapped according to the LinkedIn
classification system.1 In this system, category A is reserved for
individual workers, category B represents companies with 1 to
10 employees, C includes companies with 11 to 50 employees, D
corresponds to those with 51 to 200 employees, E covers companies
with 201 to 500 employees, F includes those with 501 to 1,000
employees, G represents companies with 1,001 to 5,000 employees,
H includes organizations with 5,001 to 10,000 employees, and
finally, I denotes companies with more than 10,000 employees.
AAs observed in Figure 3, our dataset is characterized by the
predominance of job postings published by companies in size
categories I and G, suggesting a concentration of opportunities
in large organizations. Companies in category B have only 2 job
postings and there are no companies in category A. Thus, less than
half of the job postings belong to companies C, D, E, F and H.

As previously mentioned, we aimed to maintain a balanced
distribution of job categories within the dataset, as well as a
proportional representation of companies publishing job postings.
However, due to the technical specificity of certain roles, some job
categories emerged more frequently, reflecting the specialization
of specific companies in particular areas. Consequently, Figure 4
illustrates that only six companies have between 10 and 19 job
postings in our dataset. Moreover, the vast majority of companies
have six or fewer job postings.

To account for the global nature of the IT labor market, the
job postings in our dataset originate from companies worldwide.
Figure 5 presents the top-10 countries with the highest number of
job postings. We highlight the significant number of job postings
published by companies in the United States of America (USA),
which accounts for 263 vacancies, followed by Brazil and Mexico,
each with 24 postings. Spain has 13 postings, and the United Arab
Emirates (UAE) has 11. The remaining countries in the dataset have
7 or fewer job postings.

On the other hand, Figure 6 provides a clearer understanding
of the relationship between the country where job postings were
published and the size of the companies. The figure shows that
most job postings were made by companies classified as size I
and G, primarily in countries recognized as global technology
and innovation hubs, such as the USA, the UAE, and the United
Kingdom (UK), indicating a correlation between company size and
location in technologically advanced regions.

By applying BEET to the labeled data, a deeper understanding
of the breadth and scope of the five Major Groups (MGs) can
be achieved by identifying interrelated topics, which serve as the
foundation for defining the Sub-Major Groups (SMs) and Unit
Groups (UGs), allowing for a more robust analysis of employment

1 https://learn.microsoft.com/en-us/linkedin/shared/references/

reference-tables/company-size-codes
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FIGURE 3

Frequency of job postings published by companies according to their size.

FIGURE 4

Top 10 companies with the most job postings.

trends in the IT sector. his observation is supported by Figure 7,
which presents word clouds for each of the five MGs.

We can also analyze the distribution of UGs in relation to
the size of the companies that published the job postings, as
illustrated in Figure 8. In the figure, it can be observed that UG29
has the highest number of job postings, followed by UG3 and
UG28, while UG24, UG21, and UG23 have the fewest postings.
Despite this variation, a common trend across most UGs is that job
vacancies were predominantly posted by size I companies, which
may indicate a market preference for large organizations when
offering job opportunities.

In summary, the descriptive analysis of the BEET dataset
reveals significant insights into the landscape of IT job

postings across various company sizes and geographical
regions. The predominance of larger organizations in the
dataset highlights the concentration of opportunities within
established companies, particularly in technology and innovation
hubs. Furthermore, the variations in job categories and
postings underscore the technical specificity of roles within
the industry. By leveraging the BEET framework, we can better
understand the dynamics of the IT labor market, paving the
way for more targeted research and analysis in subsequent
sections. This foundational understanding sets the stage for
exploring the implications of these findings in the broader
context of employment trends and skill requirements in the
technology sector.
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FIGURE 5

Top 10 countries with the highest number of job postings.

FIGURE 6

Distribution of job postings by company size and country of publication.

4.2 Limitations and future research
directions

While BEET represents a significant advancement in the
classification of IT jobs, certain limitations must be mentioned. The
dataset specifically constructed for BEET’s development consists of
job postings available in English from various countries worldwide.
This linguistic constraint may limit the generalizability of our
findings to regions and markets where English is not the primary

language. As a result, this selection bias could overlook linguistic
and cultural nuances present in job markets that operate in
other languages, potentially impacting the comprehensiveness and
adaptability of our taxonomy.

Another limitation to consider is the fact that, our dataset
was sourced from publicly available job postings, which may
introduce a second type of selection bias, as it might not
fully capture positions from companies that rely heavily on
internal recruitment strategies or confidential postings. As a
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FIGURE 7

Word clouds for the five major groups of BEET. (a) Word cloud from job postings MG1. (b) Word cloud from job postings MG2. (c) Word cloud from

job postings MG3. (d) Word cloud from job postings MG4. (e) Word cloud from job postings MG5.

result, certain niche roles or emerging positions that are
less frequently advertised online could be underrepresented in
our taxonomy.

In this regard, future research will focus on mitigating the
biases identified in our dataset to enable further iterations
of our framework, ultimately leading to a more robust
version of BEET. Additionally, to facilitate its adoption,
we plan to develop and deploy machine learning and
deep learning models, including Generative Artificial
Intelligence (GenAI) models, capable of assimilating BEET
and automatically classifying job vacancies. By doing so, we
aim to reduce human effort while ensuring greater efficiency

and scalability, thus maximizing the intended impact of
our approach.

5 Conclusion

This paper presents a novel hierarchical taxonomy for
classifying computer jobs within the broader framework of ISCO-
08. While existing frameworks like ISCO-08 provide a broad
classification, there has been a lack of taxonomies specifically
tailored to the IT sector’s evolving needs, particularly in the context
of Industry 5.0 skills. This paper presents BEET as a potential
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FIGURE 8

Distribution of unit groups by company size and country of publication.

solution to this gap, providing amore granular classification system
for IT roles. We introduce Bee-inspired Employment and Expertise
Taxonomy (BEET), a hierarchical framework designed to classify
IT jobs within the ISCO-08 structure. BEET prioritizes the hard
skills required for task execution, focusing primarily on hard skills
regardless of the way they are acquired or the seniority level, which
aligns with the goal of capturing the core competencies required for
job execution rather than hierarchical distinctions.

BEET is hierarchical in nature and is formed by five major
groups (MGs), which are further divided into 15 sub-major
categories (SMs) and 35 unit groups (UGs). While the structure is
designed to classify each job offer into a single UG, the overlapping
skill requirements in many IT job postings may result in some roles
fitting into more than one UG. In such cases, a detailed job analysis
is essential for accurate classification.

By aligning educational efforts with the changing needs of
the global IT market, BEET constitutes a solid framework for
both analysts and educators, providing essential strategic insights
for future workforce development in the rapidly evolving global
IT landscape.

Future research should focus on expanding the dataset
to encompass a broader range of languages and recruitment
sources, thereby enhancing the cross-cultural applicability
of BEET. Additionally, integrating qualitative studies that
explore the specific needs of diverse job markets could further
refine and validate the taxonomy, ensuring its relevance
across various global contexts. Furthermore, our immediate
research objective is to train machine learning models capable of
assimilating BEET and performing the automatic classification
of job postings. This approach will reduce human effort

while ensuring the adoption and scalability of BEET in real-
world applications.
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