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The experimental study examines instructional strategies for teaching

network technologies in secondary education, specifically within Kazakhstan’s

Nazarbayev Intellectual School (NIS) curriculum. Through pre-test and post-test

assessments, the study explores the impact of hands-on, practical learning

activities on students’ comprehension and understanding of network education.

Findings indicate that interactive learning methods significantly enhance

students’ retention and application of network technology concepts. This study

suggests that hands-on approaches are instrumental in improving technical

understanding in similar educational contexts.
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1 Introduction

In an era of rapid digital transformation, the demand for technological literacy
and computing skills has become central to educational systems worldwide. Network
technologies, in particular, have emerged as foundational components in modern
computer science curricula, equipping students with essential knowledge to navigate
an increasingly interconnected world (Grover and Pea, 2013). With digital networks
underpinning critical functions across industries such as communications, healthcare,
finance, and education, institutions recognize the importance of preparing students
for these evolving fields (Ng et al., 2020; Zainuddin et al., 2021; Abildinova et al.,
2024a). This demand for comprehensive network technology education at the secondary
level reflects a broader shift toward prioritizing science, technology, engineering, and
mathematics (STEM) education to meet workforce needs and enhance technological
readiness (Anisimova et al., 2022; Sato and Uchiyama, 2023; Yuliandari et al., 2023).

The theoretical framework underpinning this study highlights the significance of
experiential learning in technical education based on the belief that active participation
enhances cognitive processing, retention, and application of complex concepts (Dewey,
1939; Ligado et al., 2022). In network technology education, students must understand
intricate systems and protocols, such as the OSI model and data transmission techniques,
which are best grasped through interactive and practical experiences (Muntean et al.,
2019; Stanislaw, 2022). Kazakhstan’s Nazarbayev Intellectual School (NIS) exemplifies
this educational shift, operating under the International Baccalaureate (IB) framework to
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deliver a globally oriented curriculum that values technological
fluency. At NIS, network technology education is viewed as a
technical skill and a critical component for fostering computational
thinking, problem-solving, and analytical abilities (Temirkhanova
et al., 2024).

Recent studies indicate that hands-on, experiential learning
significantly improves students’ ability to retain and apply technical
knowledge, particularly in subjects requiring high cognitive
engagement, such as network technologies (Freeman et al., 2014;
Barlow and Brown, 2020; Barlow et al., 2020; Hiwatig et al., 2022).
According to Freeman et al. (2014), active learning approaches,
characterized by direct student involvement in tasks, consistently
positively impact STEM performance. These methods encourage
students to apply theoretical knowledge to real-world scenarios,
deepening understanding and reinforcing retention. Kolb (1983)
experiential learning theory similarly posits that learning is a
dynamic process requiring concrete experiences and reflective
observation, especially relevant in network technology education
where hands-on applications make abstract concepts tangible.

Studies in computer science education further support the
premise that practical engagement in coursework correlates
with improved student outcomes. Students exposed to practical
learning opportunities in network configuration and cybersecurity
demonstrated greater conceptual mastery than those receiving
traditional lecture-based instruction (Vykopal et al., 2021;
Abildinova et al., 2024b; Mukherjee et al., 2024). These findings
align with constructivist learning theories, which argue that
learners actively construct knowledge through interactions with
their environment (Piaget, 1972).

The current educational landscape underscores the urgency
of integrating experiential learning into curricula as institutions
strive to meet the skill demands of the digital economy
(McHauser et al., 2020; Karatayeva et al., 2024). Skills such
as problem-solving, collaboration, and adaptability are essential
within network technology fields, requiring educators to employ
teaching methods that move beyond rote learning (Stehle and
Peters-Burton, 2019). By assessing the impact of experiential
learning on student outcomes, this research aims to provide
actionable insights for curriculum design that will enhance
students’ readiness for technology-driven roles. In contexts like
Kazakhstan, where educational reforms are ongoing to modernize
curricula and integrate digital skills, evidence-based teaching
strategies are essential for meeting national and international
standards (Ibrayeva and Yegemberdiyeva, 2022; Rakhmetov, 2023).

This study seeks to evaluate the effectiveness of practical
methodologies in teaching network technologies, focusing on
how hands-on learning impacts measurable knowledge gains
and student engagement. Specifically, this research examines
the outcomes of structured, practical interventions on student
performance in an advanced computer science course, contributing
to the growing body of research on experiential learning in
technical education.

1.1 Research objectives

This study aims to:

1. Examine the impact of hands-on, experiential learning
activities on students’ knowledge retention in network
technology education.

2. Compare learning outcomes between students receiving
practical instruction and those receiving traditional
lecture-based teaching.

3. Evaluate the effectiveness of experiential learningmethodologies
in improving student comprehension of core networking
concepts such as the OSI model, IP addressing, and
network troubleshooting.

4. Investigate student engagement and confidence levels in
applying network technologies after hands-on training.

2 Research design

2.1 Study design

The study employed an experimental design to measure
student knowledge and engagement changes following practical
instructional interventions. Pre-test and post-test assessments were
the primary data collection tools.

2.2 Participants

The study included 50 participants from Grades 11 and
12 at Nazarbayev Intellectual School (NIS), all of whom were
enrolled in the Advanced Computer Science course. The students,
aged between 16 and 18, possessed foundational knowledge in
computing and network technologies, making them suitable for
participation in both theoretical and practical components of the
study. The sample was demographically diverse, comprising 30
male and 20 female students, and representative of the broader
secondary school student population in Kazakhstan.

To evaluate the effect of instructional methodology on
learning outcomes, participants were randomly assigned to one
of two groups: an experimental group and a control group, each
consisting of 25 students. Randomization was conducted using a
simple random sampling method. Each student was assigned a
numerical identifier, and a random number generator was used to
ensure unbiased allocation between the groups. Within both the
experimental and control groups, students were further stratified by
grade level, with 15 students from Grade 11 and 10 students from
Grade 12 in each group.

The control group received instruction using traditional,
lecture-based pedagogy. This included teacher-centered delivery
of theoretical content related to core networking topics such as
the OSI model, binary data representation, IP addressing, and
network topologies. Students in the control group engaged in note-
taking, textbook reading, and teacher-led discussions but did not
participate in any hands-on or simulation-based exercises.

In contrast, the experimental group received instruction
through an experiential learning approach that supplemented
the same theoretical content with interactive, practice-oriented
activities. These included configuring routers, simulating network
traffic, troubleshooting virtual network errors, and collaboratively
working on design tasks. The content covered by both groups was
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identical in scope and sequence; however, the mode of delivery and
the level of active engagement differed significantly.

2.3 Training program

In this study, the control group received traditional lecture-
based instruction on network technology topics without the
addition of hands-on, practical activities. This approach focused
on delivering theoretical knowledge through classroom lectures
and textbook materials, covering key topics such as the OSI
model, binary data representation, and network topology. Students
in the control group were not engaged in practical exercises
like network configuration, data packet analysis, or simulations,
which were reserved for the experimental group. Instead, the
control group’s learning relied solely on listening, note-taking,
and discussing concepts as taught by the instructor, maintaining
a conventional, non-experiential method of education in line with
standard curriculum practices.

The experimental group engaged in hands-on activities,
including configuring routers, simulating network traffic, and
analyzing data packets, enabling them to apply theoretical
knowledge practically. The control group continued with
traditional lecture-based instruction on the same content without
practical exercises. The intervention activities were spread across
4 weeks. One of the authors, who is a teacher at NIS, oversaw
the instruction for the experimental group. This controlled
design facilitated a comparative analysis of cognitive and affective
outcomes between the two groups.

2.3.1 4-week program for experimental group
The experimental group participated in a structured 4-week

instructional program aligned with the Grade 11 and Grade 12
Computer Science curriculum. Each week integrated theoretical
instruction with hands-on experiential learning to facilitate deeper
comprehension and practical application of networking concepts.
The sequence was designed in accordance with the national
curriculum (Units 11.3C, 12.1C, 12.3B, 12.3C) and implemented by
a certified NIS instructor.

2.3.1.1 Week 1: foundations of networking and the

OSI model

In the first week, instruction centered on foundational
concepts in computer networking and the OSI (Open Systems
Interconnection) model. Following a 30-min interactive lecture
covering local and wide area network structures, students engaged
in a practical lab where they utilized a packet simulation tool
to trace the flow of data through each OSI layer. This exercise
enabled students to visually analyze the function and significance
of each layer in data transmission. The session concluded with
group discussions and collaborative flow diagram development,
enhancing peer-based comprehension. Students were also assigned
individual worksheets designed to reinforce their understanding of
OSI layer functions.

2.3.1.2 Week 2: binary data representation and

IP addressing

The second week addressed binary data representation and its
role in IP addressing and subnetting. A 30-min introductory lecture
presented the theoretical underpinnings of binary conversion and
IP schema design. This was followed by a 1-h practical lab in which
students converted decimal to binary values, assigned IP addresses
in a simulated network, and tested network connectivity using
virtual devices. Students then collaborated in pairs to complete
subnetting exercises and apply IP configuration strategies. The
week concluded with a take-home assignment requiring students to
develop a basic subnetting plan, applying the theoretical principles
in a simulated real-world scenario.

2.3.1.3 Week 3: network topologies and configuration

Week three introduced students to different network topologies
and their practical implementations. The instructional session
began with a theoretical overview of star, mesh, bus, and ring
topologies, highlighting their respective strengths and limitations.
During a 90-min lab session, students worked in small teams to
design and configure various network topologies using routers and
switches within a network simulation environment. Teams tested
data flow integrity and resolved configuration issues. Each group
presented its topology design, justifying configuration choices and
reflecting on the practical trade-offs associated with their selected
topology. Students also completed a final network design project
that included a technical diagram and analytical justification.

2.3.1.4 Week 4: network troubleshooting and

practical applications

The final week focused on the development of practical
troubleshooting skills in network environments. A 20-min lecture
provided an overview of common network issues, including IP
conflicts, device misconfigurations, and connectivity interruptions.
Students then participated in a 90-min lab exercise where
they diagnosed and resolved simulated network problems in
collaborative groups. Each group documented the diagnostic
steps and resolution strategies used during troubleshooting. A
reflective group session allowed students to share experiences
and lessons learned. As a culminating assignment, students
produced a comprehensive troubleshooting guide summarizing
common network failures, resolution methods, and real-world
troubleshooting practices.

2.4 Pre- and post-training assessments

The selection of pre- and post-test instruments was guided
by best practices in experiential learning assessment. According
to Chan (2022), effective evaluation of hands-on learning should
involve tools that measure not only factual recall but also
application and cognitive engagement. Our assessments were
designed to reflect these principles, integrating Bloom’s taxonomy
to cover a range of cognitive levels from basic recall to analytical
thinking. This approach aligns with recommendations by Gosen
and Washbush (2004), who emphasize the importance of aligning
assessment items with experiential learning outcomes to ensure
validity and reliability. Additionally, instrument benchmarking
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against the CISCO Networking Academy framework provided
external relevance and rigor.

Standardized pre-and post-test assessments were administered
to assess the knowledge gained from the intervention. These
assessments comprised 15 multiple-choice questions specifically
aligned with the core objectives of the network technologies
module, such as network topology, OSI model layers, and binary
data representation. The multiple-choice items were carefully
developed using a cognitive complexity matrix inspired by Bloom’s
taxonomy, ensuring that the questions not only assessed basic
recall but also emphasized higher-order thinking skills, such as
application and analysis. This approach differs significantly from
conventional assessment tools typically used in network education,
which often focus primarily on rote memorization and factual
recall. Additionally, our assessment questions were benchmarked
against internationally recognized evaluation frameworks,
including the CISCO Networking Academy quizzes, to ensure
their relevance and rigor. A pilot testing phase with similar student
cohorts produced a Cronbach’s alpha of 0.87, indicating high
internal consistency and reliability. Further, construct validity
was confirmed through factor analysis, with factor loadings above
0.70 for all items, reinforcing that these questions effectively
measure distinct dimensions of students’ cognitive understanding
in network technology education.

Construct validity for the assessments was verified through
factor analysis, which confirmed that the questions effectively
measured distinct constructs of knowledge retention and
comprehension with factor loadings above 0.70. Additionally,
criterion-related validity was confirmed by benchmarking the
assessments against established network technology evaluations,
yielding a high correlation coefficient (r = 0.82) that validated the
assessments’ ability to reflect genuine knowledge gains from the
intervention. Reliability testing through a pilot with similar student
groups produced a Cronbach’s alpha of 0.87, further establishing
high internal consistency. Both groups took the same pre-test
to establish baseline knowledge and the same post-test after the
intervention to measure any differences in knowledge retention
and comprehension. The measurement allowed for a comparative
analysis of the impact of experiential learning on knowledge gains.

3 Results

Quantitative analysis of pre-test and post-test scores, as
presented in Table 1, demonstrates a clear advantage of hands-on
experiential learning in enhancing student knowledge retention
and skill acquisition in network technology education. While
the control groups showed modest yet statistically significant
improvements—Grade 11 increased from 44% (SD = 4.04) to 54%
(SD = 4.75), t(14) = −5.34, p = 0.0001, and Grade 12 improved
from 46% (SD = 4.16) to 56% (SD = 2.55), t(9) = −9.42, p
< 0.0001—the experimental groups exhibited substantially larger
and highly significant gains. Specifically, Grade 11 experimental
students improved from 45% (SD = 4.86) to 77% (SD = 4.46),
t(14) = −17.30, p < 0.0001, and Grade 12 experimental students
improved from 47% (SD= 3.67) to 80% (SD= 3.78), t(9) =−29.19,
p < 0.0001.

Further analysis of specific learning outcomes—including
comprehension of OSI model layers, understanding of binary data,
network topology, and troubleshooting confidence—consistently
favored the experiential learning groups. Experimental group
comprehension of OSI model layers reached 78–82% accuracy,
significantly outperforming the control groups (50–52% accuracy).
Likewise, the understanding of binary data notably improved
in experimental groups (75–76% accuracy) compared to control
groups (47–49% accuracy). Knowledge of network topology
similarly reflected substantial advantages for experiential learning,
achieving 79–81% accuracy vs. 52–55% accuracy in the controls.
Furthermore, student confidence in troubleshooting network issues
markedly increased in experimental groups (80–82%), significantly
surpassing control group confidence levels (48–50%). These results
underscore the considerable effectiveness of experiential learning
methodologies, confirming their potential to deeply enhance
students’ conceptual mastery, practical technical skills, and overall
confidence in network technology education.

4 Discussion

The results of this study provide compelling evidence for
the effectiveness of hands-on, experiential learning in enhancing
students’ understanding, engagement, and skills in network
technology education. Aligning with experiential learning theory
(Kolb, 1983) and constructivist principles, these findings highlight
the positive impacts of active participation in the learning process,
confirming that students retain knowledge more effectively when
involved in practical applications (Dewey, 1939; Jantjies et al., 2018;
Hills and Thomas, 2020; Knoblauch, 2022, 2023).

4.1 Pre-test and post-test scores

The pre-test scores in this study set a foundational benchmark
for assessing prior knowledge among the students in both control
and experimental groups. Grade 11 students in the control group
scored an average of 44%, while Grade 12 scored 46%. The
experimental group showed similar baseline scores, with Grade
11 at 45% and Grade 12 at 47%. These initial scores highlight a
comparable level of knowledge across both instructional settings
before intervention, a critical element in ensuring the validity of
subsequent findings. This baseline parity confirms that both groups
entered the study with similar foundational knowledge in network
technology, providing a reliable point of reference for evaluating
the effects of experiential learning (Jantjies et al., 2018; Ng et al.,
2020).

Following the intervention, the experimental groups
demonstrated a marked improvement in average post-test
scores compared to their control counterparts. The control group
for Grade 11 increased from 44% to 54% and Grade 12 from
46% to 56%, reflecting modest gains associated with lecture-
based instruction. However, the experimental group showed
significant post-intervention increases, with Grade 11 moving
from 45% to 77% and Grade 12 from 47% to 80%. These post-test
scores underscore the heightened impact of hands-on activities,
which promote active learning and are supported by experiential
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TABLE 1 Pre- and post-test results for network technology knowledge and skills in control and experimental groups.

Assessment Grade 11 control
group (n = 15)

Grade 12 control
group (n = 10)

Grade 11 experimental
group (n = 15)

Grade 12 experimental
group (n = 10)

Average pre-test score 44% (SD= 4.04) 46% (SD= 4.16) 45% (SD= 4.86) 47% (SD= 3.67)

Average post-test score 54% (SD= 4.75) 56% (SD= 2.55) 77% (SD= 4.46) 80% (SD= 3.78)

Knowledge retention improvement 10% increase 10% increase 32% increase 33% increase

Comprehension of OSI model layers 50% accuracy 52% accuracy 78% accuracy 82% accuracy

Understanding of binary data 47% accuracy 49% accuracy 75% accuracy 76% accuracy

Understanding of network topology 52% accuracy 55% accuracy 79% accuracy 81% accuracy

Troubleshooting network issues 48% confidence 50% confidence 80% confidence 82% confidence

t-value 5.3379 −9.4196 −17.295 −29.191

p-value 0.0001 <0.0001 <0.0001 <0.0001

learning theory as effective methods for enhancing comprehension
and retention in STEM education (Dewey, 1939; Kolb, 1983;
Knoblauch, 2023).

4.2 Knowledge retention improvement

The percentage increase in knowledge retention between pre-
test and post-test scores further illustrates the efficacy of hands-
on learning in the experimental groups. While the control groups
showed only a 10% improvement in both Grade 11 and Grade 12,
the experimental groups recorded gains of 32% for Grade 11 and
33% for Grade 12. These figures indicate that students engaged
in experiential learning retained information more effectively,
aligning with studies suggesting that active, practical engagement
supports deeper cognitive processing, which improves long-term
retention (Freeman et al., 2014; Attard et al., 2020). The substantial
retention gains in the experimental group confirm the positive
impact of practical learning on cognitive outcomes in network
technology education (Franco and Patel, 2017; Struyf et al.,
2019).

4.3 Comprehension of OSI model layers

The study also assessed comprehension of OSI model layers,
a fundamental concept in network technology. Control groups
exhibited only moderate comprehension improvements, with
Grade 11 achieving 50% accuracy and Grade 12 reaching 52%.
In contrast, the experimental groups achieved significantly higher
post-test accuracies, with Grade 11 at 78% and Grade 12 at
82%. This discrepancy indicates that hands-on learning activities,
which often involve direct manipulation and visualization of
abstract network concepts, greatly enhance understanding (Grover
and Pea, 2013; Murphy et al., 2019). Such comprehension
gains in experimental settings validate the role of experiential
learning in clarifying complex technical topics through practical
engagement (Stanberry and Payne, 2018; McHauser et al.,
2020).

4.4 Understanding of binary data

For binary data comprehension, an essential skill in network
technology, the experimental groups again outperformed the
control groups. While the control groups recorded post-test
accuracies of 47% in Grade 11 and 49% in Grade 12, the
experimental groups achieved 75% in Grade 11 and 76% in Grade
12. These results suggest that hands-on activities involving data
manipulation and binary representation enable students to grasp
these technical concepts more thoroughly. This finding aligns with
previous studies showing that practical engagement with digital
content enhances understanding of fundamental computational
concepts (Muntean et al., 2019; Barlow et al., 2020). Experiential
learning thus proves effective in helping students move beyond rote
learning to achieve a functional understanding of digital systems
(Vykopal et al., 2021).

4.5 Understanding of network topology

Understanding network topology is another critical outcome
of network technology education. Post-test scores in this area
reached only 52% in Grade 11 and 55% in Grade 12 for the control
groups, compared to 79% in Grade 11 and 81% in Grade 12 in the
experimental groups. These results support the premise that hands-
on learning facilitates a more comprehensive grasp of network
design principles and configurations. Studies in computer science
education corroborate these findings, showing that interactive
learning fosters greater conceptual mastery in complex topics like
network topology, which are challenging to internalize through
lecture-based methods alone (Vygotsky, 1978; Temirkhanova et al.,
2024).

4.6 Troubleshooting network issues

The study further measured confidence in troubleshooting
network issues, a practical skill that underpins students’ ability to
apply theoretical knowledge effectively. Control groups in Grades
11 and 12 reported confidence levels of 48% and 50%, respectively,
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after the intervention. However, the experimental groups saw
significant improvements, with confidence levels reaching 80%
for Grade 11 and 82% for Grade 12. These findings reflect the
critical role of hands-on practice in building technical confidence,
a concept central to experiential learning theory, where active
participation in problem-solving leads to enhanced self-efficacy
(Kolb, 1983; Allen, 2021). Enhanced troubleshooting skills in the
experimental group confirm the importance of practical learning
environments for fostering problem-solving abilities, which are
essential for students’ preparedness in STEM fields (Discipulo and
Bautista, 2022; Khalid et al., 2025).

5 Conclusion

The study demonstrates the value of hands-on, experiential
learning in improving comprehension, engagement, confidence,
and practical applicability within network technology education.
The findings align with experiential learning and constructivist
theories, showing that students involved in practical activities retain
information more effectively and develop stronger technical skills
compared to traditional lecture-based methods. These insights
highlight the potential of experiential learning to enhance STEM
education significantly. However, the study is limited by its sample
size, single-institution setting, and reliance on multiple-choice
assessments. Future research should involve diverse educational
contexts, include practical performance-based evaluations, and
examine long-term learning retention and skill development across
broader STEM disciplines.

Data availability statement

The raw data supporting the conclusions of this article will be
made available by the authors, without undue reservation.

Ethics statement

The studies involving humans were approved by Ethical
Committee of L.N. Gumilyov Eurasian National University. The
studies were conducted in accordance with the local legislation

and institutional requirements. Written informed consent for
participation in this study was provided by the participants’ legal
guardians/next of kin.

Author contributions

ZZ: Conceptualization, Methodology, Supervision, Writing
– review & editing. AS: Data curation, Formal analysis,
Validation, Writing – original draft. YS: Data curation, Formal
analysis, Funding acquisition, Writing – review & editing. DJ:
Conceptualization, Supervision, Validation, Writing – original
draft. IS: Formal analysis, Funding acquisition, Resources,
Supervision, Writing – original draft.

Funding

The author(s) declare that no financial support was received for
the research and/or publication of this article.

Conflict of interest

The authors declare that the research was conducted in the
absence of any commercial or financial relationships that could be
construed as a potential conflict of interest.

Generative AI statement

The author(s) declare that no Gen AI was used in the creation
of this manuscript.

Publisher’s note

All claims expressed in this article are solely those of the
authors and do not necessarily represent those of their affiliated
organizations, or those of the publisher, the editors and the
reviewers. Any product that may be evaluated in this article, or
claim that may be made by its manufacturer, is not guaranteed or
endorsed by the publisher.

References

Abildinova, G., Abdykerimova, E., Assainova, A., Mukhtarkyzy, K., and
Abykenova, D. (2024a). Preparing educators for the digital age: teacher perceptions
of active teaching methods and digital integration. Front. Educ. 9:1473766.
doi: 10.3389/feduc.2024.1473766

Abildinova, G., Sembayev, T., and Mukhtarkyzy, K. (2024b). Enhancing computer
science education: student insights on active learning and digital integration. WIETE
22, 299–305.

Allen, G. I. (2021). “Experiential learning in data science: developing an
interdisciplinary, client-sponsored capstone program,” in Proceedings of the 52nd ACM
Technical Symposium on Computer Science Education (New York, NY: Association for
Computing Machinery), 516–522.

Anisimova, T., Sabirova, F., Shatunova, O., Bochkareva, T., and Vasilev, V. (2022).
The quality of training staff for the digital economy of Russia within the framework of

STEAM education: problems and solutions in the context of distance learning. Educ.
Sci. 12:87. doi: 10.3390/educsci12020087

Attard, C., Grootenboer, P., Attard, E., and Laird, A. (2020). “Affect and engagement
in STEM education,” in STEM Education Across the Learning Continuum: Early
Childhood to Senior Secondary (Singapore: Springer), 195–212.

Barlow, A., and Brown, S. (2020). Correlations between modes of student cognitive
engagement and instructional practices in undergraduate STEM courses. IJ STEM Ed
7:18. doi: 10.1186/s40594-020-00214-7

Barlow, A., Brown, S., Lutz, B., Pitterson, N., Hunsu, N., and Adesope, O. (2020).
Development of the student course cognitive engagement instrument (SCCEI) for
college engineering courses. IJ STEM Ed 7:22. doi: 10.1186/s40594-020-00220-9

Chan, C. K. Y. (2022). Assessment for Experiential Learning, 1st Edn.
London: Routledge.

Frontiers in Education 06 frontiersin.org

https://doi.org/10.3389/feduc.2025.1557946
https://doi.org/10.3389/feduc.2024.1473766
https://doi.org/10.3390/educsci12020087
https://doi.org/10.1186/s40594-020-00214-7
https://doi.org/10.1186/s40594-020-00220-9
https://www.frontiersin.org/journals/education
https://www.frontiersin.org


Zulpykhar et al. 10.3389/feduc.2025.1557946

Dewey, J. (1939). Experience and Education, 5th or Later Edn. New York, NY: The
Macmillan Company.

Discipulo, L. G., and Bautista, R. G. (2022). Students’ cognitive and metacognitive
learning strategies towards hands-on science. Int. J. Eval. Res. Educ. 11, 658–664.
doi: 10.11591/ijere.v11i2.22018

Franco, M. S., and Patel, N. H. (2017). Exploring student engagement in STEM
education: an examination of STEM schools, STEM programs, and traditional schools.
Res. Sch. 24, 10–30.

Freeman, S., Eddy, S. L., McDonough, M., Smith, M. K., Okoroafor, N., Jordt, H.,
et al. (2014). Active learning increases student performance in science, engineering, and
mathematics. Proc. Natl. Acad. Sci. USA 111, 8410–8415. doi: 10.1073/pnas.1319030111

Gosen, J., andWashbush, J. (2004). A review of scholarship on assessing experiential
learning effectiveness. Simul. Gaming 35, 270–293. doi: 10.1177/1046878104263544

Grover, S., and Pea, R. (2013). Computational thinking in K−12: a review of the
state of the field. Educ. Res. 42, 38–43. doi: 10.3102/0013189X12463051

Hills, D., and Thomas, G. (2020). Digital technology and outdoor
experiential learning. J. Adv. Educ. Outdoor Learn. 20, 155–169.
doi: 10.1080/14729679.2019.1604244

Hiwatig, B. M., Roehrig, G. H., Ellis, J. A., and Rouleau, M. D. (2022). “Examining
Student cognitive engagement in integrated STEM (Fundamental),” in Proceedings of
the 2022 ASEE Annual Conference and Exposition (Minneapolis, MN). Available online
at: https://par.nsf.gov/servlets/purl/10349000 (Accessed October 29, 2024).

Ibrayeva, A., and Yegemberdiyeva, S. (2022). Assessment of Digital Transformation
in the Education System of Kazakhstan. Available online at: https://repository.enu.
kz/bitstream/handle/enu/5474/%D1%8D%D0%BA%D0%BE%D0%BD%D0%BE%D0
%BC%2B4%2C2022-152-160.pdf?sequence=1&isAllowed=y (Accessed October 29,
2024).

Jantjies, M., Moodley, T., and Maart, R. (2018). “Experiential learning through
virtual and augmented reality in higher education,” Proceedings of the 2018
International Conference on Education Technology Management (New York, NY:
Association for Computing Machinery), 42–45.

Karatayeva, Z., Abildinova, G., Karaca, C., and Mukhtarkyzy, K. (2024). Integrated
application of digital technologies in interconnected energy sources in renewable
energy education.World Trans. Eng. Technol. Educ. 22, 196–204.

Khalid, I. L., Abdullah, M. N. S., and Fadzil, H. M. (2025). A systematic review:
digital learning in STEM education. J. Adv. Res. Appl. Sci. Eng. Technol. 51, 98–115.
doi: 10.37934/araset.51.1.98115

Knoblauch, C. (2022). “Experiential learning in digital contexts—a case study,” in
The Learning Ideas Conference (Berlin: Springer), 181–191.

Knoblauch, C. (2023). Concepts of experiential learning in digital collaboration:
new perspectives for the higher education sector. Int. J. Adv. Corp. Learn. 16, 28–40.
doi: 10.3991/ijac.v16i1.35871

Kolb, D. A. (1983). Experiential Learning: Experience as the Source of Learning and
Development, 1st Edn. Englewood Cliffs, NJ: Prentice Hall.

Ligado, F. N. G., Guray, N. D., and Bautista, R. G. (2022). Pedagogical
beliefs, techniques, and practices towards hands-on science. Education 10, 584–591.
doi: 10.12691/education-10-10-1

McHauser, L., Schmitz, C., and Hammer, M. (2020). Model-factory-in-a-box: a
portable solution that brings the complexity of a real factory and all the benefits of
experiential-learning environments directly to learners in industry. Procedia Manuf.
45, 246–252. doi: 10.1016/j.promfg.2020.04.102

Mukherjee, M., Le, N. T., Chow, Y.-W., and Susilo, W. (2024). Strategic approaches
to cybersecurity learning: a study of educational models and outcomes. Information
15:117. doi: 10.3390/info15020117

Muntean, C. H., Bogusevschi, D., and Muntean, G.-M. (2019). Innovative
Technology-Based Solutions for Primary, Secondary and Tertiary STEM Education.

Paragon Publishing. Available online at: https://books.google.com.pk/books?hl=
enandlr=andid=qRK2DwAAQBAJandoi=fndandpg=PA20anddq=Enhancing$+
$STEM$+$education$+$through$+$practical$+$applications$+$of$+$network$+
$technologyandots=z6PUCZhWN8andsig=-Dnbscxv3UkirM5JCEG1XngoeFo
(Accessed October 29, 2024).

Murphy, S., MacDonald, A., Wang, C. A., and Danaia, L. (2019). Towards
an understanding of STEM engagement: a review of the literature on motivation
and academic emotions. Can. J. Sci. Math. Technol. Educ. 19, 304–320.
doi: 10.1007/s42330-019-00054-w

Ng, D. F. S., Wong, C. P., and Liu, S. (2020). Future-Ready Learners: Learning,
Lifework, Living, and Habits of Practices. Available online at: https://www.researchgate.
net/profile/David-Ng-6/publication/337831286_Future-ready_Learners_Learning_
Lifework_Living_and_Habits_of_Practices/links/5f3b9eba92851cd30201502b/Future-
ready-Learners-Learning-Lifework-Living-and-Habits-of-Practices.pdf (Accessed
October 29, 2024).

Piaget, J. (1972). The Principles of Genetic Epistemology. New York, NY: Basic Books.

Rakhmetov, B. (2023). Digitalization in Education in Kazakhstan. Kazan: Poznanie
Publishing House.

Sato, H., and Uchiyama, E. (2023). “Digital transformation in primary
and secondary education in Japan,” in Emerging Trends and Historical
Perspectives Surrounding Digital Transformation in Education: Achieving Open
and Blended Learning Environments (Hershey, PA: IGI Global), 177–199.
Available online at: https://www.igi-global.com/chapter/digital-transformation-
in-primary-and-secondary-education-in-japan/327495 (Accessed October 29,
2024).

Stanberry, M. L., and Payne, W. R. (2018). Active learning in undergraduate STEM
education: a review of research. Res. High. STEM Educ. 147, 147–164.

Stanislaw, P. (2022). A practical new 21st century learning theory for significantly
improving STEM learning outcomes at all educational levels. Eurasia J. Math. Sci.
Technol. Educ.18:em2073. doi: 10.29333/ejmste/11510

Stehle, S., and Peters-Burton, E. E. (2019). Developing student 21st century
skills in selected exemplary inclusive STEM high schools. Int. J. STEM Educ. 6:39.
doi: 10.1186/s40594-019-0192-1

Struyf, A., De Loof, H., Boeve-de Pauw, J., and Van Petegem, P. (2019).
Students’ engagement in different STEM learning environments: integrated
STEM education as promising practice? Int. J. Sci. Educ. 41, 1387–1407.
doi: 10.1080/09500693.2019.1607983

Temirkhanova, M., Abildinova, G., and Karaca, C. (2024). Enhancing
digital literacy skills among teachers for effective integration of computer
science and design education: a case study at Astana International
School, Kazakhstan. Front. Educ. 9:1408512. doi: 10.3389/feduc.2024.1408
512

Vygotsky, L. S. (1978). Mind in Society: The Development of Higher Psychological
Processes. Revised Eds. M. Cole, V. John-Steiner, S. Scribner, and E. Souberman.
Cambridge, MA: Harvard University Press.

Vykopal, J., Celeda, P., Seda, P., Švábenský, V., and Tovarnák, D. (2021). “Scalable
learning environments for teaching cybersecurity hands-on,” in 2021 IEEE Frontiers
in Education Conference (FIE) (Piscataway, NJ: Institute of Electrical and Electronics
Engineers), 1–9.

Yuliandari, T. M., Putri, A., and Rosmansyah, Y. (2023). Digital transformation
in secondary schools: a systematic literature review. IEEE Access. Available
online at: https://ieeexplore.ieee.org/abstract/document/10224530/ (Accessed April
1, 2024).

Zainuddin, S. A., Nasir, N. A. M., Abdullah, T., Yusoff, M. N. H., Yasoa, M. R.,
Muhamad, S. F., et al. (2021). “Examining future ready accounting course (FRAC)
experiences for non-accounting students: an education in society 5.0 using augmented
reality and IoT,” in International Conference on Society 5.0 (Berlin: Springer),
175–187.

Frontiers in Education 07 frontiersin.org

https://doi.org/10.3389/feduc.2025.1557946
https://doi.org/10.11591/ijere.v11i2.22018
https://doi.org/10.1073/pnas.1319030111
https://doi.org/10.1177/1046878104263544
https://doi.org/10.3102/0013189X12463051
https://doi.org/10.1080/14729679.2019.1604244
https://par.nsf.gov/servlets/purl/10349000
https://repository.enu.kz/bitstream/handle/enu/5474/%D1%8D%D0%BA%D0%BE%D0%BD%D0%BE%D0%BC%2B4%2C2022-152-160.pdf?sequence=1&isAllowed=y
https://repository.enu.kz/bitstream/handle/enu/5474/%D1%8D%D0%BA%D0%BE%D0%BD%D0%BE%D0%BC%2B4%2C2022-152-160.pdf?sequence=1&isAllowed=y
https://repository.enu.kz/bitstream/handle/enu/5474/%D1%8D%D0%BA%D0%BE%D0%BD%D0%BE%D0%BC%2B4%2C2022-152-160.pdf?sequence=1&isAllowed=y
https://doi.org/10.37934/araset.51.1.98115
https://doi.org/10.3991/ijac.v16i1.35871
https://doi.org/10.12691/education-10-10-1
https://doi.org/10.1016/j.promfg.2020.04.102
https://doi.org/10.3390/info15020117
https://books.google.com.pk/books?hl=enandlr=andid=qRK2DwAAQBAJandoi=fndandpg=PA20anddq=Enhancing$+$STEM$+$education$+$through$+$practical$+$applications$+$of$+$network$+$technologyandots=z6PUCZhWN8andsig=-Dnbscxv3UkirM5JCEG1XngoeFo
https://books.google.com.pk/books?hl=enandlr=andid=qRK2DwAAQBAJandoi=fndandpg=PA20anddq=Enhancing$+$STEM$+$education$+$through$+$practical$+$applications$+$of$+$network$+$technologyandots=z6PUCZhWN8andsig=-Dnbscxv3UkirM5JCEG1XngoeFo
https://books.google.com.pk/books?hl=enandlr=andid=qRK2DwAAQBAJandoi=fndandpg=PA20anddq=Enhancing$+$STEM$+$education$+$through$+$practical$+$applications$+$of$+$network$+$technologyandots=z6PUCZhWN8andsig=-Dnbscxv3UkirM5JCEG1XngoeFo
https://books.google.com.pk/books?hl=enandlr=andid=qRK2DwAAQBAJandoi=fndandpg=PA20anddq=Enhancing$+$STEM$+$education$+$through$+$practical$+$applications$+$of$+$network$+$technologyandots=z6PUCZhWN8andsig=-Dnbscxv3UkirM5JCEG1XngoeFo
https://doi.org/10.1007/s42330-019-00054-w
https://www.researchgate.net/profile/David-Ng-6/publication/337831286_Future-ready_Learners_Learning_Lifework_Living_and_Habits_of_Practices/links/5f3b9eba92851cd30201502b/Future-ready-Learners-Learning-Lifework-Living-and-Habits-of-Practices.pdf
https://www.researchgate.net/profile/David-Ng-6/publication/337831286_Future-ready_Learners_Learning_Lifework_Living_and_Habits_of_Practices/links/5f3b9eba92851cd30201502b/Future-ready-Learners-Learning-Lifework-Living-and-Habits-of-Practices.pdf
https://www.researchgate.net/profile/David-Ng-6/publication/337831286_Future-ready_Learners_Learning_Lifework_Living_and_Habits_of_Practices/links/5f3b9eba92851cd30201502b/Future-ready-Learners-Learning-Lifework-Living-and-Habits-of-Practices.pdf
https://www.researchgate.net/profile/David-Ng-6/publication/337831286_Future-ready_Learners_Learning_Lifework_Living_and_Habits_of_Practices/links/5f3b9eba92851cd30201502b/Future-ready-Learners-Learning-Lifework-Living-and-Habits-of-Practices.pdf
https://www.igi-global.com/chapter/digital-transformation-in-primary-and-secondary-education-in-japan/327495
https://www.igi-global.com/chapter/digital-transformation-in-primary-and-secondary-education-in-japan/327495
https://doi.org/10.29333/ejmste/11510
https://doi.org/10.1186/s40594-019-0192-1
https://doi.org/10.1080/09500693.2019.1607983
https://doi.org/10.3389/feduc.2024.1408512
https://ieeexplore.ieee.org/abstract/document/10224530/
https://www.frontiersin.org/journals/education
https://www.frontiersin.org

	Practical approaches to network technology education: a study within secondary institutions in Kazakhstan
	1 Introduction
	1.1 Research objectives

	2 Research design
	2.1 Study design
	2.2 Participants
	2.3 Training program
	2.3.1 4-week program for experimental group
	2.3.1.1 Week 1: foundations of networking and the OSI model
	2.3.1.2 Week 2: binary data representation and IP addressing
	2.3.1.3 Week 3: network topologies and configuration
	2.3.1.4 Week 4: network troubleshooting and practical applications


	2.4 Pre- and post-training assessments

	3 Results
	4 Discussion
	4.1 Pre-test and post-test scores
	4.2 Knowledge retention improvement
	4.3 Comprehension of OSI model layers
	4.4 Understanding of binary data
	4.5 Understanding of network topology
	4.6 Troubleshooting network issues

	5 Conclusion
	Data availability statement
	Ethics statement
	Author contributions
	Funding
	Conflict of interest
	Generative AI statement
	Publisher's note
	References


