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The rapid evolution of digital technology has significantly influenced learning systems. Digital technology serves as a catalyst for transformative shifts in the manner in which individuals engage in many activities including educational pursuits. The widespread use of digital technology throughout all sectors, including education, has served as a catalyst for students to embrace and utilize new technology. However, challenges arise with the incorporation of digital technology into the classroom. This study investigated the relationship between digital literacy and academic performance, taking into account the role of digital informal learning, self-efficacy, and students’ digital competence as mediators. This study utilized a quantitative methodology employing a structured questionnaire for data collection and Structural Equation Modeling (SEM) for hypothesis testing. This study found that improving students’ digital literacy skills can lead to thriving in academic pursuits. The empirical findings demonstrate that an increase in digital literacy improves digital competence, informal digital learning engagement, and digital self-efficacy. Additionally, possessing digital competence, engaging in digital informal learning, and having digital self-efficacy increases the likelihood of academic success. Therefore, digital competence, digital informal learning, and digital self-efficacy serve as partial mediators in the relationship between digital literacy and academic success. Hence, possessing digital competence, engaging in digital informal learning, and having digital self-efficacy contribute to enhancing the influence of digital literacy on academic achievement. These findings offer insightful implications for educators and policymakers.
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1 Introduction

Accessibility of information has become limited. Accessing news from various areas of the globe in a fraction of a second is no longer regarded as miraculous, owing to technological advancements. Education has greatly benefited from the development of technology, making the dissemination of information simpler and less cumbersome. Additionally, the COVID-19 pandemic has increased the significance of digital technologies in the education sector (Sesmiarni et al., 2024). Moreover, the proliferation of digital tools has inspired students to use them to boost their learning outcomes (Mehrvarz et al., 2021; Mehrvarz et al., 2023).

In the contemporary era, students often engage with online platforms as they interact with the digital systems provided by educational institutions. They navigate through a multitude of websites in their quest for materials relevant to their assignments, engage in file downloads, and participate in email correspondence, both for academic and personal purposes (Ng, 2012; Terrile, 2023). However, effective and efficient utilization of various features of digital technology requires a certain level of literacy. Digital literacy encompasses the ability to effectively utilize digital resources to generate and share new knowledge. This includes skills such as locating, organizing, managing, integrating, evaluating, analyzing, and synthesizing digital information (Ng, 2012; Degner et al., 2022). Digital literacy refers to students’ intellectual capacity to effectively and responsibly generate information using the internet (Ng, 2012). This has been found to have a positive impact on students’ academic performance and self-confidence (Jeon and Kim, 2022).

In educational institutions, students’ academic performance reflects their learning processes and ability to achieve institutional objectives. Engaging in homework, assignments, theory practice, class discussion, and exam preparation contributes to the final score or GPA of higher education students (Yu et al., 2010; Sakitri, 2020). This raises an important question: Does digital literacy have a significant impact on the academic performance of university students, considering their frequent use of the internet and technological devices? This study aims to address this research question by building upon previous studies such as Vrana (2014), Ukwoma et al. (2010), Khan et al. (2022), and Limniou et al. (2021). These studies have identified several challenges related to student proficiency in digital technology, the availability of technological infrastructure, competence in top-level management, and the effectiveness of the IT department in determining the success of digitalization (Bygstad et al., 2022). The present investigation focuses on the higher-education milieu in Indonesia. The primary objective of this study is to examine the potential mediation effects that may amplify the influence of digital literacy on academic skills and abilities.

In the context digital literacy, Spante et al. (2018) conducted a systematic review of digital literacy, specifically comparing it to digital competence. According to Calvani et al. (2008), digital competence is observed in the proficient utilization of technology, encompassing a wide range of competencies that extend beyond values and ethics. Digital competence refers to the ability to effectively utilize information and communication technology with the aim to actively participate and contribute to society (Terrile, 2023; Ferrari et al., 2013). Therefore, this study selected digital competence as a mediator in the relationship between digital literacy and academic performance. Additionally, empirical findings suggest that digital literacy in AI generative tools (i.e., ChatGPT) plays a significant role in influencing students’ self-efficacy, engagement, and revision strategies during academic writing tasks (Lo et al., 2025). As education increasingly utilizes AI technologies, the acquisition of digital literacy skills is vital. With the beginning of the AI era, students’ preparation for the skills to perform and use these tools effectively is essential for enhancing academic performance.

Given the widespread availability of knowledge through various platforms and social media channels such as YouTube, Facebook, and Instagram, it is now possible for students to supplement their formal education with informal learning opportunities. Students often seek additional educational resources from external course providers in order to enhance their academic performance. Informal learning occurs in a community or group of individuals who share similar ideas, interests, and goals (Dron and Anderson, 2022). Dron and Anderson (2022) emphasized that informal digital learning occurs in various contexts and at any time. Furthermore, a significant aspect of digital informal learning is its emphasis on self-direction and regulation. However, the availability of learning materials necessitates learner efficacy (Fu et al., 2020). Self-directed capabilities are necessary for success in informal digital learning. Without self-efficacy, one’s ability to succeed is limited. Self-efficacy helps individuals develop strategies to search for information (Tsai and Tsai, 2003), gain confidence in completing challenging assignments (Lee and Wu, 2012), and experience feelings of comfort and satisfaction (Meelissen and Drent, 2008).

Based on the above discussion and motivation, this study examines the potential mediating effects of digital competency, informal learning, and self-efficacy on the relationship between digital literacy and academic performance among university students. Specifically, this study aims to (i) examine the direct influence of digital literacy on competency, self-efficacy, and informal learning engagement and the direct impacts of informal learning, competency, and self-efficacy on performance; (ii) evaluate the mediating roles of digital competency and informal learning in the relationship between digital literacy and academic achievement; and (iii) assess whether self-efficacy mediates the influence of digital literacy and competency on performance. By examining these links, this study offers valuable insights into enhancing students’ digital skills in order to fully leverage the benefits of technology in higher education. This is particularly important because of the increasing popularity of online and blended-learning alternatives. This study intends to provide empirical evidence for enhancing learners’ academic achievement in a rapidly evolving digital learning setting.



2 Literature review and hypothesis development


2.1 Theoretical background

Digital literacy is a 21st century capability that everyone should possess. The ability to use digital media to explore digital-based information sources is essential because almost all of these sources are designed, managed, and disseminated using digital media.


2.1.1 Academic performance in online learning

Academic performance is the ability of an academic (student) to carry out his function as a student, such as the ability to attend lectures and the capacity to complete academic and non-academic tasks. The level of student academic performance is measured based on indicators, components, or desired patterns; however, student academic performance is commonly measured using students’ Grade Point Average (GPA) (Mehrvarz et al., 2021; Mehrvarz et al., 2023). Academic performance is also assessed by measuring students’ ability to study and administer academic activities and their academic success (Chang et al., 2019; Salendab, 2023). Academic performance can be improved by integrating digital media with learning. The integration of digital technology into learning to improve students’ academic performance is a challenge (Hutain and Michinov, 2022; Shafiee Rad et al., 2023) for lecturers, students, and institutions. Empirically, the use of several functions of digital technology has made a significant contribution to improving student academic performance, as students can focus on increasing their interest and curiosity and learning more to acquire the information needed openly and responsibly.



2.1.2 Digital literacy for ICT learning

The term digital literacy was first proposed by Gilster (1997). The initial concept explained under the term digital literacy refers to the extraordinary ability of accessing various sources of information on internet (Meyers et al., 2013), which exceeding the basic ability to read, write, speak or listen. Along with the development of digital technology, the term digital literacy has also developed, changed, and been used variably (Aabø, 2005). As Meyers et al. (2013) clarified, digital literacy is defined as technological competence in applying information literacy skills, such as the ability to find, use, manage, organize, present, and evaluate information digitally. Digital literacy is connected to the application of digital technologies, where digital technologies are a component of electronic technology that includes the application and use of different software for educational, social, and entertainment purposes at educational institutions and at home (Ng, 2012). Electronic equipment includes computers, tablets, and smartphones, which are integrated into the Internet. Mastery of digital literacy allows one to explore unlimited information resources, collaborate globally, and communicate anytime and anywhere.

Somebody with good digital literacy skills can access various information resources, collaborate and communicate effectively, and be competent in analyzing the period of using technology to support daily activities (Ng, 2012). According to Jeon and Kim (2022), digital literacy refers to the perception, attitude, identifying ability, access, accomplishment, evaluation, integration, analysis, and synthesis of digital resources in order to generate and express new knowledge. The context of the discussion of digital literacy focuses not only on a person’s ability to use digital technology to explore information in an effort to fulfill daily interests but also on its impact on human life (Meyers et al., 2013). This condition encourages the occurrence of “fear” of “blindness” to technological capabilities. That is to say, the responsibility for mastering technology for students is no longer limited to the responsibility of formal institutions but is also the responsibility of non-formal institutions.

Ng (2012) narrated the three dimensions of digital literacy as cognitive, technical, and social–emotional. The cognitive dimension of digital literacy is associated with critical thinking skills for finding, evaluating, and creating cycles for handling digital information. The cognitive dimension also enables the assessment and selection of appropriate software for these purposes. Digital literacy enables people to have the ethical, moral, and legal knowledge to use digital resources. The technical dimension requires adequate knowledge and skills in Information and Communication Technology (ICT) for learning and performing regular activities. Cognitive learning comprises an individual’s ability to use the Internet to communicate, socialize, and learn.



2.1.3 Digital informal learning

Learning can be executed, both formally and informally. Formal learning is organized in a structured, systematic education unit (Meyers et al., 2013), which has a clear and measurable planning, implementation, and evaluation system. Formal education is conducted by institutions that issue scientific certifications and diplomas (Czerkawski, 2016) as a legacy of the competencies possessed by students. In contrast, informal learning is conducted outside formal institutions, unstructured, and unorganized (Czerkawski, 2016). Digital technology (the Internet) is a major component of DIL, as students experience broad opportunities to find or obtain information to solve problems they face in learning (Mehrvarz et al., 2021, 2023).

In the context of DIL, students are required to choose the right strategy and technology (Mehrvarz et al., 2021, 2023) to support their learning. DIL enables students to find and determine learning strategies that suit their learning styles, making it easier to monitor learning progress, expand learning opportunities, and acquire more comprehensive knowledge according to their needs.



2.1.4 Self-efficacy for online learning

According to Bandura’s theory, self-efficacy is one of the determinants of learning behavior (Beldarrain, 2006). Bandura further stated that self-efficacy is the ability to perform and complete tasks in order to achieve goals. Self-efficacy is a key feature of online learning (Shen et al., 2013). This has a positive impact on in-person learning (McCleary-Jones, 2016). Additionally, it has a significant influence on achieving academic goals and communicating with instructors and classmates. Having high self-efficacy, a student can perceive online learning more accurately (Shen et al., 2013) and be more confident in completing their course (Chang et al., 2014; Jeon and Kim, 2022).

There are at least 5 (five) dimensions of self-efficacy in online learning: (a) self-efficacy to complete online lectures, (b) self-efficacy to interact socially among classmates, (c) self-efficacy to utilize appropriate tools and software for learning, (d) self-efficacy to properly interact with tutors, and (e) self-efficacy to communicate with classmates for academic purposes (Shen et al., 2013). Shen et al. (2013) also highlighted that three components must be considered regarding self-efficacy in online learning: technology, learning, and social interaction. Learning comprises academic accomplishments and social interactions between academics and classmates (Froehlich et al., 2023; Jeon and Kim, 2022; Shen et al., 2013).



2.1.5 Students’ digital competence

Students with better digital competence can accurately use digital media to find information that can be utilized for better outcomes. Students can also perform better by utilizing digital tools and systems in their communication processes (Mehrvarz et al., 2021, 2023). The digital competency framework comprises of three dimensions: technical, cognitive, and ethical. This technical dimension suggests that users are more capable of finding and dealing with new problems accurately and flexibly. This dimension contains the concepts of visual literacy, problem solving, and technology understanding. The cognitive dimension indicates that users can read, select, interpret, and evaluate data and information, considering the appropriateness and consistency of the information. This dimension comprises data organization and visualization, data structuring, and information research. According to Lo (2024), digital competence in higher education should encompass not only functional skills, but also ethical and environmental responsibility. The ethical dimension denotes a person’s ability to interact fruitfully and correctly with others in a safe and respectful manner while using technology (Mehrvarz et al., 2021, 2023). This ethical dimension distinguishes digital competence from literacy. Students possessing digital competence are able to use digital media in their learning. The digital competence possessed by a student can be used to (1) find information or for certain content for better presentation of information and understanding in learning, (2) as a communication and cooperation vehicle in the communication process among individuals and groups, and (3) control or regulate the learning process in which learning can be better managed (Degner et al., 2022).




2.2 Hypotheses development


2.2.1 Direct effects

Students who can utilize digital technology accurately will have a positive outcome in online learning. As Meyers et al. (2013) mentioned, a person with digital literacy skills can perform better in academia as they can utilize the materials properly and more accurately. Ng (2012) stated that a person with sound digital literacy skills can collect better information, communicate properly, and utilize that information to achieve success. Similarly, Mehrvarz et al. (2021) stated that students’ digital literacy has a positive impact on their academic performance. Thus, we propose the following hypotheses:


H1a: Digital literacy has a positive effect on students’ academic performance (AC) in online learning.
 

Digital competence has a positive influence on DIL (Mehrvarz et al., 2021, 2023) and DIL plays a role in increasing students’ digital competence. The ability to master digital literacy will create worth integrates formal and informal education to create good learning (Meyers et al., 2013) and digital literacy skills used to support DIL (Schwan et al., 2018). Thus, we hypothesize the following:


H1b: Digital literacy has a positive effect on digital informal learning (DIL).
 

Digital literacy affects attitudes toward online learning and self-efficacy (Jeon and Kim, 2022). The development of computer technology and the polarization of technology itself has resulted in the need for self-efficacy toward technology, which in general, self-efficacy toward computers is a current demand (Kim and Jeon, 2020). Self-efficacy, along with sound digital literacy skills, helps students find and understand information through online learning. Self-efficacy also helps students understand and express numerous opinions and thoughts among instructors and classmates during online sessions (Froehlich et al., 2023; Kim and Jeon, 2020). Thus, we propose the following hypotheses:


H1c: Digital literacy has a positive effect on Self-efficacy for online learning (SE).
 

In the last decade, digital literacy and competence have often been discussed issues (Spante et al., 2018). Although these two terms have different meanings and descriptions, −as previously set out in the theoretical background section-, in fact they are often used as synonyms for one another (Lordache et al., 2017; Martin and Grudziecki, 2006). Spante et al. (2018) outline that digital literacy is being used earlier than the digital competence. Although both are used similarly in academia, digital literacy is extensively used in English-speaking countries such as the UK and the USA, and digital competence is commonly used by European countries rather than the UK.

In contrast, digital competence is considered one of the most important competencies for lifelong learning, as per the European Union (Ala-Mutka, 2011). Similarly, digital competence refers to self-confidence in using ICT to attain goals related to employment, employability, learning, reformation, and participation in community activities. Jin et al. (2020) stated that, according to scholars, the scope of digital competence is wider than that of digital literacy. Based on the above statements, the following hypothesis is proposed.


H1d: Digital literacy has a positive effect on students’ digital competence (DC).
 

Digital Informal Learning (DIL) has a positive influence on student learning outcomes, as outlined by Song and Lee (2014), who also conveyed a similar article by Sackey et al. (2015), where DIL helps improve student learning outcomes. Reciprocally, the results of research by Mehrvarz et al. (2021) suggest that DIL has a positive effect on student academic performance, since DIL allows students to improve academic performance. Therefore, the proposed hypotheses are as follows.


H2: Digital informal learning (DIL) has a positive effect on students’ academic performance (AC) in online learning.
 

Students’ digital capabilities positively influence informal digital learning, as stated by Mehrvarz et al. (2021, 2023). The higher the digital competency level of students, the better they are at achieving their learning goals in DIL (Mehrvarz et al., 2021, 2023). As also previously discovered by He and Li (2019), students with a higher level of digital competence are likely to become rounded up in DIL, wherein He and Li (2019) divided DIL behavior into three dimensions: cognitive learning, meta-cognitive learning, and social and motivational learning. Accordingly, we propose the following hypotheses:


H3a: Students’ digital competence (DC) has a positive effect on Digital informal learning (DIL).
 

Students with digital competence possess multidimensional abilities such as competence in mastering ICT and high-level ethical awareness in using technology (Calvani et al., 2008). Therefore, DC had a positive effect on academic performance. When students’ digital competence increases, their academic performance also increases (Mehrvarz et al., 2021). However, Claro et al. (2012) disclosed that the use of ICT at school did not have an interconnection with students’ scores, especially in courses related to digital utilization. Thus, the associated hypotheses are as follows.


H3b: Students’ digital competence (DC) has a positive effect on students’ academic performance (AC) in online learning.
 

The key feature of learning activities is the presence of communication, that is, communication between students and their learning environment, with instructors, tutors, teachers, friends, learning hubs, and available resources. Belief that you have encouraged a person to try to get what he/she wants. Self-efficacy has a strong effect on DIL. Learning is not bound by place or time. Learning occurs in the family, environment, and media. Learning is conducted between parents, children, brothers, and sisters. Learning does not have a certain curriculum level that must be followed.

Self-efficacy is a determinant of learning success (Prior et al., 2016). The success of online learning is also determined by self-efficacy, where learning conditions are dissimilar to those learning conditions in ordinary classes, with obstacles in the form of minimal social interaction with colleagues, the possibility of the costs required to maintain and update learning systems and devices, and obstacles due to less flexibility of online tutorials (Wu et al., 2010). Unlike offline informal learning, which focuses on self-directed learning, digital informal learning requires good self-control to obtain new lessons that adapt to the interests of the learner and, hence, are not based on the curriculum and usually occur outside the formal classroom (He and Li, 2019; He et al., 2018). Thus, hypothesis H4a is proposed: Self-efficacy for online learning has a positive effect on digital informal learning (DIL). Thus, we propose the following hypotheses:


H4a: Self-efficacy for online learning has a positive effect on digital informal learning (DIL).
 

Scholes et al. (2022) studied students’self-efficacy in relation to their digital skills in the context of video gaming among elementary school students. Katsarou (2021) conducted research on computer anxiety and computer self-efficacy of L2 learners, which predicted their digital competence and satisfaction. Tramontano et al. (2021) conducted a study on employees’self-efficacy to assess their digital competencies in remote working during the COVID-19 situation, where self-efficacy was arranged as a tool to measure the digital resilience competency of employees working remotely. In addition, numerous studies have been conducted on how teachers’ computer self-efficacy affects their development of digital competence (Dai, 2023; Instefjord and Munthe, 2017; Amhag et al., 2019; Andreasen, 2022; Norden et al., 2017). Consequently, we propose the following hypotheses:


H4b: Self-efficacy for online learning has a positive effect on Student’s Digital Competence.
 

Academic self-efficacy is a predictor that is more significantly used to predict academic achievement than is academic self-concept. A person’s assessment of his/her academic ability, which includes the ability to attend lectures/lessons, the ability to achieve achievements in the field of academic activities, and activities on campus or in the classroom, is also related to perceptions, thoughts, feelings, and a person’s assessment of his/her academic ability. According to Bandura (1997a), self-efficacy can be obtained, studied, and developed from four sources of information that affect it. These four features are considered to be the experience of success and achievement, the experience of others, verbal persuasion, and physiological and psychological states. Thus, we propose the following hypotheses:


H4c: Self-efficacy for online learning has a positive effect on students’ academic performance (AC) in online learning.
 



2.2.2 Mediating effects

DIL, as a mediating variable, has a positive effect on the relationship between digital modules and student performance (Mehrvarz et al., 2021, 2023). DIL can enable students to find and determine learning strategies that suit their learning styles, be more easily involved in learning progress, broaden learning opportunities, and gain integrated knowledge according to their abilities. The positive influence of DIL on literacy competence and academic achievement is that it can increase students’ motivation to learn, involve them in constructive activities, and teach them how to carry out lecture assignments successfully, which will increase their academic achievement (Kim and Jeon, 2020; Mehrvarz et al., 2021, 2023).


H5a: DIL played a mediating role in the relationship between digital literacy and academic performance.
 

Students with more opportunities for DIL and higher levels of digital competency will contribute more to their academic performance (Mehrvarz et al., 2021, 2023; Zhou et al., 2023). Although DC has a direct effect on students’ academic performance, it plays a mediating role between DC and students’ academic performance (Mehrvarz et al., 2021). DIL contributes to the academic performance of students in two ways: it has a direct effect on students’ academic performance and enhances their digital competencies (Mehrvarz et al., 2021, 2023; Zhou et al., 2023).


H5b: DIL plays a mediating role in the relationship between DC and academic performance.
 

In terms of digital education for prospective teachers, various models and literacy developments are needed for teachers and educators to build the digital capabilities of their students so that they can take advantage of the latest digital technology to meet their future teaching needs. Previous models which focused on producing digitally “literate” prospective teachers were considered to have many drawbacks since they had a narrow focus and did not pay attention to socio-cultural aspects and other important aspects including ethics, health, welfare and security (Gruszczynska and Pountney, 2013). Falloon (2020) identified that the emphasis on literacy should be replaced with a broader competency model that summarizes more diverse knowledge and capabilities, and includes mindsets, as stated by Janssen et al. (2013). Based on the above explanation, the authors propose that DC play a mediating role in the relationship between digital literacy and academic performance.


H5c: DC plays a mediating role in the relationship between digital literacy and academic performance.
 

Alghamdi et al. (2020) researched academic performance which is influenced by multitasking behavior related to technology or the digital world such as using the internet together with listening to music through digital platforms. Most studies with similar variables have found that multitasking behavior has a negative impact on students’ academic performance. The self-efficacy variable for independent learning became a mediator in the study, making students who perform multiple tasks have low self-efficacy for independent learning, resulting in low grade point averages or GPA scores for these students. In a study by Zhu et al. (2011), self-efficacy mediated the relationship between searching for information via the Web and academic performance. The mediating effect of self-efficacy on academic performance differs from that of searching for information via the internet. Based on these studies, we hypothesize that SE plays a mediating role in the relationship between digital literacy and academic performance.


H5d: SE plays a mediating role in the relationship between digital literacy and academic performance.
 

Liu et al. (2020) investigated the mediating effect of student self-efficacy, with reference to Bandura (1997b) social cognitive career theory. A student’s self-efficacy is one of the cognitive variables that determines formative behavior, which helps students achieve work eligibility. Liu et al. (2020) used the teacher’s transformational leadership variable as the dependent variable, one of which was the teacher’s ability to encourage and guide their students to grow and develop (Bolkan and Goodboy, 2011), which affects students’ employability. Student work eligibility refers to the ability of students to place their competencies and adapt to changes in the labor market (Heijde and Heijden, 2006). As a result, teachers’ transformational leadership can influence students’ employability by influencing their academic self-efficacy. Thus, this study proposes the hypothesis that SE plays a mediating role in the relationship between DCs and academic performance.


H5e: SE plays a mediating role in the relationship between DC and academic performance.
 




2.3 Conceptual framework

This study constructed a conceptual framework to investigate the mediating roles of informal digital learning, self-efficacy, and students’ digital competence in relation to digital literacy and academic performance. The framework is based on the theoretical background and proposed hypotheses H1-H5. This framework demonstrates that Digital Literacy impacts Academic Performance both directly and indirectly through the mediators of DIL, Self-Efficacy, and Digital Competence. The hypotheses examined each connection within this comprehensive network, which dictates the relationships between the important variables in online learning environments (Figure 1).

[image: Figure 1]

FIGURE 1
 Conceptual framework for the mediating roles of digital informal learning, self-efficacy, and students’ digital competence between digital literacy and academic performance.





3 Methods


3.1 Study design

This study aimed to introduce quantitative concepts to digital learning using an approach different from previous experimental studies (Cohen et al., 2018). The development of materials was informed by constructivist philosophy, which seeks to improve the quality of research and the understanding of knowledge through theoretical frameworks that aid the interpretation of findings (Butler and Kern, 2016). The questionnaire included two sections: collection of respondents’ demographic information and measurement of model variables. A seven-point Likert scale ranging from strongly disagree to strongly agree was used to assess the measurement variables. These scales have been adopted from previous studies. The research procedure is illustrated in Figure 2.

[image: Figure 2]

FIGURE 2
 Research methodology flowchart.


The demographic section gathered data on the respondent profiles. The students served as the survey participants. An online questionnaire was distributed and collected and 800 responses were returned. After the review, 36 questionnaires were excluded owing to incomplete or inconsistent answers, leaving 736 valid questionnaires. The research instrument comprised statements rated on a seven-point Likert scale, in line with this quantitative approach.

A total of 736 respondents participated in this study, comprising 72.01% females and 27.85% males. The majority of respondents belonged to the age groups of 18–20 years (46.88%) and 21–23 years (40.08%), with fewer percentages in the above 24 years. In terms of educational levels, most respondents had a bachelor’s degree of 91.03%, followed by master’s and doctoral students. Handphones were the most utilized devices (89.54%), followed by laptops (51.90%), desktops (10.46%), tablets/iPads (1.49%), and other devices (3.26%). These findings show that the study’s target population is young, academically active, and digitally engaged, which positions them as highly relevant and appropriate for examining concerns about digital behavior and educational technology.

In the measurement items section, we adopted construct and sub-construct measurements from previous studies, such as self-efficacy (adopted from Shen et al., 2013), digital competence (adopted from Mehrvarz et al., 2021), digital literacy of ICT for learning (adopted from Mehrvarz et al., 2021), digital informal learning (adopted from Mehrvarz et al., 2023), and academic performance (adopted from Mehrvarz et al., 2021). Further details are provided in Supplementary Data Sheet 1.




4 Results


4.1 Measurement model

In the measurement model, we tested the constructs using Cronbach’s alpha, composite reliability, and average variance extracted (AVE). This provides information on reliability and convergent validity, demonstrating that the first-and second-order measurement models are valid. Construct reliability was assessed using composite reliability (CR). Cronbach’s alpha and CR values were above the threshold of 0.70 (Fornell and Larcker, 1981). As shown in the table, the constructs of the variables (academic performance, digital informal learning, digital literacy for ICT learning, self-efficacy for online learning, and students’ digital competence) exceeded the suggested value of 0.70. They also presented higher composite reliability and AVE (over 0.86) above the suggested value of 0.70 (Hair, 2013) (Table 1).



TABLE 1 Convergent validity and internal consistency reliability.
[image: Table1]

To assess discriminant validity, we examined the cross-loading factors that were useful in determining whether a construct demonstrated adequate discriminant validity. This was performed by comparing the loading value of an item on its intended construct with the loading values of the other constructs. The variables - academic performance, digital informal learning, digital literacy for ICT learning, self-efficacy for online learning, and students’ digital competence–have been accepted as demonstrating greater loading, where the correlation value of the association with their respective constructs is higher compared to other constructs. Therefore, it can be said that the model demonstrates good discriminant validity (Table 2).



TABLE 2 Summary for discriminant validity.
[image: Table2]



4.2 Structural model

A structural model was constructed by continuing with the measurement model. In the structural model, we must consider collinearity (VIF), the coefficient of determination (R2), and predictive relevance – redundancy measurement (Q2), along with statistical significance and path coefficients (Hair et al., 2018). The inner VIF values of Digital Informal learning, Digital literacy to ICT learning, Self-efficacy for online learning and Student Digital Competence constructs, respectively, are 2,608, 2,601, 2,357, 2,599. These numbers meet the requirements because the ideal number is below three, meaning there is no collinearity problem in the predictor constructs (Hair et al., 2018).

Regarding the coefficient of determination (R2), which aimed to determine the accuracy of the predictions of the independent variable on the dependent variable, R2 academic performance was 0.628, Digital Informal Learning was 0.617, self-efficacy for online learning was 0.491, and students’ digital competence was 0.527. The R2 is between the strong and moderate levels (Henseler et al., 2009), indicating that the prediction accuracy of the independent variable on the academic performance variable was 62.8% (R2 = 0.628), Digital Informal Learning was 61.7%, self-efficacy for online learning was 49.1%, and students’ digital competence was 52.7%. To determine the Q2 value or predictive relevance, a cross-validated redundancy approach was applied by running blindfolds using SmartPLS. The Q2 value obtained from the endogenous variables is >0 (Academic Performance = 0.480, digital informal learning = 0.512, self-efficacy for online learning = 0.355, and students’ digital competence = 0.371), meaning that the exogenous variable (digital literacy) is predictive of the endogenous variables. Regarding path coefficients, with a significance level of 5%, p ≤ 0.05 are obtained. Details are presented in Table 3.



TABLE 3 Path coefficient summary for direct effect.
[image: Table3]




5 Discussion and implications


5.1 Direct effects

After testing the hypotheses, the effects of digital literacy on digital informal learning (β = 0.137), self-efficacy for online learning (β = 0.701), students’ digital competence (β = 0.527), and academic performance (β = 0.159) had p ≤ 0.05. That is, the greater the students’ digital literacy, the more frequently they were involved in informal digital learning, the better their self-efficacy in online learning, the higher their digital competence, and the better their academic performance. Thus, H1a, H1b, H1c, and H1d are accepted. Digital literacy was found to be key to the successful academic performance of students across Indonesia in online learning. This finding is in accordance with the research of Vrana (2014), who stated that skills appropriately used by digitally literate persons are vital for students’ personal and academic development, as they are required to build a successful informal learning environment to address the gaps between digital and non-digital learning methods (Mehrvarz et al., 2023; Mehrvarz et al., 2021). Youth in Indonesia who are digitally literate are more likely to be successful in managing their own digital informal learning, as they have flexibility not only with technology but also with people and environments. Similar to the findings of Jeon and Kim (2022) and Spante et al. (2018), digital literacy affected Indonesian students’ self-efficacy, as they are aware of their capabilities and thus confident in completing given tasks/projects or even curricula. This study found that digital literacy led to the development of digital competence. As Falloon (2020) explained, the terms and concepts of digital literacy are limited to technical skills without considering other factors such as sociocultural, ethical, security, and adaptability. Digital competence encompasses a complex context. This explains why students developing technical skills and mastering these skills strive to acquire technological competencies in the future (see Jin et al., 2020). Overall, this study presents empirical evidence supporting the positive effects of digital literacy on various aspects of student performance in Indonesia. This study highlights the crucial role of digital literacy in developing a comprehensive set of digital skills including technical proficiency and the ability to navigate sociocultural, ethical, and adaptive challenges. Hence, the findings confirm that investing in students’ digital literacy has a positive impact on various educational outcomes, and is crucial for their success in online learning environments. This study provides valuable insights into how Indonesian students can create digital opportunities and enhance their academic performance in the digital age.

Subsequently, Hypothesis H2 (β = 0.288, p-value 0.000 < 0.05) was confirmed, in which a student’s ability to engage in digital informal learning helped them achieve better academic performance. This is consistent with the studies by Mehrvarz et al. (2021) and Sackey et al. (2015), who concluded that the DIL environment helps students construct their own study strategies, see whether progress is on track, and gain an understanding of the course material, all of which lead to better academic performance. Hence, this study reinforces the importance of developing students’ digital skills, such as by implementing DIL, to enhance educational outcomes.

H3a (β = 0.432, p-value 0.000 < 0.05) and H3b (β = 0.253, p-value 0.000 < 0.05) were both accepted. Students’ digital competence was found to have significantly positive effects on their DIL and academic performance. These findings confirm H3a and H3b, and add to the body of evidence linking digital skill development to educational benefits. This confirms the study by He and Li (2019) on Chinese university students, where digital competence had a strong effect on DIL behavior. They explained that university students are the primary users of new technologies compared to other groups in the population. As such, students are expected to meet the standards of digital globalization by continually developing their digital skills. This condition may be similar for students in Indonesia, where digital skills are crucially needed, particularly in universities, where academic requirements are digitally based, and lectures require students to engage with technology. With regards to digital competence and academic performance, the results of this study reinforce studies by López-Belmonte et al. (2019) and Wang et al. (2021), among others.

H4a (β = 0.315, p-value 0 < 0.05), H4b (β = 0.251, p-value 0 < 0.05), and H4c (β = 0.253, p-value 0 < 0.05) are the hypotheses involving the self-efficacy variable. Students with high self-efficacy in using technology performed better in their DIL environment, gained greater digital competence, and ultimately attained better academic performance. The findings of Wu et al. (2010) were in line with the results of H4a, which explained students’ self-efficacy in using a blended e-learning system. It is understandable that students in Indonesia with high self-efficacy have the power to shape their beliefs about successfully completing DIL programs. An example of a prominent DIL programme in Indonesia is language learning. As studied by Nugroho (2021), the self-directed use of devices to learn and practice English is adequate to support learning success. On average, Indonesian learners believe that DIL help to broaden their language capacity. Concerning self-efficacy in online learning in the development of digital competence (H4b), this study confirms the study by Katsarou (2021), which found that computer self-efficacy is one of three variables, along with gender and computer anxiety, predicting L2 learners’ digital competence and satisfaction with online learning modules. With respect to H4c on self-efficacy and academic performance, this aligns with previous studies, such as Brady‐Amoon and Fuertes (2011), Shen et al. (2013), and De Clercq et al. (2013), Feldman and Kubota (2015) and Kassab et al. (2015) showed that students’self-efficacy leads them to attain satisfactory course grades. Our empirical findings support hypotheses H4a, H4b, and H4c, further establishing a connection between self-efficacy and digital learning outcomes. This study provides valuable cultural insights by focusing on the relationships between Indonesian students. They also provide evidence that self-efficacy has an impact on student engagement, competency gains, and academic performance.



5.2 Mediating effects

Examining the path coefficient table regarding indirect effects, H5a (β = 0.039, p-value 0.002 < 0.05), H5b (β = 0.124, p-value 0 < 0.05), H5c (β = 0.133 p-value 0 < 0.05), H5d (β = 0.144, p-value 0 < 0.05), and H5e (β = 0.176, p-value 0 < 0.05) all gained support. DIL is considered an effective mediator in achieving academic success, whether students have only digital literacy or have acquired digital competence. As Mehrvarz et al. (2021, 2023) stated, DIL significantly mediates the relationship between digital competence and academic performance. Since digital literacy comprises assembling digital skills to attain digital competence, it also significantly influences academic achievement mediated by DIL. For Indonesian students, DIL is crucial for improving their digital skills and competencies to help them master specific trajectories (Astuti and Setiawan, 2022) (Table 4).



TABLE 4 Path coefficient summary for indirect effect.
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Regarding Hypothesis H5c, the coefficient was 0.133 and the p-value was 0.000, demonstrating that digital competence significantly bridges the relationship between digital literacy and academic performance. Because digital literacy is insufficient, students must equip themselves with extensive capabilities and appropriate mindsets, as explained by Falloon (2020) and Janssen et al. (2013). Indonesian students require broad digital learning horizons and must possess ethical knowledge (a component of digital competence) to sufficiently develop their academic skills and abilities. Further, hypotheses H5d (β = 0.144, p-value 0 < 0.05) and H5e (β = 0.176, p-value 0 < 0.05), which apply student self-efficacy as a mediating variable, are significant. Self-efficacy in digital tasks assists in boosting digital literacy, competence, and academic performance. However, these variables have not yet been studied in detail. Alghamdi et al. (2020) previously found information searched through the web leads to low self-efficacy and low GPA, contradicting this study’s results.

In summary, the effects of digital skills and abilities on key student outcomes were effectively transmitted through DIL and self-efficacy, as hypothesized. DIL mediates the relationships between digital literacy, competence, and academic performance. Self-efficacy also plays a role in connecting digital literacy with both digital competence and academic performance. The results of this study strongly support the proposed indirect relationships through mediating variables, thus providing valuable insights into how digital literacy benefits can be achieved through education. Finally, our study extends the findings of Mehrvarz et al. (2021) and Mehrvarz et al. (2023) (Supplementary Data Sheet 1).




6 Conclusion and practical implications

This study examined the relationship between digital literacy, informal digital learning, self-efficacy, digital competence, and academic performance among Indonesian university students. The results provide strong empirical evidence that digital literacy positively affects these aspects of educational experience, both directly and indirectly, through mediating variables. In particular, enhanced digital literacy results in greater engagement in DIL, improved confidence in online learning, enhanced digital skills, and enhanced academic achievement. In addition, students who possess digital literacy skills are more capable of independently managing their learning using digital tools, acquiring the necessary abilities in digital environments, and achieving academic success. Additionally, participating in DIL assists students in developing effective study strategies and comprehension, while competence demonstrates their ability to navigate the technologies required by universities effectively. Furthermore, in terms of mediators, the findings indicated that DIL mediated the impact of digital literacy on academic performance and the impact of digital competence on academic performance. Digital competence has also been found to link digital literacy with achievement. Finally, self-efficacy was shown to act as a mediator between digital literacy and competence, as well as between digital literacy, competence, and academic performance.

These empirical results have practical implications. First, educational institutions should prioritize the development of pupils’ digital literacy skills via specific courses and training efforts (e.g., digital literacy modules, peer mentoring programs, or cross-disciplinary ICT integration), which could improve their success in online learning. Second, educational institutions should provide greater access to self-directed informal online learning opportunities. The availability of resources and platforms that allow people to actively engage in digital information literacy (DIL) has the potential to enhance overall performance. They may also incorporate educational practices to improve students’ self-efficacy in completing their online assignments. The level of confidence influences both the level of participation and competence.

There is an urgent need to broaden the scope of digital competence development to encompass not only technical skills, but also ethical, social, and other complex talents. The growth of internet capabilities has simplified the learning process. It is critical to evaluate students’ digital literacy abilities upon enrolment to establish the exact areas for targeted skill-building programs.

The fundamental goal of this project is to create a curriculum and educational activities that systematically combines the development of digital literacy, online learning habits, self-efficacy, and digital competence. Provide educators with professional development opportunities focused on improving their ability to successfully help students develop these skills and behaviors. To measure the success of programs and therapies, it is critical to track numerous indicators over time, including but not limited to participation in digital information literacy (DIL), levels of digital competence, and self-efficacy. Establish collaborative connections with businesses and community organizations to give students a great opportunity to gain hands-on experience, demonstrating practical applications of digital skills.

These findings are practical for Indonesian education leaders, as well as Southeast Asian nations’ leaders, as policy-driven references based on the Indonesian context. These findings highlight that digital literacy has concrete effects on curriculum design, teacher professional development, and resource allocation in this era of artificial intelligence. Educational technological advancement—more precisely, the advancement of AI tools such as ChatGPT— cannot be ignored, as these tools exert significant impacts on how education systems frame curricula, prepare instructors, and distribute resources.

The limitations of this study are that it must acknowledge some weaknesses in the scope of time, types of respondents, technique sampling, and model, which are considered moderating modes. This study has implications for future research on educational learning trends and policies. Therefore, the findings of this study suggest that the mediating roles of informal digital learning, self-efficacy, and students’ digital competence can significantly enhance digital literacy and academic performance.
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