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Human body communication (HBC) has recently emerged as an alternative method to connect devices on and around the human body utilizing the electrical conductivity properties of the human body. HBC can be utilized to enable new interaction modalities between computing devices by enhancing the natural interaction of touch. It also provides the inherent benefit of security and energy-efficiency compared to a traditional wireless communication, such as Bluetooth, making it an attractive alternative. However, most state-of-the-art HBC demonstrations show communication between a wearable and an Earth ground–connected device, and there have been very few implementations of HBC systems demonstrating communication between two wearable devices. Also, most of the HBC implementations suffer from the problem of signal leakage out of the body which enables communication even without direct contact with the body. In this article, we present BodyWire which uses an electro-quasistatic HBC (EQS-HBC) technique to enable communication between two wearable devices and also confine the signal to a very close proximity to the body. We characterize the human body channel loss under different environment (office desk, laboratory, and outdoors), posture, and body location conditions to ascertain the effect of each of these on the overall channel loss. The measurement results show that the channel loss varies within a range of 15dB across all different posture, environmental conditions, and body location variation, illustrating the dynamic range of the signal available at the input of any receiver. Leakage measurements are also carried out from the devices to show the distance over which the signal is available away from the body to illustrate the security aspect of HBC and show its effect on the channel loss measurements. For the first time, a through-body interhuman channel loss characterization is presented. Finally, a demonstration of secure interhuman information exchange between two battery-operated wearable devices is shown through the BodyWire prototype, which shows the smallest form factor HBC demonstration according to the authors’ best knowledge.
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1 INTRODUCTION
Improvements in the solid-state circuit design over the last several decades have enabled the widespread proliferation of wearable devices and personal computing resources to a diverse number of users. Many daily functions such as financial transactions, SMS, health monitoring, and telecommunication have either been off-loaded to these devices or assessed as necessary features to carry everywhere. Because of this phenomenon, technology and interfaces that support the usability and interactions between these wearable devices continue to become more important from both a security and a usability perspective. Electronic communication between these devices is an essential feature for the functionality of these phones, smartwatches, etc., whether that comes in the form of secure key exchange between two devices or SMS data/notification from a mobile phone to a smartwatch. Traditionally, these devices utilize Bluetooth to form this communication channel. In this article, we present an alternative communication using BodyWire, a single-wire communication technique that enables secure covert communication between wearable devices surrounding the body. BodyWire uses electro-quasistatic human body communication (EQS-HBC) accompanied with several critical design techniques that enable biological- and environmental-independent operation for mobile wearables. EQS-HBC enables communication through the conductive properties of the human body and uses the body as a wire while limiting the physical signal leakage out of the body by operating at the electro-quasistatic (lower frequency) regime. First, this enhances the security of ubiquitous wearables by eliminating the access of the physical signal from a nearby malicious attacker. This may seem like a small concern with software encryption, but researchers have demonstrated the hacking of critical life-saving medical devices (Morgan et al., 2021; Shin and Lipton, 2018) through these encrypted radio networks. Second, it enables communication initiated through touch alone, eliminating the complicated setup process completely. Considering the growing number of ubiquitous devices surrounding the human body, this is an important aspect of keeping high accessibility and usability for a diverse group of users. BodyWire creates an intuitive interface of touch that every human is familiar with and can use. Simple touch is now augmented with the ability of electronic data transfer through a small form factor device that can be adorned on the human body to another worn device or any number of machines/terminals that we interact with today.
In this article, we explore the different environmental and human factors that affect the communication between two wearable devices during communication through HBC. The transmitter and the receiver device has been designed following techniques such as capacitive excitation into the body, high impedance capacitive termination at the receiver, and voltage-mode operation to enable its operation through EQS-HBC. Experiments are carried out in both the through-body interhuman and intra-body scenarios over 2 months to assess the effect of different factors on the overall channel loss and ensure repeatable measurement results. We identify the key factors such as the surrounding environment and human body postures that affect the channel loss and determine it under varying conditions to quantify the effect of those individual factors. We also identify the amount of signal leakage out of the body at different distances and identify the range of distances over which channel loss measurements can potentially be affected by the signal leakage.
The rest of the article is organized as follows: the Methods section begins with human body communication background which provides a background of the HBC technology and compares the EQS-HBC implementation of this article with previous implementations. Next, the Key Design Techniques section describes the hardware considerations that enable the EQS-HBC device design in addition to Experimental Measurement Control Variables which discusses the key experimental constraints that need to be maintained to ensure repeatability of the experiments. The Results section contains Intra-body and Through-Body Inter-Human Body Communication (TBI-HBC) Measurements followed by a demonstration of the smallest ever form-factor EQS-HBC device.
2 MATERIALS AND METHODS
BodyWire uses human body communication (HBC), also commonly known as body channel communication (BCC), as the underlying communication method between the devices. HBC has been a field of active research over the last 2 decades since it was proposed by Zimmerman (1996) for personal area networks (PANs). It was proposed to capacitively couple pico-amps current into the body to communicate between devices around it. Since then, there have been multiple aspects of HBC that have been explored, namely the channel characteristics of the human body, integrated circuit design specific for HBC, and complete system design demonstrating information exchange between devices. In this section, we provide a brief overview of HBC on these different aspects and identify the key limitations present in modern day HBC, highlight the possible solutions to alleviate those, and enable the demonstration of information exchange between appropriately ground-isolated wearable devices.
One of the critical elements in any HBC system is the channel characteristics provided by the human body. However, measuring the body channel characteristics without affecting it requires a careful experimental design with sufficient isolation between the ground of the measurement instruments and the measured devices. As a result, there is a wide variation in the measured channel response available in the literature such as in Ruiz and Shimamoto, (2005), Cho et al., (2007), Lučev et al., (2011), Bae et al., (2012a), Callejón et al., (2013), Hwang et al., (2016), and Park et al., (2017). Some of the measurements show low channel loss (around 20dB) due to improper ground isolation such as in the work of Ruiz and Shimamoto, (2005), as a result of which the wearable device gets a larger ground than a practical wearable device. HBC systems, which are designed based on these measurements, will not have the sufficient sensitivity to function in an actual scenario where the channel loss is significantly higher. A separate group of measurements from Lučev et al., (2011), Bae et al., (2012a), and Cho et al., (2007) shows the channel loss to be significantly high ([image: image]90 dB) at low frequencies ([image: image]10 MHz), showing that frequencies [image: image]10 MHz is the optimum frequency for designing HBC systems. However, this limits these systems in terms of security and selectivity, as there is significant signal leakage out of the body. We will discuss in detail about the signal leakage aspects in the later sections. However, this shows the importance of proper channel characterization for the design of an HBC system. We have characterized the human body channel with proper ground isolation and termination at the receiver end to establish it as a broadband channel and utilize the measurements to design the BodyWire prototype. We discuss about the measurement setup and the corresponding results in detail in the following sections.
There have also been multiple studies for designing integrated circuits specific for HBC applications (Cho et al., 2009; Bae et al., 2012b; Cho et al., 2015; Park and Mercier, 2015; Saadeh et al., 2017; Maity et al., 2018). The relatively low loss of the broadband human body channel makes it possible to design energy-efficient circuits compared to that of traditional wireless circuits such as Bluetooth. However, the focus of this article is on the commercial off-the-shelf (COTS) component-based system design for the demonstration of HBC. There have been multiple studies for the system-level demonstration of HBC. The demonstrations primarily show communication between a wearable and an Earth ground–connected device. Moreover, these demonstrations suffer from the problem of signal leakage out of the devices even when the person is not in direct physical contact with it. This makes the interactions not selective and the data transmission prone to attacks from an unintended recipient. One of the earliest commercial implementations of HBC is through Microchip Technology’s BodyCom system (Brain Bailey Microchip Technology Inc, 2014). They show the unlocking of car or home doors using a wearable transmitter device; however, the datasheet reveals that the loss is high at low frequencies, and large voltages (75 V) and large coupling devices (door frames/metal surfaces) are required rendering a wearable-to-wearable implementation impossible. The devices communicate even with the transmitter in the user’s pocket showing no strict requirement of direct contact with the body for communication. Author Anonymous (2021) shows the use of a ring as an intermediate data transfer device for information exchange between two computers. There are demonstrations shown in ikinamo, (2009) where an image gets transferred from a mobile transmitter to a wall-connected device. However, from the demonstrations, we can clearly see information getting transferred between the devices even when the user is far away from the receiver and only holding the transmitter device. Williams (2021) shows transfer of color information from a wrist watch to the clothing of another person when the persons come in contact with each other. The authors of Varga et al., (2018a) show the example of a game where the users communicate with floor tiles with a wearable watch-like device. The devices can communicate even when the user is wearing a footwear showing communication without direct physical contact with the devices and the potential for signal leakage. As a follow-up work (Varga et al., 2018b), the authors provide SNR measurements for different intra-body and through-body interhuman scenarios for communication between wearable devices and provide guidelines for the design of groundless BCC systems. As a demonstration, the authors show an application of music streaming through BCC headphones, operating at a carrier frequency of 8 MHz, which can again potentially suffer from signal leakage out of the body. The authors in Hessar et al., (2016) re-purpose the finger print sensors of commodity devices such as smartphones for sending signals through the body for authentication purposes at a data rate of 100 s of bits per second. Finally the authors of Maity et al., (2020) demonstrate an EQS-HBC implementation, however, is only capable of intra-human communication (between one person). There are other implementations, such as TAP (Park et al., 2006), Earthlings Attack! (Takahashi et al., 2011), Wearable Key (Matsushita et al., 2000), and CarpetLAN (Fukumoto and Shinagawa, 2005), which use human as the communication medium for interaction between devices. Through BodyWire, we show the first implementation of physically secure interhuman information transfer, utilizing channel loss results obtained from thorough characterization of the effect of different factors. The associated challenges and comparison with state of the art are shown in Table 1.
TABLE 1 | Comparison of BodyWire with state-of-the-art HBC implementations.
[image: Table 1]In a broader sense, HBC can be classified as one of those human computer interaction techniques that enable interaction between devices through touch using electrical signal transmission through the body. There are multiple studies which identify either single/multiple touches on a screen such as Field mice (Smith, 1996), Smartskin (Rekimoto, 2002), Diamond Touch (Dietz and Leigh, 2001), Swiss-Cheese Extended (Grosse-Puppendahl et al., 2013), OpenCapSense (Lan et al., 2017), DGTS (Habib et al., 2009), and Tile Track (Valtonen et al., 2009). BodyWire enables communication between devices only when they are in direct touch contact with the body but does not provide the capability to find the location of the touch. SkinTrack (Zhang et al., 2016), AuraSense (Zhou et al., 2016), High5 (Kim et al., 2014), Living Wall (Buechley et al., 2010), and iSphere (Lee and Selker, 2004) enable gesture recognition using interaction between the electric field and the human body.
2.1 Key Design Techniques
2.1.1 Capacitive vs. Galvanic Coupling
The theory of operation behind capacitive coupling (Zimmerman, 1996) (Figure 1A) HBC can be understood by the use of traditionally parasitic capacitances as the return path for what would otherwise be a traditional wireline channel. On the other hand, galvanic coupling (Wegmueller et al., 2010) (Figure 1B) of the signal to the body involves applying a differential excitation where the signal path is localized in the human.
[image: Figure 1]FIGURE 1 | Human body communication using (A) capacitive coupling mode versus (B) galvanic coupling mode. Capacitive coupling HBC is advantageous for wearable devices as the loss is consistent across the entire body.
There are two key reasons for choosing capacitive coupling for a fully wearable application over galvanic coupling. First, capacitive coupling introduces much less current in the body, and hence makes it more attractive from a safety perspective, as the current is heavily limited by the return path capacitances. The more important reason is that since the communication utilizes capacitance between the devices to ground and this capacitance (few pF) has significantly higher impedance than the rest of the closed loop path, most of the signal loss occurs across this parasitic capacitance. Hence, the received signal strength across different parts of the body is almost equal. In later sections, we carry out experiments to highlight this particular benefit of capacitive coupling.
2.1.2 High-Impedance Termination
Proper termination at the receiver end is another key factor in determining the overall channel loss between the transmitter and receiver devices. A simple circuit theoretic analysis of the HBC channel model shows that the overall channel loss will reduce if a high-impedance termination is used at the receiver end. Similarly, a capacitive termination at the receiver end will reduce the low-frequency channel loss and make the channel loss almost independent of frequency. A detailed theoretical analysis and experimental results of the channel loss based on a biophysical model can be found in Maity et al., (2019). The HBC receiver circuit needs to be designed taking the constraint of high-impedance capacitive termination into account to enable low-loss low-frequency operation.
2.1.3 Electro-Quasistatic Human Body Communication
The high-impedance capacitive termination at the receiver end reduces the human body channel loss at low frequencies and extends the frequency range of its operation. This opens up a new frequency band of operation in the sub-MHz range, which was previously deemed unusable due to the high channel loss reported in the previous literature. We utilize this low-frequency band to enable electro-quasistatic human body communication (EQS-HBC) and use it for our demonstrations. In EQS-HBC, the wavelength of the transmitted signals is significantly larger than the size of the human body, as a result of which the signal is constant across the body. This also helps reduce the leakage out of the body significantly as the signal leakage is proportional to the frequency of the transmitted signal (Das et al., 2019). The low leakage helps in characterizing the human body channel with minimal effect from inter-device coupling, which can provide optimistic channel loss measurements. It also enhances the security of the HBC devices as the signal is confined within a small distance around the body and reduces the probability of an unintended attacker snooping the signal.
2.1.4 Voltage-Mode Operation
In the design of the BodyWire system, the devices send signals between the transmitter and the receiver with the goal of maximizing efficiency instead of traditional RF designs which maximize power transfer. Using voltage for information transfer benefits from the high-impedance capacitive termination at the receiver as it maximizes the amount of voltage at the receiver end. Maximizing the power at the receiver requires different design constraints for optimization compared to voltage-mode operation, which makes the design of the current receiver different compared to that of the earlier HBC implementations. From a circuit design perspective, maximization of power transfer requires the impedance at the receiver end to be matched with the source. However, since the body channel itself has high impedance—the transmitter system would have to be designed with high impedance—this is contradictory to the fact that the source impedance needs to be minimized for transfer to be efficient. Since the frequency is low, matching is not necessary as reflections are not of concern. Hence, the voltage-mode circuit design is better suited for the operation of wearable–wearable HBC systems, where the received signal is low due to ground isolation.
2.1.5 Frequency of Operation
From the previous literature presented by Yang et al., (2021), there is interference on the human body both at 60 Hz due to the mainline and 45–50 kHz due to CLF Lamps as well as their harmonics. As a result, operating at a higher frequency far and away from these strong interferences enables a better front-end implementation (filtering). Second, as the target data rate for comparable devices is typically in the 10’s of kbps—any higher carrier frequency in the EQS regime would only result in higher power consumption with no significant benefits unlike the RF design where frequency has a high impact on channel loss properties and optimal transceiver design.
2.2 Experimental Measurement Control Variables
As described previously, wearable-to-wearable human body communication is challenging to design due to the variations in channel loss due to the nature of capacitive-mode HBC systems. However, if the capacitive termination voltage mode technique is utilized properly, these variations can be measured and quantified into manageable design constraints for any wearable human body communication system. This section will explain the custom experimental setups (Figure 2) and control variables required to carry out these measurements. We consider five main design factors when attempting to design repeatable and controlled wearable-to-wearable HBC experiments. These include 1) proper Earth ground isolation, 2) device size, 3) signal leakage, 4) device-to-body ground isolation, and 5) environment-induced variations.
[image: Figure 2]FIGURE 2 | Experimental setup for wearable-to-wearable channel loss measurements. The transmitted signal is received and sampled using an ADC, which is sent over Bluetooth to a laptop for analysis and channel loss calculations. This ensures that the measurements are not perturbed by a strongly ground-connected device, which results in optimistic channel loss results.
2.2.1 Earth Ground Isolation
The most important control factor for wearable–wearable HBC is proper ground isolation on both the transmitter and receiver devices. As actual wearable systems will have ground isolation from Earth ground, the measurement equipment must also have complete ground isolation. Therefore, the use of any measurement device requiring a building power supply would result in inaccurate measurements as one would be boosting the signal strength by introducing a much more convenient return path between the devices through the measurement equipment. To achieve proper ground isolation, a custom-printed circuit board in wearable form factor including a microcontroller with 12-bit ADC, embedded Bluetooth module, and signal conditioning analog front-end was fabricated. This enables the experimental data to be accumulated in a wearable form factor and transmitted wirelessly to a laptop for post-processing. The Bluetooth module transmits the sampled received human body communication signal to a computer serially, and the channel loss is calculated taking into account of the gains and losses introduced by the measurement setup, as shown in Figure 2. This process eliminates any Earth ground from affecting the channel loss numbers. A 3.7 V transmit signal is coupled onto the body through a printed circuit board at 415 KHz and measured at a high-impedance termination receiver that has the same analog signal front-end as the final demonstration shown through the handshake example.
2.2.2 Device Size and Packaging
The size of the transceiver and receiver printed circuit boards with their wearable packaging is 4 × 4 cm and is coupled to the body through a 2 × 3 cm electrode which is secured by a wearable band as shown in Figure 3. The device size must be strictly controlled in order for the experiments to be repeatable. This phenomenon can be explained using the theory of operation for capacitive voltage-mode HBC. Increasing the size of the device gives the return path capacitance a larger value and hence reduces the loss in the channel. A dangling component or a longer connecting wire can result in a change in the return path capacitance and hence change the measurement result. So, it is important to ensure that the device is packaged identically (no loose components, minimal size wire for connection) between different measurement sessions across multiple days. Similarly, the environment around the device is also an important factor in determining the return path capacitance in a capacitive HBC scenario. Hence, it is necessary to keep the environment around the person identical for measurements corresponding to the same experiment across multiple days and subjects. This not only ensures repeatability of results but also enables us to quantify the effect of each factor on the overall channel loss.
[image: Figure 3]FIGURE 3 | Image of the measurement setup boards with dimensions. (A) TX board features a form factor of 43 by 35 cm, and (B) RX board features a form factor of 45 by 45 cm with a Bluetooth module that transmits the sampled ADC values for analysis.
2.2.3 Signal Leakage
Leakage from circuit components can affect HBC channel measurement results through two primary methods. The first is improper shielding of the signal being applied to the body. Electrical wires between the body and the device that are not properly shielded will act as a source of leakage for the HBC signal and hence would result in inaccurate loss measurements that are optimistic for packaged wearables. It is obvious that this effect is not an important factor for some applications, but in order to achieve the security and low leakage of EQS-HBC, this is an important consideration. The second method is improper packaging of the battery. Allowing the battery to be exposed enables ground coupling between the TX and RX which gives lower channel loss. Hence, proper wire shielding and battery packaging are required to set up fundamental HBC measurements, so that the measured channel loss is not affected too much by the signal leakage. Moreover, this also reduces the security aspect of HBC systems as the signal can be snooped by an attacker at distances far away from the body.
2.2.4 Device Ground-to-Body Isolation
It is necessary to ensure appropriate isolation between the device ground and human body to ensure capacitive excitation of signals into the body. If there is direct connection between the device ground plane and the skin or close proximity of the ground plane to the body ([image: image]2–3 mm), it will effectively result in galvanic operation as the excitation/termination will be differential. There will be a local loop formed through the body between the signal and ground terminal of the device, where most of the signal will be localized. This effect is observed to be much larger with the battery specifically, since it forms part of the ground plane. Improper device-to-body ground isolation would shunt the signal away from the intended receiver either on a different user or the other side of the body. Effectively, the wearable device’s signal and ground planes are being electrically shorted through a small coupling formed between the TX device ground and the body. This isolation must be present in order for fully wearable HBC to be functional. Hence, it is important to package the device ensuring that no part of the ground plane is directly touching the body. This is a key constraint in the design of any wearable capacitive HBC device.
2.2.5 Environmental Control
The environment around the body also has an important role in determining the overall channel loss, since the return path capacitance between the transmitter and the receiver is dependent on the coupling of the devices with the environment. As already mentioned, the return path capacitance plays an important role in determining the overall loss between the transmitter and receiver. As part of the characterization process, we carry out measurements in different environments such as in an office, lab, and outdoors. It is essential to ensure that the environment remains the same among different set of measurements carried out across multiple days and on multiple subjects. This requires a careful design of the experiments to ensure repeatability of the setup.
3 RESULTS AND DISCUSSION
3.1 Intra-Body Channel Loss
This section will explore the various experiments performed in order to identify the different factors that affect channel loss in a wearable–wearable HBC scenario and help us realize the fully wearable HBC communication device. Following are the different sets of experiments that are carried out for wearable–wearable HBC characterization: 1) channel loss on multiple users, 2) inter-device coupling, 3) intra-body posture and environmental dependency, 4) channel loss across various body locations, and 5) electro-quasistatic leakage measurements. To ensure proper ground isolation and true wearable-to-wearable measurements, the signal received at the receiver end is sampled through an ADC and transmitted over Bluetooth to a computer for further analysis and loss characterization as shown in Figure 2.
3.1.1 Channel Loss on Multiple Users
The channel loss study on multiple users is necessary to ensure a design that is robust to biological variations between users. The theory of operation for the wearable–wearable HBC device is inspired from the biophysical circuit model presented from Maity et al., (2019). The parameters of the body are characterized in order to ensure that wearable–wearable HBC is possible to realize. The variations in channel loss across users are important to ascertain the range of signals (dynamic range) that is expected at the input of the receiver device. The dynamic range plays an important role in determining the design complexity of the receiver front-end circuit. Subjects are measured for channel loss at different times of the day over a period of 2 months. This experiment covers subjects that have different physical parameters (age, height, weight, sex, etc.) and provides a sample of channel loss that designers of fully wearable HBC systems must anticipate. These measurements can be used to develop a signal conditioning front-end that enables reliable communication through this technology. Channel loss for multiple users is measured in a laboratory environment. Other known factors that affect the return path such as posture, environmental coupling, and device package positions are kept strictly controlled and in order to provide an accurate understanding of the isolated effect of different user parameters on this device’s channel loss.
The results of the channel loss across multiple subjects are plotted in Figure 4A. Channel loss for the fully wearable HBC system falls within a range of 69dB–75 dB. These numbers present a worst case number for most applications, given the minimal ground size of the devices used to carry out the experiments in this article.
[image: Figure 4]FIGURE 4 | (A) Box and whisker plots of channel loss for eight users over 2 months. The range of loss falls between 68 and 75 dB. (B) Inter-device coupling measurements without the body show that the communication happens mostly between the two devices for channel lengths less than 10 cm.
3.1.2 Inter-Device Coupling
Inter-device coupling describes the interaction in which the ground planes of the transmitter and receiver devices are coupled. This enables the return path of communication to be between the coupling of the device rather than the ambient parasitic environment. This coupling dominates the return path and thus the channel loss at close distances. This theory is established and modeled by the authors of Datta et al., (2021). However, wearable device measurements are not provided—in this article, we analyze the effects of inter-device coupling and body shadowing on multiple subjects.
The inter-device coupling is measured by bringing the transmitter device very close to the receiver without any direct contact and measuring the received signal. This is repeated over multiple distances up to 25 cm, beyond which the received signal falls below the receiver’s sensitivity. The measurement results in Figure 4B show that the inter-device coupling loss can be lower than the channel loss through the body for distances up to 10 cm. This shows that intra-body channel loss measurements for channel lengths less than 10 cm can be heavily affected by the inter-device coupling rather than the actual body channel loss. Hence, any measurements characterizing body channel loss should be carried out for channel lengths [image: image] 10 cm.
3.2 Intra-Body Posture and Environmental Dependency
Practical implementations of wearable HBC devices require the communication through the body to be functional irrespective of environment and posture variations. So, the devices need to be designed to be able to tolerate the variation introduced by user posture and surrounding environmental effects. Posture varies channel loss primarily from the geometric positioning of the device ground plane with respect to Earth ground, which varies the capacitance in the return path similar to the size of the device and battery positioning. Similarly, having many physical objects in the environment can introduce additional signals or ground planes depending on user contact or proximity. These objects can potentially affect the path of transmission which in turn changes the loss introduced by the capacitive voltage division between the capacitance of the body and that of the environmental surroundings. For example, if the experiments for channel loss were performed with both the receiver and transmitter over a large table, the capacitance formed between the devices’ return path is varied as the return path is now both through the table, when otherwise the field lines would have terminated to the floor. However, the behavior of this coupling is very difficult to predict in theory due to the slight changes in conductivity and positioning between every environment and posture. Like the multi-user channel loss setup, the goal for these series of measurements is to determine if a dynamic range problem exists for the signal conditioning front-end. The reason the design of the experiments for environmental and posture studies was coupled is due to the close nature of their respective effects on the channel loss as a phenomenon of physical device placement and geometry. Also, the experimental setup was designed to ensure that they stay consistent across multiple days and users for repeatable measurements and proper attribution of the effect of different factors on the channel loss.
3.2.1 Posture Results
The user posture experiments are carried out with the transmitter and receiver devices fixed onto the subject’s wrists. From this point, two separate characterizations are performed; one where the user’s arm moves horizontally and the other where the user’s arms move vertically with respect to the body. Figures 5A,C,E and Figure 7A give an overview of the positions of the user’s arm during the horizontal and the vertical experiments, respectively. These measurements provide interesting insight into the postures and fundamental effects that vary channel loss. For control, all posture and environmental studies are completed on the same subjects over similar times of the day. There are two main driving forces that affect channel loss for the horizontal posture: 1) shunt capacitance as a result of body shadowing and 2) inter-device coupling. As observed in any of the posture plots in Figures 6A–C, the loss is driven up as the devices move inward closer to the core of the body (position moves from 1 to 3). This is due to the effect of coupling between the central/lower parts of the body surfacing. This capacitance shunts the signal away from the receiver to the ground plane. Since the subject is standing on the floor, the body capacitance inevitably shunts some signal away from the receiver, thus increasing loss. As the arm moves closer to the center/core of the body, the channel loss increases. The trend described previously is dominant over the trend of channel loss until the devices are close together (approx. < 10 cm), at which point, the ground plane coupling of the transmitter and receiver device forms the dominant physical phenomenon in determining loss. The inter-device coupling can be observed in Figures 6D–F where as we move to the 4–4 position the loss is less. In the 4–4 position, the device is touching the main part of the body, effectively short circuiting the shunt capacitance of the body, thus enabling the body to become the signal plane. It can be observed that the 3–3 position, which maintains both devices close to the center body but not touching, shows high loss as the signal is being shunted to the body and cannot be measured by the receiver. Furthermore, in Figures 6D–F, it can be seen that as the device moves closer (4–4 to 4–1 or 1–4 to 4–4), the channel loss decreases—illustrating the effect of inter-device coupling. Despite all the variations due to the two phenomena, the channel loss introduced by the posture is still tolerable for a system, showing a maximum variation of 6–7 dB, suggesting that no significant dynamic range problem arises from variation in posture. The vertical posture study result in Figure 7B shows the inter-device coupling effect in the 5–5, 5–4, and 4–5 positions. Outside of the inter-device coupling, all other postures show the consistent average measurement result, giving the insight that vertical posture is not a factor that affects channel loss.
[image: Figure 5]FIGURE 5 | Sample human model illustrating human arm postures. (A) Posture arm positions and loss 1–1 through 5–5 for the desk environment. (B) Desk environment in which the measurements were completed. (C) Posture arm positions and loss for 1–1 through 5–5 for the lab environment. (D) Lab environment in which the measurements were completed. (E) Posture arm positions and loss 1–1 through 5–5 for the outside environment. (F) Outside environment in which the measurements were completed.
[image: Figure 6]FIGURE 6 | Channel loss vs. TX and RX posture. (A) In desk environment front view, (B) in lab environment front view, (C) in outdoors environment front view, (D) in desk environment back view, (E) in lab environment back view, and (F) in outdoors environment back view. The plotted data are an average of collected measurements on two subjects over ten-measurement sessions across 2 months.
[image: Figure 7]FIGURE 7 | (A) Human figures demonstrating vertical arm positions 1–5. (B) Channel loss versus the position of TX and RX arm. Channel loss is agnostic to the vertical position of arms with the exception of the lower loss due to inter-device coupling in 5–5, 4–5, and 5–4.
3.2.2 Environmental Dependency Results
The posture experiments are carried out in three different settings—a controlled lab environment, a desk setup, and an open outdoor area. The desk represents the best case scenario for channel loss measurements as the return path has the assistance of the nearby chair and table. The user is sitting in a chair, and the devices are over a table. The outdoor measurements represent a worst case scenario, where there are no objects for the devices to couple within tens of meters. Hence, the return path capacitance will be minimum, thus increasing the channel loss. The motivation is to investigate the signal coupling differences between the devices in a sample of different environments and understand channel loss within these different environments. As can be seen in Figure 8, as the environment changes from a desk to a laboratory, the channel loss goes down across the board. This result is in line with theoretical expectations; since as the number of objects increases around the user, the distance to a terminating common ground is reduced. However, these objects can also act as agents that steal the signal away from the user—hence the loss could be higher than a complete open space—the mixed results can be explained by this phenomenon. Once again, these ambient objects increase the return path capacitance and thus reduce/decrease the loss in the channel depending on orientation. Finally, the outdoor measurements give an extreme sample. Despite the variations observed in Figure 8, the average channel loss between the best and worst case samples vary only by 1.8 dB, from 67.8 to 69.6 dB channel loss. This result confirms that environmental coupling has minimal effect on channel loss measurements and hence does not cause a significant dynamic range issue for the device designer. In order to characterize the distance up to which objects will be effectively coupling and affecting the channel loss, an experiment targeted at measuring channel loss from a single isolated source of coupling is executed as shown in Figure 9A. The channel loss for a user is measured in a nominal posture at predefined distances away from a large coupling object. The averaged channel loss results are presented in Figure 9B. It can be seen that the coupling effect has approximately a 4 dB effect on the channel loss up to around 50 cm. Beyond 50 cm, the large coupling object poses little to no effect to the wearable-to-wearable communication. This shows that for enclosed indoor environments, the objects around the users can have a reducing effect on the channel loss. Outdoor environments provide a worst case scenario in terms of channel loss on average. However, this experiment again shows that the dynamic range is 4 dB for the indoor channel loss, not posing too strict a constraint on the receiver design.
[image: Figure 8]FIGURE 8 | Bar graph capturing maximum, average, median, and minimum channel loss for all environments for intra-human HBC.
[image: Figure 9]FIGURE 9 | (A) Experimental setup for the experiment illustrating the effect of the environment on channel loss. (B) After a distance of 50 cm, the effect of the environment is not observable on the subject.
3.3 Channel Loss Across Various Body Locations
As described in the overview of HBC, capacitive voltage HBC systems give uniform channel loss across all parts of the body. This effect is contrary to the galvanic approach results, in which the signal is localized between the transmitter and receiver. Galvanic coupling suffers for transmission across long lengths within the body, which degrades the usability of this technology significantly as you would only be able to transmit very short distances on the body. BodyWire implements capacitive-mode HBC which opens up this technology to many more applications.
This set of measurements is carried out to provide a characterization of the performance of capacitive voltage-mode HBC along different paths across the body. In one set of experiments, the transmitter device is moved across the arm keeping the receiver fixed on the other arm and vice versa (Figure 10A). For the second experiment, the transmitter is kept fixed on the left arm, while the receiver is moved across both legs as shown in Figure 10B. The final experiment keeps the transmitter fixed on the left leg and characterizes the loss along both arms as shown in Figure 10C. Channel loss is characterized in each of these six scenarios, and the variation between transmissions across different parts of the body is characterized as shown in Figures 10A–C. The results from the experiments show that the channel loss remains within a range of 3 dB across various channel lengths. This illustrates the advantage of constant loss across the body provided by capacitive HBC.
[image: Figure 10]FIGURE 10 | Results of experiments performed to verify equal signal strength on the entire body. (A) Small 3 dB variation can be observed due to the devices moving toward the torso. (B) Loss is higher in general for the opposite leg but only around 3 dB. (C) Loss is similar for both arms showing no difference in channel loss.
3.4 Electro-Quasistatic Leakage Measurements
Currently, wireless technologies such as Bluetooth uses radio waves, which results in electromagnetic radiation up to several meters in every direction and results in the signal getting intercepted. BodyWire implements the technique of electro-quasistatic human body communication, which aims to confine the communication signal near and within the body (Das et al., 2019). This technique prevents a potential malicious attacker from intercepting sensitive communications from far away and gives body area networks an additional layer of physical security.
Hence, an important characterization of any on-body communication between two wearable devices lies in determining the extent to which the signal is available away from the body. These experiment setups are depicted in Figure 11A. For Scenario 1 and Scenario 2, a human with a HBC device transmits a test signal through their body. This signal represents the sensitive information that the user could potentially be protecting. The signal is received either using a stand-alone coupler or using the human body as an antenna. Line-of-sight leakage describes a transmitter device with a direct coupling path to the measurement setup. Body obstructed constitutes the other scenario, where the device is on the opposite side of the body. In other words, the body-obstructed measurements represent a device facing away from the attacker or a target with a transmitter that is either covered by the attacker’s body or another object.
[image: Figure 11]FIGURE 11 | (A) Measurement setup for leakage experiments—Scenario 1: leakage measured facing device on the body, Scenario 2: leakage measured facing the device (with the body in between two devices), and Scenario 3: leakage measured facing only the coupler (and no body). (B) SNR versus distance between the attacking device and a target device. (C) Theoretical bit error rate possible by attacking the device at a distance away.
In the Scenario 1 experiment depicted by Figure 11A, the device is in direct line-of-sight contact with the attacking setup. This result is plotted in Figure 11B—Scenario 1, which shows the SNR vs. distance of the leakage signal that is available to the second subject. The second experiment is illustrated in Figure 11A Scenario 2 and has the identical setup as the first, with the exception of the body being in front of the coupler (and hence covering the coupler). The SNR for both experiments is measured relative to the noise floor of the receiver device, which is the spectrum analyzer (KT-N9000B-CXA Signal Analyzer) equipped with a high-impedance preamplifier buffer in this case.
From the results in Figure 11B, it can be seen that the leakage between the devices without the presence of a human is significantly lower than the case when the second person is used as the antenna to receive the signal. This shows that the signal leakage is significantly higher as the coupling between the two persons than the coupling between a person and the stand-alone coupler at the receiver end. Another important takeaway is that body-obstructed leakage has even lower SNR giving some directional protection from malicious attackers—suggests that the body covering can sometimes aids in security at a distance of >30 cm. Moreover, it is important to note that these measurements were performed using a spectrum analyzer with a 1 kHz resolution bandwidth—which should be a good approximation for the fundamental limitation of what an attacker can detect. The noise floor of the spectrum analyzer is about −139 dBm, which acts as the sensitivity limit at the receiver end—a trace averaging of 64x was used to derive the SNR results. From the signal-to-noise ratio, signal leakage per bit is used to calculate the theoretical BER (Figure 11C), should the attacker have a receiver with a sensitivity −139 dBm/Hz (an idealistic receiver) at various distances away from the device they are attacking. This represents the number of bits that an attack can successfully recover as a function of distance away. This is the information theory–equivalent way of portraying the SNR data presented in Figure 11B. From Figure 11C, it can be observed that the communication is virtually impossible at greater than 50 cm away in all scenarios and significantly lower for Scenario 2—where the transmitter is obstructed by another object or a body for extra security. These bit error rates are calculated for various digital modulations, namely PAM, PSK, and FSK of modulation order 2 and using the normalized SNR of the non-averaged spectrum analyzer results.
3.5 Through-Body Interhuman Channel Loss Measurements
This subsection details the results of through-body coupling channel characterization—that is the transfer of the signal between one human to another through direct contact. Although previous work such as Nath et al., (2020) has characterized the unintentional radiation at a distance of a meter, no other literature to the authors’ knowledge has characterized the intentionally coupled body channel between two separate individuals (the through-body interhuman channel).
The results are presented for Experiment 1 in Figure 12 and Experiments 2, 3, and 4 in Figure 13. The results from all through-body interhuman channel loss show between 67 and 92.7 dB of channel loss depending on posture. The result from the second experiment is dominated by inter-device coupling and measured an average of 67 dB of channel loss with a range from 64–69 dB. These experiments show a typical increase in additional 15 dB of loss from the intra-body case across the board. This is expected as an additional coupling capacitance component that exists between the human contacts; variations coming from this coupling surface will directly reflect on the channel loss characteristics. It should be noted that the loss from Experiments 3 and 4 on average was a few dB more than that from Experiment 1. This is can be explained by the theory developed in Datta et al., (2021) where body shadowing has a significant adverse effect on the signal level—interestingly enough, the channel actually improves for the configuration where the devices are further apart—as opposed to the scenario where one of the transmitters or receivers is sandwiched between the two humans.
[image: Figure 12]FIGURE 12 | Through-body interhuman experiment setup and postures characterized. (A) Experiment 1 includes the nine postures and loss values of interhuman channel loss. (B) Bar plot of averages of channel loss results.
[image: Figure 13]FIGURE 13 | Through-body interhuman experiment setup and postures characterized for (A) high inter-device coupling case where both users are wearing the device on the hand close to each other representing the best case channel, (B) postures of Experiments 3 and 4 and the corresponding channel postures where one user has the device close and the other on the opposite hand, (C) and a bar plot of results for Experiments 3 and 4.
3.6 Wearable–Wearable HBC Demonstration
Human body communication can enable many convenient new interactions between devices and humans. For example, secure authentication benefits greatly by being able to covertly transmit information through the body to a lock or secured device. Touch-activated communication systems would no longer require separate hardware or software overhead to incorporate a touch sensor, as the touch and communication are both integrated into the interaction. Information exchange between two wearable devices (smartwatches and smartbands) or a wearable device and a computer is an example of possible use cases of HBC. To show this technology in practice, we implemented a simple demonstration to illustrate the elegance and potential of BodyWire to benefit current human computer interaction applications. To the best of the authors’ knowledge, this demonstration shows the smallest form factor and lowest frequency groundless state-of-the-art HBC system.
One of the interesting use cases of HBC is through-body interhuman information exchange between two users during a touch event, such as a handshake. BodyWire shows a demo of two users using a groundless HBC system. The channel loss in an interhuman scenario is slightly higher than that in the intra-body case. The user with the transmitter device is able to toggle the color they want to send through the touch screen. The transmitter packetizes the 16-bit code corresponding to the color displayed on the screen and sends it through the human body using HBC. The receiver’s signal conditioning front-end processes the noise and interferes for the digital processing unit. Next, the receiver decodes the compressed data in software to display the corresponding color on the display. The details of the demonstration are shown in Figure 14. Figure 14A shows that information is not transmitted between the devices when the persons are not in direct contact, showing signal confinement very close to the body. When the two persons perform a handshake, the green color information gets transmitted to the receiver as shown in Figure 14B. The transmitted color is changed (Figure 14C), and the subsequent color is received at the receiver end (Figure 14D).
[image: Figure 14]FIGURE 14 | Demonstration of inter-human information exchange through the BodyWire prototype. (A) No communication without physical touch illustrating signal confinement very close to the body. (B) Successfully transmitted initial color information from one to the other. (C) Subject toggles to different color information to transmit. (D) Second successful transmission of color information.
3.6.1 Hardware Implementation Details
The HBC transceiver is fabricated on a custom two-layer printed circuit board with a size of 4.5 × 5 cm. The transceiver includes an analog front-end, which preconditions the signal by filtering and amplifying the signal for detection using a digital processing unit. The design techniques such as capacitive excitation and high-impedance capacitive termination at the receiver end described in previous sections are used in the design of the receiver. The digital processing of the signal from the analog front-end is performed using a TI TM4C123GH6PM microcontroller; BodyWire utilizes analog comparators in the microcontroller for interfacing with the analog hardware and detecting the bits. At the transmitter end, we use the same microcontroller to digitally synthesize the transmit signal and couple to the body directly.
4 CONCLUSION
In this article, we introduce BodyWire, which demonstrates communication between two wearable devices through electro-quasistatic human body communication. We carry out experiments to characterize the channel loss across different human subjects, environments, postures, and locations on the body. We discuss about the different factors such as ground isolation, device size, and packaging that can potentially affect the experimental results and provide suggestions about taking these factors into account while designing experiments to ensure repeatable measurements. The measurement results show that the channel loss variation across subjects, different postures, and environment is about 15 dB, providing a design constraint for the receiver design. The results also show that the channel loss reduces by 3–4 dB in presence of a big object around the body, such as an office desk. This shows that the loss in an office/lab environment will be slightly better than that in an outdoor environment, which can be explained from the higher return path capacitance due to the parasitic coupling of the device ground with the environment. The almost constant channel loss for measurements across different locations of the body also shows the advantage of capacitive coupling over galvanic coupling. These characterizations were taken into account to design a prototype device demonstrating information exchange between two persons during a handshake, showing the smallest form factor wearable–wearable HBC information exchange according to the authors’ best knowledge.
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