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Fault Tree Analysis (FTA) has been a well-established and widely used method to deduct system failure scenarios for large complex systems like Nuclear Power Plants (NPPs). Redundant design is usually adopted in NPPs to improve system reliability, including parallel design and standby design. Sequential failures exist among the modules in a standby redundant system, which have not been detailed considered in FTA in industry, leading to an overestimation of system failure probability. Then if FTA is used to compare the reliability of the two designs, it will be found that parallel design is more reliable than standby, which is just the opposite of the conclusion from Reliability Block Diagram (RBD) analysis. To solve this problem, an improved Fault Tree methodology is proposed in this paper, using Priority-AND (PAND) gate and Condition-AND (CAND) gate to model the sequential failures. And the Boolean laws of logic is extended correspondingly for qualitative analysis, as well as the mathematic formulas for quantitative analysis. A case study is also presented to demonstrate the process and benefits for using the proposed approach.
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INTRODUCTION

Fault Tree Analysis (FTA) is a widely used method in system reliability analysis (Lee et al., 1985; Guimarẽes and Ebecken, 1999), and has been applied to nuclear power industry since early 1970s (NUREG, 1975).

It is a deductive methodology, which connects Top Event (system failure) with a set of Intermediate Events and Basic Events (component failures, human errors, etc.) by logic units like AND/OR gates. System failure paths and contributions of components/events to system failure can be located by FTA results (Vesely et al., 2002).

Redundancy is an effective measure to improve system reliability, including parallel redundant and standby redundant.

Figure 1 shows a typical two-redundant system design, in which the blue parts are unique to standby redundant design while the others for both. In parallel design, A and B are activated simultaneously. While in standby, A will be activated firstly, and then B by switching unit S if A fails.
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FIGURE 1. Typical two redundant system.



The Minimal Cut Sets (MCSs) of the two systems are:

Parallel: A[image: image]B

Standby:A[image: image]B, A[image: image]S

With “no failure in standby” assumption, the standby system failure probability from FTA is bigger than the other, and the conclusion is opposite to that from Reliability Block Diagram analyzing (Bilintion and Allan, 1992). Detailed analysis about the MCSs of the two redundant systems is carried out, and it is found that the FTA has overestimated the failure probability of standby system, by involving two failure paths which should not be considered. They are: (1) B fails before A, which should not happen because B is in standby before A fails; (2) S fails after A, which may happen but should not lead to system failure as B should have been activated before S fails.

These are so called sequential failure problems in this paper, and are defined as:

1) Sequence-Dependent Failure (SDF)—the sequential failures of switching unit and redundant units. It means that the system fails or not depends on the failure sequence of these two types of units; and

2) Condition-Dependent Failure (CDF)—the sequential failures of redundant units. It means that the failure of the former unit is the prerequisite for the later one to fail, as the later unit will not fail until the former one fails.

Sequential failure problems are very common for process systems in which system/components may be placed in service orderly. And several solutions have been proposed to solve these problems in recent years. Representative works including:

- Pandora (Walker and Papadopoulos, 2006, 2009) based on Priority-AND gate to evaluate SDFs;

- Methodologies based on state transfer analysis involving CDF evaluation and other issues in analysis (Azaron et al., 2006; Wang et al., 2012; Hellmich and Berg, 2015);

- Event Sequence Diagram (ESD) (Swaminathan and Smidts, 1999a,b) to model failure of systems/components which are put in service orderly with a time delay; and

- Dynamic Fault Tree (DFT) (Manian et al., 1998; Cepin and Mavko, 2002) for risk evaluation for those systems whose comfiguration may change at different time points.

The first two kinds of methodology focus on only one sequential issue. DFT is designed with house event tables to take system configuration changes into consideration, but not to analyze the sequential issues discussed here. ESD is comprehensive in theory, but too complicated to construct a detailed model for large complex systems.

Hence, this research is to develop an FTA method to analyze both of the two sequential issues. The method suggested should be convenient to be implemented in model construction and computer aided analyzing.

SEQUENCE-DEPENDENT FAILURE MODELING AND ANALYZING

Priority-AND (PAND) gate is adopted to model the SDFs, which has been defined in Fault Tree Handbook (Vesely et al., 2002) but without qualitative and quantitative analysis laws.

The graphic symbol of PAND gate is shown in Figure 2, and the mathematic expression is written asQ = A∀B, which means that event Q will occur if and only if:

1) B has occurred, following the occurrence of A; or

2) Both A and B occur simultaneously.
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FIGURE 2. PAND gate.



Most of the basic Boolean logic laws (Verma et al., 2010) are still available for Minimal Cut Sets Analysis for FTs involving PAND gates. For the convenience of reading, they are listed as follows:

Distributive Law:

[image: image]

Idempotent Laws: A∀A = A

Absorption Law: A[image: image]A∀B = A[image: image](A∀B) = A

But it should be noticed that the Exchange Law is no longer available for PAND gate, that isA∀B ≠ B∀A.

And for multiple SDF, the extended Boolean Laws are:

[image: image]

A∀(B∀C) = (A[image: image]B)∀C, which means:

1) All of A, B and C should occur;

2) A should occur no later than the time when both B and C have occurred;

3) B should occur no later than C; and

4) A and B can occur in any order.

To calculate the probability of MCSs with SDFs, use

[image: image]

If B is an event with constant probability of QB, then

[image: image]

Where,f(t) is the probability density function of an event—the probability that an event may occur at time t.

Any A, B, or C may be a combination of more than one events. IfA = A1[image: image]A2, then

[image: image]

Where, F(t)is the distribution function of an event—the probability that an event may occur in time duration of t.

Then for the system in Figure 1, the MCS A[image: image]S becomesS∀A, and its probability is

[image: image]

CONDITION-DEPENDENT FAILURE MODELING AND ANALYZING

Condition-AND (CAND) gate is constructed to model CDFs. The graphic symbol is shown in Figure 3, and the mathematic expression is written asQ = 〈A|B〉,which means that:

1) Event Q will occur if and only if both A and B occur; and

2) B never occurs before A.


[image: image]

FIGURE 3. CAND gate.



The basic Boolean logic laws for CAND gate are as follows:

Distributive Law:

[image: image]

Idempotent Laws: 〈A|A〉 = A

Absorption Law: A[image: image]〈A|B〉 = A[image: image](〈A|B〉) = A

Exchange Law is not available for CAND gate either.

And for multiple CDF, use the extended Boolean Law:

[image: image]

To calculate the probability of MCSs with CDFs, use

[image: image]

or

[image: image]

Then for the system in Figure 1, the MCS A[image: image]B becomes 〈A|B〉, and the probability is

[image: image]

HYBRID LOGIC ANALYSIS

The two sequential logic gates discussed separately above usually exist simultaneously in one MCS for high-redundancy system, and the logic is hybrid.

Figure 4 shows a simplified typical composition of a standby triple-redundant system with function modules of A, B, and C. The switching unit is consisted by three sensors (S1–S3) and a processing modular (P). Sensors S1, S2, and S3 are used to monitoring the parameters out from A, B, and C correspondingly. P processes the parameters from sensors and then generates a signal to activate the standby unit orderly if necessary. There are three operation modes for this system:

Mode1: A is put in operation firstly, B and C will be activated one-by-one in order of B and C;

Mode2: B is put in operation firstly, A and C will be activated one-by-one in order of C and A;

Mode3: C is put in operation firstly, A and B will be activated one-by-one in order of A and B.


[image: image]

FIGURE 4. Example of a Triple-redundant system.



These modes are completely symmetrical. We assume that the system is operated in Mode1.

The possible hybrid logics and laws to do qualitative and quantitative analysis are:

1) 〈(S1∀A)|(S2∀B)〉, and

[image: image]

2) 〈(S1∀A)|(S2∀B)〉 = 〈[(S1[image: image]S2)∀A]|B〉 , if B is a failure on demand with a constant probability, and

[image: image]

3) 〈A|(P∀B)〉 , with P as the unit shared by A and B. Then

[image: image]

4) For any A and B,〈A|(B∀A)〉 = B∀A.

CASE STUDY

Taking the system shown in Figure 4 as an example to demonstrate the FTA process using the proposed methodology. And define events as follows:

1. SYS: System is failed.

2. Component name with*: All failures of the component;

3. Component name without*: The primary failure of component;

4. Component name-SW: Failed to activate the component;

5. SW-component name: The component is not activated because of the failure of relative switching unit.

The FT is shown in Figure 5.


[image: image]

FIGURE 5. FT for case study.



S3 does not appear in the FT. It is because that A and B have failed when C is activated and there would be no standby remained once C is also failed. Then S3 is only used to monitor system parameters and find whether system has failed or not, with no contribution to system function failure.

Apply the extended Boolean logic rules, then

[image: image]
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Ultimately, there are six MCSs for system failure:


[image: image]



The MCSs of a classical FT are:


[image: image]



Using the same failure rate of 1E-04 h−1 for all the components in system, then the system failure probability in 24 h evaluated by the proposed FT method is 2.8892e-06, while the value of classical FT is 5.8013e-06, which is almost twice as much as the former.

From the case study, it is very clear that:

1) Usually, the failure scenarios of a standby redundant system obtained from the classic FT are too extensive (e.g., MCS A.B.C), including the scenarios which shouldn't occur or won't lead to system failure even if occurred;

2) Sometimes, failure scenarios may be omitted by the classic FT (e.g. MCS〈A|(P∀B)〉); and

3) System failure probability would be overestimated by the classic FTA, as the mission time of components used in calculation are longer than actual values.

And also it should be reasonable to suspect the accuracy of importance analysis result of the classic FT.

The proposed FT method provides a new perspective to avoid the issues above. It has been applied to an NPP system, under a Project on NPP risk monitor. The qualitative analysis to generate MCSs is implemented manually, and MATLAB program is used to do the quantitative calculation. And a software tool to do a complete analysis is under development.

CONCLUSION

It has been recognized for many years that the order in which the components may fail will affect system behavior in a standby redundant system. But, this issue has not been comprehensively considered yet in industry. The study of this paper aims to find a way to take account of this issue based on FTA methodology.

Firstly, the issue is divided into two categories:

1) Components can only fail in certain order;

2) Components may fail in any order, but only those failures in certain order will lead to a system failure.

Accordingly, two gates, Condition-AND gate and Priority-AND gate, are adopted in this study. The former gate is new constructed, while the later one has been defined in Fault Tree Handbook but not applied because of the lack of qualitative and quantitative analysis rules in the Handbook.

Then, the extended Boolean logic laws are proposed to implement the qualitative analysis of a FT, generating the MCSs with sequential characteristics. The mathematical formulas to calculate MCS probability (quantitative analysis) are also developed, as well as the variations in application.

Finally, a case study is presented to demonstrate the modeling and analyzing process using the improved FTA method. Compared with the results from classical FTA, it is found that the proposed method can lead to more realistic failure scenarios and reduce the conversation of classical FTA.

The future work will focus on how to improve the efficiency of the method for applying to large complex system (e.g., NPP system) when combined with other problems like common cause failure. Also, it is necessary to develop a software to do analysis automatically.
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